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Amendment of Information Matching Rules: 

Supplementary Recommendations 

1.
Introduction

1.1
In June 2001 I recommended the making of an Order in Council pursuant to section 107 of the Privacy Act 1993 to substitute a new set of information matching rules.
  I understand that the recommendations have been accepted and the proposed rules are with the Parliamentary Counsel Office for drafting.  A matter has recently arisen which has persuaded me that it would be appropriate to provide an additional exemption power to an information matching rule dealing with destruction of information.  As this was not part of my earlier recommendations, I have prepared this supplementary report.  

1.2
Additionally, there is a matter relating to the wording of the proposed rule 8 (Disputes following giving of notice of adverse action) which deserves some clarification.  This matter would not have warranted a report on its own as it is  in the nature of a clarification which could have been dealt with between officials and my office during the drafting process.  However, given the need for a report on the other matter, I am pleased to also put this issue on the record.  

2.
Proposed power to grant exemptions from the destruction of information rule

2.1
Existing rule 6 is proposed to be replaced, in similar terms, by a proposed rule 10.  Rule 10 would provide:



“10. Destruction of information
(1) Personal information that is disclosed, pursuant to an information matching provision, to a matching agency for use in an authorised information matching programme and that does not reveal a discrepancy shall be destroyed as soon as practicable by that agency.

(2) Where:
(a) personal information is disclosed, pursuant to an information matching provision, to a matching agency for use in a programme; and

(b) that information reveals a discrepancy, 



that information must be destroyed by the user agency as soon as practicable after that information is no longer needed by that agency for the purposes of taking any adverse action against an individual or for the purposes set out in rule 11(2)(b).  

(3) Nothing in this clause applies to the Inland Revenue Department where it is a user agency in relation to the programme.”

2.2
The issue I raise is with subrule 10(1).  Ordinarily, this requirement (as currently found in subrule 6(1)) is entirely unproblematic.  As far as I am aware, no issues have ever previously arisen in relation to it.  No proposals for changing it were made to me when I examined the provision before preparing my report and undertook consultation with a range of interested persons.  

2.3
However, the DIA(C)/DIA(P) Passport Processing Match has raised a new issue warranting attention.
  I consider that the exceptional nature of the problem is best dealt with by providing a new provision for granting an exemption.  

2.4
Normally when information disclosed pursuant to an information matching provision is sent for matching, or returned after matching, it is an uncontroversial part of good information practice that information not revealing a discrepancy be destroyed.  The information is simply of no further interest in terms of the objectives of the programme and need not, and should not, be retained.  

2.5
Essentially, the match in question involves the Passports Office comparing information about passport applicants to the Citizenship Office with citizenship information (such as information about citizenship by grant or descent).  The objective of the match is to verify an entitlement to a passport by reason of an applicant’s citizenship status.  Where there is a successful “match” between the information about an applicant and information held on citizenship records, no adverse action is taken and a passport is normally issued.  However, the Passports Office would like to have the citizenship reference number disclosed to it to retain on its records.  The information relates to the group of people that the match has identified as not warranting adverse action (in contrast to those for whom there has been no successful match where adverse action, in terms of withholding a passport, may result).  The Department wishes to record the citizenship reference number to provide a basis for auditing passport applications to detect errors, fraud or corruption.  In essence, if a Passports Officer was to falsify a citizenship reference number, and go on to issue a passport, the retention of the record would provide an audit trail and might be part of the evidence upon which disciplinary or criminal action might be taken.

2.6 The issue is not one that requires a general change to the approach of the rule, which remains perfectly sound.  I therefore recommend simply that an exemption power should be included in the proposed new rule 10(1) to the effect that the Privacy Commissioner may, notwithstanding rule 10(1), grant an approval permitting the retention of information where he or she is satisfied that there is good reason not to destroy the information and the interests of the individual concerned are not thereby prejudiced.  

2.7 On a technical matter, reconsideration of the issue in this context has led me to the view that the wording of proposed rule 10(1) should revert more closely to the existing rule 6(2).  That is, that the reference “to a matching agency” should revert simply to “to an agency” so that it remains applicable to disclosures in either direction.  Similar changes may be warranted in subrule 6(2).

3.
Amendment to proposed rule 8: Disputes following giving of notice of adverse action

3.1
Proposed rule 8 would enhance the protection for individuals by imposing record keeping requirements concerning challenges, requiring individuals to be informed of their rights and by ensuring that where the accuracy of information is challenged this does not prejudice any rights of appeal or review.

3.2
The rule as earlier proposed reads:



“Rule 8 – Disputes following giving of notice of adverse action

(1)
If an individual responds orally to a notice of adverse action given under section 103, the person receiving the oral response must make a written record of the date and substance of the response.  

(2)
If an individual responds to a notice of adverse action, the agency receiving the response must, for so long as information concerning a discrepancy is retained, also retain and keep in a manner that will always be available to be read with the information concerning the discrepancy:


(a)
the information contained in any written response from the
individual concerned; and


(b)
the information contained in the written record of an oral response made pursuant to subrule (1).

(3)
If there is a dispute as to the accuracy of information which the agency does not concede, it must inform the individual of the rights of complaint conferred by the Act.  Any further action taken by the agency must, unless otherwise provided by law, not interfere with an individual’s opportunity to exercise any rights of appeal or view.”

3.3
After my report had been made to the Minister, a department suggested to me that the word “response” in proposed rule 8 may be unduly wide and would be more appropriately replaced with the word “challenge”.  The department provided examples of responses, not all of which would constitute challenges.  

3.4
I consider that the word “disputes” should remain in the heading of proposed rule 8 and in subrule 8(3), but that “response” could usefully be replaced with “challenge” in subrules 8(1) and (2).  “Challenge” itself could usefully be defined.  These suggestions were earlier communicated to the Ministry of Justice.
  

3.5
The term “challenge” could be defined in rule 8 or in clause 1 as:


“Challenge means a response to a notice of adverse action which disputes whether the information in the notice is accurate, up to date, complete, and not misleading.  

It is not essential from my perspective that the term be defined and I am happy to leave that as a matter to be further discussed with officials and the Parliamentary Counsel Office.  

3.6 In terms of change to the rule as earlier recommended, I suggest:

· in subrule (1) that “responds orally to” be replaced with “orally challenges” and that the latter 2 references to “response” be replaced with “challenge”;

· in subrule (2) the words “responds to” be replaced with “challenges” and the latter references to “responds” be replaced with “challenge”.  

4.
Recommendations

4.1
I recommend that the proposed set of information matching rules earlier recommended be modified so that:
(a) the word “challenge” is generally used in proposed rule 8 in preference to “response”; 

(b) a power for the Commissioner to grant exemptions to subrule 10(1) be provided; and

(c) the wording in proposed rule 10(1) and (2) more closely follow existing rule 6. 

B H Slane

Privacy Commissioner
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� 	Report by the Privacy Commissioner to the Minister of Justice recommending the making of an Order in Council to revoke the 4th Schedule to the Privacy Act 1993 and to substitute a new schedule containing a revised set of information matching rules, 28 June 2001.


� 	The BDM/DIA Passport Application Match will raise a similar issue.


� 	Letter Blair Stewart, Assistant Privacy Commissioner, to Pauline Zumbach, Ministry of Justice, 6 August 2002.






