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Did you know…?
As we sit here now, there are many databases holding information about you, your income, family, house, education and lifestyle. Quite a lot is open to the public. For starters, there is your birth certificate, marriage certificate, passport and entry on the electoral roll. 
You will have a national health index number which links to any information about you held by a hospital, GP, medical laboratory or pharmacy. 
Financially, there will be information about you relating to income tax return information, superannuation, insurance and annuity details, credit reporting agencies such as Baycorp, and banks. 
Then there’s mobile phone records, the video store, the local library, the sports club, Ticketek, customer loyalty schemes such as Fly Buys, TradeMe, and your internet service provider to name a few. Perhaps you are also a member of a political party or professional association.
If you’ve had an active past, there may be information about you held by the New Zealand Security Intelligence Service, traffic fine information, or details held by NZ Police or courts. 

You will have given some of that information voluntarily, and some of it you are required by law to provide. But what happens to it, how securely is it held, and who has access to it? These are all fair questions to ask. In fact, I encourage you to ask exactly those sorts of questions of the businesses and organisations holding information about you. And, to ask yourselves as business people holding client and employee information, whether you could answer those questions satisfactorily.
The powerful technology which has transformed the way this information is held and used, is also transforming our lives and the way we do business. It is up to all of us to make sure the technology is used for good rather than evil.

Is privacy a real issue?

How much of an issue is privacy?  The news media gives us a clue. Privacy related stories in the last few months include:

· Tana Umaga/Chris Masoe/TradeMe/CCTV footage sale
· proposed children/parents ID number and database

· policeman convicted of accessing his girlfriend’s mobile calls

· fingerscanning of employees
· US veterans administration –laptop stolen, containing entire client database
· online banking – leaks; phishing
· internet/identity fraud
· TradeMe Romanian phishing attack.

Does anyone care about privacy? : Key points from the UMR survey 
In spite of all this you may still be asking if anyone really cares. It is important to objectively test New Zealanders’ attitudes to privacy. A little over five years ago my predecessor Bruce Slane commissioned UMR to survey public opinion on privacy. In March this year I commissioned a further survey, of 1000 people. The results showed remarkable consistency.
Key points include:
· A high, continuing, level of public concern about individual privacy - constant across the urban and rural divide, and across age ranges. 

· Privacy is now sixth out of nine major issues surveyed. Concern about education, crime and violence, health, environment and the economy ranked ahead. Of the major issues surveyed concern about privacy now ranks ahead of unemployment.
· Over 80 percent of people pinpointed the internet and business as key areas of privacy-related concern.

· 93 percent of you considered good privacy practices by business as important as efficiency, and product quality, and service, and more important than convenience – a loud wake up call to those businesses not already switched on to privacy.

· 85 percent of those under 30 believe that New Zealand needs a Privacy Commission – perhaps reflecting young people’s awareness of the power of technology.

The survey demonstrates that New Zealanders do value their personal information and hold concerns about how it is handled. 
Why does privacy matter to business?

You might still be asking, but why does privacy matter to me and my business? Simply, privacy matters at a very practical level because “what’s good for privacy is good for business – and government”. More and more, having access to personal information means having not just knowledge, but power. We are in the information-rich, data-loaded world. As a person, your personal identity is a saleable commodity. As a business person, the personal information you collect is a critical tool for your business.
So - privacy is both a business asset and business risk. The hot button is trust. How many times have you heard business gurus saying – it costs 10 times as much to get a new customer as to keep an old one?
In order to compete and succeed in this brave new world, doing business now demands your attention to privacy issues. But it’s not just another compliance cost: in the business equation, good personal information practice will be rewarded with customer trust – and therefore benefit your bottom line. 

What are your “business risks” from poor personal information handling?

1.
loss of customer and employee trust

2.
brand and reputation damage

3.
customer and business partner attrition, and 

4.
risking loss of the value of information. 
In the New Zealand Post example – posties collecting information for a paint company – the resulting public reaction and media coverage risked brand damage to an iconic New Zealand agency.
On the up-side, the “business asset” side of things, some persuasive reasons for business to choose good privacy practice are:

· Retain and enhance trust and your brand value.

· Pragmatism. Reduces the risk of more regulation. Few businesses want a greater compliance burden or more prescriptive law.

· Avoiding potential legal costs and penalties. No organisation wants to incur costs by dealing with numerous complaints or being involved in court cases.

· Staff morale. An organisational culture that respects privacy can give a business the real, but often intangible, benefits of a happy and productive workforce.

· Corporate social responsibility. Leading businesses are aware of the principles of operating a business in a manner that meets or exceeds the ethical, legal, commercial and public expectations that society has of business. 
This list was put together mainly by my colleague Karen Curtis, Australian Privacy Commissioner, who shares my concerns about privacy and business.

So – privacy protection can even be your point of difference in a cynical and disillusioned market which increasingly questions business ethics. As business people in the credit and debt collection sector, you are right at the hub of things – where business imperatives and personal information meet.
Privacy within the credit society – why was a privacy code needed? 

Credit reporting is a fast growing industry, reflecting the fast growth in New Zealanders’ use of credit. Household indebtedness has been rising steadily. Some statistics will give you a flavour of it. The Reserve Bank notes that by mid-2006, the outstanding debt of households had increased around five times in dollar terms since 1990 – more than doubling as a percentage of households’ disposable income. Similar debt levels exist in Australia, UK and USA. 
 

· Total household debt stands at around $142,130 million (December 2005). 
· Household debt is about 156% pf disposable household income (2006). By comparison, in 1991, household debt stood at just below 60% of disposable household income. 
· In October 2006, New Zealanders owed $2201 million on credit cards (cf. $308 million in Oct 1990).

· Average annual household income was $60,433 in 2003/04.
 
And the extension of credit of course depends on credit providers having a ready supply of relevant personal financial information. Credit reporters hold large amounts of personal information collected from credit providers such as banks, retailers and utility companies. This is often supplemented with information from publicly available sources such as official lists of undischarged bankrupts. Very little of the information is gathered directly from the individuals themselves. 
Most people are not aware of the nature of the information that is held about them, yet this information may affect their credit reputation for many years. Any mishandling or inaccuracy in the information has the potential to cause real harm to Mary and Joe public. Individuals have no choice about which credit reporter records their details and they cannot remove themselves from these private databases even if they are dissatisfied with the way in which their personal information is handled.
The Credit Reporting Privacy Code 2004 was developed to address these issues and to promote a more orderly, fair, transparent and accurate credit reporting system. The Code was issued in December 2004 and came into full force on 1 April 2006. 

Straightforward benefits that the Code brings for ordinary New Zealanders:

· individuals can receive free copies of any information held about them; 

· regularly updated credit information; 

· improved systems to ensure new information is linked to the correct individual; 

· improved systems and audits to ensure information is accurate; 

· disputed debts are flagged while they are being checked; 

· the range of agencies and individuals to which credit information can be disclosed is limited; 

· clear, fast and effective complaints resolution procedures. 

Individual rights under the Code are spelled out in a plain English Summary of Rights.
The code was also designed to assist credit reporters by:

· enabling them to market a more accurate product; 

· developing greater public understanding and goodwill; 

· reducing opportunities for misuse by fraudsters by having better identification systems; 

· allowing compliance in a non-prescriptive manner; 

· providing a flexible form of regulation; 

· focusing on self-auditing and contract-based compliance, with external regulation being used only as a backstop; 

· allowing self-management of complaints procedures; 

· spelling out clearer compliance standards; 

· bringing about greater trans-Tasman regulatory alignment. 

The code is designed to assist business users such as yourselves by:

· improving the accuracy of information they obtain; 

· minimising compliance costs by having relatively light-handed regulation, but added certainty about the rules governing credit information; 

· less risk of identity theft by more accurate identification of individuals; 

· better and lower-level dispute handling processes. 

On balance the code is expected to have positive impacts for businesses in terms of promoting accuracy of information and customer trust.

I hope that you too see benefits for your industry from the provisions in the Code. The aim was for balance between business and consumer interests and to give certainty and clarity. Public trust in the integrity of the credit reporting (and debt collecting) industry is essential, and I hope this Code goes some way toward supporting and enhancing that goal.
Reviewing progress – 6 months and on
To date, my impression is that the credit industry, and New Zealanders generally, have adapted well to the Code and as a result, its maiden run has been relatively uneventful. There are a few reasons for that – not the least of which was extensive industry involvement in the consultative stages. Wherever possible, we worked to accommodate business and credit industry concerns. Your Association President, Amanda Tooker, presented an effective – and ultimately persuasive – submission on your behalf. As a result, debt collectors can independently subscribe to a credit reporter’s service and access debtor information.
Staff within my Office who deal with privacy complaints tell me that the internal complaints procedures run by the credit reporting agencies seem to be working well – and so my staff can now refer individuals back to the credit reporter with confidence that those particular concerns will be taken on board. And individual New Zealanders are certainly making use of the right to access their credit information for free – thousands have made requests. 
Although overall progress in the early months of the Code is encouraging, it ain’t all over yet! The Code has a review mechanism built into it.
 We will be reviewing the Code as soon as practicable after April 2008. Your feedback and experience in the operation of the Code is going to be important. So if something isn’t working for you – or you can see a way to improve it – let us know. We will certainly be engaging with your association and other interested parties closer to the time to seek specific comments.
What do we do?
The Privacy Act was passed unanimously in 1993. The Act gives me a broad range of functions:

· monitor government policy and legislation and issue codes where required and overseas trends
· monitor NZ privacy generally 
· check data matching by government

for example – employers/MSD (benefit fraud)

 – IRD/MSD (qualify for community services card)

 – unenrolled voters EEC/LTSA/MoT/MSD
· education/communications/reporting. Our freephone line gets 6,000 calls a year.
· Complaints. We get around 600 written complaints a year.
The Act emphasises balance. Personal information protection is a necessary part of consumer rights – but it must by law be balanced against competing social or economic interests.

My personal focus?  TRUST is the issue. Our goals?

· a New Zealand which protects individual privacy and supports individual freedom and identity

· a New Zealand where citizens and consumers trust government and business to handle their personal information well.

And – a New Zealand which retains its competitive advantage by keeping privacy protections up to international standards.

Conclusion

What does all this mean for you?  I want to shift business and public focus:

· from compliance to active protection

· from seeing privacy as a burden, to seeing it as a positive asset and a brand value

· from complacency about privacy risks, to sensible consciousness of risks and sensible precautions to protect you and your families.
Our website (www.privacy.org.nz) and our freephone line (0800 803 909) are there to help you. We have guidelines on our website specifically designed to help businesses.

And a final word on privacy and technology

Scott McNealy (recently retired after about 20 years as CEO of Sun Microsystems,) is notorious for having said in 1999: “You don’t have any privacy anyway. Get over it.”

At the big JavaOne conference in May 2006 he reportedly said that privacy and security are now his top priorities. It seems that the week before the conference he learned that a partner company had lost a laptop that contained McNealy’s personal information. He is also reported to have said that he now understands the consumer perspective!

PS Types of enquiries concerning debt collectors







� www.rbnz.govt.nz/keygraphs/Fig5.html  (27 November 2006)


� Source: Reserve Bank of New Zealand – various measures.


� Source: Statistics New Zealand, Household Economic Survey, 30 June 2004.


� The Commissioner must review the Code as soon as practicable after 1 April 2008 (clause 3).
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