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New Zealand Report 

New Zealand report to the 37th Meeting of the International Working Group on Data Protection in Telecommunications

31st March to 1st April 2005 in Madeira

(IWGDPT Agenda Items 1, 2, 8, 9, 10 and 13)

This report covers the period since the last national report was submitted in January 2002, concentrating upon more recent events.

Agenda Item 1: Recent National Developments

Telecommunications Information Privacy Code 2003

After years of development, the Privacy Commissioner issued a code of practice covering telecommunications agencies in May 2003.  Codes of practice issued under the Privacy Act 1993 are a form of delegated legislation that can modify the information privacy principles in the Act. The code is now fully in force. Information on the code is available at the OPC website, The Office of the Privacy Commissioner - New Zealand
.

The code affects telecommunications agencies in their handling of personal information about customers and users of telecommunications services.  It covers, for example, telephone companies, the publishers of telephone directories, Internet service providers, mobile telephone retailers and many call centres.  Amongst other things the code:

· cements in existing good practice (for example, ensuring that subscribers need not pay to keep their details from being published in the telephone book as was formerly the case)

· requires “blocking” options to be available free of charge when caller ID is offered (agencies must make subscribers and users aware of these options)

· prohibits the use of traffic data gained from inter-connection for unauthorised direct marketing

· requires internal complaints handling which meet certain minimum standards

· prohibits reverse search directories without individual consent

· empowers subscribers as to the way in which they prefer their names and addresses to appear in a telecommunications directory.

The code also conferred new discretions upon telecommunications agencies in processing personal information (for example, allowing disclosure for the purposes of preventing or investigating an action or threat that may compromise network or service security or integrity).  

New Technology Team

A 3 person Technology Team has been established within the Office of the Privacy Commissioner.  The team is responsible for oversight of government data matching programmes and providing privacy input into e-government initiatives.  The team will provide the Privacy Commissioner with additional capacity to monitor and advise upon privacy issues with emerging technologies. For more information - Private Word – March 2005
. 

Telecommunications Act Review

The telecommunications regulatory environment in New Zealand was substantially changed with the passing of the Telecommunications Act 2001. A review drawing upon experience gained since 2001 has begun. A particular focus is on the development, implementation, monitoring and enforcement of regulated service supply agreements. The review is described on the  Ministry of Economic Development website Implementation Review of the Telecommunications Act 2001
.

New legislation 

It is not intended to comprehensively survey recent legislation here.  However, two new laws are particularly noteworthy.  

The Government Communications Security Bureau Act 2003 placed GCSB, which has had responsibility since 1977 for both signals intelligence and communications security, on a statutory footing for the first time.  This provides a more appropriate legal basis and accountability framework. 

The Telecommunications (Interception Capability) Act 2004 requires public telecommunications networks to be interception-capable with the aim of achieving greater effectiveness in law enforcement and security.  Public switched telephone networks must be fully compliant by the end of 2005 whereas public data networks have until 2009.  The Act includes the principle that the privacy of telecommunications that are not subject to an interception warrant or other lawful interception authority must be maintained to the extent provided for in law.

Both statutes are available on the NZ Legislation website: Statutes of New Zealand
.

Agenda item 2: Privacy Related Problems Of Web-Based Services
Banking
The media recently reported that a New Zealand bank blocked 1400 of its customers from having access to its Internet banking website.
  Those customers had apparently installed software downloaded from a US company called Marketsoft
. The program reportedly includes “spyware” dedicated to collecting information to be sold for marketing and was capable of monitoring users’ behaviour such as keystrokes and browsing activity. The bank viewed this as a risk to security.

Government On-line Authentication Project

The government on-line authentication project, which was the subject of a privacy impact assessment in December 2003 - Authentication for e-government: Privacy Impact Assessment report
, and an update in April 2004 - All-of-government Online Authentication: Update to the December 2003 Privacy Impact Assessment
, has moved to the development of a shared logon service. An e-Government Unit press release states that the project: “emphasises the high value New Zealanders’ place on their privacy” and “an additional Privacy Impact Assessment will be undertaken once the Shared Logon design has been finalised.” – E-government News: Authentication Shared Logon Implementation underway
. The Office of the Privacy Commissioner is being consulted.

Agenda item 7: Privacy and Copyright Management

The Ministry of Economic Development started reviewing digital technology and the Copyright Act 1994 in July 2001.  A position paper setting out the Ministry’s preferred policy response to the issues raised in the discussion document was released in December 2002.  The Government’s proposals resulting from the review, outlined in a Cabinet Paper, were released in June 2003.  The review is described on the  Ministry of Economic Development website, Digital Technology and the Copyright Act 1994
.

It is understood that the Government intends to amend the provisions of the Copyright Act relating to technological protection measures so that existing prohibitions against devices designed to circumvent “copy protection” are expanded to cover devices that circumvent technological protection measures provided to copyright owners, including communication, not just copying.  It is also understood that the Government has agreed that protection be provided for electronic rights management information that identifies content protected by copyright and the terms of conditions of use, but not the tracking functions associated with this technology.  Legislation has not yet been introduced to Parliament to implement the proposed reforms.

The E-Government Unit of the State Services Commission has issued cautious advice to government agencies recommending that agencies not enable the DRM features of available software capable of an early form of DRM called “information rights management” (IRM).  They believe it raises issues under the Official Information Act, Archives Act, Privacy Act and the Protected Disclosures Act. For more information -  E-government news: Advice on digital rights management
.

Agenda item 8: Spam – Developments Since The Last Meeting

New Zealand does not as yet have an anti-Spam law.  However, the Government is committed to enacting a new law largely modelled upon an Australian precedent.  A proposed Unsolicited Electronic Messages Bill is expected to apply to emails, text messaging and instant messaging services. Opt-in provisions will apply to messages described as commercial and opt-out to non-commercial marketing messages that promote an organisation’s aims or ideals. For more information on the Ministry of Economic Development website, Legislating against Unsolicited Electronic Messages Sent for Marketing or Promotional Purposes (Spam) - Cabinet Paper
  and a government press release, Minister unveils anti-spam law proposal

Telecommunications Carriers Forum 

The SMS Anti-Spam Code, adopted in February 2004, is the Telecommunication Carriers’ Forum’s first finalised non-regulated code. Telecom, Vodafone, TelstraClear, TUANZ, WorldxChange, CallPlus, BCL, Vector Communications and the Direct Marketing Association have formally ratified the Code, indicating their support of and commitment to the Code and its principles. The Code is available from the Telecommunication Carriers Forum website,  Finalised Codes
.

Marketing Industry Code of Practice

The Internet Society of New Zealand, Direct Marketing Association, and the Telecommunications Carriers’ Forum are developing a voluntary industry code of practice. Meant to work in conjunction with the governments proposed legislation (Unsolicited Electronic Messages Bill, above), the code will spell out in greater detail, to assist direct marketing concerns with compliance and the proposed new law. More information is available from the InternetNZ website, Action on Anti-spam Code: Working Party Convened
.

Agenda item 9: Processing Of Personal Data Of Domain Name Holders And IP Addresses in WHOIS Database

The Office of the Domain Name Commissioner (an operational office of Internet NZ) issued a draft WHOIS Policy document in 2004 for public consultation to 31 January 2005 - WHOIS Policy
. The Policy reminds users that the WHOIS directory is covered by the Privacy Act 1993 and that misuse of the information may result in access being denied.  The DNC has published submissions and details of the process of review - Whois Policy Review: Draft Policy
. Internet NZ is also developing a voluntary Internet Code of Practice for ISPs that stipulates as one purpose “to provide standards of privacy and confidentiality afforded to users of the Internet”, quoted from the InternetNZ working paper, Internet Code of Practice Working Paper 2005
. 

Agenda item 10: Radio-Frequency Identification - Developments Since The Last Meeting

GS1
 New Zealand organised a conference, held  in Auckland during February 2005, to promote and explain EPC/RFID technology, for which New Zealand Office of the Privacy Commissioner published notes  EPC/RFID – The Way of the Future?  A Privacy Perspective
). EPC (electronic product code) allows for the creation of unique IDs held in RFID  tags attached to individual objects. The system is designed on principles similar to those that lie behind the Internet domain name service (DNS) permitting data about individual tagged objects to be discovered across international networks. GS1 New Zealand is in the process of developing a voluntary industry code aimed at ensuring that consumers in the retail context are informed of the presence of RFID tags on products and providing a mechanism for handling complaints. 

Agenda item 13: Telecommunications-related Video Surveillance

Mount Maunganui ‘wavecam’

A recent case of a ‘wavecam’ positioned to overlook the sea at Mount Maunganui, Tauranga, New Zealand, ostensibly to provide information about conditions for surfers, also overlooked a public bathing area. The wavecam is visible via the Tauranga City News website, Mount Wave Cam
.  Here a free public information service may also have the potential to be used in ways not intended by the provider and led to some public debate about the issues on television, radio and in the press. A short paper canvassing this development is circulated with this agenda.

Intimate Covert Filming

The New Zealand Law Commission issued a report in 2003 on the issue of intimate covert filming. Their report recommends that three new offences be added to the Crimes Act: making a voyeuristic recording, publishing a voyeuristic recording and possessing a voyeuristic recording. The report can be accessed on the Law Commission website, Intimate Covert Filming
. The government is expected to introduce a Crimes Amendment (Intimate Covert Filming) Bill very shortly (announced in a government press release Films, Videos, and Publications Classification Amendment Bill second reading
).  
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Website: Office of the Privacy Commissioner - New Zealand
 
� http://www.privacy.org.nz/


� http://www.privacy.org.nz/privword/PW53.pdf


� http://www.med.govt.nz/pbt/telecom/implementation-review/index.html


� http://www.legislation.govt.nz/browse_vw.asp?content-set=pal_statutes


� For example – �HYPERLINK "http://www.stuff.co.nz/stuff/0,2106,3215585a28,00.html"��Stuff: Some online bank users blocked because of spyware threat�    (http://www.stuff.co.nz/stuff/0,2106,3215585a28,00.html)


� http://www.marketsoft.com/index_flash.html


� http://www.e.govt.nz/docs/authent-pia-200312/index.html


� www.e-government.govt.nz/docs/pia-200404/index.html


� www.e-government.govt.nz/news/20041201.asp


� www.med.govt.nz/buslt/int_prop/digital/index.html


� http://www.e-government.govt.nz/news/2003110301.asp


� www.med.govt.nz/pbt/infotech/spam/cabinet/paper-one/index.html


� www.beehive.govt.nz/ViewDocument.aspx?DocumentID=22285


� http://www.tcf.org.nz/outputs/


� http://www.internetnz.net.nz/news/040205aspam.htm


� http://dnc.org.nz/content/whois_draft_1.pdf


� http://dnc.org.nz/story/30188-29-1.html


� www.internetnz.net.nz/icop/InternetNZ%20COP_Working_Paper_25012005.pdf


� GS1 website: �HYPERLINK "http://www.gs1nz.org/default.aspx"��GS1� (www.gs1nz.org/default.aspx)


� www.privacy.org.nz/EPCRFID.doc


� www.citynews.co.nz/webcams/mtbeach/index.php


� http://www.lawcom.govt.nz/Documents/Publications/SP15.pdf


� http://www.beehive.govt.nz/ViewDocument.cfm?DocumentID=22152


� http://www.privacy.org.nz/
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