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Introduction  
Privacy is perhaps the critical human right for modern government and the economy in the electronic age.  A degree of personal control and autonomy in relation to personal information is fundamental to individual liberty and an open society.  
Information privacy is under challenge as never before.  The Privacy Act is an important individual safeguard.  However, it is also a flexible mechanism by which the competing interests of the individual, State and commerce can be negotiated to reconcile fair information with other imperatives such as a dynamic and competitive economy and national security. 

The results of this review will shape our privacy law for a generation.  OPC congratulates the Law Commission on a thorough and comprehensive review.  There are many important proposals which, if implemented, will serve New Zealanders well for a decade and beyond.

Approach of OPC submission
OPC may be the only submitter to have answered every question in the large issues paper.  While our submission runs to more than 100 pages, more could have been said.  We have provided succinct answers to each question but can, of course, elaborate in relation any issues on request.  We look forward to further engagement with the review after the submission process. 

The issues paper confirms that the Act is sound in its fundamentals.  This was also the finding of OPC’s own 1996 – 1998 review which resulted in Necessary and Desirable: Privacy Act 1993 Review, with its 154 recommendations for fine tuning.  In parts of our submission we have suggested a ‘steady as she goes’ approach that maintains the Act’s fundamental structure and its many successful features.  We have not generally suggested wholesale change and have expressed concern at proposals that could undermine a code making mechanism that is working well. 
Notwithstanding satisfaction with the Act’s fundamentals, we have proposed improvements where the law is not as effective as it needs to be.  We have supported many of the major proposals for change contained in the issues paper.  We have also added suggestions of our own (such as a proposal for an all-of-government Chief Privacy Officer). 

We have particularly urged reform where the Act is not effective in protecting privacy.  We see reforms in the area of openness and enforcement in this light.  We also strongly support the inclusion of new mechanisms to better protect privacy, such as mandatory breach notification and targeted compliance and impact assessments.
In our submission we have tried to maintain and enhance what we believe to be the existing ethos of the Act.  We hope that the reforms will move the Act from being a piece of ‘light-handed regulation’ to a model of ‘responsive regulation’.  A light-hand is certainly warranted for the majority of agencies but a firmer approach is sometimes needed where there are significant or systemic issues. 

The reforms need to be guided in part by the international approach to privacy regulation.  In an interconnected world, compatible approaches to information regulation are needed.  It is also necessary for trade purposes for NZ to maintain a reputation for good governance of privacy issues and responsible information handling.

Our submission has urged changes that will make the Act more effective where it really counts.  This has involved a willingness to accept new responsibilities for OPC.  We anticipate that new powers will enable a re-orientation towards strategic enforcement, prioritisation and being ‘selective to be effective’.  There are significant pressures on OPC resources in a demanding climate. 
However, reform of the Privacy Act is not all about OPC.  Our submission recognises the key responsibilities of other stakeholders.  We highlight the existing and potentially enhanced role of privacy officers.  We also emphasise the role of agencies.  For instance, agencies should shoulder responsibility to notify individuals of serious breaches – this is not a role to be delegated to the regulator.  We also make proposals designed to encourage government to take privacy more seriously. 
In the new digital environment it is imperative for agencies to manage their assets responsibly and to act proactively to prevent harm to individuals.  One of the challenges of the reform of the law is to provide the right incentives to encourage agencies to comply. 

Some themes from the submission
Moving to the substance of the submission, we emphasise three themes: 

· empowering individuals; 

· making the Act more effective;  

· rising to the challenges of the electronic age. 

It is appropriate to start with empowering individuals.   The Act is there to protect individuals and they should be at the centre of consideration.

The Privacy Act conferred a number of new rights upon individuals in 1993.  To take one example, prior to the Privacy Act individuals had no rights to see medical records maintained on them by their own doctors. 

The core rights conferred by the Privacy Act remain as relevant today as ever.  However, they should be supplemented to more effectively empower individuals in the electronic age.  The Act has been found somewhat wanting in terms of transparency.  An openness principle will be a powerful new provision for individuals. 
When things go wrong, individuals should not be the last to find out.  Mandatory breach notification will be a critical tool to empower individuals to protect themselves. 

The proposals for a national do-not-call telemarketing list will enable individuals for the first time to opt out of commercial telemarketing with a single registration.  This will be welcomed by many New Zealanders. 

New provisions are needed to enhance the Act’s effectiveness to tackle systemic issues.  Encouragement of better practice and agency education, together with complaint resolution, is all very well in dealing with isolated incidents involving businesses that wish to do the right thing.  However, with larger systemic issues and with recalcitrant agencies, OPC needs a ‘bigger stick’ to achieve the objectives of the legislation.  The paper’s proposals to provide for effective enforcement will be the most critical improvement to the Act. 

Attention needs also to be paid to internal governance of privacy within organisations.  OPC suggests enhancement of the privacy officer role for very large agencies.  It also sees promise in a new all-of-government Chief Privacy Officer. 

New powers to require compliance review and privacy impact assessment will help make the Act more effective.  So too will mandatory breach notification. 

There is a continuing need for OPC to be a multi-faceted and flexible regulator with roles spanning education through to enforcement.  The existing roles need to be supplemented with new powers.  OPC recognises that it needs to be ever more nimble, able to respond to an ever changing environment. 

Finally, the reforms already mentioned, and the many others contained in the issues paper, provide a better setting for addressing the privacy challenges of the electronic age. 

We need better systemic solutions to today’s and tomorrow’s challenges.  Promotion of privacy enhancing technologies within government by a new Chief Privacy Officer would be a start.  The power for OPC to require an agency to undertake a privacy impact assessment on a major new initiative would be another step.  Compliance reviews or audits will say much more about good information management than individual complaints handling ever can.  

The electronic age involves information being transferred in and out of the jurisdiction constantly.  The Act for the most part is silent in response to the resultant risks.  It is time to tackle the issue.  OPC supports an accountability principle as a measured response. 

OPC also supports further study of proposals to better protect the privacy of children on-line. 

There are many other matters of importance in the issues paper and in OPC’s submission.  In highlighting these few important proposals, we do not underestimate the usefulness of the host of other substantive and technical amendments raised throughout the paper. 

OPC in this submission refers to either the Privacy Commissioner or the Office of the Privacy Commissioner as the context warrants
Chapter 2

Scope, approach and structure of the Act 
Q1 We believe that the “principles-based”, open-textured approach to information privacy regulation in New Zealand is still appropriate. Do you agree? What problems have been encountered as a result of this approach? In what circumstances has it been shown to be helpful or appropriate? What other approaches or combinations of approaches might be more appropriate?

OPC agrees that the ‘principles-based’, open-textured approach to information privacy regulation remains appropriate. 

The combination of that approach with provision for more detailed rule-making in codes of practice is a key characteristic of the Act.  OPC is concerned that the proposals in question 95 might make the codes mechanism more difficult to use.  Thus we caution that those changes might have an undesirable effect on the success and appropriateness of the ‘open-textured’ approach.

Q2 Do you think the Privacy Act strikes the right balance between privacy and other competing interests?
The Privacy Act is an ambitious piece of relatively modern privacy legislation.   It successfully moved NZ from a position of having virtually no privacy law to one where a single framework for fair handling of personal information applied to all organisations in the public and private sectors.  It did so in a manner that was consistent with NZ’s recent tradition of light-handed regulation and in keeping with international norms for data protection.  OPC’s view is that the Privacy Act struck a reasonable balance between privacy and various competing interests. 
However, despite its innovative nature, the Privacy Act does not provide strong privacy protection.  Rather, it deliberately defers to many competing public and private interests.  It generally does not draw bright lines between permitted and prohibited behavior but allows agencies, largely, to do as they please so long as they make clear their intentions, respect individual choices where they are offered.  Agencies may be called to account in access and correction requests and in complaints but are otherwise largely left alone to comply.  

Now that the Act has been in place for 17 years, it is timely to reconsider the balances struck in 1993.  In the intervening years there have been many challenges to privacy that may call for rebalancing.  High amongst those are the new ways in which information is handled given the Internet and various intersecting technologies and trends such as mobile telephony, miniaturisation, cheap data storage, new sensors and ubiquitous data trails.   
OPC has observed a number of areas of increasing tension and pressure that are associated with the ease of accumulating and transmitting information and interconnecting separate data sources.  If NZ is to continue to favour a ‘light-handed’ style of regulation, then the Act needs to be strengthened to ensure there is meaningful transparency for individuals. 

The most glaring weakness in the Act relates to enforcement.  The Act’s complaints model can be characterised as a hybrid ombudsmen-civil litigation model.  This has proven reasonably successful as a means of dispute resolution in relation to incidents of unfair information handling and in ensuring subject access rights.  However, it is not effective as a means of ensuring compliance and in changing agency behaviour in the ways that the Act requires.  If there is no expectation of meaningful enforcement, then the careful balances that Parliament has struck in the Act may be tilted in favour of interests other than privacy - usually expediency, efficiency and profit.  Meaningful enforcement could ensure that the balances deliver what Parliament intended for New Zealanders. 
Q3 Are there ways in which compliance with the Act can be made easier and less costly without compromising its objectives?
OPC expressly explored the issue of compliance costs when reviewing the Act in 1996-98.  Our observations at the conclusion of that process are set out at pages 7 - 8 of Necessary and Desirable and appear still to be relevant. 
We remain of the view that the compliance costs imposed by the Act are very modest and are outweighed by the benefits of good information practice.  Indeed, traditional areas of compliance cost such as form filling and obtaining licences are entirely absent.  Codes may sometimes impose special obligations and thus costs but they are always subject to industry consultation before issue. 
OPC devotes a portion of its energies and resources to assisting agencies.  It may well be that modest additional administrative resourcing to OPC could reduce the compliance costs borne by agencies subject to the Act.  Having the resource to produce, say, a plain language guide to some particular aspect of good practice may be of particular help to SMEs.  Devoting more OPC resources to providing assistance would come at the cost of other OPC responsibilities unless additional resources were to be provided. 

As the question makes clear, it is not enough simply to make compliance less costly.  There also needs to be focus upon achieving the Act’s objectives.  It would be counter-productive to adopt changes to reduce compliance costs if, for instance, those changes made the Act less effective in achieving its objectives.  Conversely, modest additional compliance costs (from a very low base) might turn out to enhance the Act’s objectives if well targeted. 
Q4 Should the name of the Privacy Act be changed? If so, what should its new name be? Should the Privacy Commissioner be called something else, such as the Data Protection Commissioner?
The name of the Act should be left as it is.   There is no compelling reason to change it. It has been known as the Privacy Act for 17 years and it would be confusing to change now.  The same title is used in Australia, Canada and the USA. 

In addition, while the Act has a particular focus on the protection of personal information, it is vital for the Commissioner to be able to play a formal part in wider privacy issues.  For example, issues such as body or property searches and management of DNA samples raise important privacy considerations that stand apart from any personal information that may be gathered during the process.  The Privacy Commissioner’s watchdog role should continue to extend to those wider privacy concerns.  This avoids confusion about the boundaries between information and non-information issues, and also ensures that non-information privacy issues do not go unregulated and unsupervised. 

There are some reasons to avoid adopting the term ‘data protection’.  The phrase is not used in the OECD Guidelines and is a technical term that is not well understood by consumers and citizens in NZ (or indeed in the jurisdictions in which it is used).  It would detract from public understanding to introduce the term.  

Q5 Should the Privacy Act contain a purpose clause? If so, what should it say?

OPC agrees that the Privacy Act might usefully include a purpose clause that could, at the very least, subsume the existing long title of the Act.  A purpose clause could emphasise the Act’s wider aims of empowering individuals to maintain control over their personal information.  There would usefully be reference to the international obligations given effect to by the Act. 
OPC cautions that a purpose clause may unintentionally create new difficulties in operating the legislation.  In particular, it would be problematic if the clause were to create new opportunities for argumentative parties to complaints. 
Q6 How might the Privacy Act be better structured so that it is easier to navigate and to read?

The Privacy Commissioner made a number of recommendations for restructuring the Act in Necessary and Desirable. OPC considers that all those ideas should be carefully considered by the Law Commission in this review.  For the most part, OPC continues to support those recommendations while noting that some of the suggestions are desirable rather than essential.   
In assessing any restructuring, there will be the fundamental trade off between the benefits in useful small changes to the presentation of the law and the benefits of keeping the law the same because users are familiar with it.  The recommendations in Necessary and Desirable were made only five years after the Act came into force and so the value of familiarity was not very great.  However, 17 years after the statute was enacted, the value of familiarity has grown as has the interpretive case law and published guidance.  In some eyes the balance may have moved towards maintaining familiarity and avoiding unnecessary tinkering.  It will be a judgment call as to how much change would benefit the Act and whether a change is warranted.  OPC certainly welcomes changes to the Act that will make the law easier to operate and to be better understood. 
Q7 How is the Act perceived to be operating in practice? Are any perceived

deficiencies the result of the Act itself, or rather of the way it is understood and applied? Could any changes to the Act be made so that the public perception and understanding of it more correctly match its objectives?

The Privacy Act is legislation that governs the disclosure of information but it leaves a great deal of discretion with agencies.  The Act’s principles-based open textured approach to regulation can be challenging for agencies and staff - compared with a more rigid rules-based approach.   It is therefore unsurprising that on occasion the Act has featured in public controversies where an agency was unwilling to release information.  
However, it is remarkably rare that the actual requirements of the Privacy Act have caused the difficulties in the cases reported in the media.  More frequently, incidents revolve around: 

· an agency, within its rights, refusing to give out information but staff insufficiently explaining its actions or falsely attributing their motivation to the Privacy Act; 

· a misunderstanding about the operation of the Official Information Act (sometimes sorted out through OPC intervention, whereby the OIA has been ignored or misapplied by officials – perhaps due to a government-wide inadequacy in OIA staff training); 

· the Privacy Act not being mentioned at all by the agency but being inferred by the requester or, occasionally, added into a media story by a reporter or sub-editor (often because the agency makes a broad reference to ‘privacy concerns’).
The question raises issues about perception and reality.  The Act continues to suffer from a legacy of perceptions generated by the print media some time ago.  It will be important for the Law Commission to differentiate between perception and reality since changing the law to address problems of perception will be an unsuccessful strategy if those perceptions differ significantly from reality. Staff that cite the Privacy Act as a reason to refuse to disclose information are, in many cases, unlikely to be swayed by any tinkering with the Act itself since they don’t know or don’t care what the Act actually says.  In many cases it is the OIA that is being ignored and tinkering with the Privacy Act is the wrong response to a failure in administration of that law. 
OPC considers that a key issue is how organisations effectively implement the Act within their structures and how the Act can support or encourage better implementation. An agency’s privacy officer should be a key individual in this task.  The public has a right to expect key agencies, particularly public bodies and large corporations, to have sound information policies and effective processes (including staff training) to see that a sensible implementation is achieved. 

OPC has made various suggestions over the years for improvements to the Act, a number of which have been premised upon making it easier to use for non-lawyers.  As resources permit, additional work by OPC to provide material such as best practice guides, can also assist.  However, in this context, the primary shortcoming is at organisational level.  OPC suggests that special attention be paid in the review to measures focused upon improving organisations’ internal governance of information handling.  We make some suggestions elsewhere in relation to privacy officers and a proposal for an all of government Chief Privacy Officer (question 123) which may assist.  
Q8 Do you find the guidance issued by the Privacy Commissioner useful? On what topics would you like more such guidance?

We look forward to the feedback solicited through this process.  Our current view is that our guidance materials are found to be of assistance to agencies and contribute to the effectiveness of the statutory scheme.  However, we note the numerous ALRC recommendations for the Australian Privacy Commissioner to produce new guidelines and OPC highlights the real resource implications that constrain how much can be achieved compared with how much might be desirable. 

Chapter 3
Key Definitions 

Q9 Do the following elements of the definition of “personal information” in the Privacy Act need to be clarified (“information”, “about”, “identified”)?  If so, do you have any suggestions about how this should be done?

The issues paper helpfully brings out a number of relevant interpretational issues.  OPC’s conclusion is that the Act’s definition of ‘personal information’ deal with the issues as satisfactorily as can reasonably be expected.  The NZ definition, which lends itself to a broad interpretation, has worked well and has not caused some of the difficulties that some overseas definitions have encountered.  While there are certainly difficulties in the application of ‘personal information’ at times, it is our view that altering the definition to cater for these would almost certainly cause greater problems than it would resolve. 
Q10 Are there any other issues you would like to raise about the definition of “personal information”?

Some commentators are questioning whether the focus upon personal information about identifiable individuals will be a sufficient basis for regulating privacy issues into the future given the challenges of mass data on the internet and the power of search engines to associate information that at first appears to be unidentifiable.  Our view is that the Act’s definition of personal information remains valid, but that in practice more information will start to fit within the category of ‘information about identifiable individuals’, particularly as profiling data mining and re-identification techniques improve. 
On a more prosaic point, both the Act and section 22H of the Health Act 1956 provide exceptions where an individual is not identified or is anonymous.  These continued justification for those exceptions should also be considered when looking into issues of identifiability.
Q11 Do you agree that human tissue samples should not be covered by the definition of personal information in the Privacy Act? Why, or why not?
Bodily and tissue samples are currently regulated by the Code for Health and Disability Service Consumers' Rights and the Human Tissue Act 2008.   Together these provisions require informed consent for collection or analysis of human tissue and bodily samples, with some exceptions such as ethically approved research and law enforcement.

While there are some privacy-specific sensitivities about handling bodily samples, for the most part, the issues arise when samples are associated with personal information. Thus, from a regulatory perspective, unless the samples were to be completely separated from identifying information (which is unlikely in most health cases since the value of the sample for diagnostic purposes requires the associated identity records), then the Privacy Act can effectively govern many relevant information issues without needing direct application to the bodily sample.
 

Accordingly, it does not seem that it would be helpful to extend the definition of 'personal information' in the Privacy Act to cover human tissue samples as it is already covered by various enactments.
Q12 Is any clarification needed with regard to the coverage by the privacy principles of genetic information or other information derived from bodily samples?

OPC has no suggestions for change to the law at this time. 
Q13 Should there be any changes to the existing provisions relating to deceased persons in the Privacy Act? (See in particular the proposals in paragraphs 3.52 and 3.55.)
OPC is of the view that the Act should continue to have some limited coverage of deaths information. 

Since the Privacy Act was enacted the deaths records have gradually been digitalised and thus available for data processing purposes. It is notoriously difficult to ensure that identity information about people at death is successfully associated with record holdings about living individuals.  Reasonable success in matching can be achieved but there are some false positives and false negatives depending on how the process is approached.  There are risks in treating records about an individual as being about a deceased individual solely on the basis of an inference from a match with the deaths index. To exempt deaths information may undermine an omnibus privacy law that has tried to avoid artificial demarcation in most areas. 

However, OPC does not seek to change the fundamental assumption that if an individual is deceased, then information about that person will generally not be subject to the Act.  However, in terms of good information handling practice, the Privacy Act ought still to be relevant where there are processes to alter records to mark or treat individuals as deceased.  
With respect to the proposal in paragraph 3.52 we note that the BDMRRA does not provide a code for the handling of information after it has left the Registrar’s control and it may put too great a burden on that Act to seek to fulfill a substitute role for what the Privacy Act covers.   
Having said that, OPC certainly does not oppose the idea of exploring the possibility of amending the BDMRRA so that the most effective set of controls can be devised.  Sometimes it makes good sense for special controls on the processing of certain information to appear in another relevant statute rather than the Privacy Act.  
The proposal in paragraph 3.55 is both radical and novel and OPC has not fully considered the implications as yet.  We would welcome continuing to work with the Law Commission when other perspectives have been received through the public submission process.  At this stage we would urge caution in relation to the suggestion of removing the reference to deceased people from section 29(1)(a) and suspect that the change would prove problematic. 
We question whether the Law Commission might be contemplating a similar change in the Official Information Act.  OPC cautions that there might be significant public concern if information held by government bodies were suddenly to be available for third party request after an individual passes away.  The concerns are unlikely to be limited solely to health information.  There may be a risk, for instance, of the news media immediately lodging OIA requests to certain agencies for personal records when a public figure dies.  Even though the individual had died, there would remain concerns about immediate release of information in such circumstances and could seriously impact upon the privacy of survivors, the dignity of the deceased person and expectations of confidentiality.  OPC tentatively considers that if there were to be a case for deleting the words ‘of a deceased individual’ from section 29(1)(a), there would nonetheless continue to be a case to maintain those same words in section 9(2)(a) of the OIA. 
Q14 We propose that the Privacy Act should be amended to allow codes of practice to apply any of the privacy principles to information about deceased persons. Do you agree?
OPC sees some merit in this proposal which might provide a measured and tailored approach to some aspects relating to the privacy of information about deceased persons.  
Q15 Should any other amendments be made to the Privacy Act to extend its application to information about deceased persons?
The Privacy Commissioner has previously recommended that the security safeguards principle should apply to information about deceased persons during the period that an agency continues to hold such information.  OPC continues to support that suggestion.  
Q16 We propose that the Privacy Act should be amended to make clear that

section 3(1) of the Law Reform Act 1936 applies to causes of action under the Privacy Act. Do you agree? Do you have any other suggestions about survival of Privacy Act complaints after death?
OPC supports this proposal. 
Q17 Should the Act provide that any code of practice relating to the credit reporting industry may provide for access and correction rights for corporations? Should the Act provide generally for access and correction rights for corporations?
Corporations do have some interests that are akin to some of the interests protected in the Privacy Act.   An example might be a company’s interest in maintaining the confidentiality of information. A case can be made for according fair information rights to corporations in a statute like the Privacy Act.  A small number of overseas data protection laws do that. OPC does not favour such a change.  This is partly premised upon the fact that the Privacy Act gives effect to a human right and partly upon pragmatic considerations.  
OPC takes the view that if there is no desire to generally change the privacy law to confer rights upon corporations, there seems no particularly compelling case to do so just in the areas of access and correction.  If the view is that access and correction rights should not be extended generally to corporations, OPC would certainly see no case for doing so solely in relation to credit reporting whether by code or by amendment to the Act. 

Q18 We propose that the Privacy Act should be amended to make clear that, despite the general exclusion of information about legal persons from the definition of personal information, information about a legal person can be personal information if it is also clearly information about an identifiable individual. Do you agree? Would this have implications for other areas of law?
OPC supports the proposed change. 
Q19 Should the Privacy Act be amended to clarify the circumstances in which information about a trust can be personal information?
OPC does not see a strong case for change in the area of trusts at this time. 
Q20 We propose that the definition of “collect” should be deleted. Do you agree? If not, should it be clarified in some way?
Our view is that, given that the Act has been in effect for 17 years, simply deleting the definition would be confusing since it may not be clear whether previous interpretations are intended to be changed or continued.  If amendment is warranted, statutory clarification would be a better course.  
The Law Commission has identified the main concern around the collection definition – that is, around the meaning of the term “unsolicited”. It has been suggested that information is “unsolicited” in any situation where the agency did not seek the initial contact with an individual, regardless of whether the agency then takes active steps to capture the information (e.g. in writing or by recording: see Harder v Proceedings Commissioner). It has also been suggested that gathering information about individuals who happen to be in a particular space is not sufficient for that information to be “solicited” (usually this occurs in broad surveillance situations). We disagree, and we suggest that if clarification is required, it may be useful to define “unsolicited” very narrowly. The collection definition should exclude only those situations where the agency cannot in practice be held accountable for informing the individual about the collection, for the manner of collection, or for justifying why it needs the information. For instance, “unsolicited information” can be defined as “information that comes into the possession of the agency in circumstances where the agency has taken no active steps to acquire or record that information”. 

Q21 Are there any other terms that need to be defined, or whose definitions should be amended?

OPC does not strongly advocate the inclusion of new definitions since our experience has been that the Act has worked sufficiently well with the definitions it has.  However, OPC suggests consideration could be given to: 

· ‘publicly available publication’ – how does it relate to online information? 
· representative’ – this is not an existing term that needs definition but rather a defined term in the Health Information Privacy Code that has been found to be quite useful in certain circumstances;

· ‘evaluative material’ – this is already defined and thus the question is whether it would be useful to relocate that definition from section 29(3) to section 2;

· ‘assign’ – a term used in principle 12, although the better reform might be to redraft that provision to make the principle clearer.

Chapter 4
The Information Privacy Principles 
Q22 Should any of the existing principles be combined?

OPC can see real advantage in principles 10 and 11 being combined into a more compact single principle.    One advantage would be to avoid the complexity which occasionally arises in determining whether some action is properly considered a ‘use’ or ‘disclosure’.   It can be a problem if an investigation has been undertaken, or proceedings initiated, on the basis of a breach of only one principle with the later realisation that the other principle was, in fact, an issue. 

OPC sees no compelling reason to combine any of the other principles. 

Q23 Should principle 12 be removed from the principles and placed somewhere else in the Act?
OPC considers that there should be provision in the Act governing unique identifiers.  Until some better approach is devised, OPC supports keeping the principle.  OPC has made concrete proposals for reforming principle 12 to make it more effective and easier to use (see recommendation 28A, 4th Supplement to Necessary and Desirable).
Issues regarding unique identifiers have not diminished in importance since the enactment of the Privacy Act.  Indeed, in recent years with the move from manual to computerised records, the role of unique identifiers in interlinking data and databases remains a central control issue. Given its importance, the effectiveness and workability of the principle needs to be improved. 
Protection of unique identifiers has also risen in prominence as a security issue in relation to concerns about identity fraud.  The internationally influential Payment Card Industry Standard, for instance, has placed special controls on the protection, display and sharing of unique identifiers in relation to credit cards. 
Q24 Should any other principles be deleted?

No.  Dropping principles might, in any case, make our law inconsistent with the OECD Guidelines and other international instruments. 
Q25 Should there be any structural changes to the exceptions to the principles? 
OPC sees no compelling reason to make any structural changes to the exceptions in the principles. 

Principles 2, 3, 10 and 11 each have long lists of exceptions which are generally quite similar, although not identical, and advantages can be offered by placing those in a combined schedule which could be expressed more briefly.  On the other hand, the existing arrangement places the exceptions in the context in which they are to be applied, that is within the relevant principle itself, and this may promote understanding.  While the matter can be argued either way, we conclude that the change would be more disruptive than helpful.  Users of the Act have become familiar with the current structure. 

Bringing the good reasons for refusing requests into principle 6 as exceptions would more closely follow the structure of the other principles and make the principle more complete in itself.  However, the obvious objection to such a change is the length of the exceptions to principle 6.  While there are advantages and disadvantages in restructuring principle 6, OPC sees no compelling reason to change.  However, OPC does urge restructuring of the good reasons for refusing access so that it is more logically set out and clearer to use, as recommended in the 2nd Supplement to Necessary and Desirable.  That change would make that part of the law much easier to businesses and individuals to use. 
Q26 Are you aware of situations in which the purposes for which agencies collect information are unclear? Does a lack of clarity about the purpose for which agencies collect information sometimes cause problems? Do you have any suggestions about how the Act should deal with specification of purpose?
OPC encounters many instances where NZ agencies are not transparent in relation to their purposes.  A few problems in this context include: 
· failures by agencies to consider principle 1 or comply with principle 3; 

· these failures mean that questions of purpose are often examined in use or disclosure complaints in the absence of clear or documented statements of purpose resulting in ex post facto attempts to characterise intended purposes; 

· agencies characterising purpose in broad and vague terms which may not adequately inform individuals or enable those agencies to be held properly to account; 

· government agencies writing broad purpose statements into statutes.  

It is difficult to design a law that will effectively constrain the purposes for collecting information while maintaining agency flexibility.  It is especially difficult to do so without imposing compliance costs.  However, OPC considers that it is possible for the Act to deal more effectively with these issues while maintaining the existing light-handed approach. 

The two key changes that OPC suggests are:

· enforcement mechanisms that can better ensure that the existing  obligations in principles 1 and 3 are given effect to.  (The proposals at question 97 will do this);

· a new openness principle that will oblige agencies to be transparent about their information practices in contexts that go beyond collection from the individual concerned which is adequately dealt with in principle 3. 
Together these changes could significantly help to limit collection to the purposes permitted in principle 1 and make agencies more transparent about the purposes for which they hold information. 
Q27 Should principle 1 be amended to require that the collection of information is reasonably necessary for the purpose? If so, how should reasonableness be determined?
OPC suggests that the law be left as it is. 
Q28 We propose that the word “directly” should be deleted from principles 2(1) and 3(1). Do you agree?
This is based on an earlier recommendation of the Privacy Commissioner and OPC continues to support the proposed change. 
Q29 We propose that principle 2 should provide that unsolicited information must either be destroyed; or, if it is retained, handled in compliance with all relevant provisions of the privacy principles as if the agency had take active steps to collect it. Do you agree? We further propose that principle 2 should provide that an agency must not retain unsolicited information that it would be unlawful for it to collect. Do you agree? Do you have any other suggestions with regard to the handling of unsolicited information?

OPC is not opposed in principle to such proposals but questions their practicability.  OPC would not wish the Act to impose obligations that are unduly difficult or costly to meet or which deliver only marginal benefits to individuals.  OPC questions the value of these proposals.
Q30 Should principle 3 be amended by making it applicable whether or not the information is collected from the person concerned?
OPC does not support amending principle 3 to make it applicable whether or not information is collected from the person concerned. While this does leave a small gap in terms of transparency and accountability, the benefits of changing the principle would not seem to warrant the compliance costs that would be imposed.
Such a change would mean explanations would need to be given to individuals both in important circumstances and in relatively trivial ones.  The large proportion of trivial cases could bring the Act into disrepute through overreaching reasonable boundaries.  
OPC is of the view that the gap in transparency represented by this issue may be better addressed by a more general obligation contained in a new openness principle. 
Q31 We propose that the “no prejudice” exception to principles 2 and 3 should be deleted. Do you agree?
Although their merit is open to debate, on balance OPC favours retaining these exceptions. 
Q32 Should the Act provide that the “not reasonably practicable” exception does not apply when an agency wishes to avoid complying with principle 2 simply because the individual concerned refuses to provide the information, or because the agency believes that the individual would refuse?
It would certainly seem to be problematic if agencies could treat a refusal to grant consent as a legal basis to dispense with obtaining consent.  It would seem even more absurd if an agency could go so far as not trying to solicit consent because they have reasonable grounds to believe the consent would not be forthcoming.  It would seem self evident that practicability does not, or should not, cover circumstances that involve an unwillingness to give consent.  If there is a reasonable risk that agencies are indeed using the law in this fashion then perhaps the law needs to be stated with more clarity. 
Q33 We propose that a “health or safety” exception should be added to principle 2. Do you agree? Should such an exception also be added to principle 3?
OPC questions whether a compelling case has yet been made for such an exception.   Paragraph 4.38 of the issues paper suggests that the ALRC’s recommendation supports the inclusion.  However, the cited exception 2.5(c) to the ALRC’s proposed collection principle applies solely to a prohibition on collecting sensitive information - a special control not currently in the NZ Privacy Act and not  to the proposed ALRC principles UPP2.3 and 3 (the equivalent of our principles 2 and 3).
OPC expects that the kind of information collections that might benefit from the proposed health and safety exception are probably currently undertaken under existing exceptions in principle 2(c), (2)(e) or (2)(f); namely, that collection directly from the individual concerned  would not prejudice the  individual’s interests,  would prejudice the purposes of the collection or would not be reasonably practicable. 

Accordingly, although not necessarily opposed to the inclusion of a health and safety exception in principle 2, OPC believes that the case for its inclusion is not especially strong and that the Australian approach does not provide a useful precedent.  OPC is opposed to its inclusion as a new exception to principle 3. 

Q34 We propose that the exceptions in principle 3(4)(a) and 3(4)(f)(ii) should be deleted. Do you agree?

This is based upon earlier Privacy Commissioner recommendations and OPC continues to support the suggested changes.     
Q35 We propose that principle 4 should be amended so that it clearly applies to attempts to collect information. Do you agree?
At the moment, the only way that the Act is enforced is through complaints of actions constituting an interference with privacy.  OPC’s view is that the complaints process is not very effective in relation to many instances of non-compliant collections.  There are various reasons for this.  One is the fact that harm is typically manifested at a later stage of information handling than collection.  Individuals tend to complain about the harmful use to which information is put some considerable time after it has actually been collected.

However, one major reason non-compliant collection is not successfully dealt with through the complaints process is that many individuals faced with objectionable collections will refuse to provide the information solicited.  For example, in a recent household survey undertaken by NZ Post, many individuals outraged by the intrusiveness of the questions simply destroyed the form rather than complete it.  One of the objectives of a consumer privacy law, of course, is to ensure that individuals are empowered to make such decisions for themselves.  However, other individuals brought the matter to the attention of the OPC expecting some action to be taken.  However, the individuals had not actually completed the form and so there was, in fact, no collection leading to harm that could be conveniently addressed through the complaint system.

The Act should be more effective to address systemic collection practices that appear not to be compliant.   If the Act is to maintain its reliance solely upon the civil processes, providing for complaints of attempted collection would seem to be a promising avenue.  OPC supports further exploration of this area, although it acknowledges that there may be some difficulties.  There may be some corresponding risks of the law overreaching the problem and causing new difficulties of its own.  One risk, for instance, might be that expanding the ability to complain in this way could encourage some non-meritorious complaints. 
The shortcomings of the complaints process with respect to collection might be as effectively addressed by the enforcement powers being proposed elsewhere in the issues paper.  
Q36 We propose that principle 5 should be amended to make clear that agencies must take reasonable steps to ensure that people who are authorised to access personal information for the purposes in connection with which the information is held by the agency do not access, use, modify or disclose that information for other purposes. Do you agree?
OPC sees merit in this proposal. 
Q37 We propose that principle 8 should be amended so that agencies must check the accuracy of information before use or disclosure. Do you agree?
This is based on an earlier recommendation by the Privacy Commissioner and OPC continues to support the proposed change. 
Q38 We propose that principle 9 should continue to allow retention of information for so long as it is required for the purposes for which it may lawfully be used. Do you agree?
Retention of information is at the heart of some of the biggest privacy issues of our time.  In particular, many commentators are especially concerned about the threat to privacy, and to the effectiveness of privacy regulation, by the potentially eternal storage of data on the Internet.  Extended storage of data beyond what is reasonably needed for appropriate processing purposes also arises in the controversial aspect of laws in Europe and elsewhere requiring telecommunications and other agencies to store their digitalised data for an extended period so that it might be available to government agencies for criminal investigation or national security purposes. 

In addition to these large and emerging issues, there are the mainstream and longstanding privacy risks associated with unduly long storage.  The risks include that information gets out of date or is retrieved long after a relevant purpose has disappeared - to the embarrassment or harm of an individual. 

For such reasons, OPC certainly supports there being a retention principle in the Privacy Act.  Principle 9 in its current form is a relatively weak retention principle.  However, in the absence of a better proposal, OPC supports the continuation of the principle in its current form.
Q39 We propose that principle 9 should continue not to specify how personal information should be disposed of. Do you agree? Would guidance on this point from the Office of the Privacy Commissioner be helpful?
OPC accepts the case to leave principle 9 as it is in this regard. 
Q40 Are coerced access requests a problem? If so, can the Privacy Act be amended to deal with the problem?
While OPC continues to hold concerns about coerced release of criminal history records, it notes that some of the issues are now addressed indirectly by the Criminal Records (Clean Slate) Act 2004. 

OPC undertook an inquiry into insurance company practices in demanding access to medical records in circumstances that seemed excessive and this was released in June 2009. 
OPC considers that coerced access and coerced authorised disclosure remain problems that should be addressed. It is especially problematic where there is a power imbalance, or where a universal industry practice exists, where individual choice is an ineffective response to oppressive behaviour. 

Q41 We propose that where an agency is not willing to correct personal information, it should be required to inform the requester of his or her right to request that a statement be attached to the information of the correction sought but not made. Do you agree?
This proposal is based upon an earlier recommendation by the Privacy Commissioner and OPC continues to support the suggested change.
Q42 Should the “safety” ground in section 27(1)(d) be expanded? If so, what new elements should it contain? 
While the broader considerations mentioned in the issues paper can arise in relation to questions of disclosure, or from OIA requests, they have only limited relevance to reasons for refusing access requests by an individual to information about that individual.  Accordingly, OPC favours leaving the provision unamended.  The proposal in question 43 seems more promising to address the perceived problem. 
Q43 Should there be a specific withholding ground relating to significant likelihood of harassment, or do existing withholding grounds cover this adequately?
OPC certainly considers this proposal worthy of serious consideration but notes that the matter is more pressing in relation to third party requests under the Official Information Act.  If the threshold of seriousness were to be raised before the new reason could be invoked, obtaining a harassment order could be specified as a prerequisite. 
Q44 Should the “commercial prejudice” withholding ground in section 28(1)(b) be amended? If so, how?
The earlier recommendation of the Privacy Commissioner was made after the Act had been in force for only five years.  At that time, the absence of such a reason for refusing a request seemed likely to cause future problems.  However, in the subsequent years no serious problems seem to have emerged.   
Q45 Should the Privacy Act be amended to provide statutory guidance with

respect to the withholding of information under section 29(1)(a) in cases of

“mixed” information? If not, would guidance from the Privacy Commissioner be of assistance?
OPC accepts the view expressed in the issues paper that statutory guidance might be difficult to draft and bring its own complexities. 
Q46 Should section 29(1)(c) be amended to refer to consulting the individual’s psychologist when appropriate? Should it refer to consulting with any other health practitioners and, if so, which ones?
This proposal is based upon an earlier recommendation by the Privacy Commissioner.  OPC would not support including reference to any other health professionals beyond medical practitioners and psychologists.  The section is concerned with the risk of self-harm in the event that an individual were to get disturbing information in response to an information privacy request.  These issues concern mental health and the only relevant health professionals that need to be mentioned are medical practitioners and psychologists. 

Entitlement to access information under principle 6 is a right.  The interpolation of a third party between agency and individual in this context is a limitation on that right which should not be extended further than is necessary.  We think the balance is struck correctly between an approach of rights and entitlements on the one hand and the best interests of the requester on the other through the inclusion of the consultation requirement with either a medical practitioner or psychologist.  OPC would not support extending the consultation to other health practitioners. 
Q47 We propose that a new ground for refusal should be added to allow agencies to refuse access to information that has previously been provided to an individual, or that has previously been refused, provided that no reasonable grounds exist for the individual to request the information again. Do you agree? Do you have any other suggestions about how the Privacy Act should deal with the problem of repeated access requests for the same information?
The proposal is based upon an earlier recommendation of the Privacy Commissioner and OPC continues to support the suggested change.  
The Privacy Commissioner has previously offered recommendations, recorded as the second and third suggestions in the issues paper, to address issues through declaring individuals to be vexatious requesters or by allowing for charges to be made when normally they are prohibited.  However, OPC currently favours the proposal recommended in question 47 which has the advantage of relative simplicity and is likely to be effective.    

Q48 We propose that private sector agencies should no longer be allowed to charge for correction of personal information. Do you agree?
The proposal is based upon an earlier Privacy Commissioner recommendation and OPC continues to support the suggested change. 
Q49 We propose that complexity of the issues raised by a personal information request should be added to the grounds for seeking an extension of time in section 41(1). Do you agree?

This proposal is based upon an earlier Privacy Commissioner recommendation and OPC continues to support the suggested change.      
Q50 Should the Act expressly provide that disclosures within agencies can be covered by principle 11? If so, how should this be done?
At question 22 OPC has supported combining principle 10 and 11.  This may assist in relation to this issue. 
Q51 Should there be a new exception to principle 11 where the disclosure is to a person or persons who already know the information in question?
OPC sees no need for such a new exception. 
Q52 We propose that the words “and imminent” should be deleted from principles 10(d) and 11(f). Do you agree?
OPC accepts the case to remove the ‘imminent’ reference in principles 10(d) and 11(f) for the reasons given in the ALRC report.  
Even under the relaxed statutory test the relevant use or disclosure must be necessary to prevent or lessen that serious threat.  OPC expects that the imminence of a threat may be relevant in some cases when judging whether a disclosure is ‘necessary’ to prevent or lessen that threat.

Q53 Should “assign” or “identifier” be defined in the Act, and if so, how should they be defined?
OPC reviewed the question of whether ‘assign’ should be defined back in 1996-98 and concluded that a definition was probably unnecessary.  In subsequent years, difficulties of interpretation have continued to arise in relation to the term.  However, those interpretation difficulties tend to arise only in relation to principle 12(2) and, more particularly, because that sub-principle uses ‘assign’ twice in slightly different senses.  Our current view is that the interpretational difficulties associated with ‘assign’ may well be substantially reduced if principle 12(2) were to be redrafted in such a way that the word ‘assign’ is not used twice in the sub-clause.  For example, Australia’s NPP uses a clearer formula when it prohibits an agency from ‘adopting as its own identifier’ an earlier assigned identifier.  This is also carried forward into the ALRC’s UPP 10.0.

OPC’s experience to date would tend to suggest that ‘identifier’ does not require definition.  OPC is unaware of the absence of a definition causing any difficulties. If there is a case for a definition it is in relation to emerging issues.  OPC can only speculate about those issues but they might be likely to arise in an area such as biometrics.  As the issues paper discusses, the ALRC thought there was a case to explicitly define ‘identifier’ so as to bring biometric information within the definition.  By contrast, the Australian Government took the view that that was not necessary. 
Q54 Should principle 12(2) be amended so that it applies only to unique identifiers originally generated, created or assigned by public sector agencies (with an accompanying amendment to section 46(4) to allow principle 12(2) to be reapplied to private sector-generated identifiers by a code of practice)?
Although this suggestion to limit principle 12(2) to public sector unique identifiers originated from a Privacy Commissioner recommendation, OPC no longer supports this proposal.  Instead, we suggest that the principle include some exceptions which will address some difficulties of application in a way that has fewer privacy risks than this proposal.    
Q55 Should there be an exception to principle 12(2) for statistical and research purposes? Should there be any other exceptions to principle 12(2)?
This proposal is based upon an earlier Privacy Commissioner recommendation which the OPC continues to support.  In addition to considering a statistical and research purposes exemption, consideration could perhaps be given to an exception that would cover the position of superannuation schemes and the relevant workplace or employment numbers (which might be generated by employers, professional associations or employee associations). 
Q56 Is there any uncertainty about the application of principle 12(4)? If so, how should this be addressed?

Principle 12(4) contains an important safeguard to prevent individuals from being required to disclose unique identifiers except for the purposes for which the identifier was assigned.  OPC has no particular suggestions for reform of the provision although we are interested to see any suggestions made by submitters. 
The issues paper highlights the interesting question of what level of compulsion must be present to show that a unique identifier was ‘required’.  The typical scenarios considered by OPC over the years have involved agencies requiring evidence of identity (or age or residence) for which an identity document containing a unique identifier is typically supplied.  Usually a transaction cannot proceed until a suitable document is produced.  Typically agencies will accept supporting documents of various kinds and not insist upon only one type.  Agencies for the most part are not seeking the unique identifier itself but simply receive that as part of the verification process and sometimes record it.  In such circumstances, OPC has tended to focus on finding a practical solution to give effect to principle 12(4).  This has revolved around expecting agencies to accept a range of documents, and not insist upon one, and for the agency to avoid recording the unique identifier. 

The safeguard in principle 12(4) is of continuing importance.  There is a trend in some overseas jurisdictions to insist that individuals produce driver licences as they enter nightclubs.  The licences are swiped with the data and the digital photograph uploaded to enable re-entry to the premises.  Significant concern has been expressed about these practices, including the compulsory nature of the requirement and the lack of choice in providing identification documents. Retention of details (not merely the unique identifier) is also a concern.  In the future, biometrics might  be demanded for similar purposes.  
Q57 Are any other changes needed to any of the existing privacy principles (including the provisions relating to principles 6 and 7 in Parts 4 and 5 of the Act)?
OPC refers to the earlier recommendation in Necessary and Desirable and the four supplements but has no additional suggestions at this time. 
Q58 Should an anonymity and pseudonymity principle be added to the Privacy Act, either as part of principle 1 or as a separate principle? If so, what should be the content of such a principle?
OPC earlier recommended that the Australian anonymity principle ought to be incorporated into the NZ principles.   The earlier suggestion was that this could well be incorporated as a new part of principle 1.  OPC continues to support the inclusion of an anonymity principle in an appropriate place and incorporation within principle 1 might well be suitable.  However, OPC is not wedded to principle 1 as the location and it might also be considered suitable as a stand alone principle. 

OPC particularly notes that the anonymity principle has applied in the private sector in Australia for many years now and that on been reviewed was found to be suitable to be not only continued but also to be applied to the public sector.  OPC continues to support such an approach being introduced into the New Zealand Act as well. 
Q59 Should the Privacy Act include an openness principle? If so, what should be its content? If not, should openness be provided for in some other way?

OPC strongly supports the inclusion of an openness principle.  Transparency is an essential feature of a coherent information privacy regime and is an expected component of light-handed regulation that depends upon consumers making informed choices.  
In terms of possible content for the new principle, attention should first be paid to the OECD openness principle.  Reference should also be made to other available models such as the clause in the Privacy of Information Bill and, perhaps more usefully, the more recent ALRC UPP4.  Given the proposal to repeal section 21 (see question 85), some of the content of that section could be reflected in the principle. 
The issues paper notes that there was some opposition to the proposed principle in the Privacy of Information Bill.  The issues paper therefore questions whether it would be useful to create a threshold so that small agencies need not meet the requirement.   OPC takes the view that the obligation should apply to all agencies as do all the other principles.  We recommend that the principle be drafted in such a way that it is able to be complied with by SMEs.  In contrast to the early 1990s when the Privacy of Information Bill was being debated, it is now convenient for any business to publish information about itself through a statement on a website. Agencies that process and hold personal information are expected to comply with the other principles and we see no reason why they should not  be able to publicly explain their general policies and practices with respect to the handling of that information. 
Q60 Should any other new principles be included in the Privacy Act? If so, what are they?
OPC considers that the most useful potential new principles are those already identified in the paper, particularly in relation to anonymity (question 58), openness (question 59), breach notification (question 183) and accountability (question 163). 
Chapter 5
Exclusions and Exemptions 
Q61 We propose that the application of the privacy principles (not necessarily by way of the Privacy Act itself) to the House of Representatives and to MPs should be considered by a committee of Parliament. Do you agree?
This proposal is based upon an earlier recommendation by the Privacy Commissioner and OPC continues to support the suggestion.  
Q62 We propose that the issue of extending the privacy principles to the parliamentary service bodies should be reviewed by a committee of Parliament at the same time as that committee considers the application of the principles to the House of Representatives and MPs. Do you agree?

OPC does not see change in this context as raising significant constitutional issues of the same importance as those raised in question 61.  Furthermore, the matter was earlier considered by a parliamentary committee which apparently felt that the matter ought to be addressed through a review of the Privacy Act, such as this one.  
In OPC’s view, given that the matter has already been given preliminary consideration by a parliamentary committee, enough information is now available for the Law Commission to offer a considered recommendation one way or the other on the issues.    Unlike the issues relating to the House of Representatives and MPs, which are proposed as an ethical matter for MPs in regulating themselves, the parliamentary service issues can be seen more as mainstream organisational questions.
Q63 We propose that the Ombudsmen should be made subject to the privacy principles. Do you agree?
This proposal is based upon an earlier Privacy Commissioner recommendation which OPC continues to support. 
Q64 We propose that the exclusion of the news media in relation to their news activities should remain in the Privacy Act. Do you agree?

Yes, OPC agrees that the exclusion of the news media in relation to the news activities should remain in the Privacy Act for time being although the issue is of such importance that it should continue to be reexamined from time to time.  However, we are of the view that the shape of the exclusion should be modified along the lines proposed in question 66.  Without some kind of modification along those lines, OPC foresees increasing difficulties in ‘drawing a line’ around the exemption in the on-line environment.  
Q65 We propose that the definition of “news activity” should remain as it is.

Do you agree?

Yes. 
Q66  Do you think the definition of “news medium” should be amended to confine it to the print and broadcast media? Alternatively, should be it be confined to news media that are subject to a code of ethics and complaints procedure?

OPC agrees that there is a case to confine the ‘news medium’ exemption for the reasons outlined in the issues paper.  OPC does not support limiting the exemption to print and broadcast media and instead favours the alternative approach suggested in the question which is to tie the exemption to a commitment to a code of ethics with an associated complaints mechanism.  The journalism exemption in the Australian Privacy Act shows that a suitably constrained exemption can be devised.  
Q67 We propose that the limiting reference to Radio New Zealand and Television New Zealand should be removed from the definition of “news medium”. Do you agree?

OPC does not support the proposed change which would have the effect of removing rights of access and correction that New Zealanders have enjoyed in relation to those state-owned enterprise for two decades.  Parliament has, time and time again, made clear that state-owned enterprises have additional obligations of transparency that do not always apply to private sector competitors.  OPC does not consider that anything has changed to justify diminishing this accountability.
The objection to the rights seems to be premised upon competition issues and the prospect of ‘lengthy stalling debates’ and injunctions.  However, that does not appear to be the general experience of the state broadcasters.

Furthermore, both Radio NZ and TVNZ are subject to the Official Information Act in contrast to other media companies.  To strike out subject access rights in the Privacy Act and leave the OIA undisturbed would create a significant anomaly.  In essence, third parties could seek information held about an individual under that Act but the individuals themselves would not have the usual rights of access.  Ironically, companies would still have subject access entitlements under Part 4 of the OIA while individuals would be denied similar rights. 

Q68 Are any other changes needed to the exclusions from the definition of “agency”?

OPC can see no other compelling cases for amendment.  In the past, we had suggested clarifying the tribunal’s exemption but now that the case law that has definitively resolved the interpretational issues that had been raised, the need for amendment has disappeared. 
Q69 Are any changes needed to section 55?

Although not strictly arising as a section 55 issue, there is a need to amend paragraph (j) of the definition of ‘official information’ in the Official Information Act 1982 to replace ‘department or Minister of the Crown or organisation’ with ‘agency (as that term is defined in the Privacy Act 1993)’.  The reasons for this suggestion are set out in relation to recommendation 81A in the 3rd supplement to Necessary and Desirable.
Q70 We propose that section 54 should be amended to allow the Privacy Commissioner to grant exemptions from principle 9. Do you agree? Should the Commissioner be allowed to grant exemptions under section 54 from any other principles?

The proposal to allow the Commissioner to grant exemptions under section 54 to principle 9 is based upon an earlier recommendation by the Privacy Commissioner which OPC continues to support. 

Q71 We propose that section 54 should continue to be limited to one-off exemptions only. Do you agree?

Yes. 
Q72 Are any other changes needed to section 54?

OPC has no precise proposals but raises for consideration the matter of transparency in relation to exemptions sought or granted.  There are obligations of transparency associated with codes of practice, but no such requirement for section 54 exemptions.  It is appropriate to have a less elaborate process for ‘one off’ exemptions. However, there perhaps should be some minimum transparency requirements such as public notification or the creation of public register.  
OPC suggests that if there were to be a new public notification requirement, it should be imposed as an obligation on applicants for exemptions.  If the Law Commission supported that proposal,  it may wish to leave some power with the Privacy Commissioner to waive the requirement in appropriate cases.  Creation of a public register might be an alternative approach. 
Q73 Should the meaning of “personal affairs” in section 56 be clarified? If so, how?

OPC supports reform of section 56 so that it does not provide cover for seriously objectionable behavior that is unlawful or harmful to other people.  It might be useful to clarify the meaning of ‘domestic affairs’ at the same time as narrowing the scope of application.  
Q74 We propose that section 56 should be amended to provide that it does not apply where a person has collected information from an agency by engaging in misleading conduct (in particular, by falsely claiming to have the authorisation of the individual to whom the information relates or to be that individual). Do you agree?

Yes.  This proposal is based upon an earlier Privacy Commissioner recommendation and OPC continues to support this suggestion. 
Q75 We propose that section 56 should be amended so that it does not apply where personal information is obtained unlawfully (whether or not the person obtaining the information has been charged or convicted of a criminal offence). Do you agree?

Yes. 
Q76 We propose that section 56 should be amended so that it does not apply where the collection, use or disclosure of personal information results in identifiable harm to another individual. Do you agree? If not, do you support any of the other options discussed in paragraphs 5.53–5.55?

OPC considers that the proposal is worth exploring and may have merit.  However, there would be several challenges to be overcome in devising suitable limitations.  Those challenges might, in the end, make the approach unattractive.  
Providing a degree of certainty and clarity is one set of challenges.  OPC could accept some lessening of the certainty in the current section 56 if it were possible to ensure that the basic objective of the exemption is not lost.  That objective might briefly be stated as keeping the law out of minor matters that can best be sorted out between individuals living in the same household.  The main risk that OPC foresees in this change would be that the law’s processes might end up being applied to circumstances that many people would see as inappropriate. 
Several of the other suggestions outlined in paragraphs 5.53 – 5.55 seem to have some merit.  Somewhat tighter drafting as suggested in paragraph 5.53 is the most promising option.  The approach outlined at paragraph 5.54 is also worth exploring - whereby the motivation of the individual might be taken into account, or some test such as ‘highly offensive’ could be introduced.  
The option at paragraph 5.55, whereby personal, family and household affairs would no longer be an exemption but a matter to be given due weight in dealing with complaints, is also worthy of consideration.  However, of the options we think this is the least likely to provide reassurance that the law will not be dragged into purely domestic situations for which it is mostly ill-suited.  The loss of the exemption under that option might bring the Privacy Act into disrepute if the public perceive that the law is intruding beyond its proper bounds. 
Q77 Do you have any other suggestions for amending section 56?

OPC suggests that consideration be given to the period for which the exemption continues to operate.  One aspect of the section is the connection with an individual’s ‘family’ or ‘household’ affairs.  Individuals sometimes move out of families and households.   Should the exemption continue to cover information about an individual who is no longer part of one’s family or household? 
Q78 Should principles 1, 5, 8 and 9 apply to the intelligence organisations?

This proposal is based upon an earlier OPC recommendation, after public consultation and hearing from the intelligence organisations, and OPC continues to support the recommendations.  As highlighted in the issues paper, there are issues about how best to handle complaints involving intelligence organisations if further principles were to be applied. The views of the intelligence organisations and the Inspector-General should certainly be given special consideration in crafting any changes. 
Q79 Should there be any other changes to the exemption for the intelligence organisations under section 57?

OPC has no further suggestions at this time.
Q80 Should there be any changes to the procedures for investigating privacy complaints involving the intelligence organisations? Are any problems created by the dual jurisdiction of the Privacy Commissioner and the Inspector-General of Intelligence and Security?
We are not aware of any problems but the views of the intelligence organisations, the Inspector-General (and the Ombudsmen in relation to OIA complaints) should, of course, be solicited. 
Q81 Should any new exemptions be included in the Privacy Act?
OPC knows of no compelling cases for new exemptions from the Act.  Any proposals for exemption from a human rights law should be looked at with a great deal of caution and only granted when an exceptionally strong case is made out.  If a case for an exemption appears to exist, a proportionate approach should be favoured.  In particular, partial exemptions should usually be favoured over complete exemptions.
Chapter 6
Privacy Commissioner 
Q82 Should section 13, or its heading, indicate that it is not an exhaustive list of the Privacy Commissioner’s functions? Where should section 13 be located in

the Act?
OPC does not see a strong case to change the heading to indicate in some fashion that the list of functions is not comprehensive.  Section 13(1)(u) states that the Commissioner’s functions include ‘such other functions, powers and duties as are conferred or imposed on the Commissioner by or under this Act or any other enactment’ and thus the list is indeed comprehensive.   
OPC sees no advantage in relocating the section.  A change might also create unnecessary complications in the Act’s numbering (for instance, by leaving a gap at section 13). 

Q83 Do you have any concerns about the breadth of the Commissioner’s functions? Should the functions be confined to matters involving informational privacy?

OPC is not overly concerned at the length of section 13.  The list is quite long, but this does not create any problems of itself.  The important thing from OPC’s perspective is that the characterisation of the functions of OPC should be sufficient to the task and role of a privacy commissioner.  

The data protection authority model of privacy regulation has at its centre an authority with broad functions and related powers.  The perceived usefulness of a multi-faceted regulator with broad functions is premised on a view of the challenging and dynamic nature of the task and of the benefits of applying a variety of regulatory responses to a range of problems.  In the leading work on the nature of DPAs, seven interrelated roles were identified for privacy and data protection commissioners.  Professors Colin Bennett and Charles Raab write in the Governance of Privacy: Privacy Instruments in Global Perspective that commissioners act, variously, as ombudsmen, auditors,  consultations, educators, negotiators, policy advisors and enforcers. 
OPC favours retaining wider functions in the area of privacy outside the core aspects of information privacy.  Although comprising only a small part of OPC’s functions and activities, these roles help ensure NZ can respond to all privacy issues.  It is part of the Commissioner’s ‘watchdog’ role as the country’s only specialised institution in privacy.

The issues paper notes that the Human Rights Commission formerly had a wide privacy role.  In inheriting that role, OPC is a human rights institution giving effect to our broad human rights obligations.  This has been acknowledged by NZ to the United Nations committee overseeing implementation of the International Covenant on Civil and Political Rights.  Narrowing the scope of the Commissioner’s functions potentially narrows the scope of oversight and accountability in delivering on national responsibilities in relation to “privacy” under the ICCPR.

Indeed, given the broad privacy challenges emerging in today’s world, OPC would find it a surprising moment to restrict the role.  We feel that the public interest would be best served by retaining the wider privacy role and OPC does not see that role as raising any real problems.  We believe the focus needs to be upon preserving the flexibility of the multi-faceted regulator role rather than the peculiarities of the drafting. 
Q84 We suggest that the Privacy Act should express the Commissioner’s functions in a more succinct way. Do you agree? How could this best be done?
The style of section 13 draws upon the earlier functions it consolidated and the style of legislative drafting in existence in 1993, and is somewhat precise, lengthy and even long winded.  However, it does have the advantage of specificity and comprehensiveness.  OPC would be concerned if an attempt to shorten the section became an exercise in ‘style over substance’. It is clearly possible to provide a more concise reformulation of the functions without actually reducing their scope and substance.  OPC does not oppose such a change.  However, OPC does have concerns that the exercise may inadvertently narrow the functions, or appear to do so, and care needs to be taken to avoid this.   

OPC agrees that section 13 could be drafted more concisely.  Possibilities for consolidation appear to include: 

· education functions – paragraphs (a) and (g);

· offering ‘suggestions’ and ‘advice’ – paragraphs (k) and (l); 

· reporting to the Prime Minister – paragraphs (p) and (r).

OPC accepts that function (g) is implied in (a) and can safely be omitted while the other combinations would require some redrafting. 

Paragraph (d) refers to a function fully described in section 21.  Thus it would be possible to omit paragraph (d) in reliance on paragraph (u) which captures functions provided for elsewhere in the Act. 
The function described in paragraph (e) could be moved into the public register part of the Act.  If this were to be done, the function could similarly be omitted in reliance upon paragraph (u).   Alternatively, the paragraph could simply be dropped as unnecessary given the more recent detailed work done in the Law Commission report on public register issues.  OPC is not opposed to it being deleted. 
Taking into account those suggestions OPC considers that section 13 could be shortened in the following manner: 

The functions of the Commissioner are—

(a) To promote, by education and publicity, an understanding and acceptance of the information privacy principles and of the objects of those principles:

(b) When requested to do so by an agency, to conduct an audit of personal information maintained by that agency for the purpose of ascertaining whether or not the information is maintained according to the information privacy principles:

(c) To monitor the use of unique identifiers, and to report to the Minister from time to time on the results of that monitoring, including any recommendation relating to the need for, or desirability of taking, legislative, administrative, or other action to give protection, or better protection, to the privacy of the individual:

(d) To examine any proposed legislation that makes provision for—

(i) The collection of personal information by any public sector agency; or

(ii) The disclosure of personal information by one public sector agency to any other public sector agency,—

or both; to have particular regard, in the course of that examination, to the matters set out in section 98, in any case where the Commissioner considers that the information might be used for the purposes of an information matching programme; and to report to the responsible Minister the results of that examination:

(e) To make public statements in relation to any matter affecting the privacy of the individual or of any class of individuals:

(f) To receive and invite representations from members of the public on any matter affecting the privacy of the individual:

(g) To consult and co-operate with other persons and bodies concerned with the privacy of the individual:

(h) To make suggestions to any person in relation to any matter that concerns the need for, or the desirability of, action by that person in the interests of the privacy of the individual including to provide advice (with or without a request) to a Minister or an agency on any matter relevant to the operation of this Act:

(i) To inquire generally into any matter, including any enactment or law, or any practice, or procedure, whether governmental or non-governmental, or any technical development, if it appears to the Commissioner that the privacy of the individual is being, or may be, infringed thereby:

(j) To undertake research into, and to monitor developments in, data processing and technology to ensure that any adverse effects of such developments on the privacy of individuals are minimised, and to report to the responsible Minister the results of such research and monitoring:

(k) To examine any proposed legislation (including subordinate legislation) or proposed policy of the Government that the Commissioner considers may affect the privacy of individuals, and to report to the responsible Minister the results of that examination:

(l) To report (with or without request) to the Minister, or the Prime Minister if the case warrants, on any matter affecting the privacy of the individual, including the need for, or desirability of, taking legislative, administrative, or other action to give protection or better protection to the privacy of the individual:

(m) To report to the Prime Minister from time to time on the desirability of the acceptance, by New Zealand, of any international instrument relating to the privacy of the individual:

As can be seen, this redraft shortens section 13(1) by almost 200 words. This redraft does not attempt any significant change to the expression of the unaffected paragraphs but obviously some further simplification of the language is possible. 
Q85 We propose that sections 13(1)(d) and 21 should be deleted. Do you agree?
OPC supports the deletion but considers that the real issue is how the Privacy Act should promote the OECD openness principle.  The explanatory memorandum to the OECD Guidelines sees the openness principle as a pre-requisite for effective individual participation.  Empowering individuals to exercise control of their own information is a key objective of privacy law. 
The directory function has not contributed to openness as it has never been performed.  Granting OPC the broad mandate to publish a directory of information holding by all agencies in NZ is unrealistic.  To perform the function there would need to be specific funding for the task.  Other countries had tended to base performance of such a function on receiving registration fees.  The benefits of a directory may not outweigh the costs if that approach were to be followed. 

OPC also calls attention to the Privacy Commissioner’s other recommendation that is mentioned in the issues paper but not directly addressed, namely that consideration be given to including some of the information listed in section 21(1) in the Directory of Official Information published by the Ministry of Justice.  This could be appropriate given the special responsibilities of public authorities to be transparent and accountable. The proposal seems feasible given that it would avoid the costs of creating a new directory from scratch.  OPC suggests that proposal warrants serious consideration. 
Q86 Are the reporting functions in section 13(1)(c), (p), (q) and (r) necessary? If so, is it necessary that the reports be to the Prime Minister?

On occasion, specific functions can be useful to an independent human rights institution such as OPC.  For example, having the clear power to report directly to the Prime Minister, whether or not that function is ever actually performed, can encourage cooperation from some officials.  An explicit power also demonstrates to external stakeholders, such as the UN or EU, that OPC is an independent human rights institution with the ability to raise issues at the highest level.  

Q87 Should any other functions in section 13 be removed?

No. 

Q88 We propose that a person or body other than the Privacy Commissioner should review the operation of the Act. Do you agree? If so, do you have any suggestions about who should conduct the reviews?

The issues paper highlights independence as the key consideration for the Law Commission in identifying a suitable reviewer of the Privacy Act.  OPC suggests that this is an important consideration but it should not be the sole consideration.  Issues of independence should not be seen as precluding the Privacy Commissioner from undertaking the review.  Other considerations include, for instance, expertise, capacity and public confidence. 
Section 13(1A) provides that OPC must act independently in performing statutory functions and duties and in exercising statutory powers.  OPC considers itself to possess sufficient independence from the agencies subject to the Act and from the government of the day to perform the review.  

The only viable bodies that OPC can identify as being the permanent reviewer of the Act include: 

· OPC;

· Ministry of Justice; 

· Law Commission;

· Parliamentary Committee. 

On balance, OPC considers that the reviews are better left in the hands of OPC than the Ministry of Justice, which leaves the Ministry available to advise the Minister on receipt of a report.   The Law Commission would be a very good choice and, if minded to recommend itself for that periodic role, OPC would certainly be supportive. A Parliamentary Committee is a useful option but a periodic statutory review role has rarely, if ever, been conferred on a Parliamentary Committee in New Zealand.  By contrast this is done frequently in Canada. OPC sees no other viable options.  The Ombudsman is mentioned in the issues paper but this is not an appropriate role for that statutory officer.  OPC would not support recasting the review role in order that it be performed by an individual appointed by the Minister as this runs the risk of politicising the process and undermining public confidence.
Q89 Should reviews continue to be required every five years?

Given the dynamic nature of the environment, particularly the constant evolution of information and communications technologies, it is vital to keep privacy law under regular review if it is to remain effective in regulating and protecting individual privacy rights.  The inclusion of a review provision in the Act demonstrates Parliament’s commitments not only to individuals, but also to business, by adjusting the law to changing risks and by ensuring that the law remains relevant. 

 OPC’s view is that a five yearly review would be useful and appropriate if the resultant recommendations are promptly evaluated and accepted or rejected by government.   There is little point in devoting resources to regular reviews if the recommendations are not considered in a realistic time scale. OPC considers that if a government response to recommendation from a statutory review could be assured, a review at approximately 5 or 6 year intervals would be appropriate.
OPC’s proposal is that the statute directs government to provide a response to the report of the review within six months of it being presented to Parliament.  The due date of the following review would be timed from the government response, and thus the interval between reports would be extended by 6 months.

If these changes are not adopted, then OPC would favour the interval being extended to 10 years. 
Q90 We propose that there should be a requirement for the government to respond to reports arising out of reviews of the Act within a specified period of time. Do you agree?

Yes.  OPC considers that there should be a government response within 6 months of the report of the review being presented at Parliament. 
Q91 We propose that the current audit power should be amended to give the Commissioner power to conduct mandatory audits, as outlined in paragraph 6.93. Do you agree?

OPC supports the proposal in 6.93 to confer mandatory audit powers on the Commissioner. 
OPC suggests that the power be framed in such way that it could, where appropriate, be delegated to a suitably qualified auditor or reviewer.  In essence, this option would amount to OPC having powers to require an agency, in certain circumstances, to commission an audit of some aspect of its activities without that audit needing to be undertaken by OPC itself.   This suggestion would provide regulatory flexibility.  

The proposal as outlined in paragraph 6.93 speaks of the Commissioner reporting findings and recommendations to the agency.  Consideration should be given to explicitly providing for public reporting of the audit reports.  As the issues paper notes, audit powers can be used for educational purposes.  However, if the education is to be focused solely on a single agency then the investment of resources by OPC may not be warranted.  On the other hand, the use of audit reports to educate an entire sector, or all agencies more generally, the effort could be far more worthwhile. 
The ability to publish audit reports also bears upon the issue of accountability and public confidence.  Sometimes audits will be undertaken following some non-compliant behaviour or a data security breach.  A report of an audit can be an important feature of the regulatory response and transparency may be essential if the public is to be reassured.  The published versions will likely be an edited or summary report as there will be a need to protect certain confidential or sensitive information (e.g. so as not to expose vulnerabilities that are in the process of being fixed).
Finally, on the matter of terminology, it may be better to use a term other than ‘audit’ such as ‘compliance assessment’.  This may provide better flexibility where a full-blown audit may not be warranted.
Q92 Should any other functions be amended?

OPC has no additional suggestions at this time. 
Q93 Do you think that the Commissioner should have any further functions or powers that we have not discussed?

The issues paper has surfaced a number of very useful proposals for functions that round out the Commissioner’s powers in a way that will make the law more effective as  a 21st century response to a challenging environment. The enforcement powers, for instance, will more effectively enable OPC to perform the multi-faceted role expected of it.  
One key to the effectiveness of the data protection authority model of privacy regulation is the ability to use a variety of regulatory tools in addressing privacy problems.  The main shortcoming has been to provide complaints handling as the sole enforcement tool.  The mechanism is not sufficient on its own as a means both of preventing privacy problems and solving them when they occur.  
OPC is encouraged by the proposals to introduce new powers and functions that are both proactive and reactive.  The proposed new functions and powers in relation to audit (question 91) and privacy impact assessment (question 159) will be useful in more actively addressing systemic issues in priority areas.   When problems arise, the Act will be strengthened by giving OPC enforcement powers (question 97).  

OPC is satisfied that the most promising areas for conferring further functions or powers on OPC have been explored in the issues paper.  However, we do have a further suggestion in relation to the usefulness of bringing anti-spam roles within OPC.  We discuss this further at question 143. 
Chapter 7

Codes of Practice 
Q94 Are any changes to the Act required to make the development of codes of practice more effective, or to improve the effectiveness of codes generally?
This issues paper examines a wide range of current issues and existing provisions in law. The Law Commission may be likely to make recommendations for new statutory provisions and OPC suggests that the potential usefulness of codes of practice be borne in mind in addressing this range of issues.  For instance, if new provision is to be made in the Act dealing with, say, breach notification, audit or openness, it may be useful to enhance the codes of practice provisions in this regard.  OPC anticipates new useful opportunities might emerge whereby the potential for codes to add to the law’s flexibility and to target problem areas can be enhanced.  This may require additional code making authority.  

Q95 We consider that codes of practice should be implemented by ordinary regulations approved by Cabinet, rather than simply being issued by the Privacy Commissioner.  Do you agree?
No.  OPC has serious misgivings about this proposal.  Changing the code making powers in this way runs the risk of creating problems with one of the Act’s key mechanisms, without any meaningful corresponding benefits.  Rather than any criticisms or calls for change, OPC has consistently found stakeholders supportive of the potential of codes to cope with the dynamic privacy environment.    The proposal does not seem to be in response to any practical problem.  The case made in the issues paper is based upon an overly optimistic view as to how it would work.  
OPC seriously questions the case for making the change.  A concern is expressed at the existence of a Henry VIII clause.  However, the proposal perpetuates a Henry VIII clause.  The difference is that the code making power will be in the power of the Executive rather than an independent regulator as now.  This is worrying since the Executive will, in a number of cases, have a vested interest in the substantive outcome, given the centrality of government information handling to some codes.   
The paper paints a rosy picture of the addition of a small final step to the process.  It suggests that the process will provide ‘the best of both worlds’; preserving independence and enhancing accountability.  We certainly hope that this might be the case.  However, there are a number of real risks to be set against supposed benefits.  The process would not be cost free. 

Serious risks that OPC foresees include: 

· Reducing the flexibility of the Privacy Act to respond to changes in business, operational and technological environments to the disadvantage of government and industry; 

· The possibility that a  fully developed code might never be issued – this possibility may change the dynamics for key stakeholders, including OPC, by calling into question whether substantial resources should be committed to developing  codes that might prove politically controversial.
· Introducing a second set of decision-makers, which could result in manoeuvering, lobbying and re-litigating of issues, not to mention delay and cost. 
The small step at the end could fundamentally change the entire process in certain ways.  A risk adverse OPC with a stretched budget may well be less likely to embark upon certain code proposals if this initiative proceeded. We expect that certain affected parties such as major industry players and government departments would lobby Ministers. Would those Ministers then leave the matter to the specialist regulator or would they review the substantive issues?  Would they involve their departmental advisers?  Would the change result in a process of negotiation with officials?   

OPC certainly accepts the need for constitutional safeguards but believes these already exist and the change detracts from rather than improves the system. The process is already robust and properly accountable.  The Privacy Commissioner is appointed by the Executive.  OPC can only issue codes within the statutory powers laid down by Parliament.  OPC must act in accordance with a transparent and consultative process set out in law.  This is supervised by the High Court.  Each code and amendment is presented to the House of Representatives and considered by the Regulations Review Committee to protect rights and liberties.  OPC and the Committee take that review process very seriously.  There is already a statutory disallowance procedure whereby the House can amend or revoke the code.  

OPC’s view is that this proposed reform will not be an improvement to the Act and is not based upon the needs of information privacy or concerns at how the current process is operated.  Instead, it is being presented as a general constitutional reform.  It seems simply to be a re-run of the idea already rejected by the government that all deemed regulations be approved by the Cabinet.   

The Executive is already able to override the information privacy principles and codes by any regulation through reliance on section 7.  Under this proposal the Executive would also control the sole instrument within the power of the independent privacy authority.  This is not a positive move for privacy protection. 

If the change were to be made, OPC supports the suggestion that Cabinet have the power solely to accept or reject the code and not to rewrite or amend it.  

Q96 Should reviews, or sunset provisions, be mandatory in relation to codes of practice?
OPC does not support mandatory reviews or sunset provisions in relation to codes of practice.  OPC has only a limited resource to devote to developing and reviewing codes and if the law were to make reviews mandatory where the actual circumstances may not warrant a special review, resources may be needlessly diverted.

OPC has typically scheduled review provisions in codes where it has been seen to be useful.  This has normally occurred with major codes where the relevant industry seeks reassurance that OPC will reflect further on matters after the code had ‘bedded in’ in case it has not worked as anticipated.  OPC has not seen the same need for review provisions in all codes but has always been willing to revisit codes where circumstances warrant. 
Chapter 8
Complaints Enforcement and Remedies 

Q97 We propose that the complaints, enforcement and remedies provisions of the Privacy Act should be reformed in the manner outlined in paragraphs 8.33–8.76. Do you agree? In particular do you agree that:

·  the harm threshold in section 66 of the Act should be removed;

·  the role of the Director of Human Rights Proceedings should be discontinued for privacy cases;

·  for access reviews the Privacy Commissioner should determine the complaint and the role of the Human Rights Review Tribunal should be that of an appellate body;

·  the Human Rights Review Tribunal should be chaired by a District Court Judge;

·  the Privacy Commissioner should be given statutory power to issue enforcement notices; and

·  non-compliance with an enforcement notice should be made an offence?

As the issues paper notes, the reform proposal was developed in consultation with OPC.  The Commissioner favours the reforms described in the paper.  

OPC is of the view that the proposed changes will enhance the dispute resolution processes that are a significant and successful feature of the current hybrid Ombudsman-litigation model as well as address the Act’s significant weaknesses in enforcement.  The changes will facilitate a ‘responsive regulation’ approach which maintains a light touch in most cases while taking a stepped up approach to serious, wilful or systemic non-compliance.  The proposed changes are central to creating an effective Privacy Act for the 21st century. 

OPC has earlier offered views in relation to each of the two elements in our earlier paper Enforcement, Compliance and Complaints: A Proposal to Reform the Act.  Although OPC considers the series of proposals work together as an effective ‘package’, there is some scope to pick and choose amongst those elements.  OPC is willing to continue to work with the Law Commission once the submissions have been received and analysed to help evaluate technical aspects of the different parts of the proposal and to consider any insights revealed through public consultation. 
Q98 Are any other dispute resolution or enforcement mechanisms required?
The proposal in question 97 provides a fairly comprehensive approach to privacy dispute resolution and enforcement.  However, it may not give the complete picture and thought will need to be given to some other aspects.  For instance, the new Part 11A of the Act, expected shortly to be enacted through the Privacy (Cross-border Information) Amendment Bill, will exist as an enforcement power.  Consideration will need to be given as to whether elements of that scheme should be consolidated into the new enforcement notice procedure. 

OPC also performs some complaint functions under other enactments.  The Health Act and the Human Assisted Reproduction Act are two examples.  It may, for instance, be important for OPC to have the power to issue enforcement notices in those contexts too.  

The Stage 3 report also highlighted some of the other laws bearing upon NZ’s privacy protection.  Consideration needs to be given to the proposals in that earlier report as there may be a potentially useful interrelationship with the complaints and enforcement machinery at the core of the Privacy Act. 

Q99 Should the Act provide more specifically for the taking of representative complaints? If so:

· should the representative be required to be personally affected by the alleged breach?

· should the consent of other members of the group be required?

· should the group be formed on an opt-in or opt-out basis?

The Privacy Commissioner earlier made a recommendation that more specific provision should be made for taking representative proceedings.  Representative complaints may be particularly suited to dealing with systemic issues.  The view was that the existing reference in the Act allowing for proceedings to be taken on behalf of classes of individuals was unlikely ever to be utilised unless the Act provided some specific machinery provisions for determining how representative complaints are to be handled. 

OPC no settled views on precisely what that provision should be but welcomes exploration of the options. 
OPC also notes that the proposals at question 97 will provide a new enforcement framework for addressing systemic issues. Representative proceedings may fulfil a complementary role for civil remedies.  A major data security breach harming many individuals may be an example where representative proceedings may be useful. 
Q100 Should there be new offences of:

(a) intentionally misleading an agency by impersonating an individual or

misrepresenting the existence or nature of authorisation from an individual

in order to obtain personal information or to have personal information

used, altered or destroyed; and/or

(b) knowingly destroying documents containing personal information to which an individual has sought access in order to evade an access request?

These proposals arise from earlier recommendations of the Privacy Commissioner and OPC continues to support those suggestions.  
Q101 Should the Act contain any further offences?
At this stage, OPC has not identified the need for further offence provisions to  be included in the Privacy Act.  

OPC recommends that the penalty for the existing offences in section 127 of obstructing investigations etc. be substantially increased.
Q102 Are any changes needed to clarify the Ombudsmen’s role in investigating the Privacy Commissioner’s handling of complaints under the Privacy Act?
OPC proposes that the Ombudsmen Act cease to apply to the Privacy Act complaint processes.  Since the Ombudsmen Act was applied to OPC 5 years ago, the complaints taken to the Ombudsmen have principally involved complainants wanting a substantive review on the merits of their complaint.  They have, in other words, sought to re-litigate the matter.  The Human Rights Review Tribunal stands, in fact, as the appropriate forum for such cases rather than a complaint to the Ombudsmen.  
The burden of introducing Ombudsmen proceedings into Privacy Act processes is not outweighed by any perceived benefit to the system overall.  In practice, the Ombudsmen have found it difficult to distinguish reviews of the administrative system from reviews of the substance of the matter.  OPC considers it would be better to remove the application of the Ombudsmen Act entirely, given the safeguard represented by the HRRT.
Q103 Do you have any further comments on the Act’s provisions regarding complaints, enforcement and remedies?

The proposals in the paper will place additional responsibilities with OPC.   While supporting those new enforcement functions, OPC underscores that there will be resource implications.  It will be essential for there to be funding for the new responsibilities.  
We know from past experience that the complaints system (whereby every incoming compliant is required by law to be processed) is vulnerable to becoming overwhelmed from time to time if the volume of incoming complaints exceeds the resources available to deal with them.  Overall, the complaints system is a low cost and effective way of resolving disputes when compared with any other legal alternative.  We expect that the enforcement notice process will be a relativity low cost model as well.  However, even relativity efficient models require resources to be administered.  It should also be understood that under-resourcing does not merely affect individuals but also can make the law less effective and place additional burdens onto business.  It is in everyone’s interest to enable matters to be resolved promptly and efficiently. 
Elsewhere we raise the suggestion that consideration be given to locating the enforcement authority for the Unsolicited Electronic Messages Act within OPC (see question 143).  We think this would be a comfortable fit with the enforcement model proposed in this chapter. 
Chapter 9 
Information Matching 
Q104 Should there be greater openness about data mining by public agencies? For example, should public agencies be required to report annually on their data mining activities?
Like the Law Commission, OPC has an open mind on this proposal.  A requirement of transparency can serve several purposes.  Two that seem particularly relevant here are: 

· to maintain public confidence by putting the public ‘in the picture’ about such activities which, if discovered by accident or by sudden ‘exposure’, can diminish public trust in public institutions; and 

· to provide information about an evolving practice as a precursor to developing options for a more effective form of control or regulation.  
On the first rationale, transparency alone is enough to enable normal democratic accountabilities to come into play.  On the second rationale, transparency about data mining implies something more will be needed later. 
If the Law Commission were to pursue this idea, it might wish to tie it more closely to other obligations under the Privacy Act (like the proposed ‘openness principle’) or another Act  (such as the duty to publish information holdings in a directory published under the Official Information Act).
Q105 We consider that the current controls on information matching by public sector agencies are appropriate and should be retained. Do you agree?
OPC considers that the current controls are appropriate and should be continued.  There is scope for reform to make the arrangements work better.    OPC believes that the case for controls regulating the authorisation, operation and review of this intrusive practice remain as valid today as in 1991 when they were first implemented. 

Indeed, given the major increase in government information matching, the need for controls may be greater than ever. 
Q106 We do not think that there is currently a case to impose detailed controls on information matching by private sector agencies. Do you agree? If not, can you provide examples of situations where a lack of controls has put people’s privacy at risk?
Part 10 of the Act is focused upon the public sector and is tailored to that context.  It seeks to deliver the transparency and accountability that citizens expect of public bodies, particularly given the coercive power of the State.  These powers have no direct equivalent in the private sector.  Public expectations differ somewhat in relation to public and private bodies.  Thus it would not be appropriate directly to apply Part 10 to purely private sector activities.  Other approaches will be needed for any special concerns about private sector activities. 
Nonetheless, it should be recognised that there are an increasing number of exchanges of information between the public and private sectors.  Some of these exchanges may warrant having aspects of the information matching controls applied to them.  Governments in NZ and abroad are increasingly gathering personal information from private sector bodies and matching it against public records and using the results to take decisions in relation to individuals.  This will increase in the future.
At the same time, the private sector is increasingly being given access to public sector data to assist in decision making affecting individuals (a recent example involving a feed of public sector information to assist financial institutions to undertake identity verification processes).  

Added to these significant developments is the ongoing practice of privatising or contracting out of public service delivery and the varied forms of partnerships between public and private sector entities.

All of these developments suggest that if the information matching controls are to remain fully effective as a means of ensuring fairness and accountability of public bodies, we must not lose sight of the private sector dimension.   That is not to say that Part 10 should be applied directly to processes involving solely private organisations. However, there may be a need for Part 10 to be sufficiently flexible to encompass instances where there is private sector participation in some aspect of government operations or functions.  

In fact, several existing authorised information matching programmes (or programmes that are required to be treated as if they are authorised information matching programmes) already have some application to private sector agencies.   
OPC’s view is that increased flexibility in the Part 10 framework would be useful if it is desired more easily to accommodate private sector involvement in government data matching.  This might include some OPC powers to waive or vary the application of certain information matching rules where necessary.  There may be a continuing need to specially tailor, on a case by case basis, of the applicable information matching provisions where the involvement of private sectors agencies raises particular compliance problems. 
Q107 We propose that Part 10 and Schedule 4 should be enacted as a separate Privacy (Public Sector Data Matching) Act. Do you agree?
OPC is not opposed to Part 10 and Schedule 4 being put into a separate Privacy (Public Sector Data Matching) Act.  However, we do not see such a change to be an essential reform. 
Q108 We consider that all information matching undertaken by public sector agencies should require specific statutory authority, and be covered by the controls in Part 10 and Schedule 4. Do you agree?
In general, yes.  However, there may be some governmental processes that involve matching but are already appropriately regulated by statute in another way (e.g. processes anticipated in Privacy Act Schedule 5).  There may also be some processes within intelligence organisations that need special consideration.
Q109 We propose that the list of examples of what constitutes “adverse action” against an individual should be extended to include a decision to impose a penalty, and a decision to recover a penalty or fine imposed earlier. Do you agree? Should any other changes be made to the list of examples?
OPC is certainly of the view that decisions to impose a penalty, or to recover a penalty or fine earlier imposed constitute examples of adverse actions.  If there is to be a list of the types of adverse action, these are perfectly suitable for inclusion.  However, there might instead be a case to strip the term down to its essential elements, which are clear in the opening sentence of the definition but can get overlooked by officials who focus only upon the long list of specified actions.  Perhaps the drafting set out a simple definition, with the best examples from existing paragraphs (a) to (g) and the new proposed elements, separately set out as examples.
Q110 We are currently of the view that the definition of adverse action should not be amended to clarify that information matching programmes that have a beneficial consequence for individuals or no adverse consequence are expressly excluded. Do you agree?
Yes. 
Q111 We propose that the controls on information matching programmes by public sector agencies should be focused on computerised/automated matching, and manual matching should no longer be covered (computerised information matching with a manual component would continue to be covered). Do you agree?

As noted in the information paper, this proposal originated with a Privacy Commissioner recommendation which OPC no longer supports. While it is true that virtually all programmes involve a computerised element, some also involve a manual element and on reflection OPC considers the proposal could needlessly introduce demarcation and interpretation difficulties that do not currently exist.  
Q112 We propose that the information matching guidelines in section 98 should be amended to require a mandatory protocol procedure so that the Privacy Commissioner has better information on which to assess proposals for new information matching authorities. Do you agree?

This proposal is based upon earlier recommendations of the Privacy Commissioner and OPC continues to support those suggested changes.  
The ‘programme protocol’ suggestion would fulfill several objectives.  (The Ministry of Justice has already completed some scoping work on this suggestion.)  First, the proposal would place the existing ‘Information Matching Privacy Impact Assessment’ or ‘IMPIA’ process on a clearer statutory footing – currently it is an administrative requirement drawing upon the Commissioner’s general function in s.13(1)(f).  Second, by making it a statutory requirement, the expectations on the departments could be more definitely stated, for example in relation to timing of completion.   All too often, departments complete IMPIAs too late in the process to be of meaningful assistance to either Cabinet as decision-maker or the Commissioner as independent assessor.  Third, the programme protocol will be a public document and thus contribute to transparency and accountability.
Q113 We propose that the period of notice that should be given by an agency before it takes adverse action against an individual on the basis of the results of an information matching programme should be increased from five working days to 10 working days. The Privacy Commissioner should also be empowered to shorten or waive the notice period in appropriate cases. Do you agree?
The proposal to extend the notice period from 5 to 10 working days was based upon a notion of fair practice and the need to give individuals a reasonable period to consider their position and, if need be, explain themselves.  Five working days is not very long compared with notice periods given under many other statutory processes or in overseas data matching laws.  Furthermore, reliance upon ‘deemed service’ means that a notice could arrive while a person is away on holiday, for instance.  
Two factors must be borne in mind.  The first is that the process of matching is, by its very nature, a process of inference. There is an inference that the department has identified the right person.  There are inferences that the information revealed is reliable and shows something amiss.  The second factor is that an ‘adverse action’ against the individual is contemplated.  

A suitable notice period should give sufficient time for a person to receive the notice, consider its implications, take advice if necessary and to make an appropriate response (which for these kind of notices usually involves writing to or telephoning a department).   Changing the period from 5 days to 10 days will be more favourable to the individuals concerned while not being too permissive. 
Departments usually have some flexibility about how to set their matching algorithms.  Broadening the algorithm will bring into the net more suspected rules breakers but may capture some innocent people.  Tightening the algorithm will miss many rule breakers in order to avoid possible mismatches affecting innocent individuals. Departments, in the public interest, have a natural and honourable wish to act quickly to protect the public purse.  But who is to bear the cost when they get it wrong?  Are innocent individuals to bear part of the cost when that can be avoided? 

The information matching controls try to reconcile these inherent dilemmas by allowing some innocent individuals to be brought into the net but – crucially - ensuring that there is a fair process to prevent adverse action being taken against those individuals.  The challenge period is centrally important because it helps to protect innocent individuals that we have accepted, in the public interest, will be brought within the net.  Part 10 assumes that the public interest in taking rapid action against suspected rule breakers should not be at an unfair cost to innocent individuals.   This may mean some loss of efficiency in the name of fair process but this is a price worth paying to allow the inherently intrusive process of information matching to be widely operated in the public sector.  
However, to the extent that extending the notice period moves the balance from that struck in 1991, OPC concedes that it is reasonable to ask if this tilts the balance away from efficiency too far.  OPC believes that it does not, but appreciates that others may quite reasonably take the opposite view.
An extended notice period would be unproblematic for many programmes but it would be unwelcome from the perspective of departments operating certain key programmes designed to enable action to stop ongoing payment of monetary benefits.  The departments concerned would understandably be concerned at the financial implications of allowing benefit payments to run on for an extra week.  

OPC expects that a 10 working day notice period would be quite unproblematic for the majority of programmes.  On the other hand, there are some for which an extended notice period is perceived to raise significant problems, perhaps up to about 15 of the current operating programmes.  OPC acknowledges that doubling the notice period heightens the concern which has already persuaded Parliament to waive the notice period entirely in the case of some programmes.  

There is some scope to lengthen the standard notice period and yet reconcile these competing views.  The primary option is to deal with the issue explicitly in particular information matching provisions.  In addition, there is a proposal to give OPC a power to shorten the notice period in appropriate cases. 
If the Law Commission is inclined to recommend that the Commissioner be granted a power to waive or to reduce the period of notice, it would be useful if statutory criteria could be offered.  Tentatively, OPC suggests that the key consideration should be whether alternative safeguards are sufficient substitutes for forgoing the longer period of notice. 
Q114 We propose that the Privacy Commissioner should be able to present a separate report to Parliament each year on his or her monitoring of information matching programmes, rather than include this in the Commissioner’s annual report. Do you agree?
This proposal is based upon an earlier recommendation by the Privacy Commissioner and OPC continues to support the suggestion.   A later date for submission of the report would need to be specified in the law. 
Q115 We propose that, in the absence of increased resources to enable the Privacy Commissioner to undertake the required 5-yearly reviews of information matching authorities under section 106, each authority should be sunsetted so that it expires after five years unless (a) renewed by Parliament, or (b) extended by Order in Council made on the recommendation of the Privacy Commissioner. Do you agree? If so, which option do you prefer?
If the Law Commission were seriously to propose one of these options, OPC would suggest option (b) given the pressures on parliamentary time.  Option (a) would run the risk that programmes that are in fact  justified and run well could be forced to suddenly cease pending new legislation merely because a parliamentary slot could not be found to continue their mandate.  This would be disruptive to public administration and run the risk of damaging the Privacy Act’s reputation.  Such problems would be far less likely with the use of the Order in Council process. 
Furthermore, the proposal would not directly address the difficulties in completing reviews of a large number of programmes.  It could place higher demands on OPC compliance resource in this area regardless of other priorities. 
Q116 We propose that, if the Privacy Commissioner continues to undertake

reviews of information matching authorities, there should be a requirement on the Government to respond to the Commissioner’s report within six months of the presentation of the report. Do you agree?

OPC agrees that this would be a useful reform.
Q117 We propose that the Inland Revenue Department should no longer have a blanket exemption from the requirements to commence adverse action against an individual within 12 months, and to destroy personal information provided for or derived from an information matching programme once it is no longer needed. Specific exemptions for individual information matching authorities should be provided instead, if these can be justified. Do you agree?
This proposal is based upon an earlier recommendation of the Privacy Commissioner and OPC continues to support the suggestion. 
Q118 We propose that the current information matching rules requiring publicity and notice of information matching programmes, and prohibiting the creation of separate databanks, should be stated in the body of the Act itself. Do you agree? Are any other information matching rules so important that they should also be included in the Act rather than a schedule?

OPC agrees that if there is a Part of the Act devoted to information matching, and also a schedule, there must be some logical basis to place provisions in one place or the other.  OPC does not see that supposed ‘importance’ is a suitable basis for identifying what should appear in the body of the Act.  We think that a more useful focus might be upon clarity of the resultant rules.  For instance, some difficulties have been caused in the past because destruction requirements have been split between the body of the Act and the Schedule. 
Elsewhere you have suggested that information matching might be removed to an entirely separate statute.  If that were to be the case, it may be better to have all the operative provisions in the body of that statute rather than having a schedule at all. 

Q119 Should the Act provide for the making of regulations amending the list of specified agencies in section 97 to ensure that the information matching controls in Part 10 continue to apply when agencies are reorganised?

While OPC is not opposed to the proposal, it is probably unnecessary.  Any statutory reference to a named department in a piece of legislation such as the Privacy Act will be corrected to give the new name whenever these statutory reorganisations are being carried out.  Departmental names typically appear also in information matching provisions (and no doubt in many other places) and thus it will generally not be possible to change all references in the statute book without some kind of amending legislation. 
Q120 Do you have any other comments or suggestions about information matching?
Oversight of a proportion of current operating matches is achieved by OPC seeing the results of internal audits.  Those arrangements are premised upon a small reference to audit reports in section 104(2)(c).  Given the growing reliance upon this approach, there would be merit in considering providing a clearer set of powers for OPC in relation to audits that are carried out internally but at the behest of the Commissioner.    It is possible that this could be accomplished by granting mandatory audit powers to OPC as suggested elsewhere in the issues paper (see question 91), including the ability to direct that an internal audit be carried out. 
Chapter 10
Information Sharing 
Q121 Are the principles set out in paragraphs 10.116–10.123 useful in framing a way forward for information sharing? Do you have any other suggestions?
OPC commends the Law Commission for the clear overview of the issues and ongoing initiatives, in NZ and overseas, in relation to information sharing.  The chapter offers a good account of the complexities.  OPC intends this submission to be modest in its length and so we have not attempted to address all the issues in depth.  We signal that this is an area where we will welcome further discussions as the Law Commission moves forward to refine its proposals.  We have seen this submission as a useful opportunity to help refine the issues and options rather than to take final positions on all of them.

General observations
OPC offers some preliminary comments before moving to practical suggestions for law reform. 

One challenging issue in this area is whether there is a problem in relation to ‘information sharing’.  To some people, the existence of a problem seems self evident.  To others, there appears to be no problem with the law, merely an inability of some agencies to fully understand and work within it.  

OPC suggests that one reason for the confusion may be that the apparently unifying label of ‘information sharing’ is applied, while the issues and any associated problems may not be as uniform as this might suggest. ‘Sharing’ is not a defined statutory term and its use in discussion can sometimes confuse matters.  Is ‘sharing’ somehow different to disclosing information?  Are we only speaking of the kind of sharing which does differ from disclosure?    The chapter would have benefitted from exploring further what is meant by information ‘sharing’. 
The second of many difficulties in discussing this topic is the question of what constitutes a problem.  If an agency is unable to disclose information because of a statutory prohibition, is it a problem or simply the intended consequence of the law?  Since the law already allows for disclosure of information under numerous exceptions to principle 11, with the authority of any enactment, or  using subject consent, one must wonder how much more legal flexibility is possible before the facilitation of ‘sharing’ starts to look like a complete exemption from the law.  
OPC’s suggested approach to reform 

Before commenting upon the principles set out in paragraphs 10.116 – 10.123, we offer suggested approaches that might usefully guide the direction of reform.  They are a mix of pragmatism and principle.   OPC’s suggested approach to evaluating possible solutions includes: 

1. That the solutions should accord with the international approach to information privacy.

2. That the solutions should keep the fundamental features of the Privacy Act intact.  (We want the law to remain coherent and we have found that its largely seamless approach to the public and private sectors has been a successful feature.) 

3. That administrative solutions should be applied where these will be most effective, and legal solutions where those are most effective.  In particular, purely legal solutions are unlikely to be successful for dealing with administrative and cultural issues. 

4. That partial solutions should be considered.  A ‘global solution’ may not be needed - or even desirable. 

5. That the solution should recognise the role of legislation other than the Privacy Act.  Let’s not become fixated on amending the Privacy Act if a more appropriate solution is to amend another enactment to authorise or require the disclosure of information. 

OPC has given a lot of consideration to this issue.  It remains unconvinced that there is a need for major law change.  Clearly there are challenges in disclosure of information between agencies and in the shared management of information.  Focused amendment of enactments governing relevant government activities may be useful in some cases.  Deference to such other laws already exists under section 7 of the Privacy Act. 

The larger problem in OPC’s view relates to administrative rather than legal considerations.  This seems to be supported by the Victoria University research quoted in the chapter.  Administrative and cultural problems can be every bit as challenging as legal problems but they cannot be solved by simple amendment to the Act (and attempts to do so risk creating problems of perhaps even greater significance).  
The Privacy Act is an open textured, principles-based law which gives a lot of flexibility in implementation.  Some organisations have difficulty with that approach and see appeal in rules-based solutions.  The rules in this context would need to be developed internally at operational level and cannot be externally imposed if the flexibility allowed by the Act is to be taken advantage of.  Many government departments cope with this quite satisfactorily, others have more difficulty.  An organisation that devolves key decisions to thousands of frontline staff may understandably need more detailed internal rules for its operational purposes than many other agencies. 

The administrative arrangements can be challenging when two or more organisations need to coordinate their provision of services.  Different organisations need to reconcile their respective policies and internal approaches.  However, a solution cannot be imposed at the stroke of a pen by an outside regulator nor by a ‘simple’ law change.  Those challenges must be faced up to be the organisations themselves through analysis, negotiation and cooperation. 

OPC’s view is that administrative, rather than purely legal, solutions are principally called for.  The options in the chapter do not, for the most part, seem to focus on those internal governance issues.  Accordingly, OPC offers two additional suggestions: 

· enhanced obligations for government departments in relation to their privacy officers; 

· establishment of a cross-government Chief Privacy Officer. 

In addition to usual Privacy Act compliance responsibilities, these officials should have duties focused upon developing practical solutions to information disclosure in the public interest.  They could be encouraged to cooperate across organisations in establishing compliant information sharing arrangements.  Some organisations and their privacy officers are adept to finding solutions to these challenges.  Other departments would need to lift their practices.   The solutions may not require statutory amendment.  

OPC also believes that there is no overarching ‘information sharing’ problem or solution.  There may be difficulties with certain government programmes and the associated information disclosures or ‘sharing’ but this does not represent a global problem requiring major change to the framework of the Act.  Those issues need to be worked through on an intelligent basis with cooperation from the relevant government agencies.  In some cases, there may well be a need for explicit authorising legislation.  OPC emphasises that recognising the role of other legislative authority is part of the Privacy Act’s basic structure.

There might be scope for amendment to the Privacy Act for certain identified areas of challenge.  OPC is not opposed to appropriately focused amendment of the disclosure principle.  The “common or integrated programme or service” option below may be one possibility worth exploring.  However, even this need not serve as a global solution, merely a possibly useful reform focused upon one area of difficulty. 
Principles in paragraphs 10.116 – 10.123 
OPC finds the principles and observations noted in the issues paper to be helpful in determining suitable ways forward.  Some are more focused upon appropriate agency behaviour than legal compliance or law reform, but we find them useful nonetheless. 
The first principle is that the propriety of sharing information needs to be judged on a case-by-case basis.  We accept that.  We hold a view that there is no global solution to the perceived information sharing problem.   
The second principle offers a proportionality test for determining when sharing of data is appropriate.  OPC accepts this as a general proposition for law reform or for agency decisions in disclosure.
The third principle rightly recognises the risks of data sharing.  It suggests that agencies should pay particular attention to these risks and be accountable for the resultant decisions.  Transparency is identified as a factor encouraging accountability. These are all supportable observations.  

Q122 We have presented the following mechanisms as possible means of regulating information sharing:

a) guidelines;

b) a code of practice;

c) a national public sector information sharing strategy;

d) a rebuttable presumption that personal information held by one public sector agency can be shared with other public sector agencies if such sharing is for the benefit of the individual concerned and is for a purpose that is broadly similar to that for which the information was obtained;

e) allowing the Privacy Commissioner to issue binding or advance rulings;

f) the enactment of a set of information sharing guidelines similar to the information matching guidelines in section 98;

g) requiring greater openness about information sharing by public sector agencies (such as requiring them to report annually on their information sharing activities);

h) the addition of a new “welfare” exception to principle 11;

i) an extension of the current section 54 exemption power;

j) a schedule of authorised information sharing activities;

k) a new regime similar to the existing information matching regime; and 
l) a “common or integrated programme or service” exception.

What are your views on any of these mechanisms?
For convenience we have assigned a letter to each option.   
We think it unlikely that a single option would solve the perceived problem nor that final positions could be taken solely on the basis of this issues paper.  We expect that part of the objective of the submission process would be to narrow the options to a smaller more promising group for further study.  To assist in that task we have broadly ranked the options as follows: 

· most promising: options: a, f, h, l
· worth further study: options: c, g
· worth further study but somewhat less promising: options: b, e, i, j
· least promising: options d, k
We offer brief comments on each of the options outlined in the question.

(a) Guidelines 
Guidelines could be a useful component of a response to the challenges of government information sharing.  However, who should issue these guidelines and what status they should have?  There are wider choices than simply directing OPC to prepare guidelines.
The issues paper anticipates guidelines being produced “at a reasonably high level”.  Is that really what is needed?  Will high level guidance make any difference? Will an overlay of guidelines add complexity without being useful at a practical level?  

When a regulator like OPC issues ‘guidelines’ it is not merely a case of an ‘expert’ offering a useful viewpoint.  A great deal is expected if the regulator develops guidelines.  As a result, processes of preparation tend to be elaborate and resource intensive.  Getting it wrong is hugely problematic.  Confusion can arise as to suggestions for best practice and compliance requirements. 

By contrast, an industry or sectoral body drawing upon specialist assistance can often provide well informed guidelines.  Such a body will not be inhibited in quite the same way as the regulator.  For example, some years ago when difficulties were being experienced in relation to mental health issues, the Mental Health Commission took a driving role in preparing suitable sectoral guidance with expert assistance from other agencies and OPC.  The resultant guidelines received good sector ‘buy in’.

OPC is ‘expert’ in relation to interpretation of the privacy principles. However, its expertise may not be great as sectoral bodies in relation to some of the other issues relevant to information sharing, the purpose of the information, its nature, the physical arrangements, methodologies for release, current systems, organisational and sectoral dynamics, etc.   

Accordingly, while it is useful to explore the option of OPC guidelines, we recommend that the Law Commission also consider other options for guidance. 
One candidate to offer guidance might be the proposed all of government Chief Privacy Officer that OPC suggests above and in response to question 123.  The State Services Commission would be another choice.  A further option is to consider ad hoc working groups in the various sub-sectors within the wider public sector (e.g. social services, health, justice). Guidance issued by bodies other than OPC could also include non-Privacy Act material.  For instance, SSC guidance could exhort department to comply with relevant government policies.  It could actually promote certain disclosures unlike guidance from OPC which would remain more neutral. 
If the preferred solution is for guidelines issued by OPC then several further issues need to be considered.  Prime amongst those is the legal status of such guidelines.  Another is the question of when guidelines are to be preferred over the use of OPC’s code making powers.

Then there is the resource issue.  OPC is a small organisation and this task would need to be judged against others having a call upon our resources.  Delays in producing guidelines is possible. 

(b) a code of practice

OPC has explored the usefulness of a code of practice as the basis for some grand response to government information sharing.  Our view to date is that this is not a promising solution.  We do not rule it out entirely and await the results of the Law Commission’s further analysis before considering it further.
However, codes will continue to have a useful role in information sharing. A number of the sectoral codes issued to date facilitate aspects of information sharing.  For example, the Health Information Privacy Code permits certain disclosures that would be prohibited under the principles.  The Credit Reporting Privacy Code authorises and regulates an activity that epitomises information sharing in the private sector.

OPC’s view is that codes will continue to have a useful role to play with respect to clearly identified barriers to disclosure but a code is not the best vehicle to craft a larger framework for sharing across the entire public sector.  
(c) a national public sector information sharing strategy

The usefulness of such a strategy requires an assessment of wider governmental needs and not simply Privacy Act issues.  However, if there were such a strategy it could be helpful in relation to the issues highlighted in the issues paper.  The material quoted from the Australian NGISS seemed very encouraging. 
One concern is the suggestion in the issues that a strategy be imposed as a requirement upon OPC.  This seems problematic in two respects.  First, such a requirement would seem to impinge upon the OPC’s independence and be at odds with the normal guarantees for independent Crown entities in the Crown Entities Act.  Second, it implies that a solution to government information sharing requires new direction to OPC.  In our view the strategy should be directed to government agencies and not OPC.

(d) a rebuttable presumption
OPC is opposed to treating the public sector as a single entity for ‘purpose’ provisions by creating a rebuttable presumption that information held by one public sector agency can be shared with other public sector agencies if such sharing is for the benefit of the individual concerned and is for a purpose that is broadly similar to that for which the information was obtained. 
We see this option as highly problematic to privacy protection in the public sector.  We find it difficult to reconcile it with the internationally recognised approach to privacy.  It would be a retrograde step in terms of transparency of purpose and individual control of information in dealings with government.  It could undermine trust in government. 
The tenor of the discussion is disconcerting in almost suggesting that ‘purpose’ is an unjustified barrier that agencies must overcome. The approach suggested to purpose in this option would strip purpose of some of its usefulness as a transparency requirement and control on use. 
There would also be a number of significant interpretational problems.  Concepts like ‘broadly similar’ and ‘benefit to the individual’ will be subject to competing legal interpretations.  Judging ‘benefit for the individual’ will be especially problematic since this will involve value judgments.  One person’s useful benefit is another person’s nanny state interference. 

(e) binding or advance rulings
OPC considered this idea 12 years ago and advised against it.  The issues paper explores the idea in much greater detail than we attempted earlier and it appears that it might be a more feasible option than earlier thought.  Although OPC remains sceptical about whether it would be useful, we are open to be convinced.  We continue to hold some concerns about its relationship with the complaints process and individual rights.
OPC holds some reservations about the call on OPC resources that might arise from this option.  The proponents of information sharing should bear the costs attendant upon processing an application for such a ruling.
(f) set of information sharing guidelines
OPC would not be opposed to there being a set of statutory guidelines to assist in assessing proposed legislation that provides for information sharing.   The guidelines in section 98 have proved to be useful in assessing information matching programmes.  However, there remain open questions about how these guidelines would be deployed.
There are some key issues to further consider before a concluded view could be reached on this proposal.  One is the meaning to be given to ‘information sharing’ for the purpose of such a provision.  The others revolve around the use to which the guidelines would be put and whether OPC would exercise new functions in applying the guidelines.

One approach would simply provide the guidelines to assist OPC in its existing functions of examining provisions in proposed legislation (section 13(i)(f) and (o)).  Another approach might have the Commissioner apply the guidelines in some new assessment or approval process.  If OPC reserves its position about the usefulness or appropriateness of any new functions to assess or approve information sharing proposals.  This option does not specify any new functions. 

(g) greater openness
OPC supports greater openness.  Of itself, this is not a direct response to perceived barriers to information sharing.  However, in terms of accountability to individuals and to the community generally, transparency is certainly to be encouraged in any of the options.
There may be some issues about the practical approach of achieving greater openness.  Possibly this can be considered in conjunction with the proposed openness principle (see question 59). 

(h) new “welfare” exception to principle 11
OPC supports further exploration of this proposal.  OPC will be interested to hear the views of other submitters.  We would also be particularly interested in exploring some practical examples of how this welfare exception might apply in practice.  Perhaps there will be some experience from the Australian state of Victoria to draw upon. 

(i) extended exemption power
Section 54 is, in OPC’s view, focused upon one-off matters involving ‘special circumstances’ and would not be suitable for the kind of routine and ongoing information sharing proposals anticipated in the chapter.  Furthermore, an exemption from the law is probably not the best response to arrangements that might be better addressed by enhanced or modified legal accountability. 
It might be better to view this option as creating a new power to grant exemptions.  Indeed, if modeled upon the Australian Public Interest Determination model, the option may not so much represent an exemption as a substitution of new rules for the principles that normally apply. 

However, if a new exemption or PID power were to be introduced, it is difficult to see how it would differ from the existing code making powers to permit disclosures in the public interest. The point of difference would  need to be further explored. 
OPC foresees difficulty if departments started to see this as a more convenient route to arrange their activities rather than simply complying with the principles.  It also might become the preferred route for risk adverse agencies at the cost of a significant call upon OPC resources. 
If this option were to be favoured, some attention may need to be paid to the need for transparency in the granting of exemptions having wide public implications.  Perhaps a public submission process will be needed.  We would not wish to see OPC resources unduly devoted to processing exemption for the projects of particular (larger and better resourced) departments.  Perhaps there should be application fees levied for such approvals. 

(j) schedule of authorised information sharing activities
OPC is not opposed to such an option but anticipates that it could turn out to be highly complex and difficult to achieve.  There is a lot of variety in the activities sometimes referred to as ‘information sharing’ in contrast to the holder/accessing agency arrangements in the existing Schedule 5.  However, for the arrangements that are actually quite close in nature to the existing Schedule 5 arrangement, this could be a useful option.   The Ministry of Justice previously did some initial scoping work on such an approach around 2007 and the results did not seem particularly promising.  Characterising the relevant activities accurately and succinctly but in sufficient detail to be meaningful is quite a challenge.
Such a mechanism should only proceed if there is a very definite need for it from agencies.   We suspect that keeping the scope of the schedule to a limited number of suitable arrangements may be more successful that trying to ‘shoe horn’ a wide a variety of looser ‘sharing arrangements’.   Indeed, it might be useful to keep it to a single sector (social services) just as Schedule 5 is limited to the criminal justice sector. 
(k) regime modeled upon information matching
Given the variety of information sharing arrangements, we think it unlikely that a structured arrangement of the type that has been found suitable for information matching will be possible or desired by the departments concerned. 
(l) a “common or integrated programme or service” exception
OPC considers that this proposal is worth further exploring.  If this option is simply an exception to the principle, as is the case in Alberta and British Columbia, it could provide a reasonably clean and simple approach to a proportion of the current information sharing arrangements in the social services area.  It would be important that the agencies properly managed the risks and be clearly accountable for compliance. 
Q123 Do you have any other suggestions about how the sharing of information by public sector agencies might be facilitated in appropriate cases?
The discussion in the issues paper highlights are that there are many factors impeding information sharing.  Legal requirements may not even necessarily be the most significant barriers.  The VUW research findings, summarised at 10.58, highlight some of the other factors.  So too does the material from the Australian NGISS summarised at paragraph 10.102 which notes other barriers to information sharing including: 
· lack of leadership within agencies;

· the absence of a clear value proposition; 

· information management practices that restrict sharing capability; 

· a culture that is resistant to sharing information. 

Most of the reform options discussed at question 122 do not seek to address the administrative and cultural barriers that are potentially far more significant than the Privacy Act with its existing flexibility to permit disclosure.  For this reason, OPC offers two new and related proposals which touch upon the governance of privacy within organisations.  The proposals seek to assign responsibility to individuals to promote a culture in which compliant and safe information sharing is encouraged.  

The proposals are that there be: 

· enhanced obligations on government departments in relation to their privacy officers; and 

· the establishment of a cross-government Chief Privacy Officer. 

Such innovations could be implemented administratively.  However, we suggest that consideration be given to implementing the first proposal by amendment to section 23.

Privacy Officers 
The proposal is to place specific responsibilities upon government departments in relation to their privacy officers.  This would be useful for compliance with the Privacy Act generally, where government department performance can be improved, but in this context we focus solely upon the benefits to information sharing.  
The idea is that privacy officers be expected to help create the conditions so that departments can disclose information in a compliant manner to serve the public interest.  The privacy officer would work within the department to ensure that the arrangements that need to be in place exist and operate well.  This would involve, for example, ensuring that the relevant policies exist and that these are supported by appropriate procedures, practices and internal rules (backed up by staff training and such like).  The privacy officer would have a role to play in terms of nurturing a culture within the department not only of privacy compliance, but also of taking responsibility to make disclosures where they are warranted. A non-responsive culture whereby privacy risks are met simply by non-disclosure would not be acceptable. 

More will be expected both of privacy officers and of the departments that employ them.  Departments will need to employ competent people and give them a suitable mandate with access to and support from senior management.  

OPC recognises that not all departments take advantage of the Act’s flexibility for government information sharing for some of the administrative and cultural reasons discussed in the chapter.  A solution to perceived information sharing problems that focuses only upon the changing the letter of the law in the Privacy Act is bound to fail.   The failure may be that the desired information sharing does not result.  It may also be that any sharing comes at an unacceptable cost in terms of loss of privacy protection and public trust. 
OPC believes that enhancements to government privacy officer duties could bring benefits regardless of which of the options outlined at question 122 might be chosen.  The proposal could even make a significant difference in promoting information sharing even if none of those other options were to be adopted. 

Cross-government Chief Privacy Officer 
A counterpart to enhanced privacy officer responsibilities would be to establish a cross-government Chief Privacy Officer.  This position would need to be placed and empowered at a suitably senior level to ensure effectiveness.   This step could be implemented administratively and would not need statutory amendment.  Unlike the responsibilities of departmental privacy officers, which should be a permanent feature of the Act, the government-wide CPO role could  be a temporary arrangement for, say, five years while information sharing objectives were achieved. 
This cross-government role would help create the culture of compliance across the government.  In relation to government information sharing, the CPO would have a role to ensure that the government-wide polices or projects are in place and operating well to enable individual departments and their privacy officer to safely share information.  The CPO may also have role in relation to encouraging and supporting departmental privacy officers in achieving their information sharing responsibilities.

Although the departmental privacy officers would continue to be employed by departments, the CPO could institute informal and formal arrangements to ensure and measure privacy performance across departments and their privacy officers.

Q124 How should legal authority for sharing of personal information across borders between government agencies be provided for? How should the law ensure that privacy is protected when information is shared in this way?
At the moment the Act makes little explicit provision for cross-border information sharing at governmental level. OPC welcomes further exploration by the Law Commission and Ministry of Justice of whether silence in the Privacy Act is the best approach. 

OPC has had exposure to these issues in a number of statutory contexts including: 

· when examining, or being consulted on, proposed legislation authorising cross-border disclosures;

· where legislation had required OPC’s approval for entering into information sharing agreements (e.g. former passports legislation); 

· where legislation that required OPC to be consulted before agreements are entered in to (e.g. Immigration Act).
Further, there is some cross-border data matching (e.g. between MSD and the Netherlands) which operates partially under the auspices of Part 10 of the Act. 
Several of these legislative schemes require departments to consult with OPC.  Sometimes the relevant laws empower the Commissioner to require the department to initiate a review of the information sharing agreement.  If it were thought useful to model future statutory authorisation for information sharing along those lines it may be useful to be more explicit about the purpose and operation of both the consultation and review provisions and OPC’s role and powers.  It would also be useful to enhance the accountability and transparency obligations applying to such arrangements. 
Consideration also needs to be given to whether the general approach that the Act might take in the future to cross-border information flows will provide a sufficient safeguard or guide for governmental exchanges (see chapter 14).  As a general proposition, the Act’s starting point is that the same obligations should apply to public and sector agencies and OPC supports this.  However, that general view needs to be tempered by the special law enforcement and national security considerations that tend to arise in this context and which have no private sector counterpart. They may warrant special authorisation provisions and accountabilities. 
Regard also needs to be taken to the developing international approaches to these transfers since they almost always involve reciprocal obligations.   
Chapter 11
Interaction with other laws

Q125 We propose that section 7 should be redrafted. Do you agree? Do you have any particular comments or suggestions for approaching this?
This proposal is based upon an earlier recommendation of the Privacy Commissioner and OPC continues to support the proposal to redraft section 7 for clarity and ease of application. OPC views largely accord with the discussion in the issues paper and are further amplified in Necessary & Desirable.   
However, in addition to concerns about complexity and clarity, we also highlight the substantive issue mentioned both in the issues paper and earlier in Necessary & Desirable.  This is the need to expressly provide that principle 11 does not authorise breaches of non-disclosure requirements in other enactments.  
Reforming section 7 in this way would mean that the statutory framework would better reflect the most explicit statutory provision - whether it be more permissive or more restrictive than would normally apply under principle 11. 

The issue was previously raised solely in relation to principle 11.  This was because the focus was upon an explicit proposal that was earlier contained in the Privacy of Information Bill.  However, it is conceivable that the same issue might arise with some of the other principles.  For example, another law might impose a special prohibition on use of a particular unique identifier that was more restrictive than principle 12.  

Q126 Do you think a published list or table of statutory provisions that override the privacy principles would be helpful? In what form should this be made available?
OPC sees this proposal as problematic and does not support it. 
The first problem is the feasibility of compiling such a list.  Officials drawing up a list would need to have the necessary expertise and time.  There would be constant legislative changes that would also need assessment and inclusion in the list and so responsibility for the initial work might need to be handled in a different way to ongoing maintenance of the list.  It could also be challenging to accurately characterise the effect of a particular enactment.  Take, for example, the Official Information Act.  Disclosure under that Act happens, first, where a request for the information is received, and, second, where there is no reason for refusing the request.  Accordingly, how would that statute be characterised to avoid the impression that all personal information can be released under that Act (where perhaps it might be as meaningful to suggest that virtually all personal information could be properly refused)?   Similar issues would arise with many statutory provisions.  In many circumstances only a qualified characterisation of the authority to release could be given to avoid creating uncertainty and confusion or establishing a list that is so general as to be nearly meaningless.
The second problems concerns priorities.  If such a list could feasibly be drawn up and be kept current, would it be worth investing the resources to do so?  Would the public or advisers to agencies actually need such a list and find it useful?  OPC questions the usefulness of such list over current arrangements. It also questions whether it would be worth diverting officials or OPC staff. 
The main value that OPC could see in listing such provisions would be if NZ were to move away from the current approach of section 7 (whereby all enactments prevail over the information principles) to allowing only listed provisions to prevail.  Such a list would involve a significant tightening of the law and the elevation of the privacy principles.  OPC is not urging that approach but could see a valid purpose in such a list if that were the intention.  
Q127 What presumptions or mechanisms should there be for clarifying the relationship between the Privacy Act and other legislation?

The Privacy Commissioner made a number of suggestions for reform of section 7, and its expression and structuring, in Necessary and Desirable.  We do not repeat that material here.  However, we briefly mention two small matters raised in discussion in the issues paper. 
First, the position of tertiary regulation is mentioned.  We do consider that tertiary legislation should be subject to the information privacy principles.  In at least one case we know of, we understand the view was taken by the relevant regulation-making body that its tertiary regulations were subject to the information privacy principles.  (We understand this is the reason why it was necessary to amend the Financial Reporting Act 1993 by inserting section 42A which would provide that financial reporting standards could require disclosures that might otherwise be in breach of principles 11 or 10.  Had the view been taken that those standards (which have the status of deemed regulations) could prevail over the principles, such a section would not have been needed.) 

Second, the discussion mentions the question of whether the Commissioner may complain to the Regulations Review Committee in relation to regulations that are no longer proposed but have already been issued. OPC has taken the view that its functions run to this kind of activity and some years ago successfully lodged a complaint in relation to regulations issued under the former accident insurance legislation.  
Q128 Should section 7 be redrafted to ensure that future delegated legislation does not override the Privacy Act except insofar as the empowering Act clearly so authorises?

OPC considers that this would be a useful reform. 
Q129 Do you have any comments about the interaction of the privacy principles with the common law?
OPC has no particular comments or suggestions in relation to this issue. 

Q130 What are your views on whether there should be closer alignment of the tests for disclosure of personal information under the OIA and the Privacy Act?

OPC is not opposed in principle to a closer alignment but has no precise proposals as to how this might be achieved in a way that is better than the current arrangements.  The suggestion at question 131 may suffice to improve the interface. 
Q131 Should the Privacy Act’s deferral to the OIA be made explicit?

The Privacy Commissioner earlier recommended that explicit reference should be made in principle 11 to disclosure authorised or required by another enactment.  The desirability of more clearly highlighting the OIA was  significant reason for making that recommendation.  OPC continues to support that suggestion. 
Q132 Should consideration be given to a specific right of review or complaints process for those affected by the release of personal information under the OIA?

This is certainly worth considering. 
Q133 Should consideration be given to formalising a consultation process between the public agency holding personal information and a person who may be affected by the release of that information under the OIA?

The proposals set out in the issues paper have merit as practical means to resolve privacy issues in OIA requests. 
Q134 Should the OIA be able to be used by government agencies to obtain from each other information about individuals? If not, how should such a limitation be given effect?

OPC agrees that the OIA should not be available as a basis for inter-departmental disclosures of information. 
Q135 Should consideration be given to combining all, or any parts, of the Privacy Act, the Official Information Act and the Public Records Act?
OPC can see no compelling case to combine any parts of the Privacy Act, Official Information Act and Public Records Act. 
Q136 Do you have any preliminary views on umbrella regulation of privacy and freedom of information?
Information access in the public sector is only a small part of OPC’s role.  It would be wrong to drive any major structural change from any perceived useful statutory linkages to freedom of information law.  A larger proportion of OPC’s role is in relation to private sector and non-access issues. 

OPC does not see any particular value in creating an umbrella regulator for privacy and freedom of information.  Similarities in regulatory roles under the two Acts may superficially seem likely to give rise to synergies.  However, on closer examination the roles are not as closely related as they might have appeared.  
Indeed, the main area of potential interrelationship (the disclosure to third parties of personal information held by public authorities) is one where there is bound to be a tension between interests favouring disclosure and those favouring non-disclosure.  Proponents of merging the regulatory functions associated with oversight of government disclosures and review of refusals to release information presumably imagine that the administration would make simpler if there was a single decision-maker.  In fact, in a merged administration the tension in the roles remains but is simply submerged within a single office.  Indeed, many offices that operate this kind of joint regulatory administration separate out the privacy and third-party access reviews internally.  Furthermore, they often find surprisingly little commonality between the privacy and government access review work.

There are many asymmetrical aspects of the functions of the two offices.  For example, OPC is empowered and expected to be active in government policy matters and is consulted on numerous proposals before Cabinet  across a range of public policies.  The Ombudsman, by contrast, holds itself ready principally to be a case by case complaints body and remains separate from public policy making.  OPC has performed an active education role for the last 17 years whereas the Ombudsman has not typically done so.  A major part of the OPC’s jurisdiction is the private sector.  The Ombudsman, by contrast, is solely a public sector complaints body.  While the complaints responsibilities of the Commissioner are of great significance, OPC has other roles including as a rule maker or regulator.  While the two Acts have something in common in the initial handling of complaints by the respective offices, they differ significantly when it comes to formal opinion making or determination.  In particular, there is no OIA equivalent to recourse to litigation before the Human Rights Review Tribunal.     
Furthermore, OIA responsibilities are not the Ombudsman’s entire role. If combining the information responsibilities with another office, there will be a need to decide what to do about the remaining Ombudsman Act role.
Q137 Do you have views about the current division of access rights between the Privacy Act and the OIA?
The current division of access rights between the Privacy Act and the OIA seems to have worked reasonably well.   

OPC agrees with the issue paper that fragmentation is inevitable as long as there a distinction between the public and private sectors and between natural and legal persons.  One feasible proposition outlined in the issues paper is to transfer the public sector subject access review role back to the Ombudsmen.   Were that to happen there would, of course, remain a different fragmentation would be created with OPC undertaking only the private sector part of the subject access review role. 

OPC supports the tentative conclusion in the issues paper that there is no strong case for disturbing the status quo.  OPC would not necessarily be opposed to the public-sector subject access role being transferred back to the Ombudsmen but does not see this as bringing particular advantages over the current arrangements.  OPC would also be concerned at a possible loss of existing individual rights.  In particular, an administrative change should not be allowed to result in individuals losing their rights to seek damages for denial of access rights (which would continue to be available in the private sector).  Since the central remedy under the OIA is to obtain the information to which the individual is entitled, and not to obtain redress for denial of that right, such a change could result in a reduction in rights.
Q138 Do you have any views about the interrelationship between the Public Records Act and the Privacy Act, and between the Public Records Act and the privacy withholding ground in the OIA? Do you agree that the relationship between the different legislation should be clarified? 
The interrelationship is somewhat confusing and OPC supports clarification. 
Q139 Should remedies be available to a person aggrieved by a decision to place personal information on open access in the Archives? If so, what kind of remedies?

OPC supports exploration of this matter but has no concluded view yet. 
Q140 Do you have any view about the question of jurisdiction for health information privacy as between the Privacy Commissioner and the Health and Disability Commissioner?

The issues paper notes that OPC is not supportive of proposals to split jurisdiction over privacy complaints in the health or any other sector.  However, OPC welcomes hearing of other views in the submission processes about practical ways of improving the boundary issues between health services complaints and privacy complaints. 

Q141 Do you have views about how privacy can be protected in relation to personal information used for statistical purposes?

OPC accepts the case for a statistical exception to the relevant principles.  This exception is based upon the social utility of statistics and upon the premise that individuals cannot be identified from the resultant statistics. The usefulness of statistics remains as important as ever.  However, the premise that individuals are not able to be identified from data from which the names are removed (for research and statistical use) is increasingly coming under challenge. 
Undoubtedly, the key producer of statistics is the government.  Accordingly, the role of Statistics NZ (SNZ) is important.  OPC has no firm views about the need for law reform in relation to the Statistics Act, but welcomes this opportunity to explore whether the law can be improved both to protect privacy and to enhance the inter-relationship between the two pieces of legislation.  OPC will be particularly interested to hear of SNZ’s views. 
With SNZ being the repository of so much personal information, it is important that the relevant risks to privacy in the statistical process be protected by law and practical means.  The Statistics Act is a key protection.  It is important to maintaining trust both in government and in official statistics to have a credible and responsible national statistical office with strong legal powers to protect its information – including against other arms of government.  In particular, it is important that SNZ cannot be forced to hand over source data or merged information to individual departments, even if they may have supplied some of the raw data.  The Statistics Act provides the Government Statistician with power to protect the information and one question would be whether that Act needs strengthening. 

Concerns arise in relation to the five yearly national census.  Under the interrelationship between the Privacy Act, Statistics Act and the former Archives Act, the 2001 census was conducted on the basis that individuals had the choice about whether their census form would be retained when no longer needed for statistical purposes.  However, with the introduction of the Public Records Act this right was taken from individuals and  the Chief Archivist directed that all census forms were required to be retained. OPC considers that this is an disproportionate requirement that exceeds any statistical need and is not justified in the public interest.  OPC would like the law reformed so that the individual right to take the decision on whether one’s census form is retained is restored. 
One other area that might be worth considering in this context is in relation to use of government unique identifiers in the process of integrating statistical data.  Elsewhere in the issues paper, it is proposed to reform principle 12(2).  Part of this might involve considering whether to include a statistical exception. Care would need to be taken to ensure that this did not create undue risk.  One possibility might be to grant an exception solely to SNZ given the statutory protection afforded by the Statistics Act.  Such an exception could appear in the Statistics Act. 
Q142 Is a review of statutory secrecy provisions desirable?

OPC is not opposed to a review of secrecy provisions.  Such a review may bring benefits to both transparency and statutory interrelationships. 
Q143 Does the intersection of any other legislation with the Privacy Act require clarification or review?

OPC suggests that consideration be given to the Act’s intersection with the Unsolicited Electronic Messages Act (UEM) 2007.  In particular, we suggest that  the Law Commission explore the merit of placing the enforcement authority for the UEM Act within OPC.  

The Unsolicited Electronic Messages Act is, in effect, an information privacy law that is enforced by a unit within the Department of Internal Affairs. If the enforcement unit and enforcement function were moved, OPC would become responsible for investigating serious spam complaints, issuing civil infringement notices, obtaining and enforcing undertakings, etc.  OPC would also promote the objects of the UEM Act (e.g. by public and industry education). 

OPC is of the view that the role would fit comfortably with the role of OPC and the objects of the Privacy Act.  Spam, and practices like address harvesting, are significant privacy problems.  There may be synergies in having privacy enforcement centrally combined.  There could be advantages for OPC and its role since the spam enforcement work would neatly dovetail with other policy, public education, industry compliance and enforcement work. 
The proposal is contingent upon the general change in OPC enforcement functions and powers proposed in chapter 8 of the issues paper.  While OPC’s enforcement role remains limited to handling individual complaints, it would make little sense to take on the enforcement role under the UEM Act.  
The philosophy of the UEM Act has much in common with the Privacy Act.  The Act has an ‘opt in’ approach which is consistent with privacy theory. The UEM Act’s purpose includes regulating certain practices to ‘promote a safer and more secure environment for the use of information and communication technologies in New Zealand’ and to ‘deter people form using information and communications technologies inappropriately’. 

Several overseas privacy commissioners enforce spam laws.  For instance, the key international spam enforcement network known as the ‘London Action Plan’ includes data protection authorities from Canada, Ireland, Korea, Spain and the UK. 
Chapter 12 
Law Enforcement 
Q144 Should section 27(1)(c) include more specific law enforcement grounds for the withholding of personal information about a requester? If so, which specific grounds should be included?
OPC understands the proposal to be to more clearly articulate the existing ‘maintenance of the law’ exception by listing its generally agreed constituent parts.  OPC would not be opposed to a reform that made the elements of ‘maintenance of the law’ more explicit. Such a reform may have benefits for all those using, applying, interpreting and explaining the Act.  However, OPC would be concerned if the proposal was, in fact, to add new reasons to refuse access.  Nor do we see any need to narrow the scope of the current provision which we have found to be fairly workable in practice. 
Assistance in identifying the elements of the maintenance of the law exception can be obtained from existing interpretations in case notes of the Ombudsmen and Privacy Commissioner, the reports of the Human Rights Review Tribunal and in the decisions of higher courts.  Added to this, the existing articulations of a similar kind in domestic laws and overseas access laws will be helpful in seeking to devise a suitable formulation. 
OPC has not attempted to prepare a suitable provision but would be willing to assist further if the Law Commission wishes to pursue this idea.  Given that it would make sense to reform section 27(1)(c) in conjunction with reform of the official information statutes, and perhaps also the criminal disclosure legislation, we expect any such additional work might be undertaken with the Ombudsmen and Ministry of Justice. 
Q145 Would it be helpful if the Privacy Commissioner provided information or commentary about the law enforcement grounds for refusing access?
It may be worthwhile to seek to develop common guidance in relation to the phrase ‘maintenance of the law’ under the four relevant statutes – Privacy Act, OIA, LGOIMA and Criminal Disclosure Act.  This would need to involve not only OPC but also the Ombudsmen and Ministry of Justice. 
Q146 We believe that, as a result of the coming into force of the Criminal Disclosure Act 2008 and section 29(1)(ia) of the Privacy Act 1993, there is presently no need to make provision for limiting access by prisoners to information. Do you agree?
Section 31 of the Privacy Act was never brought into force before it was repealed.  As the discussion in the issues paper notes, there seems to be no point in a ‘revived’ section 31 given the amendments made by the Criminal Disclosure Act.  If there is a residual problem of which we are unaware, we do not imagine that the former section 31 would be an appropriate response.  Section 31 was never a proportionate response to administrative problems of access requests by prisoners since it sought simply to strip a class of individuals of their statutory rights.  Section 31’s draconian nature was, presumably, one reason that successive governments chose not to bring it into effect.  
Q147 We suggest that the maintenance of the law exception should be redrafted for greater clarity. Do you agree?
OPC agrees with the objective of clearer drafting.  OPC notes that there would need to be a substantial advantage in a new formulation to justify moving away from a phrase that has been applied for many years now. Incidentally, the issues paper refers solely to principle 11 but the exemption appears in three other principles as well. 
Q148 Should there be separate maintenance of the law exceptions for the disclosure of personal information (i) to a law enforcement agency upon request, (ii) to a law enforcement agency in the absence of a request, and (iii) by a law enforcement agency?

OPC has an open mind on this proposal and will be interested to see the submissions received.  It occurs to OPC that any such changes will add to the Act’s complexity. 
Q149 Would it be helpful if the Privacy Commissioner provided information

or commentary about the maintenance of the law exception to the use and

disclosure principles?
OPC will be interested to see the submissions on this proposal. 
Q150 Should Schedule 5 law enforcement information sharing continue to be dealt with in a specific Schedule to the Privacy Act? Alternatively, should this be dealt with in specific regulations, or in a specific code of practice?

Schedule 5 seems to perform a useful function in relation to justice sector information sharing and should be retained.  While it would be acceptable to move the content to stand alone regulations, OPC does not recommend its replacement by a code. 
Q151 Should additional transparency and accountability measures (like those that apply to information matching) also be applied to law enforcement information sharing? Alternatively, could Schedule 5 law enforcement information sharing be dealt with adequately under one or more of the generic information-sharing options outlined in chapter 10?
Assuming that Part 11 and Schedule 5 continue to perform the same role as at present, and that the holder and accessing agencies remain limited to the group of core law enforcement authorities, OPC does not see a strong case for adding significant additional transparency and accountability measures.  
Two modest enhancements that OPC supports are: 
· making entries more explicit as to their limits or purposes – this would continue an approach taken in most of the amendments to the schedule over recent years.  (Some of the original entries were written in a much broader way);  

· recognising a role for the Ministry of Justice as a gatekeeper to amendments to the schedule.  This administrative step would assist with keeping the schedule current and coherent.

OPC supports keeping Schedule 5 entries to those related to core law enforcement authorities.  However, if there was a move to substantially expand the number of accessing or holder agencies there will be a stronger case to add additional transparency and accountability measures.

If the Law Commission were to recommend a substantially new approach to government sector information sharing then the role of Schedule 5, and the mechanisms within it, would need to be reconsidered in that light. 
Q152 Is there any reason for Part 11 and Schedule 5 to continue to provide for local authorities to have access to any law enforcement information?
OPC is not opposed to local authorities getting access to motor vehicle register information for the purposes of enforcing their parking and similar bylaws.  However, in our earlier review we found that no local authorities actually needed or wanted to use Schedule 5 authority to seek access for  these purposes.  Instead, they had entered into commercial arrangements with the relevant government authority under other statutory authority. 
Q153 Should the power to amend Schedule 5 by Order in Council be reinstated? Should the power be subject to a sunset clause? What safeguards should be built into the process?
OPC supports the reinstatement of the Order in Council process.  In the absence of a sunset clause, a requirement for consultation with the Privacy Commissioner prior to amending the Schedule would seem to be an appropriate safeguard. 
Q154 Should the maintenance of the law exception to the disclosure principle be redrafted to clarify that personal information may be shared between law enforcement agencies for law enforcement purposes? Should any other mechanism to facilitate information sharing between law enforcement agencies be considered?

No. Existing law covers this adequately. 
Chapter 13 
Technology 

Q155 Do you have any comments on the role and functions of the Privacy Commissioner in relation to technological developments? Should the Privacy Commissioner’s functions in relation to technology be revised and should any new functions be added?
Given the entwined relationship between technological developments and privacy protection, it is appropriate that NZ have a public official that is knowledgeable in technology and privacy to act as a public watchdog and educator and to give specialist advice.   OPC needs to research the ever changing issues and remain abreast of developments in NZ and overseas and apply and share that knowledge though its various powers and functions. 
A number of the issues in this area are systematic ‘under-the-bonnet’ type matters that deserve ongoing engagement on various fronts.  There is no single strategy or response that can answer all the challenges.  Rather what is needed is a nimble regulator with a variety of tools suitable to the tasks.  The proposals throughout the paper to equip OPC with new powers will be beneficial in the technological setting. 

The technological issues of today are not the same as those in 1980, when the OECD Guidelines were formulated, or even in 1993, when the Privacy Act was enacted.  Any proposed reformulation of the Commissioner’s functions must be expressed in sufficiently general and flexible terms to remain useful for the next 20 years. 

The references in section 13(1)(m) and (n) to ‘any technical developments’ and ‘data processing and computer technology’ have remained sufficiently generic to work as well in 2010 as in 1993.  OPC suggests dropping the word ‘computer’ from section 13(1)(n) since computers have become sufficiently ubiquitous as to need no reference.  Referring explicitly to the ‘computer’ might have the adverse effect of appearing to exclude technologies such as genetics and bio-technologies.  

At question 143 we raise for consideration the potential usefulness of moving the anti-spam enforcement function in the Unsolicited Electronic Messages Act into OPC.  Were this to be done, we can foresee the role strengthening OPC’s capacity in Internet and technology matters generally. 
Q156 Should the Privacy Act provide for a Privacy Advisory Panel, or empower the Privacy Commissioner to set up expert panels on particular issues, as the Australian Privacy Act does?
A number of privacy commissioners have privacy advisory committees or boards.  These do not all have a technology focus.  Some of the overseas models have the roles and compositions of the committees set out in legislation with appointment by government.  Some commissioners have seen benefit in establishing such an advisory structure in the absence of a statutory direction. 
Although there may be merit in such structures, OPC recommends against providing for them in the Act.  Statutory committees can be cumbersome to operate and a heavy draw on resource and thus may be less suited to a small office like NZ compared with the larger Australian or Canadian offices.  If there were to be a statutory committee, appointment by the Privacy Commissioner would be OPC’s preferred approach.  This would be more consistent with the independence of the office than appointment by the Minister.  It would also allow OPC to respond quickly to the dynamic privacy and technology environment in seeking external support and advice. 
Although OPC has not formally set up an advisory panel, with a technology focus or otherwise, the office has developed a network of contacts on various aspects of our technology work and set up groups of various kinds over the years where a special need arises. Two recent initiatives include the external reference group of stakeholders convened to assist with the review of the Credit Reporting Privacy Code and the Youth Advisory Group that explored privacy issues of interest to youth.  The Commissioner is able to convene a technology contact or advisory group or groups under the Act as it is now and will continue to do so as required.  
Q157 Is the basic framework of the Privacy Act adequate to deal with technological change? Should the privacy principles remain technologically neutral?
OPC considers that the Privacy Act is no less effective than most privacy laws in responding to technological change and will be substantially better able to do so if the substantial changes foreshadowed in the paper are implemented.  In particular, new powers to better address systemic issues will assist in cases where privacy is adversely affected by unsatisfactory deployment of technology or where technology magnifies the harm resulting from breaches. OPC proposals to enhance the responsibilities of privacy officers within government departments and to have a government-wide Chief Privacy Officer could go a considerable way to achieving better results when technologies are deployed on a large scale in the public sector. 
The Act’s general technology-neutral approach works well when coupled with possibility of specific tailoring in response to particular technologies through codes of practice.  For example, the Telecommunications Information Privacy Code provides specific rules if a network operator is deploying caller line identification technology.  

We have to be realistic as to what a privacy law can achieve with respect to technological change.  NZ tends to be a ‘taker’ rather than a ‘maker’ of technologies.  The ability to influence major software developers and global vendors may be quite limited.  OPC can influence and regulate the deployment of those technologies locally but market realities also play a part.  NZ is only a tiny market for software products.  OPC considers that promising strategies may involve developing compatible global solutions, and to have regulators and privacy professionals collectively engage with the software developers and vendors.  NZ needs to engage with the rest of the world if the best privacy outcomes are to be achieved locally.  

While OPC’s role is fairly broad when it comes to technology-orientated research, education, public consultation and regulation, we have very limited resources.  Additional funding would enable OPC to become more active.  In recent years, our greater involvement with technology issues has only been possible through special funding arrangements with particular government departments. 
Q158 Do you have any comments about the role of privacy-enhancing technologies in government or the private sector, and how their use could be encouraged?
OPC sees significant potential for privacy enhancing technologies.   The wider use of privacy impact assessment might better identify opportunities for deploying such technologies (see question 159).  OPC might have a useful role in educating industry and the public about the available technologies and about the ways in which they can protect individuals or assist in privacy compliance. 

There might also be a role for OPC to research, or to encourage research to be undertaken, in relation to PETs.  As present, OPC would not have resources to commission research.  In Canada, good results have been obtained from contestable research funding disbursed under the Canadian Commissioner’s contributions programme.  If funding were available through research bodies or through OPC it might be possible to encourage further study of the possibilities of PETs in NZ.
OPC has proposed a government-wide Chief Privacy Officer at question 123.  If such a position were to be established, we think that such an officer could valuably explore the usefulness and deployment of PETs across government. 
Q159 Should consideration be given to empowering the Privacy Commissioner to direct public or private sector agencies to produce Privacy Impact Assessments for new projects that may have a significant impact on the handling of personal information?

OPC supports the proposal to empower the Privacy Commissioner to direct agencies to produce PIAs for new projects that may have a significant impact on of personal information handling.  This is an option that has been found to have promise in the UK and Australia.  A requirement to publish the results will be valuable for public accountability. 
Giving the regulator such a power can be a better targeted solution than trying to impose an across the board PIA obligation on all projects having certain characteristics.  That broad approach has been taken in the US and Canada public sectors and can, if not careful, lead to imposition of assessment costs in cases which may not be warranted.  Furthermore, the broad obligation has encouraged a ‘tick box’ approach to facilitate assessment on a mass scale.  This is not an approach that would be suitable for NZ at this time. 

If there is to be a power to require PIA, there will also need to be a process for specifying expectations in relation to adequate PIA.  OPC could also be given a role to issue standards for privacy impact assessment.  Without some kind of benchmark as to what is required, a mandatory power could be ineffective since substandard reports professing to be privacy impact assessments could be produced. 
Q160 Do you have any comments about the privacy issues associated with the technologies discussed in this chapter? Is any particular law reform or regulatory response required in relation to any or all of these technologies? Should consideration be given to codes of practice or Privacy Commissioner guidelines in relation to any particular technology?
OPC considers it unlikely that specific provisions will be needed to be added to the Act in response to any particular technology.  Instead it is important that the Act, and OPC, are sufficiently flexible and empowered to respond appropriately to whatever new technologies exist now and into the future.
OPC welcomes hearing the views of submitters on the usefulness of further codes or guidance in these areas. Guidance on several of the technologies mentioned might well be useful.  Cloud computing may be especially significant.

Q161 Do technologies not discussed in this chapter give rise to important privacy issues that require examination?
OPC has no further comments at this time. 
Chapter 14
Trans-border Data Flows

Q162 Should there be more protections around personal information being sent out of New Zealand? 
The State Services Commission’s account of the privacy risks that can arise from sending personal information overseas, as summarised at paragraph 14.6 of the issues paper, provides a cogent statement of the range of risks.  OPC considers that the Act should more effectively address those risks. 
The Privacy Act does not entirely ignore the risks associated with transfer of information outside NZ.  Section 10, for instance, is a significant partial response.   It is understandable that in 1993 the Act did not go further.  The Act predated the Internet and the explosion in global electronic commerce.  In 1993 most countries had not placed special controls on data export.  However, after 1995 the position changed drastically, and most similar countries have now acted to provide protections of some sort.  Our most important neighbour, Australia, has done so and is looking to further strengthen their law. 
Q163 If you think there should be further reform, which of the approaches discussed in paragraphs 14.40-14.55 do you prefer? Would you prefer another model or variant not discussed here?
Each of the options has advantages and disadvantages.  On balance, OPC favours the accountability model. 

OPC does not favour simply retaining the status quo (even with the inclusion of the changes introduced by the amendment bill) as this fails to address the identified risks faced by New Zealanders.  Of the remaining options, the accountability model seems to show most promise. It is in keeping with the approach of the APEC Privacy Framework which is the most modern of the principal international instruments on privacy and might represent the emerging international approach to TBDF.  The APEC Privacy Framework is broadly consistent with the relatively light handed business-orientated ethos of our existing Privacy Act.   The accountability model also seems to be amongst the more flexible of the options which would be in keeping with the general approach of our Act. 
We anticipate that the accountability model could be framed as an information privacy principle and thus suitably integrated with the general framework of the Act, rather than being a ‘bolt on’ feature.  The Canadian private sector privacy law (PIPEDA) seems to have successfully achieved this.  Importantly, the Canadian approach has been found to provide an adequate standard of data protection for EU purposes. 

We also consider that the accountability model offers advantages in terms of protecting the interests of New Zealanders.  They can look to the local agency with whom they deal with to look after their information and hold the agency accountable for its actions. 
Q164 Does the Act require further amendments to implement the OECD

Recommendation on Cross-border Cooperation in the Enforcement of Laws Protecting Privacy? Are any other amendments required in relation to cross-border enforcement cooperation?

OPC supports amending the Act to provide the mechanisms suggested in the OECD Recommendation on Cross-border Cooperation in the Enforcement of Law Protecting Privacy. 

The Act’s principal shortcomings are those recorded in paragraph 14.6, namely:
· enabling OPC to share relevant information with overseas privacy enforcement authorities – beyond the transfer of complaints shortly to be provided for in the Privacy (Cross-border) Information Amendment Bill; 

· enabling OPC to provide assistance to overseas authorities relating to possible violations of the overseas country’s law; 

· provision for requesting and giving mutual assistance. 

In terms of cooperation with other authorities and stakeholders, the Act goes a considerable way already.  OPC recommended in Necessary and Desirable the creation of a broad schedule of authorities with which complaints could be transferred and information shared.  One new body that should be listed is the enforcement authority under the Unsolicited Electronic Messages Act.  
There remains the issue of private sector bodies that handle privacy complaints in some jurisdictions, most notably industry self regulatory bodies and privacy trustmarks and seals (referred to generically within APEC as ‘private sector privacy accountability agents’).  OPC does not have a concluded view as to whether the Act needs to make specific reference to those bodies, but we recognise that they have a useful role to play in promoting compliance and in resolving privacy complaints.  That issue may depend upon the view taken to question 165.
Q165 Do you see value in implementing a cross-border privacy rules system in New Zealand? If so, do you have a view on the questions in paragraph 14.71?
It is difficult to offer a definitive answer given that the APEC CBPR system is not yet fully developed.  It is expected that final documentation should become available in 2010 before the completion of the Law Commission review.  Accordingly, OPC offers only tentative views. 

APEC is developing its CBPR system with an understanding that not every APEC economy need participate.  Individual economies may decide to join at their own pace.  OPC’s view is that NZ is unlikely to want to, or would be ready to, join the CBPR system when it first becomes operational (perhaps as early as 2011).  Instead, OPC supports NZ putting itself in the position to join at some later stage if it appears there are sufficient benefits to NZ individuals and businesses in doing so.  Accordingly, OPC supports enhancing those parts of the Act to provide the necessary machinery to allow NZ to appropriately join up at some future point.  It might transpire that very few changes to the Act are needed.
OPC’s tentative view is that the CBPR system offers limited benefit to NZ businesses or individuals at this stage.  If the CBPR system later becomes successful there may then be a stronger case for the NZ government to opt in. At this stage the main potential benefits seem to accrue to large multinational companies with compliance difficulties because they operate in many jurisdictions. 
We suspect that there would be insufficient interest amongst NZ business to establish a stand-alone NZ privacy trustmark.  Accordingly, if building the capacity in the Act to establish a CBPR system in NZ, we suggest that there be provision for other options, such as the use of accountants or OPC to provide certification etc. 
Q166 Do you have any further comments on the issues raised by trans-border data flows? 
OPC considers that the chapter has identified the key issues but looks forward to hearing the views of other submitters. 
Chapter 15 
Direct Marketing 

Q167 Are any regulatory controls on direct marketing needed? If so, which forms of direct marketing require further controls (telemarketing? unsolicited mail? door-to-door marketing? autodialing? electronic spam?  fax marketing? charitable solicitations?  political donation solicitation? or other?). 
OPC sees telemarketing and the use of auto-dialers as two areas warranting special responses. 

While OPC sees NZ’s existing anti-spam law as adequate, we suggest that consideration be given to locating the enforcement authority for the Unsolicited Electronic Messages Act with OPC (see question 143).
Q168 Which regulatory option or options do you favour:

· a direct marketing principle in the Privacy Act;

· a right to opt out of direct marketing in the Privacy Act, a Privacy Act    

        code of practice, or regulations;

· a voluntary or compulsory Do Not Call Register for telemarketing; or

· any other option?

Direct marketing issues can be challenging from a regulatory perspective.  This is partly because the harm arising from marketing solicitations can be relatively minor but the practice’s repeated nature, both to particular individuals and to the community as a whole, makes the overall effect a noteworthy public irritant demanding of attention. 
The Privacy Act’s principles provide a framework that requires, in essence, that direct marketing be undertaken primarily with the authority of the individual.  However, the practice falls somewhat short of the ideal.  Unfortunately, the Privacy Act’s current mechanisms, which are both reactive and based upon individualised complaints investigation, do not suit effective regulation and enforcement of direct marketing.  The amount of effort that might be needed for a single investigation of alleged non-compliant marketing behavior is usually seen as not worthwhile if a complaint can be satisfactorily resolved simply with an individual being taken off a marketing list.  However, the Act is not specific about name removal.  Furthermore, removal of an individual name from a list does not get to the heart of systemic practice that might be non-compliant - nor is it satisfactory to the affected individuals who may need to repeatedly complain to get action. 
Accordingly, OPC would like to see mechanisms that can effectively and promptly deal with direct marketing issues at an individual level while also tackling systemic practice.  The solution from OPC’s perspective is likely to: 

· empower individuals to proactively remove themselves from being a target of marketing; 
· enable OPC to take compliance action focused on systemic practices rather than resolution of individual complaints. 

In terms of the options explored in the issues paper, the most promising proposals include: 

· a right to opt out of direct marketing; and 

· enforcement notice powers.  
The right to opt out of direct marketing could be provided by a national ‘do not call register’ for telemarketing and a new principle for other types of marketing.   Thus, an individual could simply opt out of telemarketing once and all companies undertaking telemarketing would have to consult the register and abide by that single opt out choice. For other types of marketing, a principle that granted the right to opt out would operate on an agency basis.  Thus individuals would have the right to approach particular companies and demand that their details not be used for marketing.

A decision would need to be taken about which body should be the regulator or enforcement authority for the Do Not Call Register.  OPC is not the only choice.  There could be a stand alone regulator, a telecommunications regulator or it could be tied in with enforcement of spam laws.  The regulator might not need to actually operate the register, which could be contracted out or be operated by an industry body but answerable to the regulator. 
Enforcement of an opt out marketing principle may, like other principles, involve complaints handling or the proposed new enforcement notice powers. For instance, if the Commissioner found that there was a pattern of failure to act promptly on opt out requests by a particular agency, a suitable notice could be issued.
A code of practice does not seem particularly suitable in this context unless supplementary statutory powers are added. For example, there would be a need to deal with automated dialing machines.  Auto-dialers do not necessarily involve the use of personal information about identifiable individuals, but simply generate numbers and so regular code making powers may not effectively address the issue. Regulating acceptable times of day for telemarketing could be another area for attention, and that would not sit comfortably within the current code making powers. 
If a code were to be favoured, it would be necessary to supplement the Commissioner’s code making powers to make it clear that relevant aspects of concern to the community could be regulated. 

Q169 Do you have any comments about the privacy issues associated with online behavioural targeting? What, in your view, is the appropriate regulatory response to these issues?
The issues paper highlights a number of issues in this context that may warrant industry, regulatory or legislative responses in due course.  OPC has no firm view about the best options at this stage but will be interested to hear of other views expressed during the submission process.  It may also be instructive to follow the developing responses overseas, including the outcome of the studies being undertaken by the FTC.

In addition to OPC, there are other regulators with roles in this context.  In particular, the Department of Internal Affairs is the enforcement authority for the Unsolicited Electronic Messages Act.  If a legislative response is warranted, consideration may need to be given as to whether that would be the correct legislative vehicle.  At question 143, we suggest that consideration be given to whether the enforcement authority under the UEM Act be moved to OPC.  If this were to be done, it might also follow that OPC should primarily take the lead in relation to the issues raised under this question.  On the other hand, if the enforcement authority remains within DIA, then it might be appropriate for DIA to take a lead on some of these issues. 
Chapter 16 
Data breach Notification 

Q170 Should the Privacy Act include a mandatory breach notification requirement, or is a voluntary notification model more appropriate?
OPC considers that the Privacy Act should include a mandatory breach notification requirement.  This would be one of the single most important reforms that could be made to enhance individual protections in today’s environment.  Mandatory notification could play an important role in promoting good information practice and protecting individuals in the event of serious security breaches.  

OPC favours notification when a breach creates risks for individuals and the notification will help reduce those risks.  There are lessons be learnt from the early US laws which sometimes required notification in circumstances where it served no useful purpose.  OPC is confident that a risk-based law can be crafted that avoids the risk of over-notification.

OPC has released voluntary breach notification guidelines.  However, those are no substitute for mandatory notification.  Voluntary guidance may help those agencies that ‘want to do the right thing’ but will have little effect across the full range of agencies.  Mandatory obligations are more likely to have a meaningful impact in serious cases of security breach. The existing guidelines set the question of notification in the more general context of containing a breach.  Such guidance may continue to be useful even if notification is mandatory in certain circumstances.  
Q171 How should a data breach be defined? Should a data breach notification requirement be applicable to all types of personal information, or should a more purposive definition be developed for the purposes of the breach notification regime?
OPC has no final view on definitional issues in relation to breach notification legislation.  We are available to assist the Law Commission as it works through such matters in detail.  However, we are happy to offer some preliminary thoughts. 

We expect the law should cover, at least, the unauthorised disclosure of personal information.   This might typically be as a result of security breach although it may simply be an error by employees which does not necessarily constitute a security breach.  It should probably also cover unauthorised access to information from which disclosure might be inferred.  
OPC’s view is that the requirements should be applicable to all types of personal information.  OPC would tend not to favour having a finite list of data elements as some of the US laws do.  Nonetheless, the nature of the information may well be relevant to assessing risk. 

Q172 In what circumstances should organisations be required to notify individuals that their personal information has been compromised? Should the legislation list the factors to be taken into account in deciding whether to notify? If so, what factors should the legislation list? Should there be different thresholds for notification to the individual and notification to the regulator?
OPC is willing to assist the Law Commission in working through the issues to devise suitable thresholds and wording.  In our view the key circumstances are that: 

· an individual is placed at risk as result of the breach; and 

· notification would serve a useful purpose in relation to addressing the risk to that individual. 

Thus the model that OPC favours starts with a risk assessment.  Has this breach resulted in a risk to an individual?  If so, the model moves to the question of whether notification would serve a useful purpose.  For example, is there an identifiable action that notified individuals could take to protect themselves from the risk that has been created by the breach?
On this model there would be no obligation to notify where the breach has not created a risk to the individual.  Notification would not be required where there is no useful action that the individual could take, e.g. where key protective action had already been taken for their benefit.   

There should also be a threshold of seriousness in relation to the risks.  OPC is not wedded to any particular standard but would wish to exclude breaches that gave rise to very minor risks. 

The scheme needs to spell out whether and when the notification is: 

· solely to the individuals concerned; 

· both to the individuals concerned and the regulator; or
· solely to the regulator. 

The approach that OPC favours is that the primary obligation to notify should be to the individuals concerned.  It is possible that that is as far as the law need go.  However, it would be useful to supplement that by an obligation to copy the notification to the regulator in certain circumstances (perhaps where there is a breach affecting 50 or more individuals). 

Q173 Who should decide whether a notification must be made in response to a data breach?
OPC considers that the decision on whether to notify the individuals should be placed with the agency.  This is in keeping with the approach of the information privacy principles generally. It would place responsibility with the entity that has the primary responsibilities for ensuring security and legal compliance in the first place, as well as containment after the breach.  It would be undesirable to shift that responsibility to some other third party such as a regulator.  
OPC favours clear obligations on the agency to make disclosure in circumstances specified by law.  The responsibility to comply with that mandatory notification falls upon the agency and any consequences of the failure to comply are in addition to the consequences of any original compliance failure that breach might represent. 
Q174 Should the Privacy Commissioner have the power to compel an organisation to notify affected individuals?
Notwithstanding OPC’s firm view that the primary obligation to notify is one that should rest with the agency, and not OPC, there is a case to give the Commissioner a power to order notification in certain circumstances. 

As a kind of ‘backstop’ safeguard, such a power is necessary to maintain public confidence.  There will be a reasonable suspicion that some organisations will fail to take the expected steps.  As well as wilful disobedience, where criminal sanctions are appropriate, cases may come to OPC’s notice where an agency has assessed the risks, and the usefulness of notification, but has taken what appears objectively to be a wrong decision in declining to noitfy.  In such cases there should be a power to order notification.  Like the general enforcement notice power outlined in the issues paper, OPC anticipates that the agency could challenge the order before the Human Rights Review Tribunal 
Q175 In the case of a data breach should the agency be required to notify the Privacy Commissioner’s Office? If so, should this be in every case, or only when the “notification threshold” is met?
The main advantage that OPC sees in mandatory notification is the protection of individuals following a breach.  Some other commentators have seen a value in building up a picture of breaches occurring in New Zealand so that relevant security strategies can be devised.  OPC sees this as a secondary benefit of only marginal value.  However, if the Law Commission were to see a central register of notifications as a key objective, then it probably would be necessary to require them all to be notified to a central authority such as OPC.

At a general level, OPC sees value in being notified of more significant data breaches, such as those affecting 50 or more individuals.  In any case, with a mass notification, a number of individuals are likely to contact OPC. It would make sense for agencies to put OPC in the picture at an early point if the office is likely to become involved eventually.  Some agencies already do this voluntarily. 
The other kind of breaches that might usefully be notified to the Commissioner are where the agency has undertaken a risk assessment and concluded that it is not obliged to notify in the particular case.  Notifications to OPC in such cases could allow us to review the agency’s decision.  This would also provide an avenue to exercise the power to order notification in appropriate cases.  If there was such an obligation to notify OPC we tentatively suggest it should only concern cases where 50 or more individuals may be affected.  
Q176 Should other agencies be notified? If so, in what circumstances?
In the event of a major breach, an agency may need to tell a number of parties.  Examples include insurers, business partners, credit card issuers and sectoral regulators.  OPC’s tentative view is that none of these bodies need be referred to in the law and the matter can be   left to the judgment of the agency concerned. 
Q177 At which point should notification be required?
OPC continues to take the view that the appropriate timing is as described in the guidelines, i.e. as soon as reasonably possible following assessment and evaluation of the breach (subject to any law enforcement considerations). 

Q178 Should delays in notifying be allowed for law enforcement or any other purposes?
There should be an emphasis upon the notification being done promptly or without unreasonable delay.  Reasonable delay may result from giving first priority to containment activity that may serve individuals better than a premature notification.  Similarly, some breaches will involve suspected criminal activity.  It would be undesirable to prematurely notify individuals if that were to prejudice effective law enforcement action in a particular case. 

Q179 Should the method of notification be prescribed, or stated in terms of the objective to be achieved?
Flexibility should be allowed for the use of appropriate and varied means of notification.  Substituted service should be allowed in appropriate cases. 
Q180 What information should have to be included in a breach notification?

OPC has given the following suggestions in the voluntary guidelines as to what notification might include such as: 

· general information about the breach;

· what information was involved;

· steps already taken by the agency to contain the harm;

· concrete suggestions for steps that individuals can take; 

· contact person at the agency; 

· information about the right to complain to OPC.

Given OPC’s view that the obligation to notify should depend upon there being some useful purpose, we suggest particular emphasis upon notices giving helpful information to individuals about what they can do to clarify their case or protect themselves.  
Q181 What exceptions, if any, should be included in a data breach notification regime? In particular:

· should encryption be an express exception or one of the matters to be included in the risk assessment exercise?
· should public interest be included as a ground on which the Privacy Commissioner can waive an organisation’s obligation to notify, or are more narrowly-defined exceptions more appropriate?

Encryption is certainly a relevant consideration.  Even if it were not to be mentioned expressly, the fact that disclosed information was encrypted would seem to relieve the agency of the obligation to notify under the tests proposed by OPC above.  In other words, the risk to individuals from the disclosure of encrypted information would not usually warrant notification. 

On the model suggested by OPC above, there would no particular need for OPC to have a power to waive an organisation’s obligation to notify.  If the agency had not notified individuals, that would be the end of the matter unless OPC chose to order notification.  Presumably OPC would not  order notification if it thought there were good reasons not to exercise the power  in a particular case.  As mentioned elsewhere, OPC does not favour a model whereby OPC decides in every case whether notification should or should not be made. 
Q182 Is the complaints process an adequate mechanism for dealing with an organisation’s failure to notify in the case of a data breach, or are further sanctions necessary?
The failure to notify should be able to be taken as an additional limb of a complaint. However, the complaints process alone would not seem to be sufficient to ensure that businesses complied with the obligations.  

OPC offers the following suggestions as to the approaches that should be available in addition to individual complaint. 

First, there should be the power for OPC to order notification (this could be bundled within the proposed enforcement notice power if appropriate).  OPC could assess whether the failure to notify was wilful, through oversight, or because the agency made a risk assessment and judgment which, on the face of it, was objectively wrong.  However, ordering notification alone is not an incentive for agencies to comply with their legal obligations.  Nor does it constitute punishment for wilful refusal to do what the law requires.  However, that backstop power would suitably cover the circumstances where an agency in good faith chose not to notify but was considered objectively to be wrong in terms of the legal tests.  
For the other agencies  where the failure to notify was wilful or reckless, OPC considers that there should be provisions in the Act for criminal sanctions and punitive damages.

In those cases where OPC has ordered disclosure, the normal criminal sanction proposed for enforcement notices would come into play if the agency failed to comply. 
Q183 Should it be decided that notification should be mandatory, do you agree that an amendment to principle 5, backed up by provisions later in the Act, is the best way to enact an obligation to notify? If not, how do you think the obligation should be enacted?
OPC is not wedded to any particular statutory drafting but tentatively favours placing the mandatory notification requirement in principle 5.   
The reason for favouring locating the obligation within that principle is that it places the responsibilities to manage security breaches in the mainstream of good information practice obligations.  This is a better way to look at the issue than seeing it as some special statutory sanction that comes into play in unusual circumstances.  Security is all about managing risks.  Risks will never be eliminated and agencies must plan for the day when there may be an unauthorised disclosure and manage the effects when it happens.  This is part and parcel of being a responsible organisation and protecting individuals. 

However, the machinery provisions associated with mandatory breach notification, including many of the matters of detail raised in questions 172 – 182, cannot all be packed conveniently into a principle.  Accordingly, as with principles 6 and 7, OPC suggests that the essence of the obligation be stated in the principle, with the details set out in a separate Part of the Act. 
Chapter 17 
Identity Crime 

Q184 Are any changes needed, either to the Privacy Act or to other laws, to better address identity crime?
The primary response to identity crime will probably be in the criminal law rather than the Privacy Act.  Designing suitable criminal law responses goes beyond core areas of OPC’s expertise and obviously needs to call heavily upon the insights of those involved in criminal justice and law enforcement. 

The debate in relation to identity crime over the last few years has tended to focus upon whether the general law is adequate to address the problems.  NZ has not been an earlier mover in creating either computer crimes or identity crimes.  OPC is of the view that there should be new criminal law responses to identity crime to supplement existing general laws.    OPC does not have firm views on the precise laws that are needed but notes that some promising areas are emerging.

Some aspects of identity crime may be hard to prosecute or may, given the elements of more general laws, require authorities to delay action until after the harm has already occurred.  One promising area that might be looked at is in relation to possible inchoate offences. For example, there may be cases where a suspect can be proved to have improperly obtained substantial identity documentation about other individuals (e.g. their driver licences) but where it is not possible to prove a fraudulent use. 
It might also be appropriate to criminalise ‘dumpster diving’.  OPC is aware of incidents in New Zealand where people have been observed rifling through papers put out for kerbside recycling.   While OPC can, as part of its core educative functions, encourage individuals to shred their papers, inevitably many bank statements and utility accounts will end up in recycling.  The criminal law could be part of a protective strategy for individuals. 

The primary relevance of the Privacy Act to identity crime is the obligation that it places upon agencies to protect the personal information that they hold.  

Some of the proposals for improving the Act made in this issues paper will help enable the Privacy Act to play its part in addressing identity crime.  For example, new enforcement powers can enable OPC to develop strategies to target priority areas such as lax security practices of agencies that put individuals at risk.  There have, for instance, been cases of government agencies operating on-line accounts for individuals that were not encrypted. Had the Commissioner possessed enforcement notice powers, a swift intervention might have been possible rather than awaiting a complaint or, as was done on one such occasion, initiating an inquiry that dragged on for some time.
A number of the Commissioner’s earlier recommendations, such as the proposal that it be an offence to mislead an agency to obtain access to personal information under principle 6 or to misrepresent authority for disclosure under principle 11, are relevant to identity crime.  The issues paper notes an earlier OPC recommendation encouraging an exploration of the merits of including controls in principle 12 to encourage number truncation or other ways of controlling the public display of unique identifiers.  OPC certainly believes that these are worth looking into.  OPC itself is currently exploring the merits of number truncation, number masking and encryption in relation to the use of the driver licence number in credit reporting.
Another relevant area is in relation to the Act’s approach to regulation of public registers.  OPC has been concerned for many years that the law has not suitably reconciled legitimate public interests in open registers with the privacy and safety needs of individuals. Risks of identity crime certainly feature in that context.  Since this is a matter already dealt with in your stage 3 report, we make no further submission other than to encourage consideration of identity crime issues in the implementation of that earlier report.

The risks of identity crime reinforce the ongoing importance of both OPC’s enforcement and education roles.  Some of the best protections may come from well-informed individuals taking proactive steps to protect themselves.  However, individuals cannot avoid engaging with the online environment and the associated risks.  Everyone is dependant upon the information practices of agencies that deliver online services and content.  The risks cannot all be managed by individuals and it is the responsibility of agencies and government to provide a safe environment.  The standards imposed by the Act, and the enforcement of them by OPC, are all part of an appropriate response. 
Chapter 18 
Particular Groups 

Q185/186 Are there any ways in which the Privacy Act or the Office of the Privacy Commissioner could better provide for the needs of Maori? Are there any ways in which the needs and concerns of particular cultural or religious groups in relation to privacy could be better met?

OPC looks forward to hearing any suggestions in relation to this office that come forward in the submission process.   Contact with Maori groups over the last 17 years has not identified any bi-cultural issues that would need to be addressed by amendments to the Privacy Act. 
With respect to the Privacy Act itself, OPC considers that it is a flexible piece of legislation that is well able to accommodate different cultural views about the nature and value of personal information and the desire to share, or limit the sharing, of personal information amongst a group.  For the most part, the Privacy Act takes an open-textured approach and does not set rigid rules about, say, what information can be disclosed to whom.  Information can usually freely be shared with an individual’s authorisation or in accordance with an agency’s policies where the purposes and intended recipients of the information have been made known to the individual concerned.  The Act allows for a fair degree of tailoring the breadth of information sharing premised upon individual preferences, or agency policies, which may themselves be shaped by cultural preferences. 

While the Privacy Act may respect, and its open nature facilitates, flexibility in information handling, it is up to institutions to take advantage of that flexibility.  The Privacy Act has limited influence on how organisations structure themselves and deliver their services.  There may well  be a certain mono-cultural attitude amongst institutions which do not take advantage of the flexibility the Privacy Act allows in relation to information policies. 

There might be scope for further work in the future to assist institutions to take advantage of the flexibility of the Privacy Act to offer information choices for individuals.  Those choices might be welcomed by indviduals from different cultural backgrounds.  Such work could be undertaken by OPC or by other organisations or in combination. 
OPC has not identified any amendments needed to the Act in this context. 
Q187 Are any particular protections for young people required in relation to online privacy or direct marketing?
OPC has prioritised awareness raising and educational work with young people in the recent past.  It has, for instance, established a project involving a youth advisory group and the development of targeted education resources.  Undoubtedly more can be done by OPC and other organisations. 

Some overseas jurisdictions have looked at creating special statutory privacy protections for children.  The most well known is the US Children’s Online Privacy Protection Act (COPPA).  Although views may differ about aspects of its effectiveness, undoubtedly it has had influence on certain online practices of US businesses that target children.  While a prime concern is the control of information about children, the law also seeks to serve other community interests, such as increasing parental involvement in children’s online activities and to ensure children’s safety while participating in online activities.

Within the American context, COPPA serves a particularly useful purpose because of the absence of generally applicable privacy legislation in the USA.  There is less of a case for a special law to protect children online in NZ given our general privacy law.  However, there certainly are some aspects of COPPA that do not feature in general privacy laws such as ours.  Some heightened obligations imposed on websites targeting children is one aspect.  An explicit role for parental consent is another.  

OPC takes the view that the proposals to enhance the Act generally should bring benefits to young people.  For example, having more effective means to enforce the Act would enable OPC to prioritise enforcement action in relation to NZ websites targeting children, for instance. At the moment, the reactive and individualised complaints-based model makes the prioritisation of compliance action in such areas difficult.  For obvious reasons, children are unlikely to lodge complaints with a statutory body even though they would be legally entitled to do so.

However, OPC does support serious consideration being given to the possibility of amending the law to impose heightened obligations on agencies operating websites targeted to children.  We will be interested to hear of other responses to the question. 
Q188 Are any other new, specific protections for young people needed in the Act?
OPC has not identified any.  However, we take the view that young people will benefit from the other proposed reforms such as a new openness principle. 
Q189 Should the Act provide more specifically for when a child or young person should be treated as having capacity to exercise rights under the Act? If so, should there be a set age or a more individual test?
No.  
Q190 Do you have any other concerns about the privacy of children and young people?
Children and young people face particular challenges in today’s electronic world.  Data trails that are being created that did not exist in the youth of older generations.  New technologies continue to emerge and frequently young people are the earliest adopters.  Attention to the challenges in reconciling privacy law with new technologies should bring benefits for young people as well as older generations.  Improving the Act’s effectiveness generally may assist with young people.   
Q191 Should the Privacy Act include any special provisions for adults with reduced capacity?
OPC is certainly interested to hear of any new ideas arising through the submission process.  OPC itself does not have any particular proposals for law change.  
Q192 Are there any other groups that have particular needs in relation to the Privacy Act? If so, how should these be provided for?
OPC has no particular suggestion at this time. 
Chapter 19
Health Information and Workplace Privacy 

Q193 Is there a need for a separate review of health information and/or new health information legislation?

Health information is generally viewed as being one of the most sensitive types of personal information.  There are numerous challenging issues in the health privacy field.  There might well be a case for an additional review of health information privacy issues given that the Law Commission has not found it feasible to devote detailed attention to the issues in the current review.

Further review of the issues might lead to recommendations for new health sector  information legislation or amendment to existing legislation.  However, OPC does not accept that there is a desirable case for a health privacy statute.  In this sense, OPC wishes to distinguish between the possible merit of a health information statute (or health information amendments to the public health legislation) and a health privacy statute.

To illustrate this, consider two health information issues that might benefit from new statutory provisions.  The first is the National Health Index (NHI) number system.  This system is of great importance to the New Zealand health sector and has grown up without any statutory basis.  The second concerns public health screening programmes, a few of which are on a statutory basis and most of which are not. While the cervical screening programme has its own statutory provisions, the newborn metabolic screening programme and other programmes do not. There could well be a good case to have such matters placed on a statutory basis in a health information statute.  This would be a place whereby the legitimacy of the information collections can be established along with special rules that may support or prevail over routine privacy expectations.

If the case were to be made out for such a health information statute, or new health information provisions in other health statutes, these would simply operate in relation to the Privacy Act in reliance upon section 7 of the Act.   OPC does not at this stage see the case for a special health privacy statute.  That would fragment existing privacy law and bring new difficulties of its own.    

Q194 Are you satisfied with the current legal framework governing workplace privacy, or is more specific regulation, such as a code of practice or specific legislation, needed to deal with workplace privacy issues?
OPC looks forward to the feedback that will be received in the submission process.  OPC remains open to consider the merits of code of practice of workplace issues if the demand exists. 

The stage 3 report tackled issues of surveillance.  Workplace monitoring is certainly an area where there might be a case for special statutory protections. Those protections could be in employment law or general surveillance law or the Privacy Act.  
Q195 Do you have any other comments, or any further suggestions, about how the Privacy Act 1993 could be amended or improved?
OPC suggests that attention be paid to the obligation to appoint privacy officers.  As with many aspects of our 1993 law, the privacy officer requirement was a NZ innovation.  The concept has become more widely adopted elsewhere in the last 10 years and is part of a wave of new approaches to privacy protection that focus upon issues of internal governance, management and compliance controls (other examples being privacy impact assessment, internal audit and management standards). 

The obligations in section 23 are reasonably generic and refer to encouraging compliance, dealing with requests and working with the Commissioner in relation to complaints.  No penalty for failing to have a privacy officer is prescribed. 

Experience over the years has confirmed the privacy officer mechanism as a valuable part of the Act, even if inconsistently complied with.  Some privacy officers are very competent and proactive and as a result their agencies have a good track record.  However, others have limited skills, responsibility or influence within agencies.  Occasionally the appointee is such a poor choice as to do more harm than good.  
Organisational treatment of privacy officers varies widely.  Some accord them a technical and administrative status whereas others place the role within or directly reporting to, senior management.  Often the role is combined with another such as a member of a HR or legal team.

A reform proposal in Necessary and Desirable would have allowed an agency to appoint an external person as an officer. The idea was to enable SMEs to get a specialised privacy consultant to do a part-time privacy officer job.

Without better internal governance of privacy issues, the law will continue to achieve only limited success.   Of the tools available, the privacy officer has most potential to improve internal handling of privacy issues.  

The Law Commission might wish to consider reform of the law governing privacy officers along the following lines:
· making the existing law work better - for instance ensuring that privacy officers are appointed as required;

· imposing additional duties upon privacy officers – perhaps only in relation to larger organisations; 

· identifying the public policy roles that should be performed by privacy officers within government departments – this is part of OPC’s suggested response to difficulties of intra-governmental information sharing (see question 123). 
Enforcement notice powers would provide the mechanism whereby OPC could, in its discretion, direct an agency to appoint a privacy officer where it had failed to do so.  A failure to appoint a privacy officer after a notice has been served on an agency would be an offence. There would be no need for a separate offence which might seem heavy handed.
The privacy officer should receive some statutory protection against victimisation by an employer for taking actions to comply with the law.  This would assist when the employee is called upon to perform certain functions that have a public interest element, such as giving a notice under a breach notification law. 

The current approach requires all agencies to have a privacy officer, whether it be a one person business or a huge company or government department.  OPC proposes that new duties or responsibilities be imposed only upon larger agencies whose actions and information practices have greatest potential to impact upon individuals.  

OPC proposes that the general privacy officer obligation continue to apply to all agencies but that enhanced responsibilities would apply to privacy officers in:  
· government departments; 

· district health boards;
· agencies with, say, 500 employees or turnover of $25 million; 
· agencies designated by code of practice (e.g. credit reporters) or by regulation. 

We have not attempted to list those greater responsibilities at this stage but would be happy to work with the Law Commission to flesh those out.
We see particular value in placing enhanced obligations upon the privacy officers within government departments.  These obligations could recognise the public policy functions that such privacy officers perform.  It would also provide a mechanism to promote, for instance, compliant disclosures by way of intra-governmental information sharing in the public interest.  This would help address problems highlighted at question 7 and in chapter 10. Privacy officers could become central in proactively ensuring that government departments meet their responsibilities, not only to comply with the Privacy Act, but to disclose information compliantly for good public policy reasons. 
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