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Questions and Answers about Layered Privacy Notices
A lion was strolling through his territory at dusk, when he came across a young hyena sniffing at the carcass of a dead elephant. The lion laughed out loud. “Just how do you propose to eat that, little brother?” he roared. “One bite at a time”, answered the hyena, settling himself comfortably beside the giant feast, “one bite at a time.”

African proverb
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	Introduction

	1. What is a layered privacy notice?
A layered privacy notice will help you communicate effectively about how your agency handles personal information. Often, privacy notices can be lengthy, complex and difficult to understand. Layered notices improve communication of complex or detailed information about privacy by first providing the reader with a clear summary of key privacy points (the first layer). A second layer provides more detailed or specific information. 

By structuring information in this way, readers can access information that is most important to them immediately, and not become ‘bogged down’ in the detail. Research shows that readers prefer information presented in this way. 

	2. How do layered notices structure privacy information?

The simplest layered notice uses two layers.

The first layer – sometimes called the ‘condensed privacy policy’, ‘short form’, or ‘privacy notice highlights’

· Gives an overview of how an agency handles personal information

· Structures information by using familiar headings

· Uses clear non-specialist language

· Provides the most important information first. This can be information about privacy that people most want to know

· Links to more detailed information.

The second layer – the full privacy policy

· This can contain more detailed information and can itself, for example, be broken down into separate pages (e.g. to reduce the length of a webpage, and permit use of an index to pages).

For a diagram explaining the structure we describe - How a layered notice structures information


	3. Can a layered notice ensure compliance with the Privacy Act 1993?

A layered notice can help ensure that you communicate effectively about privacy. Although this may not guarantee compliance, it can contribute to this objective.

	4. Will a layered privacy notice be valuable to readers outside of New Zealand?
Agencies elsewhere in the world use the layered notice approach, and other privacy jurisdictions have endorsed its effectiveness. The goal of creating a layered notice is to improve communication about privacy – it can improve readability, and provide a structure that is familiar where ever it is read. 

The answer to ‘Is there international support for layered notices?’ may help.

	5. Can a layered notice be adapted for children who access my website?
With its emphasis on effective communication, layering and the targeting of information about privacy can offer opportunities to interact successfully with children. You can design and write a notice with children in mind, and you can position it, or link to it where children are most likely to read it.  
Broken Doors: Strategies for Drafting Privacy Policies Kids Can Understand
Privacy Policies on Kids’ Favourite Web Sites

	6. Are layered notices restricted to use only on websites?

The layering of privacy information can suit a range of applications or media e.g. the first layer may be printed as a poster, with an accompanying leaflet, which forms the second layer, giving information in greater detail. 

	Creating a layered privacy notice

	7. Is there an example of a layered notice that I can use for my own agency?
Creating a layered notice is a process rather than ‘one size fits all’. If you adopt a suitable process then this can help you to create a layered notice that reflects your agency’s own information practices. We recommend that you read ’10 steps to developing a layered privacy notice'  

Examples of layered notices that agencies have adopted:

Microsoft
Office of the Privacy Commissioner - Australia


	8. Where do I start when creating a layered notice?

· Find out about how your agency handles personal information

· Develop policy on e.g. collection, use, sharing and retention
· Create your layered notice

· Review, test, change…

· Publish

· Create a change-management process that keeps your notice up to date
For a more detailed introduction to creating a layered notice, read ‘10 steps to developing a layered privacy notice’.

	9. What are the keys to success?

Creating a layered notice is a process, and we have suggested steps that can lead to successful completion – ‘Where do I start when creating a layered notice?’
The practical details involved in completing this process may depend, for example, upon how your agency conducts its business, attitudes to privacy in your agency, existing policy processes, the running of your website, and support from management. 

Timing and co-operation may be important factors in success, particularly when a project involves co-ordination between those who develop your website, legal, policy and other parts of your agency. 



	10. Should I always use 2 layers?

A layered privacy notice can have more than two layers. 
· You can add additional pages of information (this may allow you to shorten each page). 
· You can target short privacy messages e.g. a message that accompanies an online form. 
· You can structure privacy information in a way that suites a particular channel. For example, for the screen of a mobile phone you may decide to display one key privacy message (as a very short notice, say) with a phone number, or txt request, for more information that you give in the form of a layered notice.



	11. Can I add a first layer to my existing (long) website privacy policy?

This can be good thinking.
Before going ahead, you may wish to review an existing policy to check that it accurately reflects how your agency currently handles personal information.

	12. My agency has more than one business/website – is a layered notice suitable?
The scope section of a layered notice will describe the part of your business or organisation to which your notice applies. 
Completing the process of finding out how your agency handles personal information can help you choose a suitable scope for a layered notice (Question 8, and ’10 Steps’) – you may need more than one. The scope of a notice can describe, for example, a business unit, a function or activity, a website. 
For large businesses and organisations, narrowing the scope of a layered notice by focusing upon a particular part of your concern, can help make information more specific, and reduce the amount of information a user must deal with. If you are a smaller business or organisation, you may find that a layered notice drawn up for your website can also apply to the whole of your concern. 
Hence, you can decide to be flexible about how you publish information, and retain in each instance the benefits of the effective and familiar structure that is given by a layered notice. 
Should I always use two layers

	13. I have already prepared a good privacy notice. Should I start again?

The ‘10 Steps’ we refer to in ‘Where do I start when creating a layered notice?’ offers a complete guide to the process of creating a layered notice. 

However, you can introduce layered notice concepts at any appropriate stage of an existing project. For example, your agency may already have completed a review of existing practices and is at the policy creation stage. Here, you could use ‘10 Steps’ as a guide to help ensure that your review is complete. Or a privacy policy may already exist, at which stage you could join the process suggested later on in ‘10 Steps’ and move to the stages of writing and reviewing a layered notice for publication. 



	General Information

	14. Is there international support for layered notices?
· 2003: 25th International Data Protection Conference in Sydney, Australia, endorsed layered notices - Resolution on improving the communication of data protection and privacy information practices
· 2004: Article 29 Working Party of the European Union adopted a common position endorsing multilayered notices - Opinion on More Harmonised Information Provisions
· 2005: Asia Pacific Economic Community (APEC) endorsed layered notices - Multi-layered Notices: A Developing Standard
· 2006: OECD Working Party on Information Security and Privacy endorsed layered notices in, Making Privacy Notices Simple: An OECD Report and Recommendations

	15. Where can I find information about the Privacy Act 1993?

Every agency should have a privacy officer.
You will find information about the Privacy Act 1993, and codes that cover some key sectors e.g. health, telecommunications, and credit reporting, on the Office of the Privacy Commissioner website.
The Office of the Privacy Commissioner also offers a free enquiry line – from Auckland phone 302 8655, and from elsewhere phone 0800 803 0909.
The Privacy Act and Codes



How a layered notice structures privacy information
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Kiwi Good Guys Full Privacy Notice





You can link to more detailed information in a second layer e.g. in an additional web page(s)





Headings used in this layer are


- always the same


- and follow in the same order





The first layer is the first page a user reads when they click on a website link to a privacy notice





Kiwi Good Guys Privacy Notice
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Personal Information


XxxXXXXXXXXXxxxxxx   xxxxxxxxx x x  xxxxxxxxxxxxxxxxx





Uses and disclosure - more Information


Xxx xxxx xxxxxxxxxx xxxx xxx xxx xx xxxxxxx


Xxxx xxxxxx xxxxxxx xxx xxxxxxx xxx xxxxxxx


Xxxxxx xxxxxxxxx xxx xxxx xxxx xxxx xxxxxxx


Xxxxxxxxxxxxx xxxxxx xxxxxx xx x x xxxx xxx





More and more Information


Xxxxx xxxx xxxxxxx xxxxxx xxx xxx x xxxx xx


Xxx


Xxxxxxxxxxxxxxxx xx xx x x x xxxxxxxx xxxxxxx xxx xx xx
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