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Information Paper to accompany Privacy Breach Guidance Material
Office of the Privacy Commissioner
Purpose

Whether it is a case of bad luck or bad management, any agency may suffer a privacy breach. Proper breach management, including notification where warranted, will assist agencies in retaining the trust of the individuals whose information is improperly released and help them to protect themselves. Where poorly handled, the damage to customer, staff or citizen trust can be serious and irreparable.

This information paper introduces the Key Steps for Agencies in Responding to Privacy Breaches, and the Privacy Breach Checklist.
1.
What is a privacy breach?
A privacy breach is the result of unauthorised access to, or collection, use or disclosure of, personal information.
Privacy breaches can occur in a number of ways. Some examples are:

· Individuals can deceive agencies into improperly releasing the personal information of another;

· Laptops, removable storage devices, or physical files containing personal information can be lost or stolen;

· An agency could mistakenly provide personal information to the wrong person, for example by sending details out to the wrong address;

· Databases containing personal information can be hacked into or otherwise illegally accessed by outsiders;

· Employees could access personal information outside of the requirements of their employment.
2. 
What is privacy breach notification?

Privacy breach notification is the practice of notifying affected individuals when their personal information has become available to unauthorised individuals or organisations. This enables affected individuals to take steps to prevent misuse of their details.
3. 
Does New Zealand law require breach notifications to be made?

The Privacy Act does not say anything specific about breach notification.

However, information privacy principle 5 requires all agencies that hold personal information, in both the public and private sectors, to take reasonable steps to protect that information. Conceivably, there might be circumstances where notification is part of those reasonable steps.

If an individual’s physical safety, reputation, or financial security has been put at risk by an unauthorised or improper release of personal information known to an agency, it may be advisable for that agency to inform affected individuals. This may enable individuals to take steps to protect themselves from any harmful effects and if need be seek redress. Individuals themselves may be best-placed to assess the need for action.

In some cases, quick and effective notification may prevent harm to the individual or provide an individual with the opportunity to mitigate harm. The Privacy Commissioner can receive complaints on breaches of the Information Privacy Principles. For a complaint to succeed, a complainant must show that a principle has been breached, and that they have suffered, or may suffer, harm as a result. If an individual harmed by a privacy breach is given an opportunity, through notification, to mitigate the effects, this may limit an agency’s potential liability.
4. 
What does the Privacy Commissioner suggest for privacy breaches?

The Privacy Commissioner has released guidance material for managing privacy breaches. It is not mandatory to follow the guidance material, although agencies have duties to safeguard personal information under information privacy principle 5, and are encouraged to follow the guidance. 

The guidance material recognises that managing a privacy breach has 4 stages:

1. Containing the breach and preliminary assessment;

2. Evaluating the risks;
3. Considering or undertaking notification; and 
4. Putting in place future prevention strategies. 
More information on these steps can be found in the Key Steps document.
5. When should individuals be notified of a breach?
Not all privacy breaches will warrant notification. Agencies need to consider a number of factors when considering whether or not to notify affected individuals. Some examples of points to consider are:

· What personal information was released or otherwise compromised?

· Who received the personal information?

· Will notification assist affected individuals to mitigate harmful consequences?

For example, information, such as an address database, may in error be sent out of a company to a trusted mail house used by the company. However, the error may be quickly discovered and the database be retrieved safely. This may be a case where there would be little point in notification.
6. What would notification involve?
The Key Steps document recognises that the approach to notification may vary depending on the type and scale of the breach, as well as the availability of the contact details of affected individuals.

Direct notification, by telephone, email, or post is usually the most appropriate means of communication. However, this may not always be appropriate, or an agency may not hold contact details for affected individuals. In these circumstances, public notification may be appropriate. Agencies contemplating that approach might need to consider whether public notification could alert the person in possession of the information to the possible uses of the data they possess, and consider these risks prior to publication.

Agencies also need to consider what information to include in the notification. A description of the information that was breached should be preferred over including the actual details that were breached. The Key Steps document covers this, and other issues, in more detail.

7. 
How can privacy breaches be prevented?

There are a number of steps agencies can take to minimise privacy breaches. The most effective is having a well thought out and effectively implemented information security plan for all personal information held. Agencies are encouraged to apply the International Standards Organisation Information Security Management Standard (AS/NZS ISO/IEC 27001:2006).
Agencies can also consider measures such as reflecting on policies to minimise the collection and retention of personal information.

The Key Steps document addresses matters that should be worked into an agency’s information security and privacy management policies.
8. 
Do other jurisdictions have breach guidelines or notification requirements?
Yes. More than 30 US states have mandatory breach notification laws as do some Canadian provinces. Regulators in North America have given guidance on the subject and the New Zealand guidance material is directly modelled on voluntary guidelines adopted by the Privacy Commissioner of Canada. 
9.
Overview of the privacy breach process
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Contain the breach.

Assemble a breach response team. 

Consider whether to include 

internal / external subject matter 

experts, and whether members 

were involved in the initial breach.

Designate an appropriate individual 

to lead the breach response.

Consider what personal information 

was compromised, including the 

sensitivity, context,  safegaurds, 

and potential uses.

Ensure your ability to investigate 

the breach is not compromised.

Determine who needs to be made 

aware of the incident both 

internally and externally. Consider 

whether the police or your 

insurance company need to be 

informed.

Establish the cause and extent of 

the breach.

Consider the class of individuals 

affected by the breach

Identify whether harm to 

individuals, your agency, and the 

public, could foreseeably result 

from the breach.

When deciding whether to notify, 

consider:

·

Legal and contractual 

obligations

·

Risk of harm

-Identity theft or fraud

-Physical harm

-Significant humiliation or 

damage to reputation

·

The ability of the individual to 

avoid or mitigate harm

One you’ve decided to notify a 

breach, consider when, who you 

should notify, and how to notify.

Determine what information should 

be included in the notification. 

Fields of breached information are 

preferred over actual data, as this 

poses the risk of a further breach.

Consider whether others, such as 

the Office of the Privacy 

Commissioner, or credit reporting 

agencies, need to be contacted

Further investigate the breach to clearly determine all 

relevant causes.

Identify measures to mitigate the causes. Consider 

reviewing personal information collected, staff training, 

and IT systems where relevant.

Prevention of future breaches

Implement measures to prevent future breaches 

identified above.

You may also want to review the management of the 

breach response, and update or compile a breach 

response plan accordingly.
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Risk assessment


Breach containment and preliminary assessment


Notification


Prevention of future breaches


These steps should be carried out concurrently where possible


Contain the breach.


Assemble a breach response team. Consider whether to include internal / external subject matter experts, and whether members were involved in the initial breach.


Designate an appropriate individual to lead the breach response.


Consider what personal information was compromised, including the sensitivity, context,  safegaurds, and potential uses.


Ensure your ability to investigate the breach is not compromised.


Determine who needs to be made aware of the incident both internally and externally. Consider whether the police or your insurance company need to be informed.


Establish the cause and extent of the breach.


Consider the class of individuals affected by the breach


Identify whether harm to individuals, your agency, and the public, could foreseeably result from the breach.


When deciding whether to notify, consider:
Legal and contractual obligations
Risk of harm
- Identity theft or fraud
- Physical harm
- Significant humiliation or damage to reputation
The ability of the individual to avoid or mitigate harm


One you’ve decided to notify a breach, consider when, who you should notify, and how to notify.


Determine what information should be included in the notification. Fields of breached information are preferred over actual data, as this poses the risk of a further breach.


Consider whether others, such as the Office of the Privacy Commissioner, or credit reporting agencies, need to be contacted


Further investigate the breach to clearly determine all relevant causes.


Identify measures to mitigate the causes. Consider reviewing personal information collected, staff training, and IT systems where relevant.


Implement measures to prevent future breaches identified above.


You may also want to review the management of the breach response, and update or compile a breach response plan accordingly.



