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Media Release

“Good case” for mandatory data breach notification law

Privacy Commissioner Marie Shroff says there is a “good case” for legislation requiring government agencies and private sector business to notify customers where a security breach puts those customers at risk. 

Announcing that voluntary data breach notification guidelines had now been finalised, Mrs Shroff said the guidelines were designed to assist organisations faced with managing the privacy aspects of a data security breach and reflected international best practice.

“The privacy breach guidelines that I have released are voluntary. I was frequently asked in discussions on those guidelines whether I favoured voluntary over mandatory requirements. It appeared that some people thought that because I was promoting voluntary guidelines I did not support a change in the law to require organisations to notify affected individuals.  However, I believe that there is a good case to require agencies by law to notify customers where a security breach puts those customers at risk,” she said.

“The voluntary guidelines are not inconsistent with New Zealand moving in due course to make breach notification mandatory. If New Zealand lawmakers ultimately take this step, the experience with the voluntary guidelines will be useful.

“Both the Australian and Canadian Privacy Commissioners have called upon their governments to enact breach notification laws. The Australian Law Reform Commission has studied the question and proposed that this be done in Australia. I believe there is now enough experience to suggest that breach notification laws are a useful adjunct to comprehensive information privacy law. 

“I encourage the Law Commission in its current privacy review to give special consideration to the usefulness and possible approach of a New Zealand breach notification law.  My office will be studying the question further but my initial suggestions, consistent with the voluntary guidelines released today, are that any such law should be consistent with international best practice and be based upon a risk assessment.” 

Mrs Shroff said that over the past two years there had been reports from overseas – virtually weekly – of major data security breaches. 

“This is an important issue for both private sector and public sector organisations,” she said. 

“Take last year for instance. In early 2007 it was revealed that over 45 million credit and debit card numbers had been stolen by hackers who got into the systems of the US company TJX.  The closing stages of last year saw 25 million records going missing from the UK tax department. There were many reported breaches between those two major events.

“New Zealand is not immune.  It is important that all New Zealand organisations – private and public sector agencies – ensure that they have adequate security safeguards to protect the information of consumers and citizens against malicious attacks and human error.  And they need to be ready to act effectively if something goes wrong. Good information security practice requires constant attention and I encourage management in all cases to recheck that their arrangements constitute best practice.”

The voluntary privacy breach guidelines released today follow several months of consultation with New Zealand organisations to ensure they are appropriate for local circumstances. 

“The guidelines lead organisations in a logical and systematic way through key issues to be confronted when a security breach is discovered by, for instance, taking immediate steps to contain and assess the situation, evaluating the risks, and considering whether customers and others need to be notified.   

“The guidelines put individuals ‘front and centre’ to ensure that their best interests – and not just those of the organisation – are properly addressed.  

“I encourage all those with a role to play in data security to obtain a copy of the guidelines from our website.”

For more information see www.privacy.org.nz or contact:

Katrine Evans tel 04 474 7590 or 021 509 735 or enquiries@privacy.org.nz

Please note: Draft privacy breach guidelines were released for public comment in August 2007 (during Privacy Awareness Week). Copies of the guidelines (which have two parts: ‘Key steps for agencies in responding to privacy breaches’ and ‘Privacy breach checklist’ and an information paper) are available at www.privacy.org.nz or on request.

For information about the Australian Privacy Commissioner and Privacy Commissioner of Canada’s recommendations for mandatory breach notification laws, see: 

www.privacy.gov.au/news/media/2008_01.html 

and www.privcom.gc.ca/media/nr-c/2007/nr-c_070801_e.asp respectively.
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