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1.
Introduction 

Portable Storage Devices (PSDs) are small, lightweight, portable, easy to use devices capable of storing and transferring large volumes of data. They include USB sticks, cellphones, iPods, PDAs (personal digital assistants), iPhones and netbooks.

The use of PSDs in the workplace presents potentially major security risks, particularly if the devices contain unsecured sensitive data. They can be easily lost, misplaced or stolen. The storage capacity of PSDs has grown dramatically in only a few years, exposing organisations to risks of major data breaches. As several high-profile incidents overseas illustrate, these data breaches can seriously damage both the reputation of the agency concerned and the trust that the public has in that agency. 
Because of their convenience, PSDs are increasingly being used within New Zealand government agencies. This survey was undertaken to find out what sort of precautions they are taking to secure New Zealanders’ data. The results show that while many agencies already have some protections in place, there are some real gaps in procedure and practice that need to be addressed.
Some of the key findings are:
· Thirty-five out of the 37 agencies who responded to the survey make PSDs available to staff – most commonly USB sticks – with nearly two thirds of agencies also allowing staff to use their own.
· While 75% of agencies say they have documented policies to restrict or control the use of PSDs, less than half of agencies surveyed have procedures for disposing of obsolete PSDs or for the deletion of data from PSDs. 
· Seventy percent of agencies surveyed have procedures to report the loss or theft of a PSD.

· Ten percent of the agencies who responded do not have any hardware, software, or policy control on the use of PSDs. Some agencies have recognised they have weak controls on the use of PSDs and are taking steps to introduce tighter controls. 
· Agencies that primarily hold classified or sensitive information have significantly tighter controls over the use of PSDs than other agencies. This was not a particular surprise. However, it is worrying that agencies that hold the largest amounts of personal information had fewer controls. It appears that personal information is not being accorded the same care as information that is “classified” or “sensitive” information.
We have some recommendations to help to avoid the mistakes that have been made overseas. While this particular survey focused on government agencies, we believe the results and the recommendations apply equally in the private sector. We want to get it right before we get it wrong.
Marie Shroff

Privacy Commissioner

2.
Methodology

The New Zealand survey was largely based on the survey undertaken by Privacy Victoria (Australia) which released its results in January 2009
. 
We selected 42 state sector organisations for participation in the survey:

· 35 Public Service Departments;
· 6 Non-Public Service Departments; and
· 1 Crown Entity.
At the end of February, we sent covering letters with an enclosed survey to each Chief Executive Officer (or equivalent) explaining the purpose of the survey. At the same time, we sent an electronic version of the survey to each CEO’s Executive Assistant, requesting that they forward the survey to the staff member nominated by the Chief Executive to complete it.
The survey consisted of 34 questions. These fitted into the following categories:
· general, scene setting;

· hardware controls;

· software controls;

· policy controls;

· encryption; and 

· risk management.

Of the 42 agencies surveyed, 37 responded in time to be included.  Four submitted late responses and one agency did not respond.

The survey results are presented in two parts. In the first part, we show the combined results of the 37 agencies. The second part provides a comparison of results after agencies were separated into three groups:
Group 1
Agencies that hold large amounts of personal information

Group 2
Agencies that primarily hold classified or sensitive information

Group 3
Agencies that hold relatively small amounts of personal information

Appendix 1 lists the agencies under each group.
3.
Summary of Results 

The survey results show that ‘portable storage devices’ (PSDs) are widely used by government and that there are real gaps in procedure and practice.

Thirty-five out of the 37 agencies who responded to the survey make PSDs available to staff – most commonly USB sticks – with nearly two thirds of agencies also allowing staff to use their own. We are particularly concerned about the use of personal PSDs in the workplace because of the increased risk of losing one outside of work, or disclosure of sensitive information (for instance, through lending a PSD to a friend, or removal of agency information when a person leaves the agency). 

While 75% of agencies say they have documented policies to restrict or control the use of PSDs, the existence of a policy is not enough to show that adequate safeguards are in place. Other more detailed survey questions focusing on policy controls showed that:

· 44% do not have procedures for disposing of obsolete PSDs;
· 46% do not have procedures covering the deletion of data from PSDs;
· only 22% are able to track transfers of data to PSDs; and
· just over half of the agencies surveyed provide their PSD users with encryption solutions but only eight agencies make encryption mandatory.
On the positive side, it is pleasing that 70% of agencies surveyed have procedures to report the loss or theft of a PSD.
The use of software controls is more widely used (57%) to limit the use of PSDs than hardware controls (32%). Thirty percent of agencies use both hardware and software controls. Nineteen percent of agencies responded that they plan to implement new software controls while only 8% are considering implementing new hardware controls. 

Ten percent of the agencies who responded do not have any hardware, software, or policy control on the use of PSDs. Some agencies have recognised they have weak controls on the use of PSDs and are taking steps to introduce tighter controls. 
Agencies that primarily hold classified or sensitive information have significantly tighter controls over the use of PSDs than other agencies. This was not a particular surprise. However, it is worrying that agencies that hold the largest amounts of personal information had fewer controls. It appears that personal information is not being accorded the same care as information that is “classified” or “sensitive” information. 
4.
Recommendations 

Based on the results of the survey we offer the following recommendations:
· have a formal policy on PSD use that is actively and effectively communicated to staff;
· staff should be made aware of the need to report the loss or theft of a PSD, and know the procedures for doing so;

· it should be clearly explained to users how and when to delete data from PSDs;
· encryption should be used for all PSDs that are likely to store personal information;
· strict limits on the use of personal PSDs should be enforced, in combination with providing suitable corporately-owned PSDs; and
· agencies that hold large amounts of personal information should not rely solely on policy but also use hardware and/ or software controls to restrict or control the use of all PSDs. 
5.
Results – All Agencies
1. Does your organisation permit use of PSDs?
[image: image3.emf]Yes 37

No 0


2. Does your organisation prohibit the use of any particular type of PSD?
[image: image4.emf]Yes 17

No 19

No 

response 1


3. Does your organisation restrict or control the use of PSDs?

[image: image5.emf]Yes 26

No 9

Other 2


Agencies that responded “other” are either implementing policy or software controls.
3a. If Yes, is usage of PSDs restricted or controlled for all staff and contractors/consultants?
[image: image6.emf]All staff  

contractor 

consultant 

22

Certain user 

groupsonly

4


4. Are PSDs used for specific business purposes within your organisation?
[image: image7.emf]Yes 28

No 9


The three most common responses about the purpose which PSD are used for were for:

· transfer of presentations

· data transfers 
· access to email and calendars (PDAs)
· also mentioned were back ups, and for use while travelling overseas
5. Are PSDs widely used by your staff or contractors/consultants?

[image: image8.emf]Yes 25

No 11

Don't know 

1


6. Does your organisation use hardware controls to restrict or control the use of PSDs?
	[image: image9.emf]Yes 12

No 25


	Hardware controls may include physically disconnecting, removing or sealing off ports.


6a. If no, do you have plans to begin using hardware controls, or disabling ports or interfaces?
[image: image10.emf]Yes 3

No 22


7. What type of PSD do you apply hardware controls to?
[image: image11.emf]All 4
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types 8


8. Do you physically disable ports or interfaces to restrict or control PSD access?
[image: image12.emf]Yes 6

No 31


8a. If Yes, what ports or interfaces to you disable?

Of agencies that said Yes to question 8, responses included:

· all ports
· all USB, DVD, CDs, and floppy disk drives

· laptops have wireless/IR and Bluetooth modules disabled
9. Does your organisation use software controls to restrict or control the use of PSDs?
	[image: image13.emf]Yes 21

No 16


	Software or program controls identify when a PSD device has been connected into a computer or network and restrict or limit use of the device according to settings set by system administrators.


9a. If No, do you have plans to begin using software controls?
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10. What types of PSD do you apply software controls to?

[image: image15.emf]All 15

Certain 

types 6


11. What software do you use to control or restrict usage of PSDs?

Agencies are using a variety of different types of software. Two examples are GFI Endpoint
and DeviceLock.
12. Are there any known limitations in the software you are using to control or restrict usage?

[image: image16.emf]Yes 9

No 11

No 

response 
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13. Does your organisation use documented policy/policies to restrict or control the use of PSDs?
[image: image17.emf]Yes 22

No 9

In draft 6


14. What types of PSD does the policy restrict or control?
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15. How is the policy enforced?
Some agencies responded that policy was not enforceable or that they relied upon voluntary compliance. The use of audit was mentioned by a small number of agencies. The use of software to manage the use of PSDs was commonly mentioned.
16. How do staff and contractors/consultants know about the policy?

Agency responses included:
· staff induction process

· signing code of conduct / computer usage policy

· intranet /published policy 

17. Does the policy prescribe how content is to be deleted from PSDs?
[image: image19.emf]Yes 14 No 14


18. Are you prepared to provide a copy of the policy/policies?
[image: image20.emf]Yes 22

No 6


19. Do you provide PSD users with encryption solutions?
[image: image21.emf]Yes 21

No 16


Encrypted Blackberry and IronKey USB devices are the predominant solutions provided.

20. Is use of a PSD encryption solution mandatory for staff and contractors/consultants?
[image: image22.emf]Yes 8

No 13


21. How is PSD encryption enforced?
Responses included:

· through enterprise management tools for BlackBerry devices 
· through procurement of only the correct devices that meet criteria

22. Do staff or contractors/consultants experience interoperability problems with the PSD encryption solution?
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23. Does the PSD encryption solution also allow for storing non-encrypted data?
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No 14
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response 

2


24. Are staff permitted to use their own PSDs for work purposes?
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24a. If Yes, what devices are staff permitted to use?
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25. Are contractors/consultants permitted to use their own PSDs for work purposes?
[image: image27.emf]Yes 23

No 14


25a. If Yes, what devices are contractors/consultants permitted to use?
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26. Does your organisation own PSDs that are made available to staff or contractors/consultants?

[image: image29.emf]Yes 35

No 2


26a. If Yes, what PSDs are made available to them?
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27. Can you track transfers of files or data to PSDs?
[image: image31.emf]Yes 8

No 29


Three of the eight agencies which responded yes to this question also mentioned that they only had limited capability and were seeking to strengthen controls. 
28. Does your organisation keep a register of PSDs?
[image: image32.emf]Yes 23

No 14


29. How are PSDs tracked?

The common theme in the responses was that agencies used some form of asset register or spreadsheet to track PSDs. Some agencies mentioned that they only track mobile phones and PDAs. One agency mentioned that they no longer keep a register of USB devices because they tend to use small capacity devices that are low cost. 
30. Does your organisation have documented procedures for reporting loss or theft of a PSD belonging to your organisation?
[image: image33.emf]Yes 26

No 11


Many responses to this question mentioned that the loss of a PSD device is part of their general loss reporting policies.
31. Does your organisation have documented procedures for reporting loss or theft of a PSD not owned by your organisation but which may have been used to store corporate data?
[image: image34.emf]Yes 10

No 27


32. Does your organisation have documented procedures for disposing of PSDs that are obsolete or no longer required?
[image: image35.emf]Yes 21

No 16


Of the agencies that responded ‘yes’ to this question, many mentioned the destruction requirements in NZSIT policy (NZ ICT Security Manual issued by the Government Communications Security Bureau).
33. Does your organisation have documented procedures for ensuring that corporate data is deleted from PSDs?
[image: image36.emf]Yes 20

No 17


Of the agencies that responded ‘yes’ to this question, many mentioned the guidelines contained in NZSIT policy (The NZ ICT Security Manual issued by the Government Communications Security Bureau).

34. Do you perform a scheduled audit to ensure procedures are followed?
[image: image37.emf]Yes 9

No 27

No 
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6.
Results – By Agency Group
Group 1
Agencies that hold large amounts of personal information

Group 2
Agencies that primarily hold classified or sensitive information

Group 3
Agencies that hold relatively small amounts of personal information

1. Does your organisation permit use of PSDs?
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2. Does your organisation prohibit the use of any particular type of PSD?
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3. Does your organisation restrict or control the use of PSDs?
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3a. If Yes, is usage of PSDs restricted or controlled for all staff and contractors/consultants?
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4. Are PSDs used for specific business purposes within your organisation?
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5. Are PSDs widely used by your staff or contractors/consultants?
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6. Does your organisation use hardware controls to restrict or control the use of PSDs?
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6a. If no, do you have plans to begin using hardware controls, or disabling ports or interfaces?
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7. What type of PSD do you apply hardware controls to?
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8. Do you physically disable ports or interfaces to restrict or control PSD access?
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9. Does your organisation use software controls to restrict or control the use of PSDs?
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9a. If No, do you have plans to begin using software controls?
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10. What types of PSD do you apply software controls to?
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11. What software do you use to control or restrict usage of PSDs?

See the “All Agency Results” in the section above for comments. 
12. Are there any known limitations in the software you are using to control or restrict usage?
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13. Does your organisation use documented policy/policies to restrict or control the use of PSDs?
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14. What types of PSD does the policy restrict or control?
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15. How is the policy enforced?
See the “All Agency Results” in the section above for comments. 

16. How do staff and contractors/consultants know about the policy?

See the “All Agency Results” in the section above for comments. 

17. Does the policy prescribe how content is to be deleted from PSDs?
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18. Are you prepared to provide a copy of the policy/policies?
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19. Do you provide PSD users with encryption solutions?
[image: image56.emf]0

2

4

6

8

10

12

14

Group 1  Group 2   Group 3 

Yes

No


20. Is use of a PSD encryption solution mandatory for staff and contractors/consultants?
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21. How is PSD encryption enforced?

See the “All Agency Results” in the section above for comments. 

22. Do staff or contractors/consultants experience interoperability problems with the PSD encryption solution?
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23. Does the PSD encryption solution also allow for storing non-encrypted data?
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24. Are staff permitted to use their own PSDs for work purposes?
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24a. If Yes, what devices are staff permitted to use?
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25. Are contractors/consultants permitted to use their own PSDs for work purposes?
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25a. If Yes, what devices are contractors/consultants permitted to use?
[image: image63.emf]0

2

4

6

8

10

12

14

16

Group 1  Group 2   Group 3 

Portable flash memory

Portable hard drives

PDAs

MP3 players/ipods

Mobile phones

Other


26. Does your organisation own PSDs that are made available to staff or contractors/consultants?
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26a. If Yes, what PSDs are made available to them?
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27. Can you track transfers of files or data to PSDs?
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28. Does your organisation keep a register of PSDs?
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29. How are PSDs tracked?

See the “All Agency Results” in the section above for comments. 

30. Does your organisation have documented procedures for reporting loss or theft of a PSD belonging to your organisation?
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31. Does your organisation have documented procedures for reporting loss or theft of a PSD not owned by your organisation but which may have been used to store corporate data?
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32. Does your organisation have documented procedures for disposing of PSDs that are obsolete or no longer required?
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33. Does your organisation have documented procedures for ensuring that corporate data is deleted from PSDs?
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34. Do you perform a scheduled audit to ensure procedures are followed?
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7. 
Appendix A:
List of surveyed organisations by group

	Group 1 
	Group 3

	Statistics New Zealand
	Ministry of Pacific Island Affairs

	Dept of Corrections
	Ministry of Fisheries

	Inland Revenue
	New Zealand Food Safety Authority

	New Zealand Police
	Department of Conservation

	Accident Compensation Corporation
	Ministry for Culture and Heritage

	Department of Labour
	State Services Commission

	NZ Customs Service
	Crown Law Office

	Ministry of Justice
	The Treasury

	Ministry of Social Development
	Ministry of Agriculture and Forestry

	Department of Internal Affairs
	Parliamentary Counsel Office

	Ministry of Education
	Te Puni Kokiri

	Ministry of Health
	Ministry of Research Science and Technology

	
	Ministry for the Environment

	
	Land Information New Zealand

	Group 2
	National Library of New Zealand

	New Zealand Security Intelligence Service
	Ministry of Defence

	Department of the Prime Minister and Cabinet
	Department of Building and Housing

	New Zealand Defence Force
	Ministry of Economic Development

	Serious Fraud Office
	Education Review Office

	Ministry of Foreign Affairs & Trade
	Ministry of Women's Affairs

	Government Communications Security Bureau
	Parliamentary Service

	
	Archive New Zealand

	
	Office of the Clerk of the House of Representatives

	
	Ministry of Transport
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� See Use of Portable Storage Devices privacy survey, January 2009, Office of the Victorian Privacy Commissioner, at � HYPERLINK "http://www.privacy.vic.gov.au" ��www.privacy.vic.gov.au�.
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