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DATA LEAKAGE – SOUNDS FAMILIAR? 

 Unauthorized transmission of data 
- Internally to external destination or recipient 

 

 Unintentional or malicious intent 
 



ENDPOINT DATA LEAK “MECHANICS” 

INTERNET 



Employees leaving an organisation most commonly steal corporate data by using local ports and 
devices attached to endpoint computers. This way far outweighs other methods. 

 

LOCAL LEAKS PREVAIL 

Source: “Data Loss Risks During Downsizing”, Ponemon Institute, February 2009 



GENERAL DATA LEAK VECTORS 



USE OF VARIOUS WEB 2.0 TOOLS 



WHAT ABOUT EXTERNAL THREATS? 

 Phishing attacks 
- Acquire sensitive information 

 
 Social Engineering 
- Trick or manipulate people  
- Sensitive information gathering 
- Attacker never comes face-to-face 

 
 Physical Theft 
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ARE ALL DATA CHANNELS REALLY DANGEROUS? 



DATA LEAKS THAT MADE THE HEADLINES…  



SONY – THE HAPPY DAYS… 

Sony (SNE) Stock On NYSE At Highest Levels Since September 2008 – WOW!!! 

Happy IT Manager 



SONY AFTER THE LEAK…WHAT !!!??? 

Current Sony (SNE) Stock On NYSE 

Not so happy IT Manager 



DATA LEAKS THAT MADE THE HEADLINES…  

 BP employee loses laptop containing data on 13,000 oil spill claimants  
 

 Hard drive with private information of nearly 90,000 students missing 
 

 British local council gets fined for mishandling of data 
 



CLOSER TO HOME 



DATA LEAKAGE IS COSTLY 



COSTS OF DATA BREACHES ARE RISING 

Average per-record cost of a data 
breach in the U.S. raised up to $214 

Average total cost of a data breach for a 
U.S. organization has reached more than 

$7.2M 

Source: “2010 Annual Study: U.S. Cost of a Data Breach”, Ponemon Institute, March 2011 



COST OF A DATA BREACH – GLOBAL STATISTICS 

Global average per-record cost of a 
data breach is $142 

On a global scale, the average total cost 
of a data breach is estimated as $3.43M 

Source: “2009 Annual Study: Global Cost of a Data Breach”, Ponemon Institute, April 2010 
 



IMPLICATIONS OF DATA LEAKAGE 



SO, CAN YOU HAVE TOO MUCH SECURITY? 



FACEBOOK VS. GOOGLE 



STATE OF CURRENT POLICY CONTROLS 



THE DYNAMIC CHALLENGE IN SECURITY 



 More than 6,000 USB flash 
drives left in pockets of 
clothes at drycleaners 
 

 More than 12,500 devices 
such as laptops, iPads, 
iPhones and other storage 
devices found in taxi cabs 

FACTS 



 Encryption 
- Use encrypted USB flash drives 

 

 Indicate access hours 
 

 Monitoring and enforcement 
- Inform staff what’s acceptable and not 
- Clearly state in policy 
 

 Disable outside software 
 

 Get an internal data leakage prevention solution 
- Control, Audit and Shadowing of transferred data 
- Content- Aware Rules and Device Whitelisting 

SO WHAT CAN WE DO? 



 Disable USB and Firewire ports 
 

 Restrict mail size and / or block all attachments 
 

 Restrict the use of Social Networking Sites 
 

 Define a tight policy on acceptable devices and their 
usage 

- iPods, MP3 players, Bluetooth Devices, iPads etc. 
 

 Ensure that managers as well as users understand the 
security plans and policies 

SO WHAT CAN WE DO? 



CLOSING… 



QUESTIONS? 

THANK YOU! 

Tobie Marais 
Senior Technical Consultant 

 
tobie.marais@chillisoft.net 

For up-to-date data breaches 
datalossdb.org  


