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DATA LEAKAGE — SOUNDS FAMILIAR?

= Unauthorized transmission of data
- Internally to external destination or recipient

=» Unintentional or malicious intent
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ENDPOINT DATA LEAK “MECHANICS”
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LOCAL LEAKS PREVAIL

Employees leaving an organisation most commonly steal corporate data by using local ports and
devices attached to endpoint computers. This way far outweighs other methods.

How did the information transfer happen?

Took hardcopy files 651%
Download onto a CD or DVD

Download onto USB memory stick
Sentdocuments as an email attachment
Did not delete data on my home computer

Download onto a portable data-bearing device

Kept myformer employer's computer

Download onto a Zip drive

0% 10% 20% 30% 40% 50% B50% 70%

Source: "Data Loss Risks During Downsizing”, Ponemon Institute, February 2009
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GENERAL DATA LEAK VECTORS

Data Leakage Statistics

MW Emails (15.84%)

M Endpoint (9.90%)

W HTTP (42.57%)

MM Tools (0.99%)

M internal Mail (4.25%)

W Network Printer (10.89%)
B Webmail (2.97%)

B USB devices(6.83%)

Others(5.03%)
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USE OF VARIOUS WEB 2.0 TOOLS

* InApril 2010, 110 billion ;..
minutes were spent on
blogs and social 30%
networking pages

* InApril 2010, Blog and  25%
Social media sites
attracted 24% more
visitors than a year
earlier

* There are currently
190m Twitter users,
519m Facebook, 65m
LinkedIn and 115m on

s T "y
B
i

Friendster
Skype Facebook Gmail Twitter Yahoo!
“Up to 500 Employees o~
+ >500 Employees

Source: The Benefits and Risks of Web 2.0', Osterman Research, 2010
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WHAT ABOUT EXTERNAL THREATS?

Phishing attacks

Acquire sensitive information

Social Engineering

Trick or manipulate people
Sensitive information gathering
Attacker never comes face-to-face

Physical Theft
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ARE ALL DATA CHANNELS REALLY DANGEROUS?

S tec 2010 SMB Inf tion Protection S - Global: June 2010
- Dymantee niometion Frotection stiniey - siobal. June 2715 P2P networks a treasure trove of leaked health care
data, study finds

Eight months after passage of HTECH Act, data leaks still a problem in health care
industry

Q40: How many of each of these mobile devices are
lost or stolen worldwide within your organization

annually?
(Means shown)

Jaikumar Vijayan

May 17, 2010 (Computerworld)

Nearly eight months after new rules were enacted requiring strenger protection of health care
information, organizations are still leaking such data on file-sharing networks, a study by
Dartmouth College's Tuck School of Busingss has found.

PDA with no phone

Windivis tased | topis In a research paper to be presented at an IEEE security symposium Tuesday, a Darimauth

College professor Eric Johnson will describe how university researchers discovered thousands
of documents containing sensitive patient information on popular peer-to-peer (P2P) networks

Apple Mac desktops

COne of the more than 3.000 files discoverad by the researchers was a spreadsheet containing
insurance details, personally idenfifying information. physician names and diagnosis codes on
more than 28,000 individuzls. Another document contained similar data on more than 7,000
individuals. Many of the documents contained sensifive patient communications, freaiment data,

. medical diagnoses and psychiatric evaluations. At least five files contained enough information to
Windouws-based desktop PCs 2055 / be tlassified a5 a major breach under current health-care breach nofification rules.

Tablets like the AppleiPad

Smart phones @ ‘ Home > Forms, Laws & Publications = Laws > Privacy > ADHC Security Breach
‘ ‘ ' ‘ ?‘ DHCS Reports Security Incident Involving ADHC Mailing
Who IS Pvi. Bradley Mannmgo " 6‘ The California Department of Health Care Services (DHCS) reported on February 8, 2010, that a
Stuspicons lount That He's Behing he Leak of Cassffed Reports on Afghanisan War N mailing sent t0 49,352 Adult Day Health Care (ADHC) services inadvertently included their Social
BY DAVID MUIR AND JESSICA HOPPER Security Numbers (SSN).

July 26,2010 S NEWS ] -
The incident occurred on February 1, when DHCS sent a notice to ADHC beneficiaries, entitied,

In his Army dress greens, Pvt. Bradley Manning looks like most of his fellow soldiers; but beneath “Notice of Change in Medical Necessity and Eligibility Criteria for Authorization of ADHC Senvices.” In
the uniform, many suspect, is a man wha may be responsible for the leaking of aver 90,000 secret preparing and formatting a mailing list, beneficiaries” SSNs were mistakenly included. The SSNs did
military reports to the whistleblower website WikiLeaks. not have spaces or dashes 50 they may have appeared to be a random nine-digit number to people
other than the recipients. On February 4, DHCS was notified of the error and took swift action to nofify
beneficiaries. Inaddition, DHCS further strengthened its procedures to protect the privacy of
beneficiaries.

Wanning was stationed at a base 40 miles
east of Baghdad, at Forward Operating Base
Hammer. Manning, wha enlisted in the Army
in 2007, was working as an Army intelligence
analyst, pouring through classified
information. What he saw with his clearance
level, it is believed, left him disillusioned with
1S foreign policy.

The twenty-two year old Manning went online
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DATA LEAKS THAT MADE THE HEADLINES...

Sony shares slide as worries mount over

data leak

earecoenend W 36 peopls recomimend this,

TOEYO | Wed 2pr 27, 2001 Sd40pm EDT

(Reuters) - Shares of Sony Corp (6755.T) extended
losses to trade down as much as 5.2 percent, hitting
a one-month low on Thursday as investors worried
over the widening impact of a massive leak of
personal information of users of its PlayStation
network.

Sony said an Tuesday that hackers had breached the netwark 3 week
earlier, compromising confidential information including the names,
addresses and possibhy credit card data of 77 million users.

Experts say Samy could face legal action across the globe due to the
incident

The stock 15 now down more than 8 percent this week with investors
nervous about the fall out of the data leak episode that plagued the
cOmpany.

There is concem that loyal PlayStation gamers could ditch Somy in the

wale of the data theft. The theft cowld cost the company more than $1.5
billion, or an average of $20 for each of the 77 million customers whose
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Pelated Hews
Sony gamers
threaten to leave after
hack

Apple denies tracking
iPhone customers

Sory may face global
legal scruting over
breach

Furor at Sorvy after
hackers steal
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SONY — THE HAPPY DAYS...
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Sony (SNE) Stock On NYSE At Highest Levels Since September 2008 — WOW!!!

Happy IT Manager — \\ \\'
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Sony shares slide as worries mount over
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CLOSER TO HOME

WikiLeaks docs may embarrass NZ - Key
4 comments | Post Comment b Email p= Print  TextSize: aa aA @A

MON, 28 NOW 2010 &:17P.M.

(T
By 3 Hews staff nﬂ%{ﬁjﬁ.ﬁfm o
omsch Soc. et
=
Whistle-blowing website Wikileaks has published thousands e
B e

more classified US documents.

COnce again, they're both embarrassing and, in some cases,
highly damaging.

The documents range from cables sentfrom the US Embassy
in Wellington about Mew Zealand, to the revelation that the King
of Saudi Arabia urged the US to bomb Iran’s nuclear At least 1610 documents relate to New Zealand

programme.
[ucw vioeo » | STl & R
Alist of the documents which will be available was released

today, with at least 1610 documents tagged as relating to New ilike [ Be the first of your friends to like this,
Zealand. About 1400 of those came from the embassyin
Wellington.

The earliestinvalving New Zealand is from the US embassyin
Rome in October 1993 and also refers to Turkey. That is likely
to be about New Zealand's new embassy in Turkey which
opened that year

In December 1997 a cable about Mew Zealand was likely to be
about Jenny Shipley taking over the Mational Party leadership
from Jim Bolger — she became Prime Minister on December &
that year.

The next cables date between 2004 and 2010. SAMSUNG

Snma rahlas rafar tn Morth Knraa and likalv ara ahont a ke
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DATA LEAKAGE IS COSTLY I
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CosT1s OF DATA BREACHES ARE RISING

- _5 Average total cost of a data breach for a

U.S. organization has reached more than
$7.2M

- _ e

2008

o _ e
2009

S0 51,000,000 52,000,000 53,000,000 54,000,000 55000000 56,000,000 57,000,000 58,000,000
Average Total Cost

5202

Figure 1: Average organizational cost of a data breach, 2008-10 2010 $214

Average per-record Cost Of a data $0 $20 $40 $60 580 $100 5120 $140 $160 $180  S200  $220 5240
breach in the U.S. raised up to $214 o

Figure 2: Average cost per record of a data breach, 2008-10

SouradWAnhual Study: U. S.Po@malnstitotd, Maach ZDalt a Br e a
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CosST OF A DATA BREACH — GLOBAL STATISTICS

8.00
7.00 G'i
o N\ On a global scale, the average total cost
000 AN 344 of a data breach is estimated as $3.43M
3.00 %.57 — s 2.53 o3
2.00
1.00
0.00 T : . .
US 2009 UK 2009 DE 2009 FR 2009 AU 2009 204
200
177
=—=Total cost Average
Figure 1: Average total cost of a data breach by country, 2009 150 142
119 114
98
100 | —
Global average per-record cost of a
data breach is $142 » B
0 T T T T T )
us Germany France @ UK Average
Figure 2: Average cost per record by country, 2009
Source: *“2009 Annual St udBonemdihstititeg Aprildd&t of a
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IMPLICATIONS OF DATA LEAKAGE
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SO, CAN YOU HAVE TOO MUCH SECURITY?

Not when it comes to your critical information!
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FACEBOOK VS. GOOGLE

Silicon Alley Insider A A/ Chart of the Day

Average Minutes Per Visitor: Google Vs. Facebook
400

Data: comScore; Monthly stats for the U.S.
Last data point - May 2011
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STATE OF CURRENT PoLicy CONTROLS

Current Organizational Policies for
Various Communication Tools

' Dectaitod, thorough polxy
“ Banlc policy
" Mo policy

0%  20%  40%  60% @ BO% @ 100%

Source: The Benefts and Risks of Web 2 0'. Osterman Research, 2010
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THE DYNAMIC CHALLENGE IN SECURITY

Ensure the right people have the right access to the right
information at the right time

Mobile Devic
Employees, Contract
ors, Privileged Users [

Social Networks

Consumers ’%‘ - N

@

You have to Authenticate
People
Services

Devices

You have to Authorize
Security Systems Systems

Applications
Information

Supply Chain

Applications
Partners B
A Operating Systems

You have to Report
User/Service Activity
Information Activity
Privileged Activity

Privacy/Compliance
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2e 16 Youk USB-STick WiTH

=
= More than 6,000 USB flash | by. T ggﬁ&f&{,‘m@g&g W
drives left in pockets of AR %\a"oglg, - TR
| o |Lvice MUCH appRecialeD | ReveNues
clothes at drycleaners S| € 2 I
MGE e v'\‘.r
= More than 12,500 devices R
. 0a1d TRADING
such as laptops, iPads,

F Revenues
L) I \)‘Ii_-

i//

devices found in taxi cabs

iPhones and other storage ;

S)
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SO WHAT CAN WE DO?

= Encryption
- Use encrypted USB flash drives

= Indicate access hours

= Monitoring and enforcement
- Inform staff what’s acceptable and not
- Clearly state in policy

= Disable outside software

= Get an internal data leakage prevention solution
- Control, Audit and Shadowing of transferred data
- Content- Aware Rules and Device Whitelisting
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SO WHAT CAN WE DO? I

= Disable USB and Firewire ports
= Restrict mail size and / or block all attachments
= Restrict the use of Social Networking Sites

= Define a tight policy on acceptable devices and their

usage
- iPods, MP3 players, Bluetooth Devices, iPads etc.

= Ensure that managers as well as users understand the
security plans and policies
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CLOSING...
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THANK YOU! I

QUESTIONS?

Tobie Marais
Senior Technical Consultant

tobie.marais@chillisoft.net

For up-to-date data breaches
datalossdb.org open security foundation
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