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SUMMARY OF ADDITIONAL RECOMMENDATIONS

1.
INTRODUCTION
1.1
In December 1998 I submitted my first report under section 26 of the Privacy Act to Rt Hon Sir Douglas Graham, then Minister of Justice, following a detailed review of the operation of the Act. Necessary and Desirable: Privacy Act 1993 Review had essentially been completed by June 1998 with the rest of the year being devoted to checking details, final consultations and preparing the report for publication.  An advance draft version of the report was given to the Ministry of Justice in July 1998. 

1.2
As far as I am aware, the Ministry has done no detailed policy work in relation to the report and recommendations beyond that undertaken to give the Minister an initial briefing in December 1998 about the content of major recommendations.  Given the length of time that has elapsed, I concluded that it would be useful to reflect further on aspects of the operation of the Privacy Act with a view to providing this supplementary report.  My focus is mainly on issues not earlier identified.  However, I also elaborate upon some of the previous recommendations having considered matters further.

1.3
Towards the end of the report, I also comment on a few of the earlier recommendations.  I have only highlighted cases where a recommendation has been affected by subsequent events, particularly where new legislation of relevance has been introduced since the 1998 report was finalised.  

1.4
I have prepared this supplementary paper so that it conveniently may be read with the 1998 report.  Recommendations are numbered to be read in conjunction with the earlier recommendations.  For example, a recommendation numbered “24A” would either relate to the same subject matter as original recommendation 24, or to the sections in the Act between those dealt with in recommendations 24 and 25.  

2.
FURTHER NECESSARY OR DESIRABLE AMENDMENTS

2.1
SECTION 7 – Savings provision

2.1.1
Section 7(2) provides, in effect, that a specific provision in any Act prohibiting or restricting the availability of personal information will override the right of access under information privacy principle 6.  In my earlier report I observed that there are certain statutory secrecy or non-disclosure provisions saved by section 7(2) which appear to be unnecessarily restrictive when it comes to individuals exercising their rights of access under principle 6.  I gave the tax legislation as an example.  

2.1.2
I concluded a discussion of the issues by exhorting departments which administer statutory secrecy provisions to consider whether they ought to be reviewed so that individual access requests are not unnecessarily precluded.  For the most part, this could be achieved by including an exception in the secrecy provision allowing disclosure to the individual concerned.  I did not in my earlier report offer this as a recommendation but now do so.  

2.1.3
In the period since I submitted my earlier report, the Finance and Expenditure Committee of Parliament has undertaken an inquiry into the powers and operations of the Inland Revenue Department.  In response to a request from the Committee, I provided information to that inquiry in relation to the effect of the secrecy provision on individual rights of access and recommended an amendment to the tax legislation to remedy the problem.
  I am pleased to say that the Committee accepted the point as it explained in its report:

“The Privacy Commissioner submits section 81 of the [Tax Administration Act] should be amended to allow individuals access to information held by the Department about them.  The need for secrecy is not in dispute, but the Privacy Commissioner considers that where this is in conflict with the right of individuals to get information held about themselves, then the provision should go no further than is required to meet the need for secrecy… Section 81 does provide for exceptions and it is the view of the Privacy Commissioner that a further exception be added to allow for access to personal information.  In recommending this, the Privacy Commissioner suggests that any amendment be worded so that it refers to disclosure of information by the Department in response to a request by the individual concerned under privacy principle 6.  We agree.  A more general exception might lead to inroads into the obligation of secrecy.  The proposed amendment would also ensure that the procedural provisions of the Privacy Act 1993, the review provisions involving the Privacy Commissioner and the Complaints Review Tribunal, come into play.”

2.1.4
The Committee recommended:

Section 81 of the [Tax Administration Act 1994] be amended to allow for access to personal information, but that this provision be linked to a request for information by the individual concerned under privacy principle 6.”

2.1.5
Given the importance of the issue, I add this to my recommendation.  

Recommendation 34A

With respect to statutory secrecy provisions saved by section 7(2):

 the departments which administer statutes containing such provisions should consider whether they ought to be amended so that individual access requests under information privacy principle 6 are not unnecessarily precluded; and

 in particular, section 81 of the Tax Administration Act 1994 should be amended to allow for individual access by individuals concerned pursuant to information privacy principle 6 (in drafting such a provision care should be taken to address the risk of coerced access requests).

2.2
SECTION 29 – Other reasons for refusal of requests

2.2.1
In its “fine tuning” review of the Official Information Act 1982, the Law Commission recommended that the following new reason for refusing requests be inserted into that Act:


“That the person making the request has already been refused access to the information requested, provided that no reasonable grounds exist for that person to request the information again.”

2.2.2
The Law Commission’s proposal was a narrowly focused response to the occasional problem of large numbers of requests from the same requester.  It would deal with a requester asking again and again for information that he or she has been denied but would leave unaddressed other problems, for instance, where the repeat-requester knows that the information is available for purchase.  

2.2.3
Something similar has been recommended in the UK.  Clause 12(2) of the Freedom of Information Bill (UK), introduced into the House of Commons in November 1999, states:


“Where a public authority has previously complied with a request for information which was made by any person, it is not obliged to comply with a subsequent identical or substantially similar request from that person unless a reasonable interval has elapsed between compliance with the previous request and the making of the current request.”

2.2.4
A provision to deal with serial or repeat applications is under consideration in Queensland
 and has been adopted in Victoria.

2.2.5
Having reflected on the Law Commission’s recommendation, I believe that it may have merit in the Privacy Act as well.  However, it should only be adopted in the Privacy Act if also included in the Official Information Act.  Otherwise an anomaly might be created whereby third parties might more easily obtain information about an individual than the individual concerned.  It would also open the possibility of an individual asking a friend to lodge repeat requests in circumstances that the individual could not. 

2.2.6
It should be noted that there will be cases where it is entirely reasonable for an individual to ask again for information that has previously been refused.  The Law Commission’s draft provision expressly acknowledges this.  Furthermore, the original or any subsequent refusal can, of course, be taken on review to the Privacy Commissioner and Complaints Review Tribunal.  However, this highlights an issue.  If the requester complained to the Privacy Commissioner about a subsequent refusal, but had not complained about the original refusal, I expect that it will be necessary for the Commissioner and Tribunal to examine the substantive question of whether the information was properly able to be withheld for other reasons set out in Part IV.  Subsequent reviews would be more concerned with whether anything had changed since the original refusal.  If this new provision were to be added to the Act, it may be necessary to oblige the agency to cite to the requester the original reason for withholding the information as well as its reliance upon the new provision.  

2.2.7
The Law Commission’s recommendation focused upon repeat requests where an individual had been refused access.  Perhaps surprisingly, there is also an occasional problem of repeat requesters who have been granted access.  This sometimes arises as a problem in circumstances where no charge can be made for giving access (that is, in respect of information held by public sector agencies or health agencies) and where the duplicate documentation is extensive and therefore costly to supply.  The issue can arise in repeat requests for information by prisoners.  Certainly people charged with, or convicted of, an offence ought to have access to information held by the Police.  However, it can be problematic if, having supplied such information, repeat requests are made for the same information again later.  While I am totally opposed to the approach allowed for in section 31 (whereby imprisoned people would simply be denied access rights) I believe that there may well be a case to allow for refusal of requests where the same information has already been made available on a recent occasion.  A variant on that proposal might be, through an amendment to section 36, to allow the Privacy Commissioner to authorise a public sector agency to make a charge for giving access in respect of such repeat requests.

Recommendation 58A


As alternatives to recommendation 66, consideration should be given to adding new reasons for refusal to section 29 to cover the positions where:

 a person making a request has already been refused access to the information requested, provided that no reasonable grounds exist for that person to request the information again; and

 a person making a request has already been given access to the information requested on a recent occasion, provided that no reasonable grounds exist for the person to request the information again

2.3
SECTION 33 – Application

2.3.1
It has become apparent there are several statutes conferring entitlements akin to information privacy requests which, anomalously, are required to be treated as if they were requests under the Official Information Act 1982.  The statutory entitlements in question were enacted after 1982 when the Official Information Act was indeed the statute relevant to what are now known as information privacy requests.  However, with the enactment of the Privacy Act  and the Official Information Amendment Act 1993 the personal access and correction regime was transferred from the Official Information Act into information privacy principle 6.  Unfortunately, no corresponding amendment was made to the statutes which required personal information requests to be treated as if they were made under the Official Information Act.  This appears to have been an oversight.

2.3.2
The position under these other statutes ought to be made consistent with the arrangements adopted under the Official Information Amendment Act 1993 and Privacy Act 1993.  Some of the provisions are fairly obscure and probably do not give rise to many decisions to withhold information.  However, several are part of processes which bear directly upon people’s livelihoods.
  It is important that the individuals concerned have the full rights of access that they would be entitled to under privacy principle 6 rather than the more general access rights that all members of the public possess under the Official Information Act.  In the present circumstances, it may also be unclear in some cases as to whether it is intended that the Ombudsmen or Privacy Commissioner be the review authority or indeed whether the statutory provisions for complaints apply in respect of such requests.  

2.3.3
It appears that fairly simple amendments to the several sections involved would solve the problem.  By way of example, section 44 of the Coroners Act 1988 grants certain access rights to information held by the Department for Courts as a result of coronial activities.  Section 44(3) states:



“Subject to subsection (2) of this section, the availability of documents given to the Secretary under this Act shall be determined in accordance with the Official Information Act 1982.”

2.3.4
My suggestion is that this be replaced with:


“Subject to subsection (2), the availability of documents given to the Secretary under this Act is to be determined:

 in the case of a request by the individual to whom the information relates – in accordance with the Privacy Act 1993 as if it were an information privacy request;

 in relation to any other request – in accordance with the Official Information Act 1982.”

2.3.5
An example of an existing provision which refers to both statutes can be found in Land Transport Act 1998, section 211(2).

2.3.6
There are not many statutory provisions of the type referred to.  Those that I have identified are set out in the recommendation although it is possible that there may be several more.

Recommendation 60A 

The following statutory provisions, and any similar provisions, should be amended so that relevant requests are treated as information privacy requests in appropriate cases:  Coroners Act 1988, section 44; Transport Services Licensing Act 1989, section 24; Civil Aviation Act 1990, sections 10, 19 and 74; Building Act 1991, Second Schedule, clause 7; Maritime Transport Act 1994, sections 49, 50, 189 and 276; Hazardous Substances and New Organisms Act 1996, section 53.

2.4
SECTION 38 – Assistance

2.4.1
Section 38 is modelled upon section 13 of the Official Information Act.  The Law Commission made a specific recommendation to amend section 13 in its “fine tuning” review of that Act. 
  I did not refer to that proposal in my earlier report but, on further reflection, now believe that similar amendment should be made to section 38.

2.4.2
Based upon the Law Commission’s draft replacement to section 13, but including changes appropriate to the Privacy Act, section 38 could be replaced with the following:



Assistance

Every agency shall owe the following duties to a person who has made or wishes to make a request under this Act:

 to assist that person to specify the requested personal information so that it can readily be retrieved;

 to assist that person by directing his or her request to the appropriate agency;

 where that person asks for his or her request to be treated as urgent, to assist him or her to specify the reasons for seeking the information urgently, if those reasons are not already specified in the request;

 where a request for information is likely to be refused under section 29(2)(b), to consider consulting with that person and, if asked by that person, assist him or her in reformulating the request;

 where the agency wishes to release information which is the subject of a request in a form other than specified in the request, or on conditions, to consult with that person before releasing the information.
2.4.3
The Law Commission’s detailed reasons for proposing the redraft can be found in its report.
  Most also hold true in the Privacy Act context.  Particularly note that the clause:

 amplifies an agency’s duties in respect of an urgent request – a matter I raised in my earlier report in relation to section 38 and in recommendation 67;

 encourages agencies to consult with requesters when administrative difficulties exist in giving access rather than peremptorily refusing the request.

2.4.4
The Law Commission’s draft is an improvement on the existing provision and should be adopted regardless of whether the same changes are made to the Official Information Act.

Recommendation 67A

Section 38 should be replaced with a provision modelled upon the replacement to section 13 of the Official Information Act 1982 recommended by the Law Commission. 

2.5
SECTION 39 – Transfer of requests

2.5.1
Section 39 imposes a duty on agencies to transfer requests “promptly”, and in any case within 10 working days, to another agency where the personal information requested is believed either to be held by, or to be more closely connected with, that other agency’s functions or activities.  


Decisions on transfer

2.5.2
The provision is modelled on section 14 of the Official Information Act 1982.  In its “fine tuning” review of the Official Information Act, the Law Commission highlighted that there was no express provision to complain about transfers to the Ombudsmen in contrast to other aspects of agencies’ handling of requests.  The Law Commission could see no reason for that exception and recommended that the Official Information Act be amended so that a decision to transfer a request under section 14, and failure to comply with the time limit in that section, should become grounds for complaint to the Ombudsmen.

2.5.3
A similar issue arises in the Privacy Act.  Section 66(2)(a) provides that an action is an interference with the privacy of an individual (which calls into play the complaints and remedies provisions) if, in relation to an information privacy request, the action consists of “a decision made under Part IV or Part V of this Act in relation to the request”.  Section 66(2)(a) goes on to spell out six classes of decision which are expressly included.  Since the decision to transfer a request is not included within the six the situation is similar to that under the Official Information Act (albeit that it might be argued that a decision concerning transfer falls within the general phrase “decision made under Part IV or Part V” in section 66(2)(a), or, failing this, that it constitutes an action
 amounting to a breach of information privacy principle 6(3) which could be complained of under section 66(1)(a)(i)).  

2.5.4
A discussion paper released by my office in August 1997 observed that there appeared to be doubt over provision for complaint if an agency fails to meet its obligations under section 39 to transfer requests.
  Fourteen responses were received to a question asking whether the Act should make provision for complaint in relation to a failure to transfer a request in accordance with section 39.  Most responses were in favour.  Of those opposed, some were motivated by a view that the list of decisions in section 66(2)(a) was inclusive rather than exhaustive.

2.5.5
At this point I should observe that section 39 does not actually mention a “decision” merely a “belief” by a person dealing with the request followed by a prompt “transfer”.
  Nonetheless, it seems clear to me that a decision by the person is implicit in the section.  However, the small doubt raised by this aspect strengthens the case to make the position explicit rather than relying upon an inference from the phrase “decision made under … Part V”.  I recommend that a decision concerning transfer ought to be expressly included within section 66(2)(a).  



Recommendation 101A



Section 66(2)(a) should be amended by inserting appropriate reference to a decision to transfer a request under section 39.

Delay after decision taken

2.5.6
It may be unnecessary to make any specific amendment to section 66(3) to take account of a delay in taking a decision on transfer.  If the outer deadline for taking a decision on the request is itself exceeded, the agency will simply be deemed to have refused to make available the information to which the request relates, even if the appropriate action for the agency ultimately turns out to be transfer rather than the grant or refusal of the request. 

2.5.7
However, there is a stronger case to amend section 66(4) which relates to undue delay once a decision is taken.  In this context the question would be whether there had been undue delay in transferring the request, having decided to deal with the matter in that way, rather than undue delay in making information available.  Nonetheless, the issue is the same: the individual may be prejudiced by the agency’s delay.  Indeed, the prejudice may be even greater in respect of a failure to transfer a request since any belated action on the part of the agency will not be followed by immediate access to information but instead further delay as the other agency comes to consider the request for the first time.  Accordingly, I recommend reformulating section 66(4) to encompass undue delay following the decision to transfer a request or, alternatively, that a new subsection to this effect be included.


Recommendation 101B

Section 66(4) should be amended to encompass undue delay on the part of an agency in transferring a request under section 39.  

2.6
SECTION 40 – Decisions on requests


Outer time limit

2.6.1
Section 40 provides that the agency to which an information privacy request has been made, or transferred, must decide whether the request is to be granted and, if so, in what manner and for what charge.  The decision is to made as soon as reasonably practicable and in any case within 20 working days after the day on which the request was received.  I am of the opinion that the outer time limit should now be reduced from 20 to 15 working days.  

2.6.2
The 20 working day outer time limit was one of the procedural provisions inherited from the Official Information Act 1982.  The limit was inserted into the Official Information Act in 1987 following the first major review of the 1982 Act.  The limit therefore reflects decision making, and information handling practice, in public sector agencies in the early to mid 1980s.  It was also a limit deemed appropriate for all manner of Official Information Act requests whereas the period prescribed in section 40 solely relates to personal access requests by the individual concerned.  

2.6.3
Two reviews of information access laws conducted since the Privacy Act was enacted in 1993 touched on this issue.  The Australian Law Reform Commission concluded, in relation to the time limit for processing requests under the Freedom of Information Act 1982 (Cth):

“For the past 9 years, the time limit for processing FOI requests has been 30 days.  It has been suggested that recent advances in information technology and records management means that it should now be easier for agencies to identify and retrieve information and that, consequently, the time limit for processing a request should be reduced.  The review agrees that it is reasonable to expect agencies to take advantages of technological developments to improve their FOI administration.  However, it considers that it would be premature to reduce the 30 day period immediately because some agencies do not yet have the facilities to store all documents electronically.  Instead, it recommends that in three years the time limit should be reduced to 14 days.”

2.6.4
Our own Law Commission concluded in its 1997 “fine tuning” review of the Official Information Act as follows:

“The Law Commission recommends that the Government review the 20 working day time limit [under section 15(1) of the Official Information Act] in three years, with a view to reducing it to 15 working days.  This would recognise that much information is now, or should be, more readily retrievable then when the 20 working day limit was set, because of developments and information technology and information management.  In the meantime, the Government should adopt a three year strategy aimed at improving the ability of all agencies, through information technology and better information management, to respond to requests under the Act.”

2.6.5
In my view, the 20 working day outer time limit should be reduced to 15 working days in the Privacy Act regardless of whether the same reform is adopted in the Official Information Act.  It has always been a feature of our information access laws that individuals are entitled to greater rights in seeking information about themselves than are accorded to third parties seeking official information more generally.  This is manifested in the fact that fewer reasons for withholding exist for personal access requests compared with general Official Information Act requests.  If necessary, it could also be reflected in an obligation to take decisions on requests more promptly with respect to personal access requests.  Furthermore, Official Information Act requests can easily encompass voluminous material (e.g. “all papers relating to the INCIS affair”) which may take longer to process than typical personal access requests.

2.6.6
The technological changes in information retrieval and management should also not be underestimated.  The changes since 1993 are remarkable enough.  However, it is more appropriate to compare current and imminent information technology with that existing in 1987 when legislators last expressly addressed the issue.  Change since that time is nothing short of astounding. Further advances are likely.

2.6.7
In recommending a reduction to 15 working days I have sought to balance the desire for more prompt access with competing administrative demands on agencies.  I have no wish to see agencies making great reliance upon section 41 to extend the time limits.   My recommendation is therefore not as radical as the Australian Law Reform Commission’s which would anticipate a reduction to 10 working days.  I also suggest a year’s delay before the new time limit comes into force.

Recommendation 69A

The 20 working day outer time limit in section 40(1) should be replaced with a 15 working day limit.  There should be a year’s delay before the new limit becomes operative.

Actions after decision taken

2.6.8
I suggest that consideration be given to a further change to section 40.  Presently, the section bears the marginal note “decisions on request” but subsection (2) essentially deals with a matter which occurs after a decision has been taken, namely, the imposition and payment of a full or part charge.  It seems fairly plain, on a careful reading of sections 35 and 40(1) and (2), that there is no authority to make a full or part charge for giving access before a decision is taken on the question of access.  Payment “in advance”, as referred to in section 40(2), relates to an insistence on payment after a decision to grant access has been taken but in advance of actually supplying copies of documentation.
 

2.6.9
The Act generally has little to say about the period between the taking of a decision and the actual giving of physical access.  Normally, this is a relatively brief period and few issues generally arise.  However, issues can arise in two circumstances.  The first concerns an insistence upon payment before information is made available, which itself might lead to delay or dispute.  This is dealt with in section 40(2) but could, I suggest, be better expressed in a provision separate from section 40 which primarily concerns “decisions on requests”.  The second issue relates to any delay in making available copies of documentation notwithstanding the decision taken to do so.  Such delays might be deliberate or inadvertent and can prejudice a requester.  This is not explicitly dealt with in Part V at all but is affected by section 66(4) which provides:


“Undue delay in making information available in response to an information privacy request for that information shall be deemed, for the purposes of subsection (2)(a)(i) of this section, to be a refusal to make that information available.”

2.6.10Accordingly, if a new section were to follow section 40, dealing with the practical and legal issues following the taking of a decision, the duty to make information available without undue delay could be expressed along with the entitlement to charge.


Recommendation 69B


Consideration should be given to removing section 40(2) into a separate section dealing with an agency’s entitlements and duties following the taking of a decision to grant an individual access to information, including the duty to make information available without undue delay.

2.6.11One benefit of the changes I suggest is that there will be greater clarity in respect of the difference in failure to take a decision as soon as reasonably practicable and undue delay in making documents available once a decision has been taken.  Although the substantive law is, to my mind, satisfactory and clear confusion has nonetheless sometimes resulted.  Indeed, I am of the opinion that the High Court misinterpretated section 66(4) in the case of LvT.
  The Court failed to draw a distinction, which is fundamental, between “decisions on requests” (the marginal note to section 40) and “making information available” (that to which section 66(4) applies).

2.7
SECTION 46 – Codes of practice

2.7.1
Generally the information privacy principles apply only to information about living individuals.  This is achieved through the definitions of “personal information” and “individual” in section 2.  In particular, “individual” is defined to mean “a natural person, other than a deceased natural person”.  

2.7.2
It was decided by the select committee studying the Privacy of Information Bill that, in the event of a code of practice being issued in relation to health information, the law should extend to disclosure of information about deceased persons.  This was achieved in section 46(6) and (7) by providing for such a code to be read so that principle 11 applies in respect of health information about any individual “whether living or deceased”.

2.7.3
In my earlier report, I recommended that this provision be reformed so that principle 11 applies for a finite period.  I now further recommend that the security safeguards principle also applies to information about deceased persons.  It is incumbent on health agencies, if they are to ensure that there be no breach of the disclosure principle, to take reasonable security safeguards against loss or unauthorised access or disclosure.  In this context the principles closely inter-relate.  

2.7.4
I also note that the Health (Retention of Health Information) Regulations 1996 now apply a 10-year minimum retention period to health information held by providers of health or disability services.  The obligation in the regulations to retain information is regardless of whether the agency itself has any use for it.  The obligation is not extinguished by death since the definition of “individual” in the regulations expressly includes “a deceased natural person”.
  The only exception expressly relevant to deceased people is that a provider, as an alternative to keeping the information itself, may transfer the information to the personal representative of that individual.

2.7.5
The establishment of a specific health sector related obligation to retain health information about individuals who may be deceased should bring with it a responsibility to safeguard that information.  Had the regulations not existed, it would have been a viable option for health agencies to promptly destroy records relating to deceased persons thereby diminishing any risk of inadvertent disclosure.  


Recommendation 75A

Section 46(6) should be amended so that it applies to information privacy principle 5 as well as principle 11.  

2.8
SECTION 83 – Aggrieved individual may bring proceedings before Complaints Review Tribunal 

2.8.1
Section 83 provides for individuals to bring proceedings before the Complaints Review Tribunal where the Privacy Commissioner or Proceedings Commissioner is of the opinion that the complaints do not have substance or ought not be proceeded with or, where the Proceedings Commissioner would be entitled to bring proceedings he or she agrees to that individual bringing the proceedings or declines to take proceedings.  There is a direct link between section 83 and section 82 which precedes it.  Proceedings may only be brought against “a person to whom section 82 … applies”.  Section 82(1) states:

“This section applies to any person:

(a) in respect of whom an investigation has been conducted under this Part of this Act in relation to any action alleged to be an interference with the privacy of an individual; or

(b) in respect of whom a complaint has been made in relation to  any  such action, where conciliation under section 74 of this Act  has not resulted in a settlement.”
2.8.2
Accordingly, the entitlement to take proceedings to the Tribunal arises where complaints have been through my office’s complaints processes but have not been settled or been the subject of proceedings taken by the Proceedings Commissioner.  The complaints processes provided by the Privacy Commissioner act as a “filtering” or “gatekeeping” mechanism.  Privacy complaints are not to be commenced by litigation which is reserved as a final step only if the other dispute resolution mechanisms have not been successful.

2.8.3
Problems can arise where the Tribunal attempts to deal with, and determine, matters that have not been subject to my investigation.  It seems plain from sections 82 and 83 that this should not happen but it has.  In Cable v NZ Insolvency and Trustees Service
 I maintained that the investigation of part of the plaintiff’s complaint had not been completed because some of the information said to be at issue had not been requested from the agency until after the completion of my investigation and shortly before the hearing.  If the plaintiff wished that issue to be proceeded with, the simple solution for the Tribunal would have been to adjourn or stay the proceedings until the entire matter was ready to go to a hearing.  If the new issue had only been discovered during the course of the hearing, an appropriate solution in some cases might be to render a decision on part of the complaint with the other matter to be brought forward, if required, depending upon the outcome of the investigation and any attempt at settlement.  A similar issue came up in Proceedings Commissioner v Commissioner of Police
 in which the Tribunal restated its position regarding its jurisdiction to hear and determine matters that were not specifically investigated by the Privacy Commissioner.  

2.8.4
The High Court case of L v T 
 was not cited in either of the Tribunal cases although it was decided earlier, was directly on point, and its authority was binding on the Tribunal.  The case should have formed the starting point of the Tribunal’s consideration.  L v T was an appeal from a Complaints Review Tribunal decision.  In it, the Court remarked that:


“The Complaints Review Tribunal acquires jurisdiction only if there has been an investigation by the Privacy Commissioner in a Privacy Act 1993 case or the Human Rights Commission in a Human Rights Act 1993 case – see ss.82 and 83 of each Act.  It is therefore necessary for the Tribunal and, in turn, this Court to identify what complaint was investigated.”  (pp 32-33)


2.8.5
The Court returned to this issue later in its judgment when it dealt with the issue of jurisdiction.  It began by noting that “the jurisdiction of the Tribunal … depends on the ‘complaint’ or ‘matter’,
 as the case may be, which was before the Privacy Commissioner.”  (p 35)

2.8.6
The court went on to refer to two provisions of the Privacy Act that functioned to spell in specific terms the ambit of a complaint that is subject to an investigation by the Privacy Commissioner.  Firstly, while section 68(1) provides that complaints may be made either orally or in writing, section 68(2) requires that an oral complaint must be put in writing as soon as practicable after an oral complaint is made.  Secondly, section 73(b)(i) requires the Privacy Commissioner, before investigating a matter, to “inform the person to whom the investigation relates of … the details of the complaint (if any) or, as the case may be, the subject matter of the investigation”.  The court commented in connection with the section 73 requirement that “the rules of natural justice would require similar notification”.  (p 36)

2.8.7
The issues are bound to arise again from time to time because of the nature of privacy and access complaints and the dispute resolution process.  Especially likely is the possibility of such issues surfacing in proceedings being initiated by unrepresented complainants.  However, the issues only become problematic by reason of the present Tribunal’s approach.   It does seem surprising the Tribunal should accept the case that an investigation by my office is complete when I have expressly maintained to the Tribunal the position that it is not.  If the problem continues to arise, I suggest that consideration by given to clarifying the position to give more direction to the Tribunal.

Recommendation 112A

Consideration should be given to clarifying the position in respect of proceedings taken under section 83 where there is a mixture of issues before the Tribunal, some which have, and others which have not, been the subject of an investigation by the Privacy Commissioner.
2.9
SECTION 88 – Damages

2.9.1
Section 88(2) provides for the disposal of damages recovered by the Proceedings Commissioner.  Provision for cases where the proposed recipient is an unmarried minor or is not of full mental capacity was discussed in my earlier report.  I now refer to the position where the proposed recipient is not under any legal or mental disability. 

2.9.2
Section 88(2) provides that damages recovered by the Proceedings Commissioner under the section are to be paid by the Privacy Commissioner to the aggrieved individual on whose behalf proceedings were brought.  Accordingly, the section anticipates the Proceedings Commissioner paying the damages to the Privacy Commissioner who, in turn, must pass them to the aggrieved individual.  There seems to be no practical benefit in having the double handling of the damages.  The Proceedings Commissioner is, in fact, in a better practical position to arrange for the distribution of damages since, amongst other things: the Proceedings Commissioner will have been in direct contact with the aggrieved individual more recently than the Privacy Commissioner; 

 the Proceedings Commissioner and his staff will be experienced in the disbursement of damages, and have suitable institutional procedures in place to handle such payments, given the busy litigation workload under the Human Rights Act;

 handling this aspect of payment of damages will neatly fit with the Proceedings Commissioner’s duties in the event that the aggrieved individual is under a legal disability.



Recommendation 113A



Section 88(2) should be amended to enable the Proceedings Commissioner to pay damages recovered directly to the aggrieved individual on whose behalf the proceedings were brought.  

2.9.3
The Proceedings Commissioner agrees with this recommendation.

2.10
SECTION 89 – Certain provisions of the Human Rights Act 1993 to apply

2.10.1Section 89 applies the relevant provisions of the Human Rights Act to proceedings of the Complaints Review Tribunal (CRT) taken under the Privacy Act.  I now raise an issue in relation to section 126 of the Human Rights Act which relates to appeals to the High Court.  The first judgment on a High Court appeal from the CRT on a Privacy Act case was rendered in late-August 1998.
  There have been several appeals since.

2.10.2Section 126 of the Human Rights Act requires the High Court in most appeal proceedings to have two additional members drawn from the panel maintained by the Minister under section 101 of the Human Rights Act.  This is the same panel from which members of the CRT itself are drawn.  

2.10.3It must seem rather odd to appellants that the panel used for the High Court appeal is exactly the same as for the Tribunal.  To appellants and others the appeal process may appear to be less independent through this practice and the court not “superior”.  Appearances are important when considering aspects of judicial independence.  For this reason alone some change might be warranted, say, to establish separate panels for CRT and High Court purposes.  The shared panel was a matter that was raised in the Human Rights Commission’s briefing papers for the new Government and was described as anomalous”. 

2.10.4Indeed, I would go further and question the value of having any additional members sitting on Privacy Act appeals to the High Court.  The requirement must inevitably add to the expense of proceedings.  Section 89 of the Privacy Act could be amended so that section 126 of the Human Rights Act does not apply to High Court appeals in Privacy Act cases.  

2.10.5As an alternative, an amendment could be made so that the two additional members were not routinely required but would be appointed only:

(a) with the agreement of appellant and respondent; or

(b) by order of a Judge on the application of appellant or respondent; or

(c) by order of a Judge on his or her own motion.

2.10.6In the event that this alternative were to be favoured, it may be appropriate for the amendment to be made in the Human Rights Act itself rather than section 89 of the Privacy Act.  In that case, consideration could be given to whether the new flexibility to dispense with additional members would be desirable in Human Rights Act discrimination cases as well.   



Recommendation 113B



Consideration should be given to:

(d) establishing a separate panel for additional members of the High Court on appeals from that used by the Complaints Review Tribunal; and/or

(e) ceasing to apply section 126 of the Human Rights Act to appeals to the High Court taken in respect of Privacy Act cases; or  

(f) allowing for additional members to be appointed to the High Court on a case by case basis where sought by the parties or ordered by the Court itself.

3.
UPDATE ON EARLIER RECOMMENDATIONS


In this part of the report, I note some recommendations which may be affected by legislation introduced into, or passed by, Parliament during 1999.  I also note some other developments of interest in relation to earlier recommendations.

3.1
Recommendation 1

3.1.1
I recommended that the relevant changes in legislative drafting style that had been adopted by the Parliamentary Counsel Office in 1997 should be applied throughout the Privacy Act.  

3.1.2
I am pleased to say that the Acts and Regulations Publication Amendment Act 1999 will go a considerable way to implement this recommendation.   From 1 January 2000 certain limited editorial changes have been allowed to be made in reprints of legislation.  To give one example, section 17E(2) of the Acts and Regulations Publication Act enables unnecessary referential words to be omitted.  This will make for shorter cross references within the Privacy Act as there are scores of instances where the phrases “of this Act”, “of this section”, “of this subsection” and “of this principle” appear.  

3.1.3
I made a submission to the Government Administration Committee supporting the amendment bill.
  However, I highlighted several aspects of the stylistic changes adopted by Parliamentary Counsel Office in 1987 which would not be picked up by the reprint amendment.  The Committee acted upon one submission that I made concerning the numbering of schedules but others were thought to go beyond the scope of the bill to authorise editorial changes of a relatively minor nature.  For instance, I noted the current drafting practice is no longer to use “shall” but to use “must” or “is to”.  Adopting that stylistic practice throughout the Privacy Act was part of recommendation 1.  Accordingly, the merit of that, and other aspects of my recommendation, still need to be considered on a substantive basis.

3.2
Recommendation 5

3.2.1
I recommended that an appropriate committee of Parliament should consider whether it is desirable to adopt rules similar to any of the 12 information privacy principles for itself.  The recommendation was expressed in a tentative and deferential manner given the special constitutional position of the House of Representatives and the need to appropriately preserve Parliamentary privileges.  Although I was aware of, and cited, Canadian studies which had recommended reform of access rights in relation to the legislative branch of Government, I had been unaware of other laws directly applying privacy or data protection principles to national Parliaments.  

3.2.2
However, a bill introduced into the UK House of Commons on 18 November 1999 proposes to amend the Data Protection Act to apply to the British Parliament.
  The explanatory notes make clear that the Data Protection Act will apply to personal data processed by or on behalf of either House of Parliament, designate the data controllers for each House and provide an exemption from prosecution under the Act to the designated data controllers.  There is also provision conferring exemptions from certain provisions of the Data Protection Act where required to avoid infringing Parliamentary privilege.  It is further explained that similar provision is unnecessary for the Scottish Parliament, Welsh Assembly and Northern Ireland Assembly as the Data Protection Act 1998 already applies to them.
 

3.3
Recommendation 7

3.3.1
I recommended that consideration be given to replacing the total exemption for the Parliamentary Service Commission in subparagraph (b)(v) of the definition of “agency” with a partial exemption.  

3.3.2
Since my report was submitted, a review team looking at the governance structure of the Parliamentary Service Commission and Parliamentary Service reported.
  The review team noted my recommendation without dissent but did not itself consider the merits or otherwise of the proposed narrowing of the exemption from the Privacy Act.  In September 1999 the Parliamentary Service Bill was introduced to implement some of the review team’s recommendations.  I took the opportunity to consider the issue further and provided a report to Hon. Tony Ryall, then Minister of Justice, in relation to the matter.

3.3.3
The bill remains before the Government Administration Committee which provides a forum to consider the issue.  In my report on the Parliamentary Service Bill I concluded that the main case for an exemption for the two parliamentary service bodies related to the right of access contained in principle 6 rather then any concern about the remaining 11 information privacy principles.  Accordingly, I recommended:

“That subparagraph (b)(v) of the definition of ‘agency’ in section 2 of the Privacy Act be amended so that the Parliamentary Service Commission be made subject to information privacy principles 1-5 and 7-12.”

3.3.4
I offer this as a supplementary recommendation 7A.

3.4
Recommendation 8

3.4.1
I recommended that the partial exemption for the Parliamentary Service, in subparagraph (b)(vi) of the definition of “agency” should be repealed or further restricted if this could be achieved in a manner that did not impact upon the exemption relating to members of Parliament in their official capacities.

3.4.2
As with recommendation 7, I considered this issue in relation to the Parliamentary Service Bill.  I recommended:

“That subparagraph (b)(vi) of the definition of ‘agency’ in the Privacy Act be amended so that:

(g) the Parliamentary Service be made subject to information privacy principles 1-5 and 7-12;

(h) the present partial exemption that applies to the Parliamentary Service generally be continued in relation to rights of access normally enjoyed under privacy principle 6, with access rights also extended to prospective employees and contractors.”

3.4.3
I offer this as a supplementary recommendation 8A.

3.4.4
Although I expressed my recommendations bearing upon recommendation 7 and 8 in terms of the definition of “agency” in the Privacy Act it is possible that the same effect can be achieved through removing the exemptions from the Privacy Act entirely but qualifying the position by specific provision in the Parliamentary Service Act.

3.5
Recommendations 35 and 61 – Electronic commerce

3.5.1
For over two years now, the Law Commission has been examining aspects of New Zealand law affected by electronic commerce.  Its work seeks to ascertain whether any changes to the law are needed to fit the electronic environment in which much business is now carried out.

3.5.2
It is unsurprising that information privacy and data protection matters arise in the Law Commission’s work.  Transborder data flow issues have been fundamental to development of information privacy law worldwide.  One of the many issues arising in relation to electronic commerce has been how to provide adequate standards of data protection where information is transferred between jurisdictions possessing different laws and administrative practices.  Globalisation and harmonisation were important aspects of the economic context of my review.

3.5.3
I drew aspects of my review report and recommendations to the Law Commission’s attention, especially as they related to the question of whether New Zealand offered “adequate protection” in terms of the EU Data Protection Directive.

3.5.4
In its second electronic commerce report, the Law Commission stated:

“The Privacy Commissioner has recently made a number of recommendations for amendment of the Privacy Act 1993.  Two of the amendments recommended are designed to ensure that the Privacy Act will be deemed ‘adequate’ under the EU Data Protection Directive.  First, the Privacy Commissioner recommends amendment to section 34 of the Privacy Act.  Section 34 provides that certain requests in relation to personal information held by an agency may only be made where the requester is either a New Zealand citizen, a permanent resident of New Zealand or is in New Zealand at the time.  The Privacy Commissioner recommends that the denial of the right of access to non-New Zealanders who are not present in New Zealand at the time should be done away with.  Secondly, the Privacy Commissioner notes that there is a possibility that European agencies may divert data transmission through New Zealand to another country so as to avoid the ‘adequacy’ provisions in the EU directive.  The Privacy Commissioner recommends that this should be prevented.”
 

3.5.5
The Law Commission concluded :

“We agree with the Privacy Commissioner that New Zealand needs to have effective privacy laws to encourage electronic commerce.  We also agree that the Privacy Act 1993 applies adequately to the environment.  Further, for the reasons given by the Privacy Commissioner, we agree that the amendments to the Privacy Act which he recommends (discussed above) should be adopted.”

3.6
Recommendation 35 – Australian developments

3.6.1
Recommendation 35 concerned the desirability of express transborder data flow controls, consistent with the OECD Guidelines and the emerging international approach to data export.  There have been some recent Australian developments of interest in relation to this recommendation. 


Transborder data flows

3.6.2
At several places in the report, reference is made to the Australian National Principles for the Fair Handling of Personal Information (“the National Principles”).  These principles were developed by the Federal Privacy Commissioner, at the request of the Australian Prime Minister, after extensive consultation with business, consumers and governments.  The National Principles were issued in February 1998 on an interim basis to be revised in the following 12 months.  The final version was published in January 1999.
 

3.6.3
The National Privacy Principles will be incorporated directly into new Australian privacy legislation at Federal level and probably also in state laws.  Slightly modified official versions were released later in 1999 as suitable for direct incorporation into statute.
  It is therefore timely to note that principle 9 addresses transborder data flows.  The full provision as proposed for the Commonwealth bill (the Victorian bill is very similar) reads as follows:

“Principle 9 – Transborder Data Flows

An organisation in Australia or an external territory may transfer personal information about an individual to someone (other than the organisation or the individual) who is in a foreign country only if:

(a) the organisation reasonably believes that the recipient of the information is subject to a law, binding scheme or contract which effectively upholds principles for fair information handling that are substantially similar to the National Privacy Principles; or

(a) the individual concerned consents to the transfer; or

(a) the transfer is necessary for the performance of a contract between the individual concerned and the organisation, or for the implementation of pre-contractual measures taken in response to the individual’s request; or

(a) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the individual concerned between the organisation and a third party; or

(a) all of the following apply:

(a) the transfer is for the benefit of the individual;

(a) it is impracticable to obtain such consent of the individual to  that transfer;

(a) if it were practicable to obtain such consent, the individual would be likely to give it; or

(a) the organisation has taken reasonable steps to ensure that the information which it has transferred will not be held, used or disclosed by the recipient of the information inconsistently with the National Privacy Principles.”

3.6.4
I highlight the Australian developments even though they take a different approach to that suggested in my recommendations 35(a) and (b).  Although my recommendations pointed to a “minimalist” approach to the issues, I did stress that the issues needed to be studied in the context of the emerging international approach to data export.  Australian developments are an important reflection of that emerging approach.  The Australian principle is especially significant given the close economic ties between our two countries.


“Substantially similar” law

3.6.5
The other significance of principle 9 is that New Zealand’s Privacy Act will in the future be scrutinised to see whether it upholds principles for fair information handling that are “substantially similar” to the National Privacy Principles.  This will highlight some of the same issues raised by the EU scrutiny over whether New Zealand’s law provides an “adequate level of protection” in terms of the EU Directive.  The absence of data export controls may be thought likely to arise as an issue for the Australians in terms of principle 9(a).  However that will not be the only issue.  For example, the standing requirement in section 34 of the Act will presumably also be a problem (strengthening the case for action on recommendation 51).  Furthermore, principle 10 in the National Privacy Principles deals with the collection of “sensitive information” and the absence of any similar principle in the New Zealand Act may be an issue requiring to be considered by the Australians.  

3.6.6
The absence from the New Zealand Act of data export and sensitive information controls, and the imposition of a standing requirement to exercise access and correction rights, were issues canvassed in my earlier report as arising for scrutiny under the EU Directive.  However, an entirely new issue also arises. This revolves around the fact that the National Privacy Principles contain an anonymity principle which provides:

“Anonymity
Wherever it is lawful and practicable, individuals must have the option of not identifying themselves when entering transactions.”

3.6.7
It is not clear whether the Australians will take the view that a set of otherwise similar privacy principles is to be considered “substantially similar” to the National Privacy Principles even if it omits an anonymity principle.  However, for pragmatic reasons the Australians will presumably have to take account of the fact that no omnibus privacy law outside Australia yet contains such a principle.
  

3.6.8
Furthermore, since the anonymity principle is probably characterised as a collection principle, its relevance to transborder data flow controls is probably minimal since at issue is the transfer and protection of information already collected or obtained.
  Similar reasoning suggests that the absence of a “sensitive information” principle, which in the Australian scheme is solely a “collection” principle, should not be a barrier to onward transfers.


Anonymity principle for NZ

3.6.9
Nonetheless, I recommend that serious consideration be given to adopting such a principle.  My view is not based upon any fear that New Zealand’s law will be found wanting on the transborder data flow test in the Australian Act, but on the intrinsic merit of such a principle from a privacy perspective.  Such a principle may be an essential protection if we are to retain our privacy in the electronic age.

3.6.10
Although I did not offer any recommendation in relation to an anonymity principle in my earlier report, I did examine the issue and undertake public consultation in relation to it.
  Although at that point the National Privacy Principles had not been proposed, non-legislative anonymity principles already existed or had been proposed in Australia, the USA and Canada.
  I also heralded the importance of the matter in the introduction to my earlier report.

3.6.11
My tentative view is that an anonymity principle could reasonably be added to our existing information privacy principle 1 as representing an elaboration of the phrase “necessary for that purpose” in principle 1(b).


Recommendation 17B

Consideration should be given to adding, as a second part of information privacy principle 1, a new principle that “wherever it is lawful and practicable, individuals should have the option of not identifying themselves when entering transactions.”

3.7
Recommendation 35(a)

3.7.1
Recommendation 35 was that the Act be amended to include express provisions for controlling transborder data flows, consistent with clause 17 of the OECD Guidelines and the emerging international approach to data export.  The recommendation went on to make two specific suggestions for consideration.  The first, recommendation 35(a) was that the consideration be given to providing:

“a mechanism which would allow mutual assistance to be extended to prohibit data exports in circumstances where New Zealand is being used as a conduit for transfers designed to circumvent controls in EU and other privacy laws.”

3.7.2
The report discussed clause 17 of the OECD Guidelines and the emerging international approach to data export.  It noted that the enforcement mechanism suggested for consideration might be modelled upon the “transfer prohibition notices” provided for in section 12 of the Data Protection Act 1984 (UK).  In the report I did not attempt to draft a transborder data flow provision but instead indicated my support for such a provision and indicated the elements I believed should be incorporated.  To advance what I consider to be an important, and urgent, matter I have prepared draft clauses which might be suitable to implement recommendation 35(a). 

3.7.3
The clauses I have prepared are set out in an appendix to this report as a proposed Part XIA of the Act.  Proposed clause 114A outlines the circumstances in which a transfer of personal information outside New Zealand might be prohibited.  Clause 114B provides that this is to be effected by a transfer prohibition notice.  Clause 114C allows for appeals against transfer prohibition notices.  The proposal is modelled upon section 12 of the Data Protection 1984 (UK) as refined by provisions in the Data Protection Act 1988 (Ireland) and Data Protection Act 1998 (UK).  

3.7.4
The clauses do not provide the only approach that might be taken to implement my recommendation.  However, I believe that they represent the minimum necessary to ensure that New Zealand’s law can be shown to provide “adequate protection” to personal data received from the EU.  I expect that the provision will also avoid any potential problems with meeting the data export controls proposed to be brought into force in jurisdictions outside Europe including, for example, Hong Kong and Australia.  

3.7.5
The clauses have not strictly followed the “mutual assistance” model suggested for consideration in the recommendation.  My understanding from speaking with European officials and other experts is that the EU will expect the data export controls be able to be activated without awaiting a formal request from an authority in a European state.  Nonetheless, the proposal still has a “mutual assistance” quality in that it provides a mechanism whereby action can be taken where overseas data protection authorities express concerns to me about particular transfers.  

3.8
Recommendation 51

3.8.1
Section 28 provides for the withholding of information in order to protect trade secrets or to avoid prejudice to certain other commercial interests.  In my earlier report, I expressed the view that the second part of section 28, concerning likely “prejudice to a commercial position”, is arguably too narrowly drawn to enable withholding in all appropriate circumstances.  I suggested that consideration be given to amending section 28(1)(b) to provide for withholding where the information requested would reveal the agency’s bargaining position in respect of negotiations involving the individual concerned (or another person in a similar position) and unreasonably prejudice the commercial position of the agency itself.  This was the principal shortcoming identified in the existing provision but not necessarily the only one.  I drew back from developing a precise proposal for amending section 28(1)(b) but mentioned that laws in other jurisdictions permitted the withholding of a wider range of information.  I used the example of the British Columbia law which allowed the withholding of information supplied to, or the report of, an arbitrator.

3.8.3
By way of update, I draw to your attention that the UK Freedom of Information Bill directly addresses the matter of arbitration in an exemption relating to court records .  The UK bill provides:


“Information held by a public authority is exempt information if it is held only by virtue of being contained in:

(b) any document placed in the custody of a person conducting an … arbitration, for the purposes of the … arbitration, or 

(c) any document created by the person conducting an … arbitration, for the purposes of the … arbitration.”

3.9
Recommendation 149

3.9.1
I recommended that there should be an offence created of knowingly destroying documents containing personal information to which the individual concerned has sought access in order to evade an access request.  In the discussion preceding that recommendation, an example of such an offence provision was given from the Alberta Freedom of Information and Protection of Privacy Act 1994.  It may be useful to note that the proposed Canadian Personal Information Protection and Electronic Documents Act, passed by the House of Commons of Canada in October 1999 as bill C-6, also includes such an offence.

3.9.2
Clause 8(8) of bill C-6 states:

“… an organization that has personal information that is the subject of a request shall retain the information for as long as is necessary to allow the individual to exhaust any recourse under this Part that they may have.”

3.9.3
Clause 28 provides:

“Every person who knowingly contravenes subsection 8(8) … is guilty of:

(d) an offence punishable on summary conviction and liable to a fine not exceeding $10,000; or

(e) an indictable offence and liable to a fine not exceeding $100,000.”
3.9.4
The effect of the Canadian provision is similar to that of the Alberta one and is in line with my recommendation.  However, an interesting feature is that it also imposes a clear procedural or administrative duty on agencies relevant to the handling of access requests.  This duty continues beyond the taking of a decision to grant or refuse access.  If a similar explicit duty were to be included in the New Zealand Act it would appear in Part V.  A suitable 

location might be the new section that I propose should immediately follow section 40 (refer recommendation 59B above).

3.9.5
The new South African information access law also creates both an explicit obligation to preserve records until a final decision on a request is taken (including internal review and any legal proceedings) and an offence of destroying, damaging, altering, concealing or falsifying a record “with intent to deny a right of access”.

Recommendation 149A

Consideration should be given to creating an explicit duty to retain  requested personal information for as long as is reasonably necessary to allow the individual to exhaust any recourse under the Act, to accompany the proposed offence of knowingly destroying documents to evade an access request.

3.9.6
The Freedom of Information Bill introduced into the UK House of Commons on 18 November 1999 also dealt with the issue.  Clause 75 of that bill makes it an offence to alter, deface, block, erase, destroy or conceal a record held by a public authority with the intention of preventing its disclosure to an applicant who has made a request for the information and is entitled to receive it.  The offence applies to the public authority and anyone who is employed by, is an officer of, or is subject to the direction of, the public authority.  A person found guilty of the offence is liable to fine not exceeding £5,000.  The events cannot be committed by a Government department but can be committed by civil servants.

4.
SUMMARY OF ADDITIONAL RECOMMENDATIONS 



I make the following recommendations:

Recommendation 7A

Subparagraph (b)(v) of the definition of “agency” in section 2 should be amended so that the Parliamentary Service Commission be made subject to information privacy principles 1-5 and 7-12.  (Supple. report paras 3.3.1-3.3.4.)

Recommendation 8A

Subparagraph (b)(vi) of the definition of “agency” should be amended so that:

(f) the Parliamentary Service be made subject to information privacy principles 1-5 and 7-12.  

(g) the present partial exemption that applies to the Parliamentary Service generally be continued in relation to rights of access normally enjoyed under information privacy principle 6, with access rights also extended to prospective employees and contractors. (Supple. report paras 3.4.1 – 3.4.3.)

Recommendation 17A

Consideration should be given to adding, as a second part of information privacy principle 1, a new principle that “wherever it is lawful and practicable, individuals should have the option of not identifying themselves when entering transactions.”  (Supple. report para 3.6.1 - 3.6.11.)

Recommendation 34A

With respect to statutory secrecy provisions saved by section 7(2):

(a) the departments which administer statutes containing such provisions should consider whether they ought to be amended so that individual access requests under information privacy principle 6 are not unnecessarily precluded; and

(b) in particular, section 81 of the Tax Administration Act 1994 should be amended to allow for individual access by individuals concerned pursuant to information privacy principle 6 (in drafting such a provision care should be taken to address the risk of coerced access requests).  (Supple. report paras 2.1.1 - 2.1.5.)

Recommendation 58A


As alternatives to recommendation 66, consideration should be given to adding new reasons for refusal to section 29 to cover the positions where:

(a) a person making a request has already been refused access to the information requested, provided that no reasonable grounds exist for that person to request the information again; and

(b) a person making a request has already been given access to the information requested on a recent occasion, provided that no reasonable grounds exist for the person to request the information again.   (Supple. report paras 2.2.1 - 2.2.6.)

Recommendation 60A 

The following statutory provisions, and any similar provisions, should be amended so that relevant requests are treated as information privacy requests in appropriate cases:  Coroners Act 1988, section 44; Transport Services Licensing Act 1989, section 24; Civil Aviation Act 1990, sections 10, 19 and 74; Building Act 1991, Second Schedule, clause 7; Maritime Transport Act 1994, sections 49, 50, 189 and 276; Hazardous Substances and New Organisms Act 1996, section 53.  (Supple. report para 2.3.1 – 2.3.6.)

Recommendation 67A

Section 38 should be replaced with a provision modelled upon the replacement to section 13 of the Official Information Act 1982 recommended by the Law Commission.  (Supple. report paras 2.4.1 – 2.4.4.)

Recommendation 69A

The 20 working day outer time limit in section 40(1) should be replaced with a 15 working day limit.  There should be a year’s delay before the new limit becomes operative.  (Supple. report paras 2.6.1 – 2.6.7.)

Recommendation 69B


Consideration should be given to removing section 40(2) into a separate section dealing with an agency’s entitlements and duties following the taking of a decision to grant an individual access to information, including the duty to make information available without undue delay.  (Supple. report paras 2.6.8 – 2.6.11.) 

Recommendation 75A

Section 46(6) should be amended so that it applies to information privacy principle 5 as well as principle 11.  (Supple. report paras 2.7.1 – 2.7.5.)

Recommendation 101A

Section 66(2)(a) should be amended by inserting appropriate reference to a decision to transfer a request under section 39.  (Supple. report para 2.5.1 - 2.5.5.)  

Recommendation 101B

Section 66(4) should be amended to encompass undue delay on the part of an agency in transferring a request under section 39.  (Supple. report paras 2.5.6 & 2.5.7.)

Recommendation 112A

Consideration should be given to clarifying the position in respect of proceedings taken under section 83 where there is a mixture of issues before the Tribunal, some which have, and others which have not, been the subject of an investigation by the Privacy Commissioner.  (Supple. report paras 2.8.1 – 2.8.7.)
Recommendation 113A

Section 88(2) should be amended to enable the Proceedings Commissioner to pay damages recovered directly to the aggrieved individual on whose behalf the proceedings were brought.  (Supple. report paras 2.9.1 - 2.9.3.)

Recommendation 113B

Considerations should be given to:

(a) establishing a separate panel for additional members of the High Court on appeals from that used by the Complaints Review Tribunal; and/or

(b) ceasing to apply section 126 of the Human Rights Act to appeals to the High Court taken in respect of Privacy Act cases; or

(c) allowing for additional members to be appointed to the High Court on a case by case basis where sought by the parties or ordered by the Court itself.  (Supple. report paras 2.10.1 – 2.10.6.)

Recommendation 149A

Consideration should be given to creating an explicit duty to retain  requested personal information for as long as is reasonably necessary to allow the individual to exhaust any recourse under the Act, to accompany the proposed offence of knowingly destroying documents to evade an access request.  (Supple. report paras 3.9.1 – 3.9.5.)

B H Slane

Privacy Commissioner

7 April 2000

APPENDIX
PROPOSED PART XIA

TRANSFER OF INFORMATION OUTSIDE NEW ZEALAND

114A. Prohibition on transfer of personal information outside New Zealand

(a) The Commissioner may prohibit a transfer of personal information from New Zealand to a place outside New Zealand where he or she is satisfied on reasonable grounds that:

a. the information has been, or will be, received in New Zealand from another country and is intended to be re-exported to a jurisdiction where it will not be subject to a law providing comparable safeguards to this Act; and

b. the re-export of the information may circumvent the privacy or data protection legislation of the country from which it has been, or will be, received; and

c. the transfer would be likely to lead to contravention of the basic principles of privacy and data protection.

Cf. DPA 84
, s.12(1), 12(4); DPA 88
, s.11(1)

(b) In determining whether to prohibit a transfer of personal information, the Commissioner must consider in addition to the matters referred to in subsection (1) and in section 14:

a. whether the transfer would be likely to affect any individual;

b. the general desirability of facilitating the free flow of information between New Zealand and other places;

c. any existing or developing general international guidelines relevant to transborder data flows including, but not limited to, the:

i. OECD Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data;

ii. European Union Directive 95/46/EC on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data. 

Cf. DPA 84, s.12(4); DPA 88, ss.11(3), 11(4); PA,
 s.14

(c) The Commissioner may not prohibit a transfer of information if the transfer of the information, or the information itself, is required or authorised by or under any enactment or required by any convention or other instrument imposing an international obligation on New Zealand.

Cf. DPA 84, s.12(9); DPA 88, s.11(10)
114B Transfer prohibition notice

(a) A prohibition under subsection (1) of section 114A is to be effected by the service of a transfer prohibition notice on the person proposing to transfer the information concerned.

Cf. DPA 84, s.12(1); DPA 88, s.11(5)

(b) A transfer prohibition notice must:

a. prohibit the transfer concerned either absolutely or until the person has taken such steps as are specified in the notice for protecting the interests of the individuals concerned;

b. specify the time when it is to take effect;

c. specify the grounds for the prohibition; and

d. state that the person concerned may appeal to the Complaints Review Tribunal under section 114C against the prohibition specified in the notice within 15 working days from service of the notice.

Cf. DPA 84, ss.12(1), 12(5); DPA 88, s.11(6)

(c) The time specified in a transfer prohibition notice for compliance with the prohibition specified therein must not be expressed to expire before the end of the period of 15 working days specified in subsection (2) and, if an appeal is brought against the prohibition, the prohibition need not be complied with and subsection (7) will not apply in relation thereto, pending the determination or withdrawal of the appeal.  

Cf. DPA 84, ss.12(6), 12(7); DPA 88, 11(7)

(d) If the Commissioner:

a. by reason of special circumstances, considers that a transfer prohibition notice should be complied with as a matter of urgency; and

b. includes in the notice a statement to that effect and a statement of his or her reasons for reaching that conclusion;

subsections (2)(d) and (3) will not apply in relation to the notice but the notice must not require compliance with the prohibition before the end of the period of five working days beginning on the date on which the notice is served.

Cf. DPA 84, s. 12(7); DPA 88, s.11(8)

(e) If the Commissioner considers that all or any of the provisions of a transfer prohibition notice need not be complied with in order to avoid a contravention of the basic principles of privacy and data protection, he or she may cancel or vary the notice by written notice to the person on whom it was served.  

Cf. DPA 98
, s.41(1)

(f) A person on whom a transfer prohibition notice has been served may, at any time after expiry of the period during which an appeal can be brought against that notice, apply in writing to the Commissioner for the cancellation or variation of that notice on the ground that, by reason of a change in circumstances, all or any of the provisions of that notice need not be complied with in order to avoid contravention of the basic principles of privacy and data protection.

Cf. DPA 98, s.41(2)

(7)
Every person who, without reasonable excuse, fails or refuses to comply with a prohibition specified in a transfer prohibition notice is guilty of an offence and is liable on summary conviction to a fine not exceeding $2000.

Cf. DPA 84, s.12(10); DPA 88 s.11(13); DPA 98, s.47; PA s.127

114C.  Appeals against transfer prohibition notice

(1)
Any person on whom a transfer prohibition notice is served may appeal to the Complaints Review Tribunal against the whole or any part of the notice.


Cf. DPA 84, s.13(1); DPA 98, s.48(1)

(2)
A person on whom a transfer prohibition notice has been served may appeal to the Tribunal against the refusal of an application under section 114B(6) for cancellation or variation of the notice.


Cf. DPA 98, s.48(2)
(3)
Where any such notice contains a statement by the Commissioner in accordance with section 114B(4), then, whether or not the person appeals against the prohibition notice, an appeal may be lodged against the Commissioner’s decision to include that statement in the notice or against the effect of the inclusion of the statement as respects any part of the notice.


Cf. DPA 84, s.13(3)

(4)
If on an appeal the Tribunal considers:

(a) the notice against which the appeal is brought is not in accordance with the law; or

(b) to the extent that the notice involved an exercise of discretion by the Commissioner, that he or she ought to have exercised his or her discretion differently; 

the Tribunal must allow the appeal or substitute such other decision or notice as could have been made or served by the Commissioner, and in any other case the Tribunal must dismiss the appeal.



Cf. DPA 84, s.14(1)

(5)
The Tribunal may review any determination of fact on which the notice in question was based.


Cf. DPA 84, s.14(2)

(6)
On any appeal under subsection (2) the Tribunal may direct:

(a) that the notice in question is to have effect as if it did not contain any such statement as is mentioned in that subsection; or 

(b) that the inclusion of the statement is not to have effect in relation to any part of the notice; 

and may make such modifications in the notice as may be required for giving effect to the direction.  


Cf. DPA 84, s.14(4); DPA 98, s.49(4)

(7)
Part IV of the Human Rights Act 1993 applies, with such modifications as are necessary, in respect of proceedings under this section as if they were proceedings under section 38 of that Act.  



Cf. PA, s.98
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