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THIRD SUPPLEMENT TO FIRST PERIODIC REVIEW OF THE OPERATION OF THE PRIVACY ACT

1. INTRODUCTION

1.1
The Privacy Act requires that the Privacy Commissioner review the operation of the Act periodically and report to the Minister with recommendations for any necessary or desirable amendments.
  My predecessor, Bruce Slane, undertook a major review in 1997 and 1998, and submitted his report Necessary and Desirable: Privacy Act 1993 Review in November 1998.  He took the opportunity to update that report with two supplementary reports in April 2000 and January 2003.  

1.2
The review serves several purposes.  The research and consultations involved have informed the Commissioner in the continuing performance of functions.  In many cases, the review confirms aspects of the Act that are operating satisfactorily and do not need amendment.  However, the Commissioner did make a number of recommendations for amendment to the Act.  Where the Commissioner has suggested change to the Act, some action is needed since the recommendations are not self-executing.  The anticipated process could be summarised as follows:

· Privacy Commissioner makes a recommendation

· Ministry of Justice evaluates recommendation and advises Minister

· Minister takes a position on recommendation and advises Cabinet

· Cabinet adopts, rejects or defers the recommendation

· if adopted, a bill to implement the recommendation is introduced 

· select committee studies the bill, takes submissions and reports back

· Parliament enacts those law changes that have majority support.

1.3
Accordingly, it is of some concern that five years have passed without moving  through even the stage of the Ministry’s evaluation of most recommendations. However, I am encouraged by your publicly stated will to advance on the review recommendations.
  I decided to offer this further update to assist the Ministry in its task of evaluating the existing recommendations.  In a number of cases, this update refers to developments, such as relevant law changes, since the earlier report.  I offer a small number of additional recommendations that are not merely updates on earlier recommendations.  They generally arise from developments since the 1998 report including further experience within my office. 

1.4
As with the earlier updates, the recommendations are ordered and numbered in such a way that they fit with the original recommendations.  For convenience, a consolidated set of recommendations is also provided as a separate document.  

1.5
Section 26(1)(a)(ii) requires the Commissioner to review the operation of the Act at intervals of not more than 5 years since the date of the last review.  Five years from the November 1998 report is November 2003.  I do not consider it is practicable to actively embark upon a further review yet. 
  I certainly hope that the Ministry can urgently advance the evaluation of the 1998 recommendations so that the position is clearer for a meaningful second review.

2. FURTHER NECESSARY OR DESIRABLE AMENDMENTS AND UPDATE ON EARLIER RECOMMENDATIONS

2.1
Recommendations 1 and 4

2.1.1
In 1998 the Privacy Commissioner recommended that a consolidated reprint of the Act follow the implementation of reforms adopted as a result of the report.  The delayed evaluation of the recommendations meant that the case for a reprint needed to be pressed without awaiting for any resulting amendments.  The reprint has now been published and is a valuable means by which to improve useability of the legislation.  It incorporates many modern presentational and stylistic improvements.

2.2 Recommendation 19A

2.2.1
Information privacy principle 3 is at the heart of the Privacy Act’s attempt to implement the OECD “openness principle” which provides:


“There should be a general policy of openness about developments, practices and policies with respect to personal data.  Means should be readily available of establishing the existence and nature of personal data, and the main purposes of their use, as well as the identity and usual residence of the data controller.”

2.2.2
By focusing solely on the act of “collection”, principle 3 attempts to implement the openness principle in a more limited way than some overseas laws.  For example, some countries’ laws impose obligations of openness in relation to all data held, not merely that which is collected.
  Furthermore, principle 3 applies only to collection from the individual concerned whereas some privacy laws require the individual to be informed also where information is collected from someone else.
  

2.2.3
It has been suggested by one commentator that since the principle applies to collection “directly from” the individual then there must be a class of “indirect” collection that is excluded from the principle, perhaps videotaping, tape recording or photographing an identifiable individual.
  That view, if accepted, would mean that agencies would not have to be open about their purposes in such collections and this would limit the usefulness of the principle, particularly for requiring workplace monitoring to be transparent.  The more usual view taken is that “direct” collection does include methods such as videotaping,  but that “indirect” collection, governed by principle 2, involves collection from sources other than the individual. 

2.2.4
In my view, the position will be clearer and more satisfactorily addressed if the word “directly” is simply omitted from principle 3.  

Recommendation 19A

The word “directly” should be omitted from information privacy principle 3(1).  

2.3
Recommendation 25A

2.3.1
Information privacy principles 6 and 7 are both subject to the procedural provisions to be found in Part 5 of the Act.  Stylistically there is divergence between the principles in that principle 6(3) states that the application of the principle is subject to the provisions of Parts 4 and 5 whereas principle 7 is silent in relation to Part 5.  There may be merit in making explicit reference to Part 5 within principle 7.  Not only would this be consistent with principle 6, but it would be of assistance to users of the Act.  

Recommendation 25A


There should be a reference in information privacy principle 7 to the application of Part 5 of the Act.  

2.4 Recommendations 30 – 34A

2.4.1
Section 7, which is reasonably complex, is critical to the interaction between the information privacy principles and other laws.  The provision cannot be fully effective unless its meaning is known to, and understood by, the people who must apply the principles.  Agencies are sometimes unaware, or purport to be unaware, that a desired action which is prohibited by a principle may well be permitted by other legislation which authorises or requires it.  Simplifying the presentation of the content of section 7 is an objective of several of the recommendations.

2.4.2
I take the opportunity to contrast section 7 with a more recently enacted provision to similar effect in an Australian Privacy Act: 


“Relationship of this Act to other laws

 (1) If a provision made by or under this Act is inconsistent with a provision made by or under any other Act, that other provision prevails and the provision made by or under this Act (to the extent of the inconsistency) is of no force or effect.

 (2) Without limiting subsection (1), nothing in this Act affects the operation of the Freedom of Information Act 1982 or any right, privilege, obligation or liability conferred or imposed under that Act or any exemption arising under that Act.”

2.4.3
I am not suggesting that any particular formulation in that section should be directly adopted.  All I wish to illustrate is how a modern statute can convey the statutory inter-relationship in a fairly brief manner.  

2.5 Recommendation 37A

2.5.1
It is expected that this recommendation (to state a duty to act independently) will be implemented by an amendment to section 13 introduced by the Public Finance (State Sector) Management Bill.

2.6 Recommendations 39 and 39A

2.6.1
The Statutes Amendment Bill (No 3), introduced to Parliament in December 2002, will replace a number of the references to the “Proceedings Commissioner” with references to the “Director of Human Rights Proceedings”.  

2.7 Recommendations 45 and 46 

2.7.1
Clauses 2 and 6 of Schedule 1 are both expected to be repealed by the Public Finance (State Sector Management) Bill.

2.8
Recommendation 50

2.8.1
It was recommended that a definition of “trade secret” be included in section 28.  I note that the following definition, which seems suitable to be copied, has recently been inserted into the Crimes Act 1961:


“For the purposes of this section, trade secret means any information that:

(a) is, or has the potential to be, used industrially or commercially; and

(b) is not generally available in industrial or commercial use; and

(c) has economic value or potential economic value to the possessor of the information; and

(d) is the subject of all reasonable efforts to preserve its secrecy.”

2.9 Recommendation 56A

2.9.1
The Health Practitioners Competence Assurance Act 2003 recently inserted a new subsection (4) into section 29 defining “medical practitioner” as follows:


“In subsection (1)(c), medical practitioner means a health practitioner who is, or is deemed to be, registered with the Medical Council of New Zealand continued by section 110(1)(a) of the Health Practitioners Competence Assurance Act 2003 as a practitioner of the profession of medicine.”

2.9.2
A number of the recommendations in the review sought to remove “legislative clutter” and I am disappointed at the insertion of this complex definition.  The definition does not assist with the only relevant interpretational difficulty: who is the individual’s medical practitioner when they have both a general practitioner and a specialist in attendance?  Section 159 of the Health Practitioners Competence Assurance Act provides an interpretational provision where “medical practitioner” is referred to in other enactments.  

Recommendation 56A


Consideration should be given to simplifying or omitting the definition of “medical practitioner” in section 29(4).  

2.10 Recommendation 81A

2.10.1
Section 55 provides that nothing in principle 6 or 7 applies in respect of certain classes of listed information.  The exception contained in paragraph (e) is directed towards ensuring that investigations by the Privacy Commissioner can be conducted satisfactorily.
  It ensures that correspondence between the Commissioner and an agency whose decision or actions are being reviewed is not itself the subject of access requests.  Note that the Office of the Privacy Commissioner is subject to the Privacy Act and so the exception is applicable to requests made to the agency or to the Commissioner’s office itself.

2.10.2
The Privacy Commissioner is also subject to the Official Information Act 1982.  There is a counterpart to section 55 in that other Act where a request for access is made under that Act rather than as an information privacy request by the individual concerned under principle 6.

2.10.3
The Official Information Act defines “official information” to mean any information held by an organisation (such as the Privacy Commissioner) but provides in paragraph (j) that it:


“Does not include information contained in any correspondence or communication that has taken place between the Office of the Privacy Commissioner and any department or Minister of the Crown or organisation and that relates to any investigation conducted by the Privacy Commissioner under the Privacy Act 1993, other than information that has come into existence before the commencement of that investigation.”  [emphasis added]

2.10.4
There appears to be an issue where a request is for information in correspondence or communications that have taken place between the Privacy Commissioner and a private sector agency that relates to an investigation conducted by the Privacy Commissioner under the Privacy Act.  

2.10.5
Exception (j) to the definition of “official information” may be too narrowly drawn to achieve its policy objective.  A problem could arise in relation to a request under Parts 2 or 4 of the Official Information Act.
  Given the approach taken in section 55(e), and in exceptions (i) and (j) of the definition of “official information” in the Official Information Act, it seems that exception (j) should be extended to include correspondence with any “agency” (as defined in the Privacy Act) rather than being limited to correspondence with a department, Minister or organisation.  

Recommendation 81A


Paragraph (j) of the definition of “official information” in the Official Information Act 1982 should be amended to replace “department or Minister of the Crown or organisation” with “agency (as that term is defined in the Privacy Act 1993)”.  

2.11 Recommendation 82A

2.11.1
Section 56 exempts personal information that is collected or held by an agency that is an individual where the information is collected or held solely or principally for the purposes of, or in connection with, that individual’s personal, family, or household affairs.  The 1998 report highlighted that some family or household members engage in misleading conduct to the detriment of others.  It was recommended that section 56 not apply where an individual has collected information from an agency under false pretences.  

2.11.2
Since 1998 a practice of significant concern has emerged involving the covert filming of individuals in intimate circumstances.   Although it has happened using older technology, the practice has grown through the availability of cheap miniature cameras and the ability to capture digital images on personal computers with readily available software.  Complaints have occasionally come to my office.
  The Chief Censor of Film and Literature has also been approached on a number of occasions seeking classification of video recordings of people changing their clothes taken by cameras deliberately hidden in bedrooms, baches and changing rooms.  It seems to me only a matter of time before a case will arise in which the covert filming involves family or household members (for example flatmates).  The victim of the intrusive activity will be unable to obtain redress through the Privacy Act if the domestic affairs exemption in section 56 applies.  

2.11.3
I understand that a recent reference has been made to the Law Commission to look at the matter of secret filming and the possible ways that the matter should be addressed.  I suggest that the relevance of the domestic affairs exemption should be considered with some of the same issues in mind.  I understand that the Law Commission will have completed its work by February 2004.

2.11.4
There may also be a case to limit the domestic affairs exemption to provide that it does not apply to any collection, holding, use or disclosure that is generally unlawful.  For example, if a flatmate used an interception device to intercept a private communication of a household member, this would be an offence under the Crimes Act 1961 and the domestic affairs exemption ought to be unavailable to avoid a complaint under principle 4.  Similarly, if the law were to criminalise videos of the type mentioned above.  One possible approach would be to provide that section 56 does not limit the application of information privacy principle 4(a).  

Recommendation 82A

The domestic affairs exemption in section 56 should be limited so that it does not apply to cases of secret filming of people in intimate situations or to unlawful collection of personal information.

2.12 Recommendation 101C, 101D, 101E and 101F

2.12.1
Information privacy principles 6 and 7, concerning access and correction respectively, are bracketed together for certain purposes of the Act.  For example, Part 5 of the Act sets out procedural provisions relating to requests under both principles.  Section 33 defines “information privacy request” to be a request made pursuant to:

· principle 6(1)(a) to obtain confirmation of whether or not an agency holds personal information;

· principle 6(1)(b) to be given access to personal information;

· principle 7(1) for correction of personal information.

2.12.2
Section 66(2), (3) and (4) uses the term “information privacy request”.  However, it appears that section 66 is deficient in relation to those information privacy requests that are made under principle 7.  

2.12.3
Section 66(2)(a)(vi) refers to “a refusal to correct personal information”.  This, in essence, describes a principle 7(1)(a) request.  However, the other part of principle 7(1) is paragraph (b) which is the individual’s entitlement:


“To request that there be attached to the information a statement of the correction sought but not made.”

It appears to me that section 66(2)(a)(vi) ought to read:


a refusal to correct personal information or a refusal to attach a statement of correction sought but not made [additional words highlighted]

Recommendation 101C

Section 66(2)(a)(vi) should also refer to a refusal of a request under information privacy principle 7(1)(b).  

2.12.4
Section 66(3) refers to the failure to meet the time limits fixed by section 40(1).  The failure is deemed, for the purpose of an access request, to be a refusal to make information available.  However, the provision is silent in respect of a correction request.  Accordingly, there should be a counterpart reference to correction requests so that for the purpose of section 66(2)(a)(vi) a failure to comply with the time limits in section 40(1) will be deemed to be a refusal to correct personal information.  


Recommendation 101D

Section 66(3) should be amended so that, in relation to a correction request, a failure to meet the time limit fixed by section 40(1) is deemed to be a refusal to correct personal information.

2.12.5
Section 66(4) refers to undue delay in making information available in response to an information privacy request.  Undue delay is deemed, for the purpose of section 66(2)(a)(i), to be a refusal to make the information available.  Again, access requests are clearly covered but not correction requests.  An individual may be prejudiced if an agency unduly delays in actually making the correction it has promised to make.

Recommendation 101E

Section 66(4) should be amended so that undue delay in correcting information in response to a correction request is deemed, for the purposes of section 66(2)(a)(vi), to be a refusal to correct the information to which the request relates.

2.12.6 It might also be appropriate to clarify the relationship between section 44 (“reason for refusal to be given”) and section 66 (“interference with privacy”).  Section 44 is an especially important procedural provision in the access regime.  An effective right to be given reasons for refusal is essential to accountability (whether there is good reason to withhold or not) and to being able to effectively challenge such a refusal.  Similarly the entitlement to be told that one can complain to the Commissioner to seek an investigation and review of the refusal is important if individuals are to enforce their rights.  However, it is not beyond doubt as to whether a failure to comply with section 44 is an interference with privacy in terms of section 66.

Recommendation 101F

Consideration should be given to clarifying the relationship between sections 44 and 66.

2.13
Recommendation 102A

2.13.1
Section 82 explicitly anticipates what are sometimes referred to as “representative proceedings” or “class actions”.  Section 82(4) provides that:


“The Director of Human Rights Proceedings may, under subsection (2), bring proceedings on behalf of a class of individuals, and may seek on behalf of individuals who belong to the class any of the remedies described in section 85, where the Director of Human Rights Proceedings considers that a person to whom this section applies is carrying on a practice which affects that class and which is an interference with the privacy of an individual.”  

2.13.2
There are no particular machinery provisions in the Act fleshing out how the Director of Human Rights Proceedings is to establish a class and proceed with a representative action.  

2.13.3
It may be timely to consider whether the statute would benefit from dealing in more detail with the handling of representative proceedings.  It has been suggested by one commentator that representative complaints may be particularly suited to privacy issues by minimising further privacy intrusion, dealing with systematic issues, providing effective deterrents and bringing some practical benefits.
  Although there has, as yet, been no New Zealand experience, two major representative complaints, concerning tenancy reporting databases, have recently been lodged under the Australian Privacy Act and the first privacy class action in Canada was brought in February 2003.
  

2.13.4
By contrast to the New Zealand Act’s lack of machinery provisions, the Australian Privacy Act 1988 provides in detail for:

· conditions for representative complaint registration and handling;

· determining that a complaint is not to continue as a representative complaint; and

· how an individual complaint may become a representative one.

2.13.5
I raise the question of whether it is timely to amend the Act to provide more clearly for representative complaints.  I do not have any firm view although I think it doubtful that much use will be made of section 82(4) in the absence of some guiding legislative mechanism for recognising a class and clarifying how the proceedings would be handled.   Obviously the DHRP would need to be consulted if it were desired to explore this matter further.

Recommendation 102A

Consideration should be given to providing for the registration and handling of representative complaints.

2.14 Recommendation 104A

2.14.1
Section 71 sets out the basis upon which I may, in my discretion, decide to take no action, or no further action, on a complaint.  I suggest that the Commissioner be given an additional discretion to decide to take no action on a complaint where a complaint is made more than 12 months after the complainant became aware of the matter complained about.  Such a provision is to be found in the Australian Privacy Act
 and in the Human Rights Act 1993.
  The provision could be included as a new subsection, as with the counterpart provision in the Human Rights Act, or as a new paragraph within subsection (1), as in the Australian Privacy Act.  If included as a separate subsection, there will need to be a link to subsection (2).  If inserted as a new paragraph to subsection (1), I would suggest the retention of the existing paragraph 71(1)(a) although there would be some overlap.  

2.14.2
Now that the Privacy Act is reasonably well known and the jurisdiction has begun to mature, it is appropriate in my view to include a provision of this type.  I anticipate that with the new discretion, a Commissioner would typically not investigate older complaints.  However, a discretion would be exercised and there would certainly be some cases where older complaints would warrant being taken up (for example, depending upon the importance of the matter to the individual concerned or to the public generally).  

Recommendation 104A

Section 71 should be amended so that the Commissioner has a discretion to decide to take no action on a complaint where the complaint was made more than 12 months after the complainant became aware of the action complained about.

2.15 Recommendation 107

2.15.1
Recommendation 107 sought to streamline the Act by combining three largely repetitive provisions, sections 72 to 72B, into a single composite provision.  In the reprint, those provisions occupy nearly two pages of the statute.  The original report noted that the Health and Disability Commissioner Act had a single combined complaints transfer provision.  A recent amendment to that provision has resulted in an even more streamlined version with the simple drafting expedient of referring throughout to the relevant “statutory officer”, a term defined in a subsection to mean the Chief Human Rights Commissioner, Chief Ombudsmen and Privacy Commissioner.
  This is also the concise formula adopted for the Children’s Commissioner Act.

2.15.2
One merit of a composite provision is that it is a straightforward matter to add further statutory officers to the list.  The 1998 report suggested that consideration be given to listing the Police Complaints Authority (now to be renamed the Independent Police Complaints Authority), Human Rights Commission and the Broadcasting Standards Authority.  Consideration could also be given to the Children’s Commissioner who will now have a wider complaints jurisdiction than was formerly the case with the attendant possibility of overlap in jurisdictions.  Counterpart consultation and transfer provisions are to be found in the amendments to the Children’s Commissioner Act.  

2.16
Recommendation 107A 

2.16.1
It has long been understood that national approaches to privacy protection have the potential to act as significant barriers to transborder data flows.  Accordingly, international standard setting has focused upon developing compatible privacy principles to be applied in different jurisdictions thereby providing assurance that personal data crossing borders will be adequately protected.  One of the factors frequently cited as inhibiting the growth of e-commerce, and perhaps also the acceptance of e-government, is concern by consumers and citizens about the protection of their personal information when transacting on-line.  The establishment of privacy laws and other data protection mechanisms, with rights of redress, have been seen as critical means of building public trust in e-commerce.  

2.16.2 Sections 72, 72A and 72B recognise that, in the domestic context, individuals occasionally complain to the wrong complaints body or that their complaints raise issues which require authorities to cooperate in concurrent or consecutive investigations.  With the growth of e-commerce this need to cooperate in investigations or to transfer complaints should not stop at national borders if individuals are to have access to the protections and remedies that they may need.

2.16.3 The OECD Guidelines governing the Protection of Privacy and Transborder Flows of Personal Data, which the Privacy Act seeks to implement, encourages international cooperation and specifically provides that member countries should establish procedures to facilitate information exchange, and mutual assistance in the procedural and investigative matters involved.  

2.16.4 In my view, it is timely to provide in the Act for cooperation in respect of cross-border complaints.  I suggest that the complaints referral provision should provide for consultation with overseas authorities performing a similar function to the Privacy Commissioner in cases where complaints may concern a respondent based in the other state (or both states) with a view to cooperation in the handling of complaints or for the transfer of complaints.

Recommendation 107A

Provision should be made for the transfer of complaints to, or the cooperative handling of complaints with, privacy commissioners and similar authorities in other states.  

2.17 Recommendation 112

2.17.1
It was recommended that provision should be made to allow Tribunal proceedings to be brought by the Director of Human Rights Proceedings where there is a breach of an assurance given to the Privacy Commissioner under sections 74 or 77.  Necessary and Desirable: Privacy Act 1993 Review noted a comparable problem in relation to settlements obtained under the Human Rights Act complaints processes.  It is therefore worth recording that a subsequent amendment to the Human Rights Act addresses the problem in that other context as follows:


“Enforcement of terms of settlement agreed by parties


A settlement between parties to a complaint may be enforced by proceedings before the Tribunal brought under section 92B(4):

(a) by the complainant (if any) or the aggrieved person (if not the complainant); or

(b) by the person against whom the complaint was made.”

2.18 Recommendation 112B

2.18.1
Section 83 provides that the aggrieved individual may bring proceedings before the Human Rights Review Tribunal in certain circumstances.  Proceedings may only be brought where the Commissioner or the Director of Human Rights Proceedings have reached certain opinions or taken particular decisions, namely one of the following:

· the Commissioner or DHRP has formed the opinion that the complaint does not have substance (section 83(a));

· the Commissioner or DHRP is of the opinion that the matter ought not be proceeded with (section 83(a));

· the DHRP is entitled to bring proceedings but agrees to the individual bringing proceedings (section 83(b)); or

· the DHRP is entitled to bring proceedings but declines to do so (section 83(b)).

2.18.2
The Privacy Act does not specify a time limit in which the aggrieved individual may lodge Tribunal proceedings after the Commissioner or DHRP have formed the necessary opinions or taken the relevant decisions.  It would be appropriate for the Act to state that proceedings must be brought within a period running from the date on which the aggrieved individual receives notice of the relevant opinion or decision (with the Tribunal having a discretion to accept late proceedings in exceptional cases).  

2.18.3
Respondents will need to retain all necessary documentation while there remains a risk a risk of Tribunal proceedings being lodged.  It would be problematic to both a respondent and, to a lesser extent, the Privacy Commissioner were proceedings to be launched a number of years after the completion of a complaints investigation.  Set against the benefit to the respondent in obtaining “closure” through a time limit, is the diminution in the aggrieved individual’s rights and the possibility of unfairness as a result of the new limit.  I consider that a six month limit strikes an appropriate balance and will suitably protect individual interests.

Recommendation 112B


Section 83 should provide that an aggrieved individual may only bring proceedings within six months of receiving notice that:

(a) the Commissioner or Director of Human Rights Proceedings are of the opinion that the complaint does not have substance or should not be proceeded with; or

(b) the DHRP agrees to the aggrieved individual bringing proceedings or declines to take proceedings.  

2.19 Recommendation 113 and 113C

2.19.1
It was recommended that the payment of damages under section 88(2) and (3) to an aggrieved individual under a legal disability should be more closely aligned with section 88(2)-(6) of the Human Rights Act 1993.  With subsequent amendments, that is no longer the correct section.  Reference should now be made to section 92N of the Human Rights Act 1993.  

2.19.2
The reference to section 123(4) of the Human Rights Act, found in recommendation 113C, has not altered as a result of the amendments to that Act.  

2.20 Recommendation 116A

2.20.1
The parts of the Privacy Act dealing with complaints put a great deal of emphasis upon seeking to achieve settlements.  Frequently an apology will form the basis of a settlement either alone or together with some other feature such as compensation or an assurance that an agency practice will be changed so that the action complained about will not be repeated.  While some agencies attract complaints by reason of their deliberate actions, many others harm individuals inadvertently.  Mistakes are made or flaws in systems go unnoticed until there is a mishap.  Agencies that are proactive and skilled in customer relations can often sort out the resulting complaints by acting quickly to identify the problem, fixing it and attending to the individual to see how things can be put right.  A timely apology often prevents small complaints from festering into something larger. Prompt resolution of a problem, combined with a sincere apology, can mean that an agency will retain a satisfied customer.  Unsatisfactory handling of even a relatively minor complaint may not only make attempts at resolution protracted and costly but also mean a lost customer will probably spread bad publicity amongst friends and associates.

2.20.2
The New South Wales Ombudsman has the following to say in response to the question “why apologise?”:


“When things go wrong, many complainants demand no more than to be listened to, understood, respected and, where appropriate, provided with an explanation and apology.  Where an apology is warranted it can have great impact if given immediately and in a sincere manner.  Even in unclear situations, the act of apologising can be a potent way to appease an aggrieved person.  Regardless of who is in the wrong, a prompt and sincere apology for any misunderstanding is likely to work wonders.  It will often avoid the escalation of a dispute and the significant cost in time and resources that can be involved.”

2.20.3
The law in relation to civil liability was recently reformed in New South Wales.  One aspect of this governed the status of apologies.  The government’s hope was that the reform would presumably make agencies less reluctant to apologise and lead to fewer cases ending up in court.  

2.20.4
The New South Wales Civil Liability Act 2002 defines “apology” as:


“An expression of sympathy or regret, or of a general sense of benevolence or compassion, in connection with any matter whether or not the apology admits or implies an admission of fault in connection with the matter.”

2.20.5
Section 69 of the New South Wales Act provides:


“Effect of apology on liability

 (1) An apology made by or on behalf of a person in connection with any matter alleged to have been caused by the person:

(a) does not constitute an express or implied admission of fault or liability by the person in connection with that matter; and

(b) is not relevant to the determination of fault or liability in connection with that matter.

(2)
Evidence of an apology made by or on behalf of a person in connection with any matter alleged to have been caused by the person is not admissible in any civil proceedings as evidence of the fault or liability of the person in connection with that matter.”

2.20.6
There may be merit in introducing a provision into the Privacy Act along similar lines.  The provision could perhaps follow the privilege in section 96 since, in essence, the NSW provision creates a privilege for respondents to ensure that apologies are not admissible in litigation.  The public policy objective is to encourage the settlement of complaints without, in the context of the Privacy Act, recourse to the Human Rights Review Tribunal or perhaps even the Privacy Commissioner.  The provision would remove the fear that some agencies have that if a settlement is not secured, an apology will be used against them in later proceedings.  

2.20.7
In fact, it is not necessarily the case that an apology could be used against a respondent in proceedings anyway.  The Human Rights Review Tribunal has indicated that it would be unlikely to depart from the usual rules applying to the admission of “without prejudice” correspondence in the context of court proceedings notwithstanding that it is authorised to receive evidence that would not be admissible in a court of law.
  However, even if a provision drawn in a more limited fashion than the NSW law were to go no further than the existing law, there may be benefit in having an explicit statutory statement in order to promote the role of apologies in securing settlements.  

2.20.8
Although I recommend that a provision modelled upon section 69 (or perhaps just section 69(2)) of the NSW Civil Liability Act 2002 be considered for inclusion in the Privacy Act, I accept that there are some difficulties in doing so.  For example, the NSW law was a general change to civil liability law (albeit with a number of significant exceptions to its application) whereas what I propose would be specific to just one statutory jurisdiction.  The privilege would not, for instance, apply to all proceedings before the Tribunal only those brought under the Privacy Act.  Furthermore, if an apology was relevant under the Privacy Act and some other course of action (such as defamation), the law as to admissibility of the apology may differ.

2.20.9 Furthermore, there are also philosophical considerations.  For example, would such a reform be likely to have the effect of making prompt, genuine and heart felt apologies more likely or might the converse occur in some cases: a willingness to offer casual and thoughtless apologies in order to fob off complainants?  

Recommendation 116A


Consideration should be given to including an explicit privilege against the admissibility of apologies in Tribunal proceedings, modelled upon the Civil Liability Act 2002 (NSW), with a view to promoting apologies in the securing of settlements.  

2.21 Recommendation 135A

2.21.1
Information matching rule 6 provides that certain personal information that is disclosed pursuant to an information matching provision must be destroyed as soon as practicable.  Ordinarily this important requirement is unproblematic.  However, an operational problem has arisen with a particular programme causing me to recommend an amendment to the rule.  The issue, set out in full in an  earlier report,
 is not one that requires a general change to the approach of the rule, which remains perfectly sound.  Instead, an exemption power is needed.  

Recommendation 135A


The Commissioner should be empowered to grant exemptions from information matching rule 6(1). 

2.22 Recommendations 149 and 149A

2.22.1
Recommendations 149 and 149A addressed the issue of destruction of information in order to deny the individual concerned their access rights.  The issue of destruction of records can also arise outside the statutory access regimes.  One example would be the shredding of documents to which there is an entitlement to discovery in civil proceedings.  Some jurisdictions, particularly in the United States, have addressed the issue in civil law through the recognition of a tort of spoliation of evidence. Spoliation of evidence is where evidence is intentionally destroyed, damaged, or concealed to prevent its use in litigation.  The evidence in question is generally assumed to be unfavourable to the party responsible for the spoliation.  

2.22.2
The tort of spoliation of evidence is not universally recognised by courts in the English speaking world.  The position in New Zealand was clarified in September 2003 when the Court of Appeal decided not to recognise the tort in the case of Burns v National Bank of New Zealand.
 

2.22.3
The judgment makes clear that the common law is unlikely to “fill the gap” in the sense of compensating for prejudice to litigation rights caused through the destruction of information.  It remains appropriate to directly address the issue in the statutory scheme.  

3.
SUMMARY OF ADDITIONAL RECOMMENDATIONS

3.1
The following recommendations are made:

Recommendation 19A

The word “directly” should be omitted from information privacy principle 3(1).  


Recommendation 25A


There should be a reference in information privacy principle 7 to the application of Part 5 of the Act.  

Recommendation 56A


Consideration should be given to simplifying or omitting the definition of “medical practitioner” in section 29(4).  

Recommendation 81A


Paragraph (j) of the definition of “official information” in the Official Information Act 1982 should be amended to replace “department or Minister of the Crown or organisation” with “agency (as that term is defined in the Privacy Act 1993)”.  

Recommendation 82A

The domestic affairs exemption in section 56 should be limited so that it does not apply to cases of secret filming of people in intimate situations or to unlawful collection of personal information.

Recommendation 101C

Section 66(2)(a)(vi) should also refer to a refusal of a request under information privacy principle 7(1)(b).  

Recommendation 101D

Section 66(3) should be amended so that, in relation to a correction request, a failure to meet the time limit fixed by section 40(1) is deemed to be a refusal to correct personal information.

Recommendation 101E

Section 66(4) should be amended so that undue delay in correcting information in response to a correction request is deemed, for the purposes of section 66(2)(a)(vi), to be a refusal to correct the information to which the request relates.

Recommendation 101F

Consideration should be given to clarifying the relationship between sections 44 and 66.

Recommendation 102A

Consideration should be given to providing for the registration and handling of representative complaints.

Recommendation 104A

Section 71 should be amended so that the Commissioner has a discretion to decide to take no action on a complaint where the complaint was made more than 12 months after the complainant became aware of the action complained about.

Recommendation 107A

Provision should be made for the transfer of complaints to, or the cooperative handling of complaints with, privacy commissioners and similar authorities in other states.  

Recommendation 112B


Section 83 should provide that an aggrieved individual may only bring proceedings within six months of receiving notice that:

(a) the Commissioner or Director of Human Rights Proceedings are of the opinion that the complaint does not have substance or should not be proceeded with; or

(b) the DHRP agrees to the aggrieved individual bringing proceedings or declines to take proceedings.  

Recommendation 116A


Consideration should be given to including an explicit privilege against the admissibility of apologies in Tribunal proceedings, modelled upon the Civil Liability Act 2002 (NSW), with a view to promoting apologies in the securing of settlements.  

Recommendation 135A


The Commissioner should be empowered to grant exemptions from information matching rule 6(1). 

Marie Shroff

Privacy Commissioner

18 December 2003
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