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Privacy and Personal Information

Business Asset or Business Risk?
Learn how to handle customer and employee information in the technological age
Employers and Manufacturers’ Association (Northern)
8 August 2006

Did you know…?
As we sit here now, there are many databases holding information about you, your income, family, house, education and lifestyle. Quite a lot is open to the public. For starters, there is your birth certificate, marriage certificate, passport and entry on the electoral roll. 
You will have a national health index number which links to any information about you held by a hospital, GP, medical laboratory or pharmacy. 
Financially, there will be information about you relating to income tax return information, superannuation, insurance and annuity details, credit reporting agencies such as Baycorp, and banks. 
Then there’s mobile phone records, the video store, the local library, the sports club, Ticketek, customer loyalty schemes such as Fly Buys, TradeMe, and your internet service provider to name a few. Perhaps you are also a member of a political party or professional association.
If you’ve had an active past, there may be information about you held by the New Zealand Security Intelligence Service, traffic fine information, or details held by NZ Police or courts. 

You will have given some of that information voluntarily, and some of it you are required by law to provide. But what happens to it, how securely is it held, and who has access to it? These are all fair questions to ask. In fact, I encourage you to ask exactly those sorts of questions of the businesses and organisations holding information about you.  And, to ask yourselves as business people holding client and employee information, whether you could answer those questions satisfactorily.
The powerful technology which has transformed the way this information is held and used, is also transforming our lives and the way we do business.  It is up to all of us to make sure the technology is used for good rather than evil.

Is privacy a real issue?

How much of an issue is privacy?  The news media gives us a clue.  Privacy related stories in the last few months include:

· Tana Umaga/Chris Masoe/TradeMe/CCTV footage sale
· proposed children/parents ID number and database

· policeman convicted of accessing his girlfriend’s mobile calls

· fingerscanning of employees
· US veterans administration –laptop stolen, containing entire client database
· online banking – leaks; phishing
· internet/identity fraud
· TradeMe Romanian phishing attack.

Does anyone care about privacy?

In spite of all this you may still be asking if anyone really cares.
Key points from the UMR survey 
It is important to objectively test New Zealanders’ attitudes to privacy. A little over five years ago my predecessor Bruce Slane commissioned UMR to survey public opinion on privacy. In March this year I commissioned a further survey, of 1000 people. The results showed remarkable consistency.

Key points include:
· A high, continuing, level of public concern about individual privacy - constant across the urban and rural divide, and across age ranges. 

· Privacy is now sixth out of nine major issues surveyed. Concern about education, crime and violence, health, environment and the economy ranked ahead. Of the major issues surveyed concern about privacy now ranks ahead of unemployment.
· Over 80 percent of people pinpointed the internet and business as key areas of privacy-related concern.

· 93 percent of you considered good privacy practices by business as important as efficiency, and product quality, and service, and more important than convenience – a loud wake up call to those businesses not already switched on to privacy.

· 85 percent of those under 30 believe that New Zealand needs a Privacy Commission – perhaps reflecting young people’s awareness of the power of technology.

The survey demonstrates that New Zealanders do value their personal information and hold concerns about how it is handled. 
Why does privacy matter to business?

You might still be asking, but why does privacy matter to me and my business? Simply, privacy matters at a very practical level because “what’s good for privacy is good for business – and government”. More and more, having access to personal information means having not just knowledge, but power. We are in the information-rich, data-loaded world.  As a person, your personal identity is a saleable commodity.  As a business person, the personal information you collect is a critical tool for your business.
So - privacy is both a business asset and business risk.  The hot button is trust.  How many times have you heard business gurus saying – it costs 10 times as much to get a new customer as to keep an old one?
In order to compete and succeed in this brave new world, doing business now demands your attention to privacy issues. But it’s not just another compliance cost: in the business equation, good personal information practice will be rewarded with customer trust – and therefore benefit your bottom line. 

What are your “business risks” from poor personal information handling?

1.
loss of customer and employee trust

2.
brand and reputation damage

3.
customer and business partner attrition, and 

4.
risking loss of the value of information.  
In the New Zealand Post example – posties collecting information for a paint company – the resulting public reaction and media coverage risked brand damage to an iconic New Zealand agency.
On the up-side, the “business asset” side of things, some persuasive reasons for business to choose good privacy practice are:

· Retain and enhance trust and your brand value.

· Pragmatism. Reduces the risk of more regulation. Few businesses want a greater compliance burden or more prescriptive law.

· Avoiding potential legal costs and penalties. No organisation wants to incur costs by dealing with numerous complaints or being involved in court cases.

· Staff morale.  An organisational culture that respects privacy can give a business the real, but often intangible, benefits of a happy and productive workforce.

· Corporate social responsibility.  Leading businesses are aware of the principles of operating a business in a manner that meets or exceeds the ethical, legal, commercial and public expectations that society has of business. 
This list was put together mainly by my colleague Karen Curtis, Australian Privacy Commissioner, who shares my concerns about privacy and business.

So – privacy protection can even be your point of difference in a cynical and disillusioned market which increasingly questions business ethics.
What are the rules?
The Privacy Act has 12 key principles. But following the KISS principle (Keep It Simple Stupid!) here are a few simple pointers to keep in mind when handling personal information:

· Collect and keep only what you really need

· Be fair and open about what you are collecting and why

· Look after the information once you have it

· Use it only for the reason it was collected

· In general terms, you shouldn’t disclose the information to others, unless that’s part of the reason you collected it in the first place

· Allow access and correction.
That all sounds quite reasonable and is pretty commonsense stuff. The Privacy Act is really about purpose, openness and clarity.

When you are dealing with personal information – take a no surprises approach. Be proactive rather than reactive and put in place reasonable standards of security and accuracy. Bigger businesses should have an internal complaints system in place - so you can respond appropriately to requests you might get from people for access to their own information, and deal with any complaints. For smaller businesses, make sure you have turned your mind to the issue and have fair and open information handling practices.

Remember, people have a right to see their information if they want to. They can also ask for it to be corrected if they think it is wrong. There are some instances when you can refuse to do that. 
Call our enquiries line 0800 803 909 if you want to discuss any of these things further.

Common examples and some tips

· Customer and employee records (keep them safe)

· Train employees to respect customers’, and each other’s privacy (unintentional lapses can be costly)

· CCTV (Be clear about why it’s there. If it’s for security purposes, just use it for that. Don’t forget to have signage.)

· Checking on employees’ internet use (tell them you will be doing it)

· Your computers (keep firewalls and virus protections up‑to‑date)

· Security and privacy (there’s an overlap – if you’re spending money on security it may be useful and economical to extend it to privacy protection).
· Have a privacy policy, and a statement if you need one e.g. on your mail  order form, website or in your front office.

Personal tips

· Know your rights (challenge instances when personal information is being collected unnecessarily. In some cases, like information held by credit reporters, Baycorp, it’s wise to ask to see the information they hold, and then to have any errors corrected.)

· Your personal computer (keep firewalls and virus protections up-to-date

· Direct marketing (you can ask the Marketing Association to put you on the “do not call” list).

What do we do?
The Privacy Act was passed unanimously in 1993.  The Act gives me a broad range of functions:

· monitor government policy and legislation and issue codes where required and overseas trends
· monitor NZ privacy generally 
· check data matching by government

for example – employers/MSD (benefit fraud)

 – IRD/MSD (qualify for community services card)

 – unenrolled voters EEC/LTSA/MoT/MSD
· education/communications/reporting.  Our freephone line gets 6,000 calls a year.
· Complaints.  We get around 600 written complaints a year.
The Act emphasises balance.  Personal information protection is a necessary part of consumer rights – but it must by law be balanced against competing social or economic interests.

My personal focus?  TRUST is the issue.  Our goals?

· a New Zealand which protects individual privacy and supports individual freedom and identity

· a New Zealand where citizens and consumers trust government and business to handle their personal information well.

And – a New Zealand which retains its competitive advantage by keeping privacy protections up to international standards.

Conclusion

What does all this mean for you?  I want to shift business and public focus:

· from compliance to active protection

· from seeing privacy as a burden, to seeing it as a positive asset and a brand value

· from complacency about privacy risks, to sensible consciousness of risks and sensible precautions to protect you and your families.
Our website (www.privacy.org.nz) and our freephone line (0800 803 909) are there to help you.  We have guidelines on our website specifically designed to help businesses.

And a final word on privacy and technology

Scott McNealy (recently retired after about 20 years as CEO of Sun Microsystems,) is notorious for having said in 1999: “You don’t have any privacy anyway.  Get over it.”

At the big JavaOne conference in May 2006 he reportedly said that privacy and security are now his top priorities.  It seems that the week before the conference he learned that a partner company had lost a laptop that contained McNealy’s personal information.  He is also reported to have said that he now understands the consumer perspective!
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