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Introduction 
 
I would like to thank the organisers of the Privacy Forum conference for their invitation 
to present the findings of my research project into patient attitudes to electronic medical 
records. The preliminary results from this project were first presented to the Royal New 
Zealand College of General Practitioners annual conference in Rotorua “Practising in a 
Wired World” September 2002. This conference was unique, I believe, as it served as the 
first major forum for the presentation and discussion of the multiple projects currently 
occurring within New Zealand to store, transmit and share personal health information 
amongst multiple, potentially interconnect able, databases. I have a strong professional 
(and personal) interest in studying the use of information technology and information 
systems in the health care industry, and yet I was still surprised by the sheer number of 
projects currently under development.  

Background 
 
Time, space and the lack of an easy identifiable source of this information render me 
unable to list all the IT in healthcare projects involving personal health information (PHI) 
occurring at present in New Zealand. However, to give a brief indication of what some of 
these projects include, there are for example: 
• online access to South Auckland hospital records by GPs,  
• electronic referrals and discharges summaries between primary and secondary care,  
• the use of primary care data to enable individual and population health needs 

assessments or for specific projects such as the reduction in the incidence and impact 
of diabetes in New Zealand,  

• the use of routinely collected primary and secondary care data using the NHI number 
for research   

• sharing immunisation data from several GP practices,  
• the enrolment of all babies born in an area to monitor demographic details, provider 

details, immunisation, well child check details  (RNZCGP 2002),  
• the large Ministry of Health databases such as the  National Health Index (NHI), 

Medical Warning System (MWS), National Minimum Data Set (NMDS), Mental 
Health Information National Collection (MHINC), National Booking Reporting 
System (NBRS), National Mortality Collection (NMC), National Cancer Registry 
(NZHIS 2003) and the development of a National Immunisation Database (MOH 
2003, personal communication).  

 
Interested readers are invited to look at details of these and many more current health 
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care IT projects on the web sites of the RNZCGP (www.rnzcgp.org.nz), New Zealand 
Health Information Service (http://www.nzhis.govt.nz/), or the Ministry of Health 
(www.moh.govt.nz). The Ministry of Health web site also has details of the WAVE project. 
This is the New Zealand Ministry of Health’s Health Information Management and 
Technology Plan which provides “79 recommendations aimed at improving the quality of 
information management and ultimately the quality of healthcare for New Zealanders” 
(www.moh.govt.nz/wave 8 Mar 2003). A strategic recommendation of the WAVE project is 
to launch a large health web portal to provide a single entry point to health information, 
which might in time link to the e-government portal (MOH 2001).  
 
So we have Government agencies, the IT professional, and the healthcare professional all 
working to expand the use of IT in heath care.  
 
There are also several pieces of legislation which provide for the sharing personal health 
information between different agencies including but not limited to: the Health 
Information Privacy Code 1994, the Health Act 1956, the Mental Health (Compulsory 
Assessment and Treatment) Act 1992, the Mental Health (Compulsory Assessment and 
Treatment) Act Amendment 1999, The Official Information Act 1982, Health and 
Disability Commissioner Act 1994 (Mental Health Commission 2002), and at least 29 
agencies/individuals/organizations, under certain circumstances, have authority through 
34 pieces of legislation to access personal heath care data (Samson, 2000). Much of this 
information is now available in electronic format. 
 
So, in summary, what we have in New Zealand at present is: 

• several different organizations collecting, storing and transmitting data 
electronically: primary / secondary / tertiary care, District Health Boards, 
Government agencies, pharmacies, etc 

• collection, transmission and storage of information in different forms - 
identifiable personal medical information (GP medical records), non-identifiable 
medical information, and  aggregate data for research 

• multiple places of electronic storage - at points of collection or points of use  - 
MOH/NZHIS ‘silos’, DHBs, other government agencies, other health agencies, 
research groups, in fact any where that is authorized to use data from anywhere  

• multiple organisations/people who can access data electronically 
 

Lack of Patient involvement 
 
What I have found notable in my work in the area of It in health care, and concerned me 
greatly, is the lack of involvement in the majority of these IT in health care projects of 
one of the most important stakeholder groups in the use of IT in healthcare – that of the 
patient.  
 
There appears to be minimal involvement of the patient in the planning and development 
of these projects. Patient (consumer) groups tend to feature at either the ‘invite for 
submissions about the document’ stage or at the stage that I call ‘this is what is 

http://www.rnzcgp.org.nz/
http://www.nzhis.govt.nz/
http://www.moh.govt.nz/
http://www.moh.govt.nz/wave
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happening, let us know if you don’t like it’ stage. Only a few projects expressly state that 
patients have the option to opt-on to the project or to opt-off the project – for example, 
the National Cervical Screening Programme. Similarly, the degree of patient consent 
sought or obtained, and the strategies in place to preserve patient confidentiality are not 
obvious from the publicly available material about the projects. 
 
I have several additional reasons to be concerned about the apparent lack of patient 
participation in IT projects involving personal health care data.  
 
• In 1996, I conducted a research survey into GP and midwives attitudes to a shared 

electronic medical record (EMR) system and a third of all respondents believed that 
some personal heath care information should not be stored within an EMR. Of those 
33% of respondents, 75% would transfer only limited information or refuse to use the 
shared EMR at all, if they were required to use an EMR (Hunter 1997). So if health 
care professionals are concerned about the use of shared EMR systems, then surely we 
should be asking the patient – after all, it is their personal health data that all these 
projects depend on. What would happen if patients refused to provide data, or 
provided erroneous data?  

 
• The Health Information Privacy Code 1994 states very clearly the rules governing the 

collecting, use and disclosing of health information in New Zealand (Privacy 
Commissioner 1999). It appears at first glance that several, if not the majority, of IT 
in health projects are breaching parts of this Code.  

 
• The development of health care IT projects involving personal health data, including 

national projects such as the implementation of the NHIs, has continued without the 
public awareness campaigns and education programmes recommended by the WAVE 
project (MOH 2001).  

 
• There is little information on how to design EMRs to support Maori models of health 

care. The WAVE project makes some recommendations to address Maori concerns 
about current health information systems (MOH 2001). However, there is a need to 
design and develop EMR systems that support the more holistic and whanau based 
Maori models of health care (Mental Health Commission 2002, MOH 2001). 
Similarly, there is a lack of information regarding the needs of other cultural groups 
in New Zealand, and with the technological ability to have global EMRs, throughout 
the rest of the world. 

 
• Finally, international research indicates that the topic of patient consent for the use of 

personal health information and the confidentiality and security of that information 
within an EMR is very important (ERDIPa 2002, ERDIPb 2002, ERDIP N5 2002, 
Gallup 2000, Privacy Rights Clearing House 1996).  

 
Therefore, I initiated a pilot research project to investigate if patients were being informed 
about the use of personal health information in New Zealand, and what they thought 
about the electronic storage and transmission of personal health data.  
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A Research Project - Interviews with the public 
 
The research project was called ‘Patient Attitudes to electronic medical records (EMRs)’ 
and was funded by a Massey University Business Research Fund grant. The project 
involved in-depth interviews with 20 volunteers from the general public responding to an 
advertisement placed in a weekly local newspaper asking what they knew about EMRs, and 
what they thought about EMRs. The interview was divided into 2 parts. Part A asked 
about a person’s level of knowledge to EMRs, and Part B considered the person’s 
opinions and thoughts about the electronic storage, use and access to personal health 
information. 

Part A – knowledge of the current situation 
The results of the interviews show that whilst 80% of respondents were aware of some 
where that stored personal health information (PHI) on a computer, the majority of the 
respondents were unaware of the majority of places/agencies that store personal health 
information on computer. At best, GPs and hospital were mentioned, followed by 
laboratories and health insurance companies. 2 respondents mentioned Inland Revenue 
Department and the Police.  
 
However, when asked about the information that was stored, the majority of respondents 
could only guess. The answers ranged from “everything” through medical history, 
treatment and laboratory results to just demographic details, billing, or just basic factual 
health information but not in any detail. No one knew for sure what exactly was stored 
on a computer at each place they were aware of.  
 
The level of knowledge about what part of that stored information was shared, with whom 
it was shared and how it was shared was extremely limited. Respondents again ventured 
guesses about what was happening, Answered ranged from no idea at all (60%) to 
assuming everything was shared (15%). Some respondents believed that New Zealand 
already had a large primary care database that included all GP health records and was 
accessible throughout the country!  
 
The person who decided what personal health information (PHI) was shared, the mode of 
sharing, and with whom it was shared was largely an unknown. It was presumed that the 
GP or the person who collected the PHI decided all this. The mode of sharing included 
post, telephone, fax, email, computer to computer, with no one really knowing for sure. 
 
The majority thought that PHI would be shared for personal health care, but other 
answers included population-based health care, research, drug trials, and non-identifiable 
statistical information. Again, no one knew for sure exactly for what purpose the PHI 
would be transmitted and shared. 
 
None of the respondents had been involved in any discussion about the storage in or 
sharing of PHI in general by computers and only one had been asked to give their 
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consent for the transmission of some PHI for a specific project. Interestedly, several 
respondents commented on the need for patients to sign to get access to their own PHI.  
 
Only one respondent had any firm idea of any security measures that were used to protect 
electronic PHI being accessed by just anyone and they commented that no system is 
foolproof. Several respondents stated that they had no idea but that they put their trust in 
the health care professionals to ensure good security measures. 
 
Knowledge about New Zealand legislation relating to PHI and computers was almost nil. 
General privacy laws were mentioned by 10%, and only one respondent managed to 
mention several pieces of legislation. 
 
Questions about the NHI elicited “what’s that” as the most common answer (80%). The 
remaining respondents had at least heard of the NHI but none knew exactly what is was 
or what information was linked as result of it’s use. 
 
Thus in summary, the respondents really had very little accurate knowledge of the current 
situation in New Zealand with the use of EMRs and the collection, storage, transmission 
and use of PHI. 

Part B – attitudes to EMRs 
This section asked the respondents what they thought about storing PHI on computer 
and the transmitting and sharing of that PHI. 
 
The results indicated that patients have strong feelings about the use of EMRs and wish to 
be involved in the process of electronically storing and sharing PHI.  
 
In keeping with international studies, the results about the amount and type of PHI 
stored in an EMR varied from limited factual data only to all data, with less than 10% 
having any significant concerns about the stored data and about 20% having no real 
concerns. The remaining respondents had some concerns, mainly about the level of 
security and access controls needed and that whilst a GP may need most or all of the PHI, 
other agencies including hospitals had no need for as much PHI, only the information 
that related to that particular area.  
 
A popular issue raised by respondents with feeling was that the sharing of PHI should 
only be by the direct consent of the patient. However several respondents stated that 
whilst this is the ideal, in practice this would not be possible, and they would trust the GP 
or other health professional to share only the necessary information.  
 
The type of usage for the PHI again followed international studies, with the majority 
considering personal health care an appropriate use of PHI, with the use of non-
identifiable data for anything other than direct patient care. 
 
Nearly all respondents considered access controls of some kind to be essential but many 
did not know how to define them. The option of open access on a need to know basis 
was not a popular one. 
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Respondents were asked how they felt about a large centralised database storing all PHI 
and accessible to anyone with the appropriate permission. This suggestion made most 
respondents very uncomfortable with 40% not happy at all with this concept. 15% of 
respondents thought this was what happened already and were happy with the concept 
providing access was controlled. The idea of a health portal to a limited database storing 
only basic PHI but indicating that additional information was stored elsewhere was much 
more acceptable with only 5% not happy at all with this idea. 
 
All respondents thought that providing patient access to their PHI stored electronically 
was a good idea but only 80% thought that patients should be able to add to their own 
PHI, with the proviso that again there were security safeguards to ensure against accessing 
other people’s PHI. 
 
In summary, respondents felt that there should be some form of access controls to PHI 
stored in an EMR, that patients should specifically be asked to consent for the sharing of 
any PHI, that the majority of PHI should be shared in a non-identifiable form and that 
the PHI stored in and shared between computers must be secure. 
 
It was apparent in the interviews that the majority of the respondents had not given 
much, if any, thought to the increasing computerisation of personal health information 
and all that it might involve or lead to. However, several of the respondents contacted me 
later to say that the very fact of having been asked the questions had made them much 
more alert and concerned as to the what happened with their personal health 
information. 

Conclusion 
 
There is a significant number of health care IT projects involving personal health care 
information in New Zealand. A small research project suggests that patients do not seem 
to be aware of many of these IT health care projects, certainly not in any great detail, and 
that security, confidentiality, access controls and patient consultation about the collection, 
storage, transmission and use of PHI is necessary. 
 
The numbers involved in the research project are small, and thus the results cannot be 
generalised. However, the results mirror the international experience, and indicate that 
New Zealand has to seriously consider the role and expectations of the patient as a 
stakeholder in the collection, storage, use and dissemination of personal health 
information in electronic form. The majority of patients appear to be placing their trust 
in health care and IT professionals ‘to get it right’.  
 
The important question now I believe is not ‘will we get it right?’ but ‘how can we get it 
right?’ as failure to do so will significantly undermine, probably irrevocably, the trust that 
is a core part of the doctor-patient relationship. 
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