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Introduction

I often talk to people about the growth of technology and the development of an information age. The reason is that those elements have a big impact on privacy and the way people’s personal information is handled. We are, I think, in the midst of a ‘technology and information revolution – and we haven’t yet reached the calm after the storm.
 
But crime, and crime-fighting, has also been affected by these environmental changes. As you will know, offenders are often pretty quick off the mark in recognising and adopting new technology. In confronting these challenges, Police are in the unenviable position of trying to meet high community expectations and respond to an increasingly complex, technological crime environment.
The theme of this conference is evidence enough that Police officers themselves are facing unprecedented demands. Perhaps your public role as the arm of the law and guardian of community interests is slopping over into your personal lives, and encroaching on your equally important roles as a friend, partner, sibling or parent. But should a public role like yours mean sacrifices in your private life? I think not. If we don’t already understand as a society that we must ‘protect the protectors’, I hope that that realisation will come soon. 
Part of that realisation involves recognising the importance of personal privacy. By that I don’t mean keeping deep-dark secrets or withdrawing from the community. What I’m talking about is much more fundamental than that. It’s about having personal space and some control over the information others hold about you.

In today’s environment, privacy is emerging as a value that people prize. In this ‘information age’ good information handling is becoming essential. Police officers will find themselves in a dual role; on the one hand, you are guardians of others’ personal and sometimes sensitive information, while on the other, you are individuals seeking respect for yourselves and your families. Each role demands and deserves protection. I urge you not to become blind to either side. The best protection in each case will come if there is a climate of respect.
Why has privacy become an issue?

Stepping back for a moment, and looking at the global picture, gives a few insights as to why this climate may be developing. There are many, probably innumerable, reasons that protecting privacy is tough in the technological terrain in which we run. I don’t propose to try and catalogue all of them, but note just three factors that I think have contributed. 

First is the sustained and widespread international response to terrorism. There is, as we all know, huge political pressure to institute counter-terrorism measures. The introduction of finger-printing, biometric passports, passenger profiling and the Atlanta passenger information system all reflect that concern. Similarly, our commercial and financial systems are being modified to allow more detailed reporting and tracking. In all these sorts of instances (and many others) personal information is being recorded and shared where it once wasn’t.

Second is the way in which technology can be used. For instance, Radio Frequency Identification (RFID) technology is becoming commonplace. While RFID technology: 

…can have positive and benign effects, there are also potential privacy implications. RFID tags are so far primarily used to identify and manage objects (products) to control the supply chain or to protect the authenticity of the product brand; however, they could be linked with personal information such as credit card details and even used to collect such information, or to locate or profile persons possessing tagged objects. This technology could allow for the tracing of individuals and for linking collected information with existing databases.

Nanotechnology is another example. Consider, for instance, a minute computer chip which can be swallowed, dissolves into the bloodstream, and yet keeps on relaying information.

Third is the concept of privacy itself. Much has been said about privacy as a concept and where it begins and ends. Many commentators have written with agitation about the variability and vagueness of privacy. I cannot disagree! The point I do take issue with is the attitude that because privacy as a concept is nuanced, subjective and resists easy classification, that it is hardly worth the effort. A further misunderstanding, I think, is that privacy is an individualistic value that only brings benefit to the person concerned. This is a fundamental misunderstanding – and one that I am at pains to correct. When the quality of our personal – and public – space is diminished, we are all the poorer. Daniel Solove comments:

Privacy, then, is not the trumpeting of the individual against society’s interests but the protection of the individual based on society’s own norms and practices. … It is not an external restraint on society but is in fact an internal dimension of society. Therefore privacy has a social value. Even when it protects the individual, it does so for the sake of society. It thus should not be weighed as an individual right against the greater social good. Privacy issues involve balancing societal interests on both sides of the scale.”

What’s going on - real life examples

Let me give you some real life examples to demonstrate how technology turbo-charges the debate.
Shenzen 

The New York Times reported that residency cards fitted with powerful computer chips, will be issued to most citizens in Shenzhen, a city of 12.4 million people on the China - Hong Kong border. 

Data on the chip will include the citizen's name and address, but will also include work history, educational background, religion, ethnicity, police record, medical insurance status and landlord's phone number. Even personal reproductive history will be included, for enforcement of China's controversial "one child" policy. Plans are being studied to add credit histories, subway travel payments and small purchases charged to the card.
 One wonders what rules will be put around the use of this information.

New generation CCTV
CCTV systems are now commonplace and widely used, but new generation CCTV incorporates an additional voice component - as well as visual recording. In Britain, ‘talking surveillance cameras,’ fitted with loudspeakers, have been installed and reportedly ‘enable monitors to shout rebukes at anyone spotted dropping litter, relieving themselves against a wall, or engaging in other “anti-social” behaviour.’
 
In Washington DC, a state-of-the-art security system was installed in a low-income housing complex that has cameras focused on all residential buildings, and ‘one-way’ voice intercoms. Tenants can be addressed by their watchers but cannot respond. Residents and guests who violate stringent rules are singled out over the intercoms and given orders such as “get off the steps”, “no chairs allowed in the playground area,” or, commonly, “no loitering”. 
Litterbug DNA

The Times newspaper reported recently that some British police forces are seeking increased powers to take DNA samples. The proposal includes police being able to take DNA samples from people for non-imprisonable offences, such as speeding and dropping litter. It is good to find that the Association of Chief Police Officers warned that allowing police to take DNA samples in those instances might be seen as demonstrating the “increasing criminalisation of the generally law-abiding public.”
  The Times reports that:

There are almost four million samples on the database, including more than 100 of children aged under 10, even though they have not attained the age of criminal responsibility. A further 883,888 records of children aged between 10 and 17, and 46 records of people aged over 90, are held on the database, which costs more than £300 million.

The British Home Office consultation paper noted those asking for the change saw it as “a means of increasing officer confidence in knowing who they are dealing with and enabling them to deal more effectively with the incident at the scene.”

Public and watchdog disquiet is growing. The Human Genetics Commission announced it will be conducting the first public inquiry into the database. Speaking as chairperson of the Commission, Baroness Kennedy, QC, noted that the DNA database has “a preponderance of young men, with a third of black males currently on it. And anyone on it is there for life.”

“Benign” surveillance and the “Nothing to hide” argument
One of the arguments that crops up frequently is that law-abiding people have nothing to fear from general or “benign” surveillance. Writer Daniel Solove describes it as the “nothing to hide” argument.
 Solove makes the point that holding “secrets” or concealing truth is not really what privacy is all about and that by focusing on that rather limited understanding of privacy, we run the risk of not recognising wider underlying privacy and societal concerns.  
Crime-fighting is the predominant reason put forward for the use of general surveillance. But in many cases, as you will know, the cameras are not in fact monitored. Cameras that are not monitored raise particular questions – as they are of limited use in detecting crime. The San Francisco Chronicle reported recently:

The 178 video cameras that keep watch on San Francisco public housing developments have never helped police officers arrest a homicide suspect even though about a quarter of the city's homicides occur on or near public housing property, city officials say.

But even un-monitored cameras apparently assist in crime prevention; we behave differently if we think we are being watched. Surveillance, whether actual or perceived, does affect us it seems. Justice Gerard La Forest describes the problems of general surveillance broadly:

The very efficacy of electronic surveillance is such that it has the potential, if left unregulated, to annihilate any expectation that our communications will remain private. A society which exposed us, at the whim of the state, to the risk of having a permanent electronic recording made of our words every time we opened our mouths might be superbly equipped to fight crime, but would be one in which privacy no longer had any meaning.
The 28th International Conference of Data Protection and Privacy Commissioners held in London in November last year was attended by delegates representing 58 data protection and privacy authorities from around the world. The main part of the Conference gave particular consideration to the implications of a surveillance society.

The final communiqué issued by the Conference recorded the view that a ‘surveillance society’ is already with us.
  Examples of the surveillance phenomenon include:

· systematic tracking, monitoring and recording of identities, movements and activities; 

· analysis of spending habits, financial transactions and other interactions;
· ever-growing use of new technologies, such as automated video cameras, RFID etc; 

· monitoring of telephones, e-mails and internet use; and 

· monitoring of workplace activity. 
Surveillance activities can be well-intentioned and bring benefits. So far the expansion of these activities has developed in relatively benign and piecemeal ways in democratic societies. The surveillance is not because governments or businesses necessarily wish to intrude into the lives of individuals in an unwarranted way. Some of these activities are necessary or desirable in principle - for example, to fight terrorism and serious crime, to improve entitlement and access to public services, and to improve healthcare.

But unseen, uncontrolled or excessive surveillance activities also pose risks that go much further than just affecting privacy. They can foster a climate of suspicion and undermine trust – particularly where vast amounts of personal information are collected and used by public or private organisations. 
Public trust and confidence is paramount. Although much of the infrastructure of the surveillance society has been assembled for benign purposes, continued public trust cannot be taken for granted. Individuals must feel confident that any intrusion into their lives is for necessary and proportionate purposes. 

In a surveillance society individuals often have no realistic choices, little control and few opportunities for self help. Personal information is collected and used in ways invisible to the ordinary individual.

The media and privacy of the public official
Technology and increased surveillance form part of the picture but the nature of the modern news media also contributes to a more intrusive society. A few examples come to mind: 

· the infant children of a media personality photographed in a shopping precinct for a women’s magazine 

· a senior public servant photographed for a national newspaper walking through the botanical gardens on the way to work

· a television personality photographed on her balcony while recovering from a life-threatening illness

· the wife of a national sports player photographed wearing beachwear and gardening at home.  

In the environment I have described, the ‘practical obscurity’ and privacy of public officials can also be at risk. You will all be aware of the recent and widely condemned actions of The Truth newspaper in naming the Christchurch police officer who shot Stephen Bellingham. In other circumstances, seven years ago, events centred on Constable ‘A’ and the shooting of Steven Wallace in Waitara. Of course, there is a balance to be struck. The media has an important role to play in reporting on these events, but the ongoing impact of media publicity upon the individuals involved – and their families – must not be ignored. Publicity over police shootings has no doubt placed an additional burden on individual (often young) officers.  

The courts seem unlikely to find a breach of privacy in many of these circumstances – assuming those affected would go to the huge expense of bring a lawsuit. The Privacy Act would be of no help either because it doesn’t extend to the media’s news-gathering activities. So, does that mean there was no harm? In some cases, the infringement will be fairly small, but nonetheless intrusive, unwelcome and bothersome. And is it really justifiable? In other situations, the harm may be clear. Commonly, though, there is no effective remedy. Personal privacy - once lost, is difficult if not impossible to regain.
Recently, the Supreme Court considered an appeal against a conviction of disorderly behaviour in Brooker v Police.
 Mr Brooker had staged a protest outside Constable Croft’s house, shortly after she came off nightshift. Although Mr Brooker’s conviction was ultimately overturned, Justice McGrath, in the minority, noted: 

The detriment to the complainant’s privacy interests, because of the time, place and manner of the appellant’s protest which sought to interrupt her from resting at their home, went well beyond what any citizen, public official or not, should have to tolerate in her home environment.

I support you in your efforts to safeguard the privacy interests of Police officers – both as employees and as private citizens. The majority did not find harm to Constable Croft’s privacy interests here, but on another day, with another case, the outcome could be different.
In a spirit of even-handedness 

But there is another facet to bear in mind. As a preliminary step, public officials – including Police – must work to gain and retain public trust. Please reflect on the fact, for instance, that Police maintain huge and detailed databases. Remember your surveillance and intelligence-gathering activities. Recall too, the many hundreds of requests for personal information that Police will receive each year. 
I urge your members to think of the way Police currently handle citizens’ personal information. I expect there will be room for improvement or to lift standards and lead by example. What might some core elements of that be?

· Ensure you respond well to those legitimate requests for personal information that any person can make under the Privacy Act. 
· Make sure the way personal information is being handled meets best practice standards. 

· Have clear policies and make sure staff implement them. 

· Problems like staff browsing of databases may never have been commonplace but make certain that dodgy institutional practices don’t undermine the good efforts being put in elsewhere.
In that vein, I note the reciprocal responsibilities that are already in place in the Police draft code of conduct. The Commissioner has an obligation to staff to respect right their privacy and treat them with dignity. The Police generally have an obligation to observe and protect the rights of others to privacy and confidentiality. That sort of balance seems pretty sound to me.
Getting the environment right

The Law Commission has embarked on a significant and extensive review of privacy. This major project has wide-ranging terms of reference and will continue through until at least the end of 2008. Among other things, the Law Commission will be reviewing the Privacy Act and the developing tort of privacy. There may be various recommendations from the Law Commission’s work which will directly or indirectly impact upon public officials and the protections they have in carrying out their valuable work. I look forward to assisting the Law Commission’s review as far as possible and will continue to follow the project with great interest.
The Law Commission’s review might be expected to improve the general landscape. Perhaps there will specific recommendations to better protect public officials. You may even want to raise that directly with the Commission. In the meantime, however, there are a number of existing avenues, such as the access rights set out in both the Official Information Act and the Privacy Act; the courts and normal civil and criminal law remedies. Perhaps there is further scope for reaching understandings with the media in instances where individual, junior, officers are vulnerable. I encourage you to use all public and legal avenues to exercise your rights in order to protect the interests of your officers – and the wider community.
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