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The smart card age seems to be a little slow in arriving.  From the office files I see that a NSW medical infomatics expert was quoted in 1992, or more likely misquoted, on New Zealand radio as announcing that the day of magnetic stripe cards was over.  In fact the smart card “killer application” has been elusive (in NZ at least).   Perhaps the merits of smart cards will again be looked at following New Zealand’s first major cases of skimming at ATMs recently.  

With respect to today’s topic – smart cards and health cards – the first thing to report from New Zealand is that we do not have a national health card, ID card or smart card health card.

There was something of a public debate about smart cards back in the early 1990s.  The then Prime Minister, Jim Bolger, vowed not to allow smart cards to be brought in while he remained Prime Minister.  The simmering debate boiled over in late-1992 when a bill reforming the public health system contained a clause that was reported to “allow bureaucrats to introduce a national computerised ID card without further reference to Parliament”.
  The public debate, which was attuned to privacy issues by the concurrent passage through Parliament of the new privacy law, became quite heated with the clause being labelled the “smart card clause” despite the Health Minister claiming that the section specifically precluded issuing cards with a computer processing facility.  Building upon the Prime Minister’s earlier general undertaking, quite specific indications were given that health smart cards were “not on the agenda either in the short term or the long term”.  The Associate Minister of Health was quoted as saying:


“The Prime Minister is adamant.  Under no circumstances will we move in that direction.  There is absolutely no need to go in that way and there is no intention of going that way.”

The rest is history.  No health smart card was introduced then or since.  However, New Zealand did successfully expand a national patient identifier throughout the primary and secondary health care sector known as the “national health index number” or NHI number.  Accurate common numbering can facilitate linking and sharing of data without a health card.  

New Zealand also got the Privacy Act 1993 which seamlessly covered the public and private sectors.  This included information privacy principle 12 prohibiting the reassignment by one agency of a unique identifier assigned by another.  An exemption contained in a code of practice issued by the Privacy Commissioner allows for the NHI number to be used throughout the health sector but that number remains prohibited from being used as an identifier in other contexts.
  

The Prime Minister of the day was genuinely motivated by respect for medical privacy, and was responding to real public concerns about national ID systems, when ruling out the use of smart cards.  Since smart cards were not on the government agenda it was not necessary for the Privacy Commissioner to take a position in respect of a smart health card.  However, it is highly unlikely a New Zealand Privacy Commissioner would ever oppose a particular technology in its entirety.  There is no doubt that certain deployments of smart cards would pose privacy risks.  However, if done carefully it is quite conceivable that privacy could be adequately protected - perhaps even enhanced.  

In New Zealand I would advocate the use of privacy impact assessment as a precursor to any deployment of smart cards in the health sector so that the privacy implications can be fully understood before key decisions are taken.  Privacy impact assessment undertaken in a credible and independent manner can help maintain public trust even in areas where mistrust can build up rapidly and powerfully.  The 1992 events in NZ may have played out differently with a public fully informed about the benefits, risks and options.
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