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EXECUTIVE SUMMARY 
This guidance material reviews the issues around use and disclosure of mental health information by practitioners and outlines some strategies to help resolve those issues.

· All health information is sensitive, but health information about psychological conditions experienced by mental health consumers is often viewed as more sensitive than ‘general’ health information;

· While mental health consumers have the same right to privacy as anyone else, a much wider range of agencies and individuals are likely to feel they have an interest in accessing mental health information, particularly where safety of the consumer, their family or the public is perceived as being at risk

· This can put the practitioner in a difficult position when external parties want access to information he or she holds in confidence
· Information law provides the tools to resolve dilemmas, but these tools need careful use.
A key point is that, if a clinician doesn’t want to disclose information, he or she generally doesn’t have to. 
It’s the clinician’s responsibility, and, if the consumer is too unwell to decide for him or herself, it will normally be the clinician’s decision.  
This guidance note is intended to give some straightforward answers to difficult questions about mental health information when dealing with consumers, families, other clinicians and third parties such as government agencies and the media.  

It will not resolve every dilemma, but may go some way to giving you the tools you need to resolve the dilemmas yourself.  It can be read in conjunction with On the Record, another publication from the Office of the Privacy Commissioner.  The commentary to the Health Information Privacy Code 1994 can provide further detail and assistance.
GENERAL ISSUES AROUND PRIVACY
Why does mental health information matter? 

When it comes to health information, mental health can be a complex area:

· Consumers of mental health services are likely to have specific concerns about how their health information is treated.  
· The consumer’s family more often than not has a genuine interest in, and a role to play around, his or her treatment.  
· Clinicians all need information about the consumer for their treatment.  
· And, finally, right or wrong, there is a societal belief that mental health consumers can present a significant risk to the public, which can lead to pressure to share information between government agencies.

Partly because of this complexity, laws regulating health information (such as the Health Information Privacy Code and the Health Act) place considerable discretion in the hands of clinicians.  
On the one hand, this is a good thing.  The decision to disclose is probably best placed with the person who has the ultimate ethical responsibility and duty of care in relation to his or her patient.  On the other hand, though, this discretion can be a heavy burden.  This is particularly the case in the context of the increasing complexity and sophistication of the health information environment, and the wide range of agencies that have an interest in identifiable consumer health information.
Trust

It is generally accepted that trust is central to a good clinical relationship.  Trust entails a set of expectations about how things will happen.  Where these expectations match, trust is maintained.  Where they differ, and something happens that has a consequence to the person concerned, trust can be damaged or destroyed.  Once lost, trust is difficult to get back – once bitten, twice shy, as the saying goes.  

This is particularly the case with mental health consumers.  There is a significant public stigma around mental illness, which makes careful use of consumer information even more important.  

The best way to maintain trust in dealing with health information is to be open and clear about anticipated uses or disclosures, particularly to friends or family.  The best time to have a discussion about disclosure is when a consumer is well – able to understand information and to make decisions on their own behalf.
Who owns health information?

Given the importance of health information to all concerned, it's natural to want to know who actually owns it.  The short answer is 'no-one'.  In fact, ‘ownership’ is not the most accurate or helpful way of thinking about health information. 

A better way, and one that fits with the legal constraints we'll be discussing below, is to think of responsibilities and rights.  All health consumers have rights in relation to their health information.  And GPs, PHOs and other health sector organisations have important responsibilities towards that information.  

As far as health information privacy is concerned, the applicable legal rights and obligations are outlined in the twelve rules of the Health Information Privacy Code 1994.

Health Information Privacy Code

Health privacy law attempts to strike a balance between the individual having an appropriate level of control over his or her own information, and clinicians being able to fulfil their ethical duty of care. 

The HIPC has twelve rules about how health agencies such as GPs should deal with the health information they hold.  The twelve rules in the code might be summarised as follows:

1. As a health agency, only collect health information if you really need it;

2. Get it straight from the people concerned;

3. Tell them what you’re going to do with it;

4. Be considerate when you’re getting it; and

5. Take care of it once you’ve got it.

6. People can see their health information if they want to; and

7. They can ask for it to be corrected if they think it’s wrong.

8. As a health agency, make sure health information is correct before you use it;

9. Get rid of it when you’re done with it;

10. Use it for the purpose you got it; and 

11. Only disclose it if you have a good reason.

12. Agencies assigning unique identifiers must only do so where necessary and permitted.

Put like that, the rules can be seen as a straightforward and sensible blueprint for the management of people’s information.  Naturally this is only a paraphrase, and there are benefits to becoming familiar with the rules themselves.  For instance exceptions allow disclosure:
· to an individual’s ‘representative’ (discussed below) when they are unable to exercise their rights (e.g. because of their current mental condition);

· of someone’s presence in a hospital, unless they’ve asked for their presence there to be kept secret;
 

· to a person’s principal caregiver of the fact that they have been (or are going to be) released from compulsory status under the Mental Health (Compulsory Assessment and Treatment) Act;

· to a person’s relatives where it’s not practical to get his or her consent and the disclosure has not been vetoed.

It’s a good idea to become familiar with rule 11, as it is the part of the HIPC that has the greatest number of health-specific modifications from the Privacy Act.  The rules can be found in full on the Privacy Commissioner’s website at http://www.privacy.org.nz/health-information-privacy-code/.  

“Notification about purpose” vs “Obtaining informed consent”

Informed consent is one of the key ethical constraints when practicing medicine.  It is natural to expect that similar constraints will apply when it comes to disclosure of health information.  A use or disclosure of health information is always permissible under the HIPC if the consumer concerned has authorised it.  

However the HIPC rules don’t require clinicians to get their patients’ informed consent (or authorisation) for every use of their health information.  They do require that clinicians are clear about the purpose for which they are collecting and holding health information, and that they are open about that purpose to the consumer concerned.  

In other words, clinicians need to be able to tell their patients “this is what I intend to do with the health information I collect from you” and let consumers decide what information to disclose about themselves based on that knowledge.
This is because health information privacy law is meant to provide a suitable balance between the interests of consumers in having some degree of control over information about them, and the interests of agencies in being able to carry out their functions.  Giving people an ironclad veto over every use of their information would sometimes swing the pendulum too far and be an unacceptable drag on the workings of health agencies, government and potentially the wellbeing of mental health services consumers.

It is sometimes permissible to disclose health information for an unexpected purpose that the consumer hasn’t been told about, but there needs to be an applicable exception and the health agency needs to be able to justify why it didn’t ask the permission of the consumer.

However that's not to say that clinicians shouldn't get informed consent wherever possible.  Common sense says that if consumers are told about how their information is to be used, they will be better able to do something about uses that they don’t like.  
DEALING WITH MENTAL HEALTH CONSUMERS
Collection from mental health consumers

Privacy statement

Rule 3 requires agencies, where possible, to ensure, whenever health information is collected from a consumer, that they are aware of why the collection is occurring and what will be done with the information.  

Information collected for a particular purpose can be used and disclosed for that purpose.  It is generally preferable to ensure that consumers are aware of and have approved potential disclosures to friends and families ahead of time.  See ‘advance directives’ below for further discussion of this.

Statutory restrictions

Section 7A of the Mental Health (Compulsory Assessment and Treatment) Act requires practitioners to consult with family or whanau before committing someone for compulsory assessment or treatment.  Guidance on the implications of this section is available from the Ministry of Health.

There are also some specific restrictions and obligations in section 68 of the same Act requiring consumer awareness and consent (or the consent of the consumer’s representative) before using video or audio equipment to record treatment.
Consumer access

Rule 6 of the HIPC gives a consumer a strong right of access to his or her health information.  There has to be a very good reason to deny a rule 6 access request - in fact, the only valid reasons for denying a personal access request are listed in the Privacy Act in sections 27-29.  

For instance, you may refuse an access request if granting it would:

· Prejudice the maintenance of the law (i.e. the prevention, investigation and detection of offences);

· Endanger the safety of any individual;

· Involve the unwarranted disclosure of someone else’s affairs;

· Prejudice the physical or mental health of the requester;

· Be contrary to the interests of the requester (where the requester is under 16)

Other exceptions exist, but these are the ones that are most likely to arise when dealing with requests by mental health consumers for access to their own information.

In each case you would need a reasonable basis for your refusal and must be open about why and to what extent you are refusing the request.  
A couple of the reasons above might benefit from further explanation.  

Section 29(1)(a) – Unwarranted disclosure
This reason gives you the option of refusing access to information that is about both the requester and someone else.  It often comes up when a clinician holds information about a consumer that was obtained from someone else, such as a family member.  For instance, if a consumer’s mother came in to discuss her concern’s about her son’s behaviour and asked you not to tell the son about the discussion you might be able to withhold the record of the discussion in whole or in part under this section if disclosure would damage their relationship or reveal information about the mother and that disclosure wasn’t balanced by some kind of significant benefit to the son’s treatment.
That said, it is never wise to promise absolute confidentiality to someone giving you information about a consumer. This is because, ultimately, it may be the courts that decide whether your reason for refusal is valid.
Section 29(1)(c) – Prejudice mental or physical health of the requester

This section allows an information access request from a consumer to be refused if the information is about the consumer’s health and disclosing would prejudice their physical or mental health.  It also requires that you have discussed the potential disclosure, where practicable, with the consumer’s doctor.  
Refusing information about a consumer’s mental condition ‘for their own good’ can be controversial and this section should be used judiciously.  Always remember that people do not lose their right to privacy just because they have a mental illness or are under the Mental Health (Compulsory Assessment and Treatment) Act, and that openness may ultimately be a preferable way to proceed.

Section 29(1)(d) – Contrary to the interests of a requester under 16
This section has some parallels with section 22F of the Health Act, which requires disclosure of a child’s health information to his or her parents, on request, unless the disclosure would be contrary to the child’s interests.  Section 22F is discussed in detail below.

In any case when considering whether to rely on this section to refuse a request, remember that maintaining consumer/clinician trust may also be in the child’s interests.  

Administrative provisions
There are a range of relatively strict administrative provisions around responding to access requests, which are discussed in detail in On the Record and the commentary to the Health Information Privacy Code.
Briefly, remember the following key points:
· Requests need not be in writing – but always write down the date and nature of the request yourself if it is oral.

· You have 20 working days to respond to a request from receiving it.

· Private sector agencies can only charge for responding to a request if it’s a repeat (i.e. the requester has sought the same information in the last 12 months).  Public sector agencies can never charge.

· If another agency or clinician is better placed to respond, you can transfer the request within ten working days (as long as you notify the requester that you’ve done this). 

· You are obliged to give access to information in the way requested, unless it would ‘impair efficient administration’.  If no specific method is requested, though, information can be provided in any number of ways, including by a summary of relevant information or in electronic form.  Access to health information is not necessarily ‘all-or-nothing’.

DEALING WITH REPRESENTATIVES 
What is a representative?
The ‘representative’ of a mental health consumer has an increased level of control over a person’s health information.  There is no formal process to become a representative – it is a status that people with a particular relationship to the individual concerned have.  A mental health consumer has the following people as his or her representatives:
· If dead, the administrator or executor of the estate;

· If under 16 his or her parents or guardians;

· If unable to give consent or exercise rights, a person appearing to be lawfully acting on his or her behalf or in his or her interests.

A non-custodial parent is just as much a representative as one that is living with a child.  
Section 22F- Requests from representatives
Section 22F of the Health Act 1956, essentially, gives the representative of a consumer the ability to obtain information about that consumer.
If you receive a request from a consumer’s representative, treat it like an access request from the consumer.  The request may only be refused if:

· One or more of the section 27-29 reasons for refusal apply;

· The disclosure would be contrary to the consumer’s interests; or 

· The consumer does not or would not want the information disclosed.

If any of the above is the case, then you may (but do not have to) refuse the request.

If you refuse, the representative may complain to the Privacy Commissioner and you must let them know this.
DEALING WITH FAMILIES
Privacy law is mainly concerned with the relationship between an individual and the agency collecting, holding, using and disclosing his or her information.  However there are a few provisions in the HIPC that specifically recognise a family member’s interest in knowing about the treatment and condition of his or her relative with a mental health condition.
Non-identifying information 
Disclosure of information that doesn’t identify a person is always permissible – since it’s not specifically about an individual, there’s no privacy issue.  So if family members want to know more about a particular condition, you can provide brochures, references or suggestions for web searches.  
Advance directives

The preferable option is always to discuss with the consumer how best to manage their information and act accordingly.  Families are rarely monolithic and it is very likely that there will be family members with whom a mental health consumer is more or less happy to share information.

It is always permissible to disclose information where the individual has authorised it.  It is also permissible where the disclosure is in line with the purpose for which the information was collected.
  If you agree with a lucid consumer that you will discuss their care with the consumer’s sister, then that decision can remain valid even if later revoked, since the purpose for which you collected the information (discussion with the sister, where necessary) has not changed.  

This would be an extreme case, naturally – it is preferable on ethical grounds to comply with a consumer’s wishes wherever possible.  In any case, it is sensible to make a written statement of a advance directive.

Rule 11(2)(b) – Disclosure to principal caregiver or near relative
Where it is not practicable or desirable to obtain the consumer’s permission for a disclosure, either because they are not competent or have not provided it, this rule allows disclosure to relatives.  

However only the necessary information should be disclosed, and this exception cannot be used where the consumer or their representative has explicitly vetoed the disclosure.  
There are a number of other restrictions:

· the discloser must be a registered health practitioner;

· the disclosure must be to a person nominated by the consumer (i.e. a ‘contact person’), their principal caregiver or a near relative;

· the disclosure must be in accordance with recognised professional practice.

DEALING WITH OTHER CLINICIANS
It is likely that a complex mental health issue will involve treatment by more than one clinician.  You may need to refer the consumer to specialists, obtain advice from colleagues or even transfer the consumer’s file to another doctor.
In most cases this will not present a problem, as part of the purpose for having the information is to share with other clinicians responsible for the consumer’s care.
Where this is not the case, rule 11 has a number of exceptions to its general prohibition on disclosure of health information.  However these exceptions do not make it any less desirable to have a conversation with the patient, where practical, to ensure they are not taken by surprise.
Disclosing to other members of the care team
There is a broad discretion in rule 11 to disclose health information where that disclosure is one of the purposes for which the information was obtained.  This means that the time to set out the members of the care team (in general terms) is at the outset, when the purpose for collecting the information is determined.  This is best put in writing, for the benefit of both consumer and staff.

If that has not been done, rule 11 allows disclosure for what are called ‘directly related’ purposes – in other words purposes that are clearly related to the primary purpose but might not have been explicitly listed.  However an agency that wants to make a disclosure for a directly related purpose needs to have some good reason why it didn’t consult the consumer to get their authorisation.

Disclosing concerns about risk
As a clinician, you may feel you need to disclose information to another clinician to prevent or lessen some kind of danger or risk.  Rule 11 allows disclosure of information in certain circumstances, for instance where:

· There is a serious and imminent risk to someone’s health or safety (or public health and safety); or

· Disclosure is necessary to prevent a crime.

In each case you need to ensure that you are only disclosing information necessary to avert the risk, so you should be telling someone who can do something to avert the risk, in line with standard ethical practice.  There also needs to be some reason why you cannot get the consumer’s authorisation for the disclosure. 

The Code will never prevent other clinicians receiving information about consumers.

Obtaining information using section 22F
Section 22F of the Health Act gives a clinician who is (or is going to be) treating a consumer to ask for and receive information about that consumer.  The same rules apply as when a patient asks for information about themselves.
In other words, once you have made a request to another clinician for health information about a consumer you are treating, the other clinician has a maximum of 20 working days to respond, and must give you the information you are seeking unless:

· The consumer does not or would not want the information disclosed; or 

· Another one of the section 27-29 grounds for refusal applies.

Failure to respond appropriately means that you may complain to the Privacy Commissioner as though a request for your own information had been refused.

DEALING WITH MEDIA
Deciding how to deal with media enquiries is up to an individual agency, though clinical confidentiality and the particular sensitivity of mental health information will both play a significant role.  The default position is probably that disclosures of identifying health information to the media should only occur with the permission of the consumer or his or her representative.
The media, whether television, radio, newspaper or even internet-based, are essentially exempt from the provisions of the Privacy Act.  Media are not “agencies” when carrying out their news-gathering activities and so do not need to comply with the disclosure provisions when publishing stories.

Disclosure about accident victims to media
Information about a mental health services consumer who has been involved in an accident can be disclosed to the media as long as the disclosure:
· Only describes the nature of the injuries received and the identity of the victim;

· Is for the purposes of publication or broadcast by the media; and 

· Is not contrary to the request of the victim or his or her representative.
Official Information Act
Clinicians working at hospitals, or for other public sector agencies like District Health Boards, are subject to the Official Information Act (OIA).  Under the OIA, journalists may make requests for access to any information held by a public sector agency.  It is possible that there may be particular media interest in stories related to mental health, which can lead to OIA requests.

Just as with personal access requests, the agency must provide the requested information unless one of a strictly limited number of exceptions applies.  In the case of OIA requests, though, one of those exceptions is very broad and will almost always apply to identifiable health information – particularly mental health information:

Where this section applies, good reason for withholding official information exists, … if the withholding of the information is necessary to … protect the privacy of natural persons, including that of deceased natural persons;

In other words, if disclosing health information about a consumer would breach his or her privacy, an OIA request for that information may be refused unless there is an overriding public interest in disclosure.  However, it will be rare that details about individual consumers or their conditions are of such strong public interest that disclosure is warranted. 
DEALING WITH GOVERNMENT AGENCIES
Government agencies hold and use an enormous amount of personal information, giving them considerable power over the lives of citizens.  The HIPC attempts to regulate that power by restricting uses and disclosures to those purposes for which the information was originally collected.  

Accordingly, don’t be afraid to ask why a given government agency needs information about your consumers.  Similarly, if a particular piece of law is cited as authority for a request, ask to see it.  There should never be a reason why such a request would be refused.

Turning it around, if you need information to treat your consumer, remember that section 22F gives a power of access to anyone who is providing (or going to provide) medical services to a person. 
Privacy Statements and Advance Directives
A privacy statement, or advance directive, should list anticipated disclosures up front.  This includes disclosures to government agencies such as ACC or the Ministry of Health.  
Where an agency has stated that a particular purpose applies to a given piece of information, it is tied to only using or disclosing that information for the stated purpose, or when a specific exception to the HIPC permits it to use or disclose it in some other way.  
Section 22C

Section 22C allows (but does not require) you to disclose health information, on request, to officials from listed agencies, namely:

(a) Any medical officer of a prison within the meaning of the Corrections Act 2004, for the purposes of exercising or performing any of that person's powers, duties, or functions under that Act:

(b) Any probation officer within the meaning of the Corrections Act 2004, for the purposes of exercising or performing any of that person's powers, duties, or functions under any enactment:

(c) A Social Worker or a Care and Protection Co-ordinator within the meaning of the Children, Young Persons, and Their Families Act 1989, for the purposes of exercising or performing any of that person's powers, duties, or functions under that Act:

(d) Any employee of the department for the time being responsible for the administration of the Social Security Act 1964, for the purposes of administering section 75 of the Social Security Act 1964:

(e) Any member of the New Zealand Defence Force, for the purposes of administering the Armed Forces Discipline Act 1971 or the Defence Act 1990:

(f) Any member of the Police, for the purposes of exercising or performing any of that person's powers, duties, or functions:

(g) Any employee of the Ministry of Health, for the purposes of—

(i) Administering this Act or the Hospitals Act 1957; or

(ii) Compiling statistics for health purposes:

(h) Any employee of the Ministry of Agriculture and Forestry authorised by the chief executive of that Ministry to receive the information, for the purposes of administering the Meat Act 1981 or the Animal Products Act 1999:

(i) Any employee of the New Zealand Transport Agency, for statistical or research purposes in relation to road safety or the environment:

(j) any employee of a district health board, for the purposes of exercising or performing any of that board's powers, duties, or functions under the New Zealand Public Health and Disability Act 2000.

Note that specific purposes are listed, setting out how the requested information may be used. Also, the ability to disclose to DHB employees is restricted to circumstances where the information is essential (rather than simply ‘necessary’) for them to carry out the DHB’s functions.
Disclosing to Police
Police officers are listed in section 22C, so clinicians may disclose information to a police officer if he or she needs the information.  However, there is no obligation to disclose, unless the police officer has a search warrant for the information he or she is seeking.
Section 22D

The Ministry of Health may require health or disability service providers to provide information to “obtain statistics for health purposes or for the purposes of advancing health knowledge, health education or health research”.  This information must be anonymised unless the consumer has authorised the disclosure or the provision of identifying information is essential for the purpose for which it is sought. 
FURTHER INFORMATION

If you have a question about this guidance material, or about health information privacy in general, please contact the Office of the Privacy Commissioner’s enquiries line.   Contact details are:

Privacy Commissioner


P.  O.  Box 466


Auckland     


and 



P.  O.  Box 10-094


Wellington


Email
   
: 
enquiries@privacy.org.nz


Enquiries
:
0800 803 909

� Rule 11(1)(a)(ii)


� Rule 11(1)(e) 


� Rule 11(1)(g)


� Rule 11(2)(b) 


� http://www.moh.govt.nz/moh.nsf/pagesmh/4584/$File/AmendedSection7a.pdf


� Section 27(1)(c)


� Section 27(1)(d)


� Section 29(1)(a)


� Section 29(1)(c)


� Section 29(1)(d)


� Rules 11(1)(b) and 11(1)(c).


� Section 9(2)(a) Official Information Act 1982






