Privacy Commissioner
Te Mana Matapono Matatapu

27 November 2014

Hon Amy Adams
Minister of Justice
Parliament Buildings
WELLINGTON

Dear Minister
FOUR MONTHLY REPORT OF THE PRIVACY COMMISSIONER FOR THE PERIOD
1 JULY 2014T0 31 OCTOBER 2014
Introduction
The Output Agreement between the Minister of Justice and the Privacy Commissioner
requires that I report to you on a four monthly basis on aspects of service performance.
The Ministry have advised me that the reporting format that follows was acceptable to your
predecessor, however I would be happy to amend the reports to emphasise aspects of
greater interest or importance to you, or to provide greater detail as required.
As I mentioned in my post-election briefing paper to you, there is considerable change
occurring in privacy law and personal information practices both domestically, and
internationally. I am sure you will find it to be an interesting and dynamic area, with much
potential to achieve positive outcomes. Business and government agencies are realising the
enormous benefits that can be realised from rich information assets. The public is also
becoming more informed and that flows through to expectations that their personal data
will be protected and well-managed.
In addition to the headings under which I routinely report, (complaints and investigations,
policy, education and communications, international, and financial), there are two other
related matters which I would like to bring to your attention:
Government Information Sharing

As you know, it is a priority among many of your colleagues to ensure Government
agencies work together to deliver services and to maximise the value that can be derived
from public sector data sets. One of the key tools for achieving those objectives was
enacted in an amendment to the Privacy Act in 2013, which enabled agencies to enter into
Approved Information Sharing Agreements (AISAs). Progress in implementing AISAs has
been slow and below expected levels. I am working with the Ministry and the Government
Chief Privacy Officer to identify and resolve barriers to using this tool.
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Data Futures Forum

We have been actively engaged in the work of the Data Futures Forum and made a
submission to the Forum in July. Our submission noted that New Zealand's legal framework
for managing personal information is a strength in enabling the more effective use of data.
We are supportive of the highly principled approach of the Data Futures Forum and its
approach in negotiating a path that seeks to extract the benefits of data sources while
respecting privacy values. We noted a small number of areas where improvements might
be made.
Complaints and investigations

General enquiries to our 0800 line are in keeping with past workloads and the service
continues to be well used by the public. Incoming complaints have remained at consistent
levels over the past 12 months.
We received 33 voluntary data breach reports for the quarter. Eleven were from the private
sector and 22 from the public sector. This volume and profile is consistent with previous
reports.
During August we commenced a public submission process on a proposed 'naming policy'
which is due to come into effect in December. Our view is that in certain circumstances, the
Privacy Act is better served by revealing the organisations that have breached the law. Until
now, the Office has rarely publicly named organisations. It was done on an ad hoc basis,
and by adopting this new policy we can ensure that a more consistent approach is taken.
This policy will enable OPC to be a more effective regulator, especially in cases where an
agency's non-compliance affects the wider public.
Policy

We released two new publications over the reporting period:
• At NetHui in July we launched guidance for mobile app developers "Need to know or
Nice to have: Making app privacy your competitive advantage". The guidance sets out
five key points for app developers to bear in mind in developing mobile applications that
respect user privacy.
• In September we released our review of three electronic Shared Care Records schemes
throughout New Zealand. Overall we found that the three systems reviewed were wellmanaged projects that are appropriately mitigating privacy risks.
The Ministry of Justice's work on privacy law reform has been a continuing focus. We have
also remained closely engaged with the Ministry of Business Innovation and Employment
on the development of a New Zealand Business Number. We made a submission on the
exposure draft of the NZBN legislation. This will be published on our website once the
Government has had a chance to consider responses to submissions and communicate the
results.
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Education and communications
Our website is our primary means of communication and is being developed further with
new resources. We are in the midst of developing a secure facility for complainants to lodge
privacy complaints online.
We have added a blog facility in recent months that is proving successful as a way of
communicating recent news and topical issues. We have launched an online directory for
privacy professionals with the aim of fostering privacy expertise throughout New Zealand.
We have completed new guidance: "Sharing Personal Information of Families and
Vulnerable Children". The guidance has an interactive online component to assist multiagency teams in decision making processes, and is available on our website. It was
launched at the Paediatric Society conference in Napier on 18 November.
The wider media environment included ongoing public debate around the source of
documents for Nicky Hager's book Dirty Politics.
International
We participated in the 36t h International Conference of Data Protection and Privacy
Commissioners in Mauritius. I was elected Chair of the Executive Committee of the
Conference, which is a role that gives New Zealand some continuing prominence in the
international data protection regulatory community. The position carries with it the
responsibility to provide a Committee Secretariat for a year and to arrange the programme
of a one-and-a-half day closed session for commissioners — but it does not involve
organising or hosting the public Conference itself.
My office organised a workshop preceding the International Conference on the topic of 'The
Use of Publicity as a Regulatory Compliance Technique'.
Attachments
I have attached more detailed financial and performance reports for your information.
Please advise if you would like any further information on the matters referred to above, or if
you would like more detail as a matter of course.

Yours s ere
,------

Jo
dwards
Privacy Commissioner
End:

Appendix A: Financials for period ending 31 October 2014
Appendix B: Performance against Statements of Service Performance - Year to
Date
3

Appendix A: Financials for period ending

PRIVACY COMMISSIONER
STATEMENT OF FINANCIAL PERFORMANCE
FOR THE PERIOD ENDED 31 OCTOBER 2014
Actual

Budget YTD

INCOME

Operating Grant
Other Income
Fixed Asset Adjustment
Interest

3,548,000

3,248,001

296,362

259,855

464
32,125

39,500

3,912,951

3,547,356

113,572

52,000

Audit fees

20,000

20,000

Depreciation

99,536

150,000

Rental

351,622

406,032

Operating

455,879

307,000

2,902,801

2,628,916

3,943,410

3,563,948

(30,459)

(16,592)

TOTAL INCOME

EXPENSES

Marketing/Publications/Website

Staff costs
TOTAL EXPENSES

NET INCOME OVER EXPENSES
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PRIVACY COMMISSIONER
STATEMENT OF FINANCIAL POSITION
AS AT 31 OCTOBER 2014
Actual

Budget YTD

Current Assets
Cash on Hand

450

450

National Bank - Cheque

54,099

93,097

National Bank - Deposit

1,014,218

800,000

Debtors

67,371

2,567

Inventory

10,828

10,828

GST receivable

36,405

(21,691)

Prepayments

14,126

15,659

1,197,797

900,910

246,962

293,169

1,444,759

1,194,079

91,080

237,178

Fixed Assets

Current Liabilities
Sundry Creditors
GST Payable
Accruals

88,985

45,756

125,661

122,052

305,727

404,986

1,139,033

789,093

1,139,033

789,093

1,139,033

789,093

Unearned Income
Employee Entitlements
Total Current Liabilities

NET ASSETS

Accumulated Funds

PUBLIC EQUITY
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PRIVACY COMMISSIONER
STATEMENT OF CASH FLOWS
FOR THE PERIOD ENDED 31 OCTOBER 2014
Actual

Budget 2014/15

Cash Flows from Operating Activities
Cash was provided from:
Government grant

1,872,000

5,171,000

(42,412)

260,755

17,502

40,000

1,847,090

5,471,755

331,721

1,718,986

1,117,646

3,555,029

54,974

(3,122)

1,504,340

5,265,893

342,750

205,862

71,667

110,000

(71,667)

(110,000)

_

_

-

-

Net increase (decrease) in cash held

271,083

95,862

Cash brought forward

797,685

797,685

1,068,768

893,547

450

450

National Bank - Cheque

54,099

93,097

National Bank - Deposit

1,014,218

800,000

1,068,768

893,547

Other Income
Interest

Cash was applied to:
Payments to Suppliers
Payments to Employees
Payments of GST

Net Cash Flows applied to
Operating Activities
Cash Flows from Investing Activities
Cash was applied to:
Purchase of Fixed Assets
Net Cash flows applied to Investing Activities
Cash was provided from:
Sale of Fixed Assets
Net Cash flows from Investing Activities

Closing cash carried forward
Cash made up of:
Cash on Hand
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PRIVACY COMMISSIONER
STATEMENT OF CASH FLOWS (Continued)
FOR THE PERIOD ENDED 31 OCTOBER 2014
RECONCILIATION OF CASH FLOW FROM OPERATING ACTIVITIES

Excess Expenditure over income

Non-Cash item
Depreciation
Gain on Fixed Assets

Actual

Budget YTD

$000

$000

382,679

32,740

37,874

170,000

-

Movements in Working Capital
Increase (Decrease) in Creditors

18,002

164,100

Increase (Decrease) in Accruals

13,229

(30,000)

3,609

-

Increase (Decrease) in Employee Provisions
Increase (Decrease) in Unearned Income
Increase (Decrease) in GST
(Increase) Decrease in prepayments
(Increase) Decrease in Inventory
(Increase) Decrease in Debtors

(54,974)

3,122

7,133

5,900

-

-

(64,804)

-

342,750

345,862
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Appendix B: Performance against Statements of Service Performance - Year to Date
Output 1 - Guidance, education and awareness
Achieved
As at 30 Oct

Expectation
As at 30 Oct

Education workshops delivered

14

10 - 12

Presentations at conferences / seminars

38

10 - 12

Public enquiries received and answered

2,935

2,000-2,500

Media enquiries received and answered

103

80 - 100

90%

90%

Website contains up-to-date copies of all privacy codes and
commentary, all formal statutory reports of the Privacy Commissioner,
all current published guidance from the Privacy Commissioner, and
additional resources to support compliance with the Act.

Achieved

Achieved

Guidance materials produced by the Privacy Commissioner meet the
'Plain English Writing Standard.'

Achieved

Achieved

90%

90%

Achieved

Achieved

Achieved
As at 30 Oct

Expectation
As at 30 Oct

8

25 - 35

Measure
Guidance, education and awareness: Quantity

Guidance, education and awareness: Quality
Evaluations show that at least of 90% of respondents are satisfied
with the overall effectiveness of the workshops they attended

Guidance, education and awareness: Timeliness
Respond to 90% of 0800 line enquiries within one working day
Guidance materials are produced within agreed timelines

Output 2 - Policy and Research

Measure
Policy and Research: Quantity
New policy files opened during the year
Identifiable progress in international efforts in which we are engaged
to enhance cooperation and interoperability between privacy laws
across trading partners
Cross-border enforcement laws and practices in place
Maintain close working relationship with Ministry of Justice officials on
the content and progress of the law reform

Measured at year end

Commenced

Commenced

Achieved

Achieved

Survey of recipients of policy advice indicate that at least 70% are
satisfied with the service they received from the Privacy
Commissioner

Measured at year end

Our participation in the law reform process is valued by stakeholders

Measured at year end
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Measure

Achieved
As at 30 Oct

Expectation
As at 30 Oct

Policy and Research: Timeliness
Advice on proposals provided within agreed timeframes
Requests for input into law reform is made available within agreed
timelines

Measured at year end
100%

90%

Achieved
As at 30 Oct

Expectation
As at 30 Oct

52

52

0

3

Toolkit produced for government agencies preparing to implement
new information sharing programmes

To be
commenced

Achieved

Complaints able to be made online through the Privacy Commissioner
website

Undergoing
testing

Achieved

An active programme of engagement with the Government Chief
Privacy Officer (GCPO) to improve the handling of personal
information within the public sector

Close
co-operation
in a number
of areas
including
secondment
of staff to
GCPO

Achieved

Output 3 - Better Public Services

Measure
Better Public Services: Quantity
Information matching programmes monitored
New information sharing or matching programmes assessed

Better Public Services: Quality
All statutory obligations to report on information matching met
60% of recommendations from formal review of information sharing or
matching programmes have been acted upon within 30 working days
of the date of the review report being received
A trend of reducing concern about government agencies sharing
personal information

Measured at year end
Achieved

NEW

Measured at year end

Better Public Services: Timeliness
Statutory timelines for reporting on information matching met

Measured at year end

Percentage of responses to requests to review information sharing
agreements provided within agreed timeframes

Measured at year end

9

Output 4 - Compliance

Achieved
As at 30 Oct

Expectation
As at 30 Oct

Number of complaints received

258

250-350

Number of current complaints processed to completion or settled or
discontinued

248

250-350

Measure
Compliance: Quantity

Compliance: Quality
Complainants' and respondents' satisfaction with the complaints
handling process rated as "satisfactory" or better in 80% of responses
to a survey of complaints received and closed in the preceding period

Measured at year end

Of the complaints processed, 30% are closed by settlement between
the parties

Achieved

Achieved

Amendments to codes of practice meet all statutory requirements

None in
progress

100%

An external review of a sample of complaints investigations rates 70%
as 3.5 out of 5 or better on the legal analysis, correctness of the legal
conclusions, soundness of the investigative procedure and timeliness
of response

Measured at year end

Compliance: Timeliness
Complaints received are acknowledged within 5 days of receipt

100%

100%

80% of complaints are completed, settled or discontinued within nine
months of receipt

80%

80%

Under action

Achieved

Review of the operation of Credit Reporting Privacy Code commenced
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