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Privacy Act

Origin in OIA – twin pillars
· Personal access rights were originally located within the Official Information Act, before being moved across to the Privacy Act 1993.
· The OIA and PA are complementary: 
· access to government-held information generally, transparency; supports accountability by public sector
· access to own information held both by government and by business. Protection of that information. Also supports transparency and accountability requirements.
· Both Acts form part of a citizen’s suite of rights and access to justice. Think about it – you need to know what information is there before you can challenge it, make changes / corrections etc.
Check on Executive power

· We are in the information age

· Increase in information gives an increase in power.
· Privacy Act provides some balance to that: right to access information held about you.
Unanimous cross-party support

· The Privacy Act consolidated the limited Privacy Commissioner Act 1991 and produced a comprehensive privacy law. 
· Health sector reforms in 1993 were one factor that accelerated progress on the Privacy Act. Protection of sensitive health information recognised as important.
· Another factor that was influential was the Government’s desire to begin “data matching” (now called information matching in the Act) to identify instances of welfare fraud.

· Act was finally passed with complete bipartisan support. The bill was passed through Parliament on 5 May 1993 (received Royal Assent twelve days later).
Based on international norms – OECD Guidelines

· The Privacy Act contributes to implementing New Zealand’s international obligations. 
· The Act directly implements the OECD Guidelines which New Zealand accepted in 1980 and provides a remedy for arbitrary privacy interference as required by the ICCPR. 
· Privacy Act is also used by EU as a measure of NZ’s “adequacy” in terms of the EU law. Important for trading reasons – NZ needs to be seen to be a country that is coming up to the mark in the way it handles personal data. (Then EU-based business is free to send data here to be processed etc.)
· Has big international dimension. A lot of work going on now on international enforcement and cooperation.
Coverage

· Privacy Act covers both the public and private sectors.

· Covers Cabinet Ministers, but not MPs

Exclusions
· Examples of bodies not covered by the Privacy Act: 
· an MP in his/her official capacity;
· arms of the judiciary such as courts; 
· a royal commission; 
· commission of inquiry (section 2)
· news media (in their news gathering activities).

Codes of Practice

· Privacy Commissioner has the power to issue codes of practice for particular industries

· Key codes in place: Health Information Privacy Code; Credit Reporting Code; Telecommunications Code.

· Codes of Practice issued under the Privacy Act are “deemed to be regulations” for the purposes of the Regulations (Disallowance) Act 1989 (see section 50, Privacy Act).Reviewed by Regs Review Cmttee.

Parliamentary Privilege

· Privacy Act does not cut across Parliamentary Privilege – but a relevant consideration to take into account in certain circumstances.
Section 13 and section 14 roles
· PC is appointed by the Governor-General on the recommendation of the Minister of Justice. Privacy Commissioner holds office for a term not longer than five years (can be re-appointed).

· Privacy Commissioner is a corporation sole.
· Section 13 and 14 are key sections of the Act: they set out the Privacy Commissioner’s functions (lengthy) plus require me to take into account various other factors that might compete with privacy:
14   Commissioner to have regard to certain matters

In the performance of his or her functions, and the exercise of his or her powers, under this Act, the Commissioner shall-

(a) Have due regard for the protection of important human rights and social interests that compete with privacy, including the general desirability of a free flow of information and the recognition of the right of government and business to achieve their objectives in an efficient way; and

(b) Take account of international obligations accepted by New Zealand, including those concerning the international technology of communications; and
(c) Consider any developing general international guidelines relevant to the better protection of individual privacy; and
(d) Have due regard to the information privacy principles and the public register privacy principles. 

OPC independence

· The Office of the Privacy Commissioner is an independent Crown Entity.

· Reports to Parliament through the Minister of Justice

· Funding is from the public purse

· Independent of the Executive: can and do investigate complaints against government departments; Ministers of the Crown. 

Public consultation of Bills – PC should be involved: mandated by Cabinet Manual

· OPC is free to comment on privacy implications arising in proposed new laws and information matching programmes.
· Requirement to consult all other agencies affected by a policy proposal at the earliest possible stage, and ensure that their views are reflected accurately in the [Cabinet] paper. Consultation may sometimes be needed with agencies that have an advisory role, for example the Office of the Privacy Commissioner. See Cabinet Manual - para 5.19.  
· CabGuide: (Departmental consultation / Consultation with government agencies) “Departments preparing papers must ensure that they consider the interests both of other departments and of other government agencies including the Privacy Commissioner, Officers of Parliament - the Controller and Auditor-General, Office of the Ombudsmen and the Parliamentary Commissioner for the Environment - and consult them at the earliest possible stage.” 
· Bills - Compliance with the privacy principles: see Cabinet Manual - para 7.60.
· Legislation with an information angle in it is increasing.

Comment at Select Committee level
Examples:

· Information Sharing Bill

· Customs

· Search & Surveillance Bill

· Social Services (Youth Support)

IPPs - 12 principles for information handling – and exceptions

1. Only collect information if you really need it.

2. Get it straight from the people concerned where possible.

3. Tell them what you're going to do with it.

4. Be considerate when you're getting it.

5. Take care of it once you've got it.

6. People can see their information if they want to. 

7. They can correct it if it's wrong.

8. Make sure information is correct before you use it.

9. Get rid of it when you're done with it.

10. Use it for the purpose you got it. 

11. Only disclose it if you have a good reason.

12. Only assign unique identifiers where permitted.

Distilling it down: Openness; clear purpose; access right
Fundamentals of the Privacy Act? 

· Clear purpose: (think about why you are collecting personal information – needs to be related to your business/professional requirements)
· Openness: (be upfront and transparent about what you are doing with information)

· Access right: (give people access to the information about them – a legal right)

Life-cycle approach

· Don’t get bogged down: instead focus on the “life-cycle” of the information you are using. The IPPs work together as a framework for good information handling practices.

· Cyclical: - what are you collecting information for; - what will you need to be able to do with it once you’ve got it; - what do you need to explain to people you are collecting the information from; - collecting fairly and looking after it well; - how long you will need to keep it for and how you will dispose of it; etc. 
Digital environment and information revolution

· Technology changes. Lots of changes happening all the time. In the midst of huge technological, cultural and social change. 
· The way information about me – and you – is being collected, stored and sold, shared and re-bundled is profound. Our access to information sources is vast – and historically unparalleled. 
· Keeping up with the technological advances is daunting. 

· Think of the fact that the human genome has now been mapped and of the vast information about each of us that might be unravelled. 

· Think of the increasing sensitivity of DNA testing, which means that DNA information can be gathered from sweat left behind at the scene of a crime. 

· Think about your search record on Google.

“Big data”

· We are at the beginning of the big data era. 

· Data-mining going on in commercial contexts eg, marketing, and increased “information-sharing” going on across government.

· The numbers involved in describing the size of big data are almost beyond comprehension - Wikipedia tells me that in 2011 the amount of new electronic information generated and stored was 25x the amount held in the US library of Congress - and it's growing at a rate of 25% a year. For the technically minded, this is many billions of exabytes. What on earth are we doing with all this information?

· Big data is about business - commercial opportunity and advantage - but it's also about commercial exploitation of our personal information; it's about government - government services on the one hand and on the other government controls; it's also about research and knowledge; and it's about people and the way they live their lives. 

· But let's keep it in perspective - big data is not going to cure cancer, but it might help to inspire scientists and innovators to do so; it's not going to teach a child to read, but it will open up vast opportunities once she can; it's not going to stop crime but it certainly might help Police to catch more criminals. And it's not necessarily going to mean the end of individual control over identity - but in the wrong hands it could damage it severely.

Privacy is a cross-cutting issue

Examples given show that privacy is a cross-cutting issue:

Recent privacy related developments 
 

· Cameras being installed in all taxis – recording all journeys 

· News of the World scandal 

· Fingerprints and photos of youth offenders being collected and stored by Police (12 yrs+)

· Eg. “Timeline” app; tracking

· ACC data breach and wider inquiries

· Video Camera Surveillance (Temporary Measures) Bill

· Increasing pressure for information sharing between government departments  - Information Sharing Bill

Media enquiries and public attitudes
· A lot of media and public interest in this topic.

· What do people in NZ make of this digital world? Our latest UMR survey of attitudes to privacy released in March. A couple of highlights:

· New findings show that people want government and business held to account for privacy breaches. 88% want punishment meted out for information misuse; 97% think OPC should have the power to enforce an end to privacy breaches. These are surprisingly strong results and at a level we did not anticipate.

· The survey reveals growing levels of concern about privacy, especially in the digital setting. In the last 10 years general concern about privacy has risen from 47% in 2001, to 67% in 2012.
· The survey shows that people have big worries about their information being silently shared and used on line, by business, government and health services. Public discomfort tracking at levels of 80-90% should worry organisation, whether private or public.
· Our media enquiries are another good reflection of where things are at for us.

· We get 200-300 calls from media each year. The vast majority of those are technology related. To give you a picture – the sort of enquiries we got in the last year included: 

· Google wi-fi data collection 

· Facebook apps and personalisation services; privacy controls (or lack of!)

· CCTV (in various ways)

· cameras in taxis 

· location-based tracking; other geo-location devices

· Customs body-scanning at airports 

· mobile internet

· Sony playstation breach 

· Parents monitoring children’s cellphone use 

· cloud computing 

· regulating cross-border information flows. The list goes on.

Risks and benefits; ethics 
· Want to be able to capture the benefits of these developments without putting ourselves in the path of unnecessary risk
· Sense of a new ethics emerging from use of new technology: “netiquette” – but more than that – issue is more than politeness. Can have real consequences for people if things go wrong and information exposed / disclosed in some situations.

Control / rights

· Against this background of big data, data analytics and cloud computing, it becomes ever more important for people to have:

· awareness of the way personal information is being: -collected; used and shared (openness principle)

· an ability to exert some level of Individual control 
· access rights

· awareness of how easily the careless use of information can expose people

Law reform - Law Commission Review

· Major review of this area of law over 4 ½ years by Law Commission.

· Fast developments mean law is playing catch-up

· Delivered well-researched and comprehensive review. Well-consulted. 

· One key thing? Not just a public sector issue. Information is a business asset. Over half of the work of OPC is private sector-related (complaints; media; investigations; inquiries). Whatever change is made to the law needs to take account of business and commercial realities.

· Eg. “Data analytics is becoming a driver of business innovation” (Brendan Lynch, chief privacy officer at Microsoft)

· So the law in this area needs to be flexible and modern.

Government Response

· Expected in September 2012

· Bill early 2013

· Public commitment to maintaining a principles-based approach

· Information sharing Bill already progressing

· Now need complementary range of modern tools to power-up the Privacy Act for the information-driven age that we live in.

Risk; governance and ethics: experience and insights from ACC

· Privacy Inquiry findings will be out in next couple of weeks – also report from OAG on governance issues within ACC.
· Salutary lesson from ACC situation – not just for public sector, but private sector too.

· Personal information issues are “systemic” issues. Whatever the specific findings and recommendations, evident that the way personal information is handled is something that can affect an organisation from top to bottom. 

· Have to think of it as part of a ‘risk management’ strategy. Particularly important if your core business is holding and processing personal information.

· Think of the “information life-cycle” mentioned earlier. Needs to be good policy and practice wrapped around that. Need to have good structures in place to support it.

· Personal information has real value: to each of us as individuals, and also at a functional / organisation level. Need to respect that and get the fundamentals right.
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