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Privacy and you – Insights from the Privacy Commissioner
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Introduction
· Pleased to have the chance to be here.
· Hope that I can give an insight into some of the connections between information law, technology and business – and how things are changing as more and more of our life is lived online.
· Hope that you will be able to see how this is directly relevant to your role within your organisation. To put it bluntly – if you’re not already doing this stuff – you should be!
· One point to take away? Information is a strategic asset for your organisation.

· Upshot of that? Value it; protect it; manage it.
· Security is a business issue – not just an IT issue. Don’t silo it - Do so at your peril. (Telecom/xtra / Yahoo example of that.)
· Data security – biggest concern for corporate counsel (from large US survey – Wigley article). Key points? It’s a governance issue – and not something to “set-and-forget” with the techies.
· And data management is now a reputational issue. It’s part of your shop front, your branding (think of ACC – or the kiosks at MSD).
· Privacy is now a “need to know” regulatory and customer relations area for every organisation. No easy answers or checklist – you need to understand the main features of this fast-changing landscape.
· Recent example: EQC – spreadsheet of claimants emailed out; then scale of that grew; then evidence of a further breach, and decision to shut down IT system.
· So, against that context, wanted to give you a brief outline of my role; talk about some of the wider societal and technological changes that are shaping that role and our online identities; legal and other responses – what, if any, controls do we want and need?
What’s privacy anyhow?  Privacy in brief


· A basic starting point – and you may already know this: - Privacy law is concerned with information that is about a person – or can be connected to a person. (Called “personal information”). Privacy Commissioner cannot look at the use of company or official information, only information about an identifiable individual – a natural person.
· Privacy commissioners exist in most developed countries – and are often, alternatively, called ‘data protection commissions’ or similar. Expanding world wide. Will it be the 21st century human right?
In New Zealand – my role and functions are set out in a general way in the Privacy Act. It’s a wide-ranging role - some key things: 

· Independent of government. Cover both public and private sectors (but not media, courts, Parliament).

· Watchdog role – and that involves various aspects:

· Free to comment publicly about any concerns I might have about the way business or government is handling people’s information.

· Have a big policy role – and comment on draft legislation, both before and as it goes through Parliament.

· I’m also a regulator – power to make industry codes of practice, eg. telecoms, health, credit reporting.

· Receive and investigate complaints (about 1,000/year) from the public.

· Freephone line service for public, business – 6/8,000 enquiries per annum

· Monitor new and changing technology.

· Also, have a significant role to communicate and educate about personal information handling (talks like today; case notes; guidance material etc).

· It’s a much bigger job than I first imagined – and, because of technological change – a fast developing role.

Painting the digital data picture – our information revolution

· In the midst of huge technological, cultural and social change. The way information about me – and you – is being collected, stored and sold, shared and re-bundled is profound. Our access to information sources is vast – and historically unparalleled. 
“Big Data”

· Umbrella term that is being used to describe these developments – the age of “Big data”. 

·  “Data analytics is becoming a driver of business innovation.” (Brendan Lynch, Chief Privacy Officer at Microsoft). 

Wider public sector

· 2012 was a watershed year for public sector. Failures on a number of fronts.
· If I have just one key message - the public sector can’t afford to be complacent. 

· Ground shift in public’s thinking – more savvy; more aware; and perfectly reasonable expectations of reliability and security.

· Public sector runs on trust. It’s the fuel in the governmental engine. Recent events threaten that in a very real way. (See NZ Herald online – public comments reflect that loss of trust.)
· For instance, have to consider possibility that ACC’s effective monopoly as an accident insurer may have contributed to its organisational culture and, ironically enough, its inability to see risk for what it was. 

· Need to reflect on the overlap between organisational culture issues and security. Not simply a question of firewalls and access controls. If people in an organisation are not exhibiting care and thoughtfulness in the way they handle personal information, you’ve got an uphill battle. 

· Simply, there will still be a point where new-generation security measures are undermined by something much more basic – a lack of care or respect. 
· A business (bank; law firm; accountant; doctor; insurance broker) might readily recognise that it needs to protect the commercial and personal information of its clients. Can we say the same of the information we hold about taxpayers; students; superannuitants, or welfare beneficiaries?

· Have to encourage your agency to think about the costs of getting things wrong. Something that might seem a bit vague, like data protection / security / privacy, can become very sharply pointed when things go wrong. All of a sudden you are talking dollars and crisis management.
· Actual costs – time; compensation; professional services: IT; legal; public relations; Reputational costs. Loss of trust.  Panemon cost of breach 2011 survey:  $5.5M per organisation;  $194 per record.
· Role of media cannot be ignored. Flaws and failings will be picked up and put online today. Much wider and faster distribution. Reputation dashed within hours.
· But on a more positive footing – there is also the opportunity at the moment to get ahead of the pack. There are branding benefits for your business or organisation to be able to say, with well-founded confidence, that it values the personal data it holds, and that it takes all reasonable measures to protect it, and that the staff working there regard the clients and the information very highly.

Context

· The technology information revolution has greatly increased your power, through the vast stores of personal information departments now acquire, use, share and disclose.
· Personal information is now the very fabric of the relationship between individuals and the state, as Iain Rennie has said.  Basis of trust citizen/state.
· Multiple major breaches means that the public perception of public sector competence in information handling is now poor – e.g. commentators/opinion formers saying even as of yesterday: there is “incompetence in information handling” by the public sector said one; “can we trust the public service with our information?” said another.
· Serious reputational damage, ground shift in public attitudes?
· Does this yet amount to a crisis of confidence and trust?   Perhaps not yet, but one more major breach …

Some questions you might have in your head after recent public sector data breaches:

· Could it really happen to our organisation?
· Why does private sector not have these problems? 
· Is it all a fuss about nothing? Is public sector just getting a raw deal from the media?
My Answers

· Yes, it will happen to many of you – especially now public and media awareness is high
· Private organisations, such as banks, with big PI holdings just do it better – business survival is the driver; a distrustful customer is soon lost to the competition.
What sort of things went wrong?:
· Narrow compliance focus – complaint focused, compliance paralysis. 
· Too much left to technologists; failure, or fear of, engagement with experts.

· Failure to invest in vision, culture and systems.
· Failure to recognise information as an asset
Big Answers 
· Refocus on keeping public trust and on serving the public.
· Real people behind the information.
· But also - serving your CE well means avoiding mistakes and consequent public exposure – this is big area of risk and test of competence
· Requires cultural change and leadership; we need to bring this citizen-focused awareness to the core of our business - which is citizens interacting with the state
· Build it in don’t bolt it on
· Recognise information as an asset;  put risk management in place
Practical Answers

· Become the in-house experts. There is currently a knowledge gap within many agencies. And remember these are transferable skills. Huge growth area internationally.

· What are the sort of skill sets needed? Legal knowledge – there are compliance aspects; there are also judgment calls to make; technical IT knowledge; customer / client relations expertise; HR expertise; practical common-sense;  risk management expertise
· Bench-marking and certification: International certification through International Association of Privacy Professionals (IAPP). Practical experience – grow the business experience.  Use privacy by design.
IPPs - 12 principles for information handling – and exceptions

1. Only collect information if you really need it.

2. Get it straight from the people concerned where possible.

3. Tell them what you're going to do with it.

4. Be considerate when you're getting it.

5. Take care of it once you've got it.

6. People can see their information if they want to. 

7. They can correct it if it's wrong.

8. Make sure information is correct before you use it.

9. Get rid of it when you're done with it.

10. Use it for the purpose you got it. 
11. Only disclose it if you have a good reason.
12. Only assign unique identifiers where permitted.

Distilling it down: Openness; clear purpose; access right

· Fundamentals of the Privacy Act? 

· Clear purpose: (think about why you are collecting personal information – needs to be related to your business/professional requirements)

· Openness: (be upfront and transparent about what you are doing with information)

· Access right: (give people access to the information about them – a legal right)
Life-cycle approach

· Don’t get bogged down: instead focus on the “life-cycle” of the information you are using. The IPPs work together as a framework for good information handling practices.

· Cyclical: - what are you collecting information for; - what will you need to be able to do with it once you’ve got it; - what do you need to explain to people you are collecting the information from; - collecting fairly and looking after it well; - how long you will need to keep it for and how you will dispose of it; etc. 
New logic?

· Information is your major asset and your biggest risk. And alongside that - information sharing is the new key to an effective modern public service. Need to find a way to manage those two aspects.
· But public power must be open and accountable, not absolute; public officials must be seen to be trustworthy and competent.
· Trust is the necessary pre-condition that keeps the information flowing; it’s the lifeblood of relationship with the public; 
· Get it right before you get it wrong.  Promote ‘Privacy by Design’ as a tool for infrastructural changes; project development.
· Privacy Litmus Test (handout card)- to help you run the privacy ruler over your organisation. 
· So to end on a positive note – we can continue to run a great NZ public service but we need the new information handling logic to be embedded, in our culture as well as in our systems and machines. 
· Develop awareness - by management of system design and security issues; privacy; risk management.
· Audit -Your role just got BIGGER.
· Develop competence - in security and privacy and information handling practices.
· Culture change - develop and maintain client trust and respect. Needs to be an organisational priority.
· To err is human, but to really foul things up you need a computer!

Recent privacy related developments and media stories

Media trends

Our media enquiries are a good reflection of where things are at for us. We get about 200-300 calls from media each year. The vast majority of those are technology related. To give you a picture – the sort of enquiries we got in the last year included: 
 
· Telecom – Yahoo/xtra hacking incident – February 2013

· ACC data breach – spreadsheet listing details of 6,000 ACC claimants emailed to a client

· MSD security breach – member of public accessed MSD’s server at WINZ job seeker kiosk 

· IRD breach – release of personal details of clients to another client by post

· Corrections breach: ex-inmate posted muster sheet on Facebook

· WINZ employee browsing – to help family and friends find jobs

· Immigration employee browsing – using confidential client database “like a dating site” and looking at information on wealthy and interesting clients “just for fun”

· Kim Dotcom surveillance by GCSB

· LC's recommendations to give the PC more powers

· Privacy Commission’s Annual report – complaint numbers

· Sharing information with third parties – elderly man filled out PO redirection form forgot to tick the “don’t pass on my details box” then started getting marketing material posted to him

· Google – new privacy policy          
· Google – destruction of Google’s WiFi payload data 

· Facebook – can employers check profiles

· Facebook – graph search

· IT trends in healthcare – privacy issues GPs need to be aware of

· Cloud computing – industry code of practice initiative / risks to Government?

· KPMG report on global hacking and data loss figures 

· Cyber stalking apps on cell phones – NZ’s situation 

· Phone app so parents can spy on kids (Life360)

· Drones – concerns about their use

· Auckland bars using ID scanners

· Terralink 3D street filming – privacy implications

· Automatic number plate recognition technology

· Facial recognition CCTV – is it being used in NZ?

· CCTV being installed in school and restaurant toilets – is this legal?

· Banks releasing information to Police without warrant in suspected money laundering case

· District Councils selling personal information from building consent applications to third parties

· Brendan Horan – phone leaks

· Kate Middleton in hospital - privacy breach/Australian radio prank
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