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"Any society that would give up a little liberty to gain a little security will deserve neither and lose both." --  Benjamin Franklin
I hope to convince you all of the truth of this statement in principle and in practice. As a former Cabinet Secretary working at the heart of government I appreciate the difficulties of balancing effectiveness and democratic values. I believe you often get little credit for the efforts you do make to do this. I hope my remarks today will help.

Introduction 






· I note the theme of conference – “linking intelligence to provide value”. That is quite a modern approach – but also quite a challenging approach to the community.
· We are involved in our day-to-day work with a number of government information sharing projects. Our experience is that even where the information being linked is above board and apparently benign, the citizenry can be alarmed by it. 
· Previously, intelligence agencies were some of the few agencies able to freely share personal information. That is not the case now. The whole background and context for information sharing has changed, and there are legitimate concerns about the way information is used and misused. Linking and sharing information is not without its fish-hooks!
· Consider to whom the “value” accrues: 
· Government? Yes. The intelligence agencies? Yes. 
· Counter-part agencies overseas? Yes. 
· What about the citizens and wider community in New Zealand? Not such a clear benefit.  As a country we may gain some greater security, but perhaps New Zealanders give up something in return.
· Consider also how information is now being linked: domestically; internationally; electronically; on databases – as well as by more traditional methods.
Information century: wider context in which we are all operating
· We are all part of a much bigger societal change that has been developing: Information is everything.
· There have been very big technological developments and the Internet is now ubiquitous. With the technological progress has come changes in information and the value of it. 
· Notion of an “information revolution”. Are we in the middle of it; or just at the start? Where will we end up? Think back to the early 2000s – how were you communicating and corresponding? What is your primary means of communication now? 
· Information at work: - Information increasingly plays a key role for government and business.

· Storage of personal and government information in databases:

· Information can be interlinked; transferred; shared and distributed at the touch of a button.

· Some of the old privacy-protective aspects are no longer there: eg practical obscurity – much harder and more time consuming to manually search paper-based records or rely upon human, real-time observation.

· Think of the growth of Skype; blog sites; social networking: 
The amount of personal information being collected by social networks soars at an enormous rate. MySpace claims more than 110 million accounts, while Facebook, its fast-growing rival, has some 64 million members. More than two billion videos are viewed monthly on YouTube. (Wiley & Rein “Privacy in Focus,” June 2008)
· Global challenges – faced and shared by all:
· How do we regulate for this sort of world?

· How do we reap the benefits, while avoiding the risks?

· In that environment, traditional human rights approaches are under challenge by modern intelligence gathering techniques and technology – intelligence can be gathered through the definition of mass patterns rather than individual behaviour.

· Another key feature is the growing internationalism: Sharing information today often means sharing information internationally. Very true for the intelligence community. 

Incorporating balance
"Justice cannot be for one side alone, but must be for both." – Eleanor Roosevelt
· We are operating in a much more complex and sophisticated information environment than 20 years ago. The average New Zealander today is captured by surveillance technology, and his or her movements are recorded in a way that simply did not occur in previous decades (eg, CCTV on streets; carparks; biometric technology; GPS tracking; cellphone cameras; mapping technologies, social networking, etc).







· The intelligence community is also affected by these developments – and arguably benefits greatly from them. But we must also consider the proper balance for our community, and the way that these primarily technological changes are affecting our daily lives. Are there additional controls or accountabilities needed?
· New Zealand, like other free and democratic societies, has generally accepted the need for some form of secret state surveillance to guard against those who would undermine democratic structures.
· However, all democratic societies have also wrestled with the appropriate legal and administrative controls to ensure that any secret services remain accountable to those democratic institutions and do not go beyond what is reasonable to achieve their assigned mandate.
· Public awareness of the information society is growing – fears are also growing. A third of people (32%) surveyed by UMR reported that they had become more concerned about issues of individual privacy and personal information in the last few years. This is the context in which you must now operate.

Accountability, transparency, public trust

"If liberty means anything at all, it means the right to tell people what they do not want to hear." --  George Orwell

· New Zealand is a free society, where people generally air political opinion without fear of threats or intimidation, or surveillance. Generally, we feel it is safe to voice opposition to the Government, or to challenge those in positions of power.
· Public expectation supports that reality.

· Our democratic freedoms are taken for granted by many.

· The work of intelligence organisations challenges the generally held view that New Zealanders are free to go about their business unobserved. For many people, recognising that there may be some exceptions to this understanding can be an affronting and disturbing discovery.

· Many New Zealanders will accept the need for intelligence agencies, but take the view that perceived weaknesses in oversight and control mechanisms provide a possibility for unnecessary breaches of privacy.

· In a society like ours, the burden of justifying the ongoing work of such intelligence bodies will fall to those who wish to maintain their work.

Australian review: comments

As many of you will know, there was a review of the Australian SIS in the mid 1990s. One of the overriding concerns that emerged was how well the balance was struck between security and other competing concerns, such as openness: - 

An intelligence agency cannot carry out many of its legitimate functions, and thus serve the interest of national security, without a high level of secrecy about its operations, personnel and techniques. Secrecy in these areas often will be necessary also to protect the security of individuals. It is security in these two senses which provides the only valid argument for limiting or modifying the application to ASIS of the standard system for accountability in the public service. It is important to ensure that limits on the flow of information, and hence on the accountability and control of ASIS, are no more rigorous than is essential to these security interests.

Another key point was the notion that restrictions on openness should be no greater than strictly necessary:
Restrictions on the flow of information should not continue merely through habit, or because ASIS has been overlooked in progressive changes to the wider system of public accountability.

So where should the proper balance lie?
The challenge in giving effect to appropriate controls in the intelligence sphere is to devise methods that can realise the benefits of accountability without exposing aspects of operations which must be secret if they are to be effective.

New Zealand
What has the approach been in New Zealand?

· General approach: “Accountability-plus”: Security/intelligence organisations have a role to play, but those organisations should operate consistently with usual norms of accountability – unless very good reasons for them to deviate from that (eg make your processes as open as you reasonably can; annual reporting; provide access to personal information where possible, etc).

· We recognise that SIS is making efforts to foster greater openness – balanced with needs of intelligence agency, and see real strengths in that approach. We support your efforts to be more open. It may be a hard road at first, but those steps are necessary to the continued public trust in your agency. Ultimately, your ability to operate effectively and perhaps even your existence, depends on finding that balance.
· There have been a number of recent stories in the media about New Zealanders seeking access to their personal files held by SIS. Administratively, it clearly provides some challenges, but it is also an indicator that there is widespread interest and attention upon the activities of core intelligence agencies. 

· Consider also, when responding to Official Information Act or Privacy Act requests, that some countries overseas do give wider access to similar material.
· What is the Privacy Commissioner’s view? We have made various earlier comments in relation to the GCSB Bill and the Intelligence and Security Agencies Bill and our own review of the Privacy Act. Our previous comments have emphasised that:
· the role of intelligence organisations should be kept to a tight brief and not be allowed to stray into areas which can be appropriately managed by normal and open government and policing activities;

· while the agencies will need to conduct a significant proportion of their work in secret there will be areas in which some information can be disclosed publicly; to the individuals affected or to oversight bodies, and the greatest degree of openness and disclosure should be promoted;

· as far as possible similar accountability mechanisms as apply to other bodies should apply to the agencies (perhaps in a modified manner) unless there is a good reason for that not to occur; and
· there should be redress for actions of intelligence organisations which breach individual rights without justification, including the right to privacy.

Not “one size fits all” accountability model 

It is not a “one size fits all” approach when it comes to accountability models. There are differing models of accountability that reflect differing roles agencies play. Take three examples that show the varying intelligence roles and accountabilities that exist:
1. MAF, Customs, Police: identifying wrongdoing; law-breaking; criminal purposes. Court process as an end point, and provides accountability and openness.

2. SIS: Long-term monitoring of groups and people. Doesn’t have an invariable end-point. Question of openness is much more fraught. Implication for access to information. No crystallising point where it all becomes public.

3. Use of classified information in criminal prosecutions - with an associated lack of accountability (eg Immigration). Upshot is that the person won’t be shown the information, but it may be used against them.

Oversight agencies in NZ

What are the current structures and mechanisms that help provide accountability in the New Zealand intelligence context? A variety of oversight agencies and bodies exist and will have some sort of impact on the work you do. They include: 
· Cabinet Committee

· Parliamentary Committee (Intelligence & Security)

· Ombudsman

· Commissioner of Security Warrants
· Privacy Commissioner

· Inspector General of Intelligence
Changes for the good: Review of Privacy Act aspect

Where do the tensions arise?
· Currently, the majority of the Privacy Act principles (there are 12) do not apply to intelligence agencies.
  

· Three privacy principles do apply to intelligence agencies (principle 6 – access to personal information & principle 7 – correction of personal information; and, less centrally, principle 12, which governs the use of unique identifiers). 

· The Privacy Commissioner’s Office has proposed that more of the principles could and should apply. The central security agencies, such as GCSB and SIS, have accepted that proposal in broad terms.

· Acknowledge that the privacy complaints process needs to be adapted to suit intelligence agencies. Currently there are special provisions for that in the Privacy Act.
 

· The previous Privacy Commissioner undertook a review of the Privacy Act, and that was completed in 1998 (Necessary & Desirable). The review made several recommendations for some adjustments. Those recommendations have been a long time waiting, and are now being actively looked at in the course of the Law Commission’s wide-ranging review of privacy.
· Law Commission work is current and ongoing. We see it as a real opportunity to get things right. Where do you see tensions or difficulties arising? – would be interested to hear.
Office of the Privacy Commissioner experience and cases with SIS

· It is frequently challenging for both Office of the Privacy Commissioner (OPC) and SIS when dealing with the personal information that has been collected.
· Why is that? SIS collects information so widely, and so have to be careful about releasing information that points to other people involved in the area.

· OPC, and others, recognise that SIS is trying to be more open, and there is clearly a greater public expectation of openness.

· We recognise that positive, trusting relationships are extremely important in the intelligence community.

· Similarly, we recognise that New Zealand agencies have a status to preserve in that community – and that is background motivator to your decisions.

· The current Privacy Act exceptions do recognise the importance of those relationships, and the need to preserve them.




· However, the retention of information generally does raise some challenges: - 

· Note that the Archives Act and the Public Records Act do apply to intelligence organisations. Impact? Potentially, much of the intelligence information you gather could end up being stored in a publicly accessible repository. We can see that this presents a variety of difficulties.

· There have been an increasing number of requests for access to SIS personal files. Is the overall effect that SIS will be pushed back to an earlier, more restrictive stance? If the availability of information is closed down, then as a counter-balance, accountability in other areas needs to go up.

· Are there any solutions? In some instances, destruction of information might give the wider public some comfort (“yes, the information is retained for a very long time, but eventually we destroy it.”)

Conclusion: build trust
· So what are the first steps? Get the fundamentals right. Building trust in the wider community is your foundation stone.

· Without community/public trust, your role is harder. 

· Practical measures of accountability are an important component of that trust.

· Openness (where appropriate) is one of those practical measures. 

· Confidence, faith, trust needed on both sides (OPC/SIS). We trust at the moment and we don’t want to jeopardise that. We trust that agencies are not “pulling the wool”. 
· There is a functional inter-dependence and cooperation required: the Privacy Commissioner comes under scrutiny too in those instances. If the public lose trust in you and us we are all in real trouble.
· Personal request to you all: Work with us - and with the public, to enhance the openness where possible, and build that important base of public trust. Keeping us in the loop will make our job easier – and ultimately it will make yours easier too.
· Through all this, the privacy principles are a “framework for good information handling” – and they provide a reliable and good guideline for security and intelligence agencies anyway – even though they don’t bind you by law.
· I hope my remarks today have helped you to set your work in a wider “information society” context. You have to take hard decisions sometimes about balancing effectiveness and rights. Getting it right will help you and your agencies in the longer term to have an established, trusted and credible place in our society.
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