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Privacy in the Noughties

New millennium, new mood, new expectations 
We are now wading, almost knee-deep, in the new millennium. We’ve past the stage of hovering at the edge wondering what the water will be like and are splashing about in the shallows. Only now can we truly begin to assess the water temperature (crisply cool), the current (fast-moving) and the state of sea-bed (studded with occasional potholes). If we turn our minds to the state of privacy, we will see miraculous, colourful creatures drifting past – new creations all – and each presenting its own hazard or danger.
As adventurers, do we plunge headfirst into the nearest breaking wave, or, are we better to tread carefully, allowing the water to gradually rise around us? My instincts say we’re wiser not to hurl ourselves at the water. But my perspective is just one and you will have your own thoughts.
As lawyers, the new millennium brings you many challenges. It also brings an opportunity to confront emerging legal issues and to stake out new territory. Privacy law is one of those areas. Internationalism, the technological revolution, scientific and medical advances and the ever-increasing power of computers all contribute to fascinating but complex privacy issues. 
The long reach (and lens!) of the media is another example. Where does the right balance lie between privacy and the public’s right to know? New Zealand’s Privacy Act doesn’t extend to the media in their reporting role, so my office is relieved of the task of unpicking those particular issues. But those of you who are practitioners may well be involved in wrestling that out in the courts, as we saw in the Hosking case not long ago. 
In different circumstances in the United Kingdom, a man tried to commit suicide on a public street and was captured on CCTV. The footage was later shown on television with his face visible to viewers.
 He brought a case and lost in the UK courts, but the European Court of Human Rights found his privacy had been invaded. Twenty years ago, CCTV was not widely used and the issue would not have arisen in the same way.
As a society, our expectations of personal privacy are shifting and changing in response to these new challenges. There don’t seem to be easy answers, and what is right for one person will be too intrusive for her neighbour. How best do we regulate and legislate for these issues? How do we develop policies that strike the right balance? Where are the areas that really require attention? 
Importantly in my view, lawyers have the right skills to help in this winnowing out and standard-setting process. So, it’s really a case of “choose your issue and get stuck in!”
Key points from the UMR survey 

So how best can we test the privacy waters? A little over five years ago my predecessor Bruce Slane commissioned UMR to survey public opinion on privacy. In March this year I commissioned a further survey. The results showed remarkable consistency.
Key points include:

· A high, continuing, level of public concern about individual privacy. That concern is constant across the urban and rural divide, and across age ranges. 
· Privacy is now sixth out of nine major issues surveyed. Concern about education, crime and violence, health, environment and the economy ranked ahead. Of the major issues surveyed, concern about privacy now ranks ahead of unemployment.

· Over 80 percent of people pinpointed the internet and business as key areas of privacy-related concern.

· 93 percent considered good privacy practices by business as important as efficiency, and product quality, and service, and more important than convenience – a loud wake up call to those businesses not already switched on to privacy.
· 85 percent of those under 30 believe that New Zealand needs a Privacy Commission – perhaps reflecting young people’s awareness of the power of technology.

The survey demonstrates that New Zealanders do value their personal information and hold concerns about how it is handled. 
Why does privacy matter?

Simply, privacy matters at a very practical level because “what’s good for privacy is good for business – and government”. More and more, having access to personal information means having not just knowledge, but power. We are in the information-rich, data-loaded world. Your identity is a saleable commodity.
In order to compete and succeed in this brave new world, doing business now demands attention to privacy issues. But it’s not another compliance cost: in the business equation, good business practice will be rewarded with customer trust – and money. 
My colleague, Karen Curtis, Australia’s privacy commissioner, has a strong business background and quickly saw the links between good privacy practice and good business. She cites three main risks from poor handling of personal information.
1.
possible brand and reputation damage

2.
possible customer and business partner attrition, and 

3.
risking loss of the value of information.  

On the up-side, she identifies some persuasive reasons for business to choose good privacy practice:
· Pragmatism. Instituting good industry practice effectively reduces the risk of more regulation. Few businesses want a greater compliance burden or more prescriptive law.

· Avoiding potential legal costs and penalties. Most businesses would want to avoid the legal problems and costs of not complying with existing laws.  No organisation wants to incur costs by dealing with numerous complaints or being involved in court cases.

· Staff morale.  An organisational culture that respects privacy can give a business the real, but often intangible, benefits of a happy and productive workforce.

· Corporate social responsibility.  Leading businesses are aware of the principles of operating a business in a manner that meets or exceeds the ethical, legal, commercial and public expectations that society has of business. 

That’s all very well for business, but why is good privacy practice relevant to the public sector?

A high-quality public service that operates effectively and responsively will have sound personal information handling practices. It couldn’t afford not to. Information about people is central to what much of government does. And take care not to fall into the trap of divorcing the information from the person; one doesn’t exist without the other. Respect for personal information implies respect for people. And both build public trust in government. Remember too, that most of the information held by government is obtained by force of statute, so there is an associated democratic duty to hold that information with due care.  

One spur should come from the fact that most of the complaints to my office are about public sector practices, so there’s no reason to feel sanguine about how personal information is being handled now!
Openness, trust and confidence: handling personal information well
I’m afraid there is no sure-fire way to avoid receiving privacy complaints but there are some great foundation stones that you can put in place. 

First and foremost is that at an organisational level, you should develop good information-handling policies and then stick by them. You may need to work on targeted policies for different areas of your business or agency. Think through all the ways in which you currently collect or use personal information. Clarify the purpose for which you are collecting personal information. Is all of it necessary to your business or work? Look at the privacy principles as a whole and consider them as an integrated framework for good practice. The principles operate in concert rather than in isolation.
When you come to developing the policies, be straightforward. Information handling policies should be open and transparent; people should be told why information is being collected and what it will be used for. Will it be shared with other agencies or disclosed more widely? This openness introduces accountability and a quite proper democratic pressure to be fair and reasonable in those information handling practices. Think of it as a three-pronged approach: 

1. Look at the organisational culture. Institute sound information handling policies and publicise those widely. Educate your own staff. Make contact with your privacy officer.
2. Set up a complaint-handling process within the organisation.

3. Be positive and proactive: resolve complaints early and often.

Moving toward resolution: practical approaches

But what happens when the message to “handle personal information well or not at all” goes out the window? Simply put, my office – and your organisation – will bear the cost.
Our office receives somewhere between 500-600 written complaints a year and close to 6,000 enquiries from the public. About 45 percent of the complaints we receive involve the public sector – including the education sector and local authorities. Another 17 percent are complaints relating to the health sector. Together they account for over 60 percent of all complaints received.

We keep a tally of the particular agencies that receive the most complaints. Our list of “top 10” respondents is consistently dominated by public sector agencies (eight out of the ten in the last year). Together, the top 10 account for 35 percent of the complaints we receive. 

This is of course not surprising because most of these public sector agencies hold vast quantities of personal information and, in many cases, that information is quite sensitive or important. This is a major responsibility and it must be taken very seriously by management, legal staff, and all employees. Your clients care very much how it is handled and certainly, there is room to do better as our “top 10” list shows.
And in information law terms, “doing better” may mean thinking laterally, and it certainly means being more responsive and more practical. I think information law particularly lends itself to a pragmatic and practical solution-focused approach.
I am heartened that staff at some of the major government departments, such as MSD, cooperate so willingly with investigating staff from my office. We have emphasised that tackling complaints  early will result in faster and easier resolutions. It’s working. 
This is an area where lawyers should really be operating as brokers – because they are involved in dispute resolution. Information law is not an area that flourishes with an adversarial approach. Don’t turn it into a battlefield!
Adding value: the private sector lawyer’s role 
At the end of the day, most people turn to lawyers to resolve a thorny problem – they are not there for the thrill of the chase. So how do lawyers stack up at the moment? If I were to prepare a report card for lawyers in the private sector and the way they deal with information laws, including the Privacy Act, it might say “could do better”. (On the other hand, some are really on top of their game.) 
My points for those of you in the private sector are simple:

· Learn the law (really!)
· Don’t make a federal case of it

· Be solution and resolution-focused

The following examples show some fairly typical, but avoidable, errors. 
Official Information Act example

One part of my role as Privacy Commissioner involves being formally consulted by the Ombudsmen’s office when they receive a complaint where protection of privacy is a central issue. There are 50 of so of these consultations each year. 
Recently we dealt with a case where a request had been made to a local authority for a report it had commissioned from a private consulting firm. The local authority refused to release the information and the requester lodged a complaint with the Ombudsmen. The report contained a great deal of sensitive salary detail and so my office was duly consulted. 
With some surprise, I found in the bundle of correspondence three letters from a major (to be nameless) New Zealand law firm strongly defending the interests of their client. Suffice to say, the client’s position was fully argued and numerous withholding grounds in the Official Information Act, including privacy, were relied on. 
Nothing about that raises cause for concern; indeed, one might expect and wish to have strong representation. But on this occasion, the urgings of the law firm were completely futile because the client was the private consulting firm and so had no basis to intervene. The consulting firm was not the requester and, of course, as a private business, it was not covered by the Official Information Act. The letters were largely irrelevant to the statutory process and ought not to have been written.
Was this simply an instance of misguided advocacy, perhaps prompted by an anxious client, that slipped through checking processes or, more worryingly, is it an example of a law firm misleading clients by charging fees for vain representations? 

In either case, what this example does illustrate is the lack of understanding about the Official Information Act in the wider business community. The client’s concerns were understandable – they saw their intellectual property as being under threat if the report was released - but the law firm should have known better and might have instead taken the time to educate and assist their client to protect their intellectual property in light of the reach of freedom of information laws. As a footnote, it is perhaps instructive to note that the responsible partner has expertise in an area quite unrelated to information law or government processes.
The law firm missed its opportunity to add value by providing accurate, well-targeted, savvy advice. The client paid the price – perhaps assessed by weight of paper!
Privacy Act example

On occasions, lawyers shoot themselves in the foot by taking an adversarial approach where no benefit can be gained from it. I came across an instance recently where a lawyer bombarded a government department with hundreds of personal access requests on behalf of his clients. That would be daunting enough for most organisations or businesses to receive. To complicate matters, there were problems with the authorisation documents he was relying on. 
Some of you will know that section 45 of the Privacy Act requires an organisation responding to a request to be certain that, where a request is made by an agent of the individual, the agent has the written authority of the individual, or is otherwise properly authorised. 

The lawyer would not concede there was a problem with the authority documents and the government department, taking a cautious approach because of the quantity and sensitivity of the material, would not grant access. It was quite justifiable for the department to want to satisfy itself that the lawyer was properly authorised, and a little cooperation by the lawyer would have oiled the wheels.
Here, the lawyer lost sight of the bigger picture by locking too quickly into an inflexible position rather than seeking an ally in the department. Once again, the clients’ interests were put in jeopardy. 
Another scenario also regularly appears, where a law firm writes to clients proffering the advice that a request should be made under the Privacy Act - instead of the Official Information Act. A recent example arose when parents wished to see a copy of their daughter’s school report. 
Admittedly, freedom of information and privacy laws don’t have quite the same swashbuckling appeal as a courtroom drama. But whether in the office or the court, the action is far less impressive if the lawyer has overlooked the basics! 
Is privacy the trump card? 
Lawyers - whether in private practice or government - should be alert to the BOTPA phenomenon. All too often, the Privacy Act is trotted out as the pivotal factor in a news story or chain of events. No-one can be told “because of the Privacy Act”; the paedophile’s identity was concealed “because of the Privacy Act”; the patient’s family never knew “because of the Privacy Act”. As a result of this now familiar refrain, our office jokingly coined the term: “BOTPA - because of the Privacy Act”. 
Despite how it is sometimes depicted in the media, crying out “privacy!” does not usually put an end to things. It’s almost always a bit more complex than that. Rarely does the Privacy Act absolutely prohibit disclosure. Often, it’s not actually the Privacy Act that’s involved but another statute, or it’s the wider concept of privacy in the round, or confidentiality or professional ethics. As lawyers, or people working with information law, you need to be switched on to the real concerns and tensions that exist and not get sucked into the superficial story.

For instance, often the widely publicised privacy issues arise in an Official Information Act context, and so there is the balancing exercise that must be undertaken, and the agency must weigh those privacy interests against the public interest in disclosure of information.  
Even in the Privacy Act itself, the privacy principles are flexible, and anticipate that there will be variation in policies and practices. Almost all of the principles contain exceptions that give further flexibility. The Privacy Act specifically requires me to give due regard to other interests that compete with privacy, such as business and government efficiency.
 And then there is the savings provision in section 7. The savings provision ensures that other statutes regulating or restricting personal information prevail over principle 6 (access) and principle 11 (disclosure).
 So when privacy issues crop up – don’t think that is the end of the story. Take a critical eye and figure out the real story. This also applies when you are confronted by privacy issues in your day-to-day work.
If you’ve got it – use it! 
If you are a government lawyer, you are almost certain to have a governing statute. If that statute deals with personal information in some way, the chances are that it will prevail over the Privacy Act - at least in relation to the work of your department or agency. My advice here is: if you’ve got it – use it! Don’t refer to the withholding grounds of the Privacy Act when there is a relevant governing legislation and a straight statutory override.
Exercising discretion: the length of the Chancellor’s foot

Similarly, if you have a statutory discretion, then use it. An example is the Tax Administration Act. Many of you may have come face to face with the Tax Administration Act. Those of you who survived the encounter might recall section 81 of that Act, which gives the Commissioner of Inland Revenue the discretion to disclose or withhold taxpayer information. The Privacy Commissioner’s view has been that the exercise of the CIR’s discretion is not reviewable by the Privacy Commissioner. Why? Because the decision to release or withhold personal information is being made on the basis of section 81 of the TAA and the Privacy Act is ousted by the savings provision in that Act (section 7). However, IRD’s policy has been to make reference to Privacy Act (or Official Information Act) grounds when refusing a request. This gives the impression that the Privacy Act is being relied upon when, in fact, the decision is being made on the basis of the discretion granted by section 81. IRD has taken the view that the withholding grounds in the Privacy Act provide a good decision-making tool. I agree – but it’s rather different point. Happily, I understand recent discussions between our offices have produced a more consistent approach. 
Conclusion
There are new issues emerging constantly. Some of these test the bounds of our concept of personal information, like the convicted rapist who seeks details of his DNA analysis. As technological advances are made, our ability to discover, recover, access and store personal information also grows. We might well wonder where the bounds of that are.
If you find yourself at sea with privacy – or come face-to-face with a technologically-modified organism – consider calling for assistance. My office is only a phone call away. 
Plus, keep in mind some basic points:

· In business, good information handling practice will be rewarded with customer trust – and money. 
· In government, transparency and integrity in processes builds citizen confidence and respect.

· Information law doesn’t benefit from an adversarial approach. Don’t turn an exchange into a battle!
· Focus on the real legal issues and tensions that exist and don’t get sucked into the superficial story. 
· If you’ve got a statutory override or a statutory discretion then make use of it and don’t refer to Privacy Act grounds.
For my part, I look forward in the coming months to seeing the much anticipated amendments to the Privacy Act passed into law. These are mainly technical fixes and administrative tidy-ups, but I do believe they will also provide some timely improvements to better equip our privacy law to deal with the challenges that the technological noughties throw its way. Lauren Perry will fill you in on what is proposed. So, in more ways than one - watch this space!

Other resources - Privacy websites
www.privacy.org.nz
Free phone: 0800 803 909

www.privacy.gov.au
www.austlii.edu.au
(international legal & privacy resources) 

See also www.worldlii.org
 and www.nzlii.org
www.cyberlawcentre.org
(interpreting privacy principles project)
www.epic.org 

(electronic privacy information centre)

� Peck v United Kingdom 44647/98 [2003] ECHR 44 (28 January 2003). Reported (2003) 36 EHRR 41.


� Privacy Act 1993, section 14.


� (Slightly different criteria apply for the other principles.)





PAGE  
11

