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Information as Infrastructure

Introduction

· Very pleased to be here.
· Wide-ranging scale and scope are key defining features of the area.  Fast-moving.
· Privacy = personal information.
· Personal information and the data that can be derived from it are some of the pieces of key infrastructure for government and business today.

· Information = Money: it’s the currency of modern administration
· Yes, money is still central – but more and more, information equals money.

· So, if you come away tonight with one message, I hope it will be something along the lines that this is an area of risk that has to be managed.

· There is a lot of benefit to be extracted from personal information – but there is also a truckload of risk – reputational; financial; branding. 
· And what does this mean for you are professionals? If you are providing advice on areas of business risk, legal compliance, or building client confidence, you will be giving advice on information assets – whether you realise it or not.  In short – all professional advisers need to be up with the play on privacy. Personal information is part of the balance sheet.
Digital Century - Data has gone global      

· Today, our understanding and expectations of privacy are going through a sort of metamorphosis. The ground has shifted and things are not what they were! We have become communicators on a scale our grandparents could not have even envisaged. Government, business, and we as individuals, are sharing information daily with the entire world.  We have all become electronic citizens. In many ways this is a marvellous development. 

· The world is at our fingertips. How do we exercise our freedoms but also protect our privacy?  We want to capture the benefits, but not lose our control of our information or limit our choices.

· Finding out who is responsible for collecting, using or even stealing our personal information can be tricky, let alone try to enforce our legal rights. 

· The speed of developments means regulators like me, and governments, are scrambling both locally and internationally to provide adequate controls. 

· It is an environment in which NZ business could have many advantages and many opportunities. 

· So we need to find ways to control the environment or at least to put rules in place that will help us to do more with less, to work smarter and faster and more efficiently.  And to protect and develop our domestic and international business.
· But it will also need to give us as citizens control over what is happening to us. Need to take people with us. It may be partly below the radar now – but the giant is stirring eg. UMR results, media enquiries.
What do people think about privacy?

· Our surveys, and others, show most people are really concerned about online security, safety and privacy. 
· General concern about privacy has risen from 47% in 2001, to 59% in 2010; 80-90% of people are concerned about business handling of their personal information. 
· Concern about trustworthiness of government departments rose from 65-74% between 2008 and 2010; and a couple of interesting ones – the just released Kiwis Count survey says 48% of people would access more government services via the internet if they were sure their privacy was protected; and 48% in the recent Unisys survey said they thought the internet was very vulnerable to malicious attack. 
· With the technological progress have come changes in information and the value of it. It could be likened to an “information revolution”. Are we in the middle of it; or just at the start? Where will we end up? 
· What is indisputable is the huge commercial value of personal information. The internet is a key part of that. Don’t talk about the “internet economy” just talk about “the economy” (business delegate at OECD). 
· Think of the growth of Skype; blog sites;  - and perhaps especially social networking: eg. Facebook – now over 650 million members. The amount of personal information being collected by social networks soars at an enormous rate. 
· That information represents dollars. 
· Your identity information is the fuel for their business engine. That’s why you will see sites like Facebook strongly pushing for people’s online information tied to just one online identity. Anonymity – or “pseudonymity” obstructs their business model. As Mark Zuckerberg of Facebook argued: Having more than one identity [online] “is an example of a lack of integrity.” (The Economist, April 2011).
· All of a sudden, privacy has become a hot topic. Privacy is a strategic issue. “Without good privacy rules / personal information handling rules – we’re toast” (Josh Silverman, CE of Skype). 
Key areas of work
· Want to outline some key areas of work for our office in the last few months. Hope that it will give you a picture of the diverse and challenging area that we are involved in.

· And it’s a global picture. Data flows across national borders with the click of a mouse – and that has legal and economic consequences. First example of cloud computing illustrates that.

Cloud computing

· One of the buzz areas at the moment is “cloud computing.” Someone once called it the ”neutron bomb of the internet”. 
· What is it? Geographically remote software or data storage accessed via the internet. So, usually a 3rd party provider. Commonly will be hosted offshore. May be use of data processing facilities. May be data storage. (SaaS, PaaS) Examples? Storage of medical records by Google; multi-national accounting firms storing records via internet-based service. 
· Upside: It’s often more cost-effective because you only pay for what you use (just like water out of a tap – when the tap is off, you’re not paying.) 

· Upside: Reliable. You only need to think of those Christchurch business owners who were unable to access their business and client information after the earthquakes (remember the photos of business owners walking through the rubble carrying hard-drives under their arms?). By contrast, other businesses were relatively unaffected by the destruction because there mission critical information was all held in the “cloud”.

· Risks? What is the privacy / security significance: “virtualisation” (where data is compartmentalized on a server) raises security questions. Your data is only as secure as the security and access controls that your cloud provider has in place. 







· What happens if something goes wrong and your precious data is lost or hacked? What about if your cloud provider has a technical failure and your business is affected?  Well, that where there can be legal issues too. What are the terms in your provider contract?
· There is often a layer of complexity arising from the cross-border nature of cloud computing: which law applies? And how is it enforced?
Cloud-computing survey - OPC

· In February / March 2011, the Office undertook a survey of international disclosures and use of overseas-based ICT infrastructure by government departments and major New Zealand corporations. 
· The survey showed that many organisations are using overseas ICT infrastructure in order to conduct their business, but that some do not have adequate controls over the information provided to third parties. 
· This reinforced our view that there is significant demand from organisations in New Zealand for guidance on how to manage privacy issues in making use of ‘cloud computing’ services - which commonly use of overseas-based ICT infrastructure. 
· Our plan is to produce guidance on cloud computing and privacy during 2011/12.
Cloud-computing industry code of practice - Xero
· Another significant development is an industry initiative – being advanced by Rod Drury of Xero  and the Computer Society – to develop a code of practice for cloud computing.

· We’re following this one with a lot of interest. It’s clear there is demand within the industry for some standard setting and guidance.
Christchurch Earthquake Code of Practice – Temporary
· Just going back for a moment to the picture we saw before of the devastation of Christchurch after the February earthquake.
· Wanted to touch on one aspect – the way information was shared in the immediate aftermath of earthquake
· OPC developed a temporary code to assist in this. Aim was to remove any concerns or doubts that rescue agencies might have had about sharing essential information. 

· Need was unusual – so much inter-agency information sharing. Essential for that to happen as quickly as possible. 

· OPC developed the code of practice – conscious of other disasters overseas – such as the Victorian bush fires. Did not want NZ rescue workers to be in the situation of saying – “we could find out what we needed to find out.”

· Overall, seemed to have been successful. Feedback – and external assessment – was largely positive.

Law Commission review
· A second key area for us has been the major, 4 ½ year review of privacy laws that the Law Commission has just completed in July this year. 

· Things don’t stay the same for long in this area and that’s something that has been recognized by successive governments. 
· Back in 2006 the Law Commission was given a reference to undertake a huge review of privacy. President of the Law Commission at the time, Sir Geoffrey Palmer, would probably admit that he underestimated the size of the job at the start. Before too long he was confessing publicly that it was a topic that was “bigger than Ben Hur”.

· Despite the steep learning curve, the Commission did a great job. We were consulted the whole way through the process and I think the upshot is that the recommendations they have come up with (there are 137!) are pretty robust and realistic.
· The Law Commission's four-stage review looked at privacy values, changes in technology, international trends, and their implications for New Zealand civil, criminal and statute law.   
· The Law Commission publicly released the final report (Stage 4: Privacy Act) in early August. 
Key recommendations include:
· requiring that people be notified of serious security breaches, so that that they can take steps to protect themselves; 

· enabling compliance notices to be issued to stop a business or government agency continuing to flout the law 

· a national "Do-Not-Call" register to put a stop to unwanted telemarketing 

· regulating surveillance, interception and electronic tracking 

· streamlining privacy complaint processes to get fast results 

· enabling the Privacy Commissioner to direct an agency to release information that they cannot legally withhold 

· better processes to tackle systemic problems that affect many people, for instance by using representative or "class action" complaints 

· narrowing the "domestic affairs" exemption in the Privacy Act to better protect people from publication of offensive or harmful material online 

· making companies in New Zealand more clearly accountable if sending information offshore 

· better regulating the way personal information is shared between government agencies through approved information sharing programmes.
The Stage 4: Privacy Act report, and the other reports making up the Law Commission's review are available at: www.lawcom.govt.nz The Minister of Justice has presented the report to Parliament (www.parliament.govt.nz) and the Government's response is expected in early 2012.
Just wanted to focus on a couple of specific recommendations:

Data breach notification

· What is it? Simply -  telling affected people when something goes wrong and their personal details are stolen or mistakenly released. Most of you will remember the huge Sony Playstation data breach from a few months ago.
· What is the point of data breach notification? To give people the chance to take some steps to protect themselves. Say your credit card details are disclosed, you get a heads-up from the business involved and you can cancel your card.

· With a bit of good luck and good management you won’t have much to do with data breach notification – either by being told your information has been breached – or by having to tell clients that your systems have failed them. 
· It’s not rocket-science, and a lot of the big corporates we have spoken to have told us that they would do that sort of thing anyway.

· Currently, there are some voluntary guidelines in place to help government and business to decide if and when to notify people (you certainly don’t need to notify people of insignificant breaches – or where there is nothing they could do to protect themselves). 
· What the Law Commission has recommended is that this voluntary system become mandatory.
· Lying behind this is the idea that information is a business risk – something that needs to be managed in the same way you manage and audit money.

Information sharing

· You might have heard of the proposals – greater information sharing between government agencies – and even between public and private sectors in some instances.
· It could mean more efficient use of limited public funds – and hopefully would reduce terrible instances where cases have fallen through the cracks because one department hasn’t talked to another.

· OPC here to help that process happen. But information sharing has got to be done in a careful way.

· What the Law Commission proposes is that there would be a new process whereby information sharing programmes would be approved by Order in Council and there would be oversight by the Privacy Commissioner.
Credit reporting code

· The final area I wanted to touch on are the major changes to our credit reporting system that are happening right now. The changes mark the start of a new more comprehensive credit reporting regime for New Zealand.
· Credit reporting privacy code was reviewed. Decision taken to amend the code to enable New Zealand to move to more comprehensive credit reporting.  By coincidence, reviews of privacy and credit law in Australia led the Australian Government to move in a similar direction.  The further decision was taken to remain broadly in line with Australia given the closeness of the economies and the trans-Tasman connections in the credit reporting and banking industries.  
· There are some obvious downsides – we’re all giving up more financial information about ourselves but, overall, we can expect to see some benefits. There is a strong economic case that giving lenders more information of this sort will support more responsible lending.
When will it come into effect?
· Amendment No.5 issued few days ago – 1st Oct - to come into force, together with Amendment No.4, in April 2012.
What will it mean?
· Together, the amendments will represent a fundamental shift in credit reporting in New Zealand.  Will bring in some significant change for most of us
· The new system will, for the first time, allow credit reporters from April next year to store monthly credit repayments. So - a lot more information about each of us gradually building up over time. This should help to give lenders a much better picture of how likely we are to be able to repay a loan.
· The new system will amass much larger collections of detailed and sensitive financial information on New Zealanders.  
· This represents a big change for people and they need to understand the way the new system will work. A new Summary of Rights is available and has been translated into three languages. 
Why did we make this change?
· When we reviewed the Credit Reporting Privacy Code 2004, lenders told us that they would be able to price loans more competitively – on the basis of risk – if they had more information about a borrower’s payment history. There is overseas evidence that gives support to this argument. 
· We expect to see a wider range of people being able to access mainstream credit as a result of these changes, rather than having to turn to fringe lenders or loan sharks. We will be watching the industry closely to see if these expected benefits do in fact materialise.
· This is an important issue for individuals, businesses and the economy as a whole. People want credit approved quickly and easily and credit providers are expected to make fast but robust credit decisions. More comprehensive credit reporting should bring benefits for consumers as well as the industry, by promoting competition and allowing for better lending decisions. 
· International evidence - that suggest that this can bring economic benefits: 
· risk management for business and 
· improved credit arrangements for individuals.  

So are there some protections for people in this?
· Yes, we’ve put in some special measures to try and ensure a high level of compliance and to provide protections for people: 
· there are changes that are intended to ensure that people are fully informed about the credit reporting process 
· access to the information is strictly controlled, and a new system of ‘credit freezes’ will be available for people who are at special risk of identity fraud. This will make it harder for fraudsters to obtain credit accounts in someone else’s name because it will stop a credit report being given out once the information is suppressed. 
· Credit reporters will be required to give an assurance report each year to the Privacy Commissioner confirming that they have complied with the law set out in the Credit Reporting Privacy Code.
· Educating people about how a comprehensive credit reporting system works will be vital. Industry has a key role to play in educating the public and promoting a responsible lending culture. 
· Overall effect? The pay-off should be a much enhanced ability to assess creditworthiness. 
Conclusion
· Information = Money: it’s the currency of modern administration 
· Government and business have responsibilities to look after that personal information – it’s a huge asset and a huge risk
· Closely tied to business branding: does the business inspire confidence? In a government context – is the department trustworthy; transparent about process? Do you tell people what you are planning to do? And then, do you do what you say you will do?
· Good information handling practices feed directly into building trust and confidence

· Today’s economic climate is a factor too. Much more pressure on limited, contestable resources. More pressure for efficiency and making scarce dollars count. Having good information privacy and data handling processes can be part of the survival tool-set. What am I talking about?
· Data minimisation – don’t waste time and money collecting what you don’t need or probably won’t use.

· Risk minimisation: reduce the data – reduce the risk.

· Better data security – don’t make it easy for people to sneak or steal valuable resources

· Client management – communicate with your client-base; make your information handling policies clear; make them accessible. Make it an organisational strength or selling point.
Where are things heading?

· Moving beyond simply legal compliance, where it’s a case of tick the boxes and you’re done.  As professionals you need to be aware of that.
· Recognition that the picture is bigger than that – and is more dynamic than that.
· More of an understanding that information IS part of your essential infrastructure  - for business and government. 
· So, then, how do you look after that? How do you protect it? How do you get the best from it? How do you ensure you are managing the risks and extracting the benefits? Audit?
· Information is infrastructure and you need to approach it with a strategic view – actively manage the risks – legal; reputational and business. (Gehan’s article: self-regulation and governance: risk
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