1
8

PRIVACY – ARE GOOD INTENTIONS ENOUGH?
Presentation to LexisNexis Education Law Conference, 21 November 2007 

Katrine Evans, Assistant Commissioner (Legal), Office of the Privacy Commissioner
INTRODUCTION

It goes almost without saying that education providers depend on collection and use of personal information to conduct their business. From crèche to U3A, students need to be enrolled, assisted and assessed. Students may apply through the education provider for loans, for scholarships or other forms of funding. Some students may have special needs for support – for example educational institutions bear additional responsibilities towards their overseas students. All of this requires the collection and use of personal information about each individual student, during the term of the education relationship.
Others may also need to access the personal information held by education providers. Government funding for the institution may depend on provision of at least aggregated data about student numbers and courses of study. For students who are young, parents or guardians are a major part of their learning environment. Those parents or guardians may be intimately involved in a school community. Even if they are not, they may have some independent rights to receive information about their children’s learning. If a student appears to be at risk, disclosure of information may be necessary to ensure that appropriate intervention is available. 
And, of course, there are the staff of the institutions. Each will have personnel records, including employment or other contracts, pay records, appointment details, performance reviews, details of any disputes they have been engaged in and praise they have received. There may be records of disciplinary action and the reasons for it. 

Add into this picture information collected by security cameras, internet monitoring and other technologies.

This adds up to a vast amount of personal information stored by each educational body. The information represents what is known about individual people in many types of relationships that exist for many different reasons. The information sustains those relationships, or provides reasons to end the relationships. It varies from the mundane to the highly sensitive. And the Privacy Act touches all of it, to a greater or lesser extent. 

PERSONAL INFORMATION
Since the Privacy Act only deals with “personal information”, it is worth having a brief look at what that term means. 

“Personal information” is defined in section 2 of the Act as “information about an identifiable individual...” “Individual” in turn is defined as “a natural person, other than a deceased natural person.” Therefore, personal information is information about a living human being, as long as the information is capable of identifying that human being.

In the majority of cases, it is obvious whether information is personal information or not. However, the definition can occasionally be deceptive in its simplicity. For example, are the following items of information personal information - and, if so, about whom?

· a university student’s record, listing courses studied and grades received

· handwritten comments about that student, kept with the record

· policies that determine how grades are allocated in the university

· an NCEA Level 1 Maths exam question paper 

· the script that the student wrote in answer to that exam question

· comments that were made in response to the student’s answer

· the marking guide for that question paper

· witness statements about a fight between two teenage students, one of whom was badly injured

· the injured student’s medical record
· details of the disciplinary action against the student found to be at fault

· a complaint made by the parents of the injured student

· minutes of the Board meeting relating to the incident and the disciplinary action taken
At the Office of the Privacy Commissioner, difficulties with the definition of personal information most commonly arise when a person requests access to the information. This often raises questions about whether the access request is governed by the Privacy Act or the Official Information Act (“the OIA”)- many educational agencies are covered by both pieces of legislation, and the interrelationship is often not well understood.

If your agency is not governed by the OIA, then the Privacy Act deals with all matters of personal information handling.
THE OFFICIAL INFORMATION ACT AND THE PRIVACY ACT: THE RELATIONSHIP
(a) A highly truncated history of information legislation

The OIA predates the Privacy Act by more than a decade. It deals with all “official information”,a very broad term covering nearly all information held by nearly all organisations across the public sector, including Boards of Trustees under the Education Act, and Universities. The OIA presumed and still presumes that all information held is available, whatever that information is. It completely reversed the previous presumption of secrecy in relation to information held in the public sector. 

As part of that, the OIA particularly recognised that “persons” (both human beings and corporate entities) had a need to see what information public sector bodies had about them: so that decisions were made in the open; so that the persons concerned could check the information was correct; and so that they could ensure that the public sector bodies were accountable for decisions made using that information. 

So the OIA had two basic sets of provisions. One specifically gave a right of access by persons (whether human or legal persons) to information about themselves and provided rights of correction,
 while the broader set of provisions ensured that official information was generally open to requesters.
  Each set of provisions contained exceptions stating when it was acceptable to withhold information from a requester. The withholding grounds for withholding access to information about the requester were (and are) narrower than those for withholding access to wider official information.
The Privacy Act came into force in 1993, enacting a set of internationally accepted data protection principles.
 These principles govern personal information throughout its life within an agency – from collection to destruction. They govern how the information is stored, how it is used, when it can be disclosed. They try to ensure that the information is accurate. They also provide for the person the information is about to ask for and be given access to the information, and to be able to correct it. The Act sets out good reasons for withholding access.
There was no point in two pieces of legislation saying the same thing. So when the Privacy Act was enacted, the OIA was amended. If a human being (the “individual”) asked a public sector agency for access to information about him or herself, that access right was to be governed by the Privacy Act. Legal persons, though, could continue to get access to information about themselves under the OIA. It was necessary to preserve accountability and transparency in relation to legal persons’ information, but legal persons are generally not seen as having “privacy” to protect (as opposed to requirements of confidentiality, secrecy, commercial sensitivity and so on). Dignity, which is closely associated with privacy, is a human concept. 
(b) A thumbnail guide to what each Act covers 
The answer to which Act applies basically focuses on questions about (1) whether a public or private sector agency holds the information; (2) whether there is a request; (3) what type of information is at issue; and (4) who the requester is.

The OIA governs public sector agencies only, and deals with:

· Requests for non-personal information;

· Requests for information about another person (any privacy considerations are dealt with under section 9(2)(a) of the OIA, discussed below);

· Requests by corporate entities for information about themselves (section 24);

· Requests for reasons for decisions made about a person (section 23).

The Privacy Act governs public and private sector agencies, and deals with:
· All requests by an individual for information held by the agency about himself or herself;
· All situations where there is no external request, but the agency discloses (or is contemplating disclosing) personal information pro-actively;
· Most information sharing within the public sector;

· Collection of personal information, quality of that information, use, retention, storage etc 

· A whole host of other things including information matching, use of public registers and other things that do not concern us here.

So, for example, if your school ends up in the limelight because one of your staff lands in trouble, which Act applies when the journalist turns up wanting details of what the staff member has done, and what action is being taken?

Answers on a postcard to be placed in every principal’s office, please…

(c) What happens if both Acts are involved?
Obviously, things are not always as simple as a checklist might indicate. We’ll discuss the following situation at the conference to illustrate this point. It is loosely based on a real incident that the Office of the Privacy Commissioner and the Ombudsmen were involved with a few years ago, but it is typical of many of the situations that we receive enquiries about.
Suppose that Raewyn is the mother of the injured student in my list above. The student is her son Mike who is 16. The student who injured Mike is called Peter. 
Raewyn and Mike ask the school for access to the whole file about the incident where Mike was hurt. They particularly wants to know what the Board of Trustees did about the incident and what disciplinary action was taken against Peter. They are keen to ensure that Mike is safe at school and that Peter no longer poses a threat to him.  

On the file, there is:

· Mike’s medical information, detailing his injuries and the treatment he received;

· Information from students who witnessed the incident where Peter hurt Mike;

· Information about the disciplinary action taken against Peter by the Board (Peter was temporarily suspended, forbidden to have contact with Mike on his return to school, and had to undertake anger-management sessions with the school counsellor); 
· The minutes of the Board meeting giving very basic details of the incident and the action taken;

· A report from the principal, indicating that Mike was partly to blame because he provoked Peter.

· A note of discussions that the principal had with Raewyn after the incident.

· General school policies about disciplinary matters, safety issues, anti-bullying policies etc.

There’s a whole mix of information here, about a variety of people. Also, there’s non-personal information. Both Acts are involved. 

This may look confusing on the surface but there really is no need for despair, and there is certainly no need to go and hire a QC to sort the complications out for you. This is because, in practice, although a mixture of legislation applies, the same types of calculations usually need to be made when deciding whether to release the information to the requester or not. Moreover, at least when parents, students and teachers are concerned, common sense and your own knowledge of how to handle your relationship with those people will often guide you to a good decision about how to handle the request. There’s a presumption that the information should be made available. But there may be good reasons to withhold particular items of information (under the withholding grounds provided by the OIA or the Privacy Act, which are very similar in their terms). Also, it may be possible to give a summary rather than giving copies of whole documents, in a way that satisfies the requester, while protecting the other interests at stake.
So, for example, an instinct that you need to protect a student like Peter who has been disciplined is sound. He’s been punished already. Wide publication of that punishment could cause completely disproportionate harm to him. He’s a young person who needs the opportunity to put mistakes behind him, which is difficult once all and sundry know what has happened (especially if it ends up on MySpace or Face Book). Section 9(2)(a) of the OIA asks you to make this kind of calculation. He has a strong privacy interest in this information.

You know, though, that you are going to have to reassure Raewyn and Mike that the school has handled the situation appropriately and that Mike will no longer be at risk from Peter. They’re going to need to be given some information. Consider giving a clear indication, in reasonably formal terms that you have taken their concerns seriously, of the fact that action has been taken, the broad nature of that action (suspension, steps taken to prevent contact with Mike), but leaving out details that are more personal to Peter. What will be appropriate depends on the nature of the situation, particularly the legitimate interest in the information being available. In legal terms, this type of assessment engages section 9(1) of the OIA – Peter has a very strong privacy interest in the information, but there may be some even stronger countervailing interests to release some of the information, in a particular form or in a particular way. 
Also, there may be some important messages for the wider school community about how this type of incident is handled – particularly as the incident happened in front of others and word will have gone around.  This will probably have dictated what was put in the minutes. Once something is in the minutes of an open meeting, it’s very difficult to withhold it on request. The privacy calculation in relation to that level of information has already been made, essentially, in favour of openness. 

It might well be appropriate to let Peter know what is going to be said, so that the release of the information does not come as a surprise. And perhaps this is a good time to look at your school policies on the subject – do you tell students and their families that if disciplinary action is taken, some details may well have to be given to any victims of the student’s actions? Do they know that certain details are recorded in the minutes?
Then there’s the information about Mike. There’s no point in withholding it so why not simply give it to him? Ditto with the note of the conversation with Raewyn – give it to her. (This accords with your Privacy Act obligations).
As for the statement from the principal about Mike’s contribution to the incident, he needs to know that. It’s a statement made in an official capacity, and it’s pretty difficult for the principal to argue Mike shouldn’t see what was said or that the principal has some sort of privacy interest to protect that is strong enough to overwhelm Mike’s right to see the information. In legal terms, the Privacy Act is still at issue. 

You need to ensure that witnesses to incidents like this are not deterred from coming forward, otherwise your job in preventing or detecting aggressive behaviour is going to be that much harder. Perhaps you can disguise the identity of the witnesses by anonymising the witness statements? This would protect the witnesses’ privacy and make it more likely that they will feel safe to give information in the future, but still allow Raewyn and Mike to see what was said about the incident. This is a Privacy Act calculation, though aspects of the witness statements may also be official information. However, in my experience, both Acts tend to come to the same conclusion on this type of material.
The general information about the policies etc should, of course, be released – under the OIA, as it happens. This should not be a difficult call, though. Openness about policies is part of the reason they exist at all. They’re not much use if people don’t know about them. 
THE OTHER PRIVACY PRINCIPLES

Of course, access to information is only one of the privacy principles. I have chosen to focus only on access here, because of time constraints. However, if you have questions about disclosure (always a thorny issue), collection, accuracy of information etc, then please bring them to the conference. 
Basically, though, privacy protection boils down to fairness. For example, some useful rules of thumb are:

(i) Tell people what you’re doing and why;

(ii) Keep information safe

(iii) Get only the personal information that you need to do what you have to do;

(iv) Only use personal information if you’re reasonably sure it’s accurate and up to date;

(v) If someone tells you that the information you have about them is wrong, correct it if you can. If you disagree that the information is wrong, put a note of the person’s opinion beside your own on the file. Anyone reading that file later will then be able to see both points of view.

Although the application of the privacy principles is not always straightforward, instincts as to what would be fair and right in a given situation are often an excellent guide to the legal conclusion that the principles indicate. There are difficult cases, though, where there may be very different views of what is right. They need to be considered on a case by case basis. Sometimes it may be well worth while to get some legal advice. 
THE PRIVACY COMMISSIONER AND COMPLAINTS HANDLING
If a dispute results in a complaint made to the Privacy Commissioner, this is often beneficial to an agency. It gives us an opportunity to work with the agency and the complainant to resolve the dispute, to indicate our view of how the law applies and to make suggestions as to how to improve policies and procedures. Our focus is primarily on alternative dispute resolution, and privacy education. 

Where we need to come to a more formal opinion, those are still the aims that are foremost in our minds. 
Of course there is an enforcement option, in the shape of the Human Rights Review Tribunal, which is there for those rare cases where more is needed (in the form of orders, and a legally binding precedent).. However, the vast majority of complaints are resolved without the need to even contemplate litigation. 

HANDLING PRIVACY ISSUES WITHIN AN AGENCY
(a) Who is your privacy officer?
Every agency should have at least one “privacy officer”; a person in the agency who is most familiar with how personal information should be handled. Since there is so much personal information in every educational establishment, I suggest that no school, university, or other education agency can afford to be without one.
You may well need to have other staff trained in privacy matters too. For example, if the deputy principal is the privacy officer, she or he will not want to handle every routine request for personal information. A well informed administrator should be able to do that. The deputy principal would then be left to make more difficult calls on release of information, or manage the development of information handling policies.

The privacy officer:

· Develops good policies for handling personal information that suit that particular agency’s needs;

· Handles queries or complaints about privacy from students, families, employees, the media etc;

· Alerts you to any risks that might arise with personal information (eg security);
· Trains staff in personal information handling;

· Liaises with the Office of the Privacy Commissioner if necessary.

· Liaises with other privacy officers (see below).

If a mistake has occurred, your privacy officer is your front-line person to sort out complaints quickly, with an eye to the relationships you may wish to preserve, and without unnecessary expense. If we receive a complaint, or an enquiry about a dispute, we nearly always suggest that the person should contact the agency’s privacy officer first, if they have not already done so. 
So who is your privacy officer? If you don’t have one, get the Board to volunteer someone!

(b) Avoiding wheel reinvention
One major reason that I encourage you to have a privacy officer is that your privacy officer can liaise with other privacy officers in the education arena. After all, there is little point in each school, for example, having to separately develop policies for handling personal information. Such things can be beyond the resources of even medium sized agencies; there are simply too many competing priorities. Schools are not all alike, certainly, but as far as personal information goes they have many things in common. School privacy officers could therefore share information about current policies, and work with one another to develop policies that act at least as a template for their particular school. University privacy officers could do the same. This will share the paperwork, as well as sharing the knowledge.
For example, since many education agencies have to deal with both the OIA and the Privacy Act, they could send around existing policies about how to handle requests. Or, perhaps even better, a privacy officer team could develop a common checklist for handling requests to make that process easier and ensure that decisions are made within the statutory timeframes. It could also record decisions made (in case we or the Ombudsmen come asking). There are undoubtedly some useful models out there; they just need to be shared.
(c) Creating a privacy officer network
As far as I am aware, there is no current privacy officer network in the education sector. However, if you let me know who your privacy officer is, we can start to link you up with one another. We also provide training for privacy officers. We can really only do this in the major centres at the moment, and we generally do it on a cost-recovery basis. For example, groups often collaborate to organise a venue, invite participants, and share our travel and other expenses. However, provided we get the resources to do so, we will be working towards further, better and cheaper ways to provide training (eg by creating training materials on CD/DVD) across a wider range of geographical areas and groups. 

An ideal way for privacy officers to communicate with one another is online, via a website with a password protected discussion area. Our website does not currently offer this facility (and privacy officers may well not relish the fact that we would need to moderate it anyway!), but there may be other options available in the education community that would be worth exploring. 

Face-to-face meetings are also very important, to the extent that that is possible with costs of travel. Our experience with the well-established DHB privacy officers’ network, and the Wellington-based “Privacy Officers’ Round Table” aka “PORT”, is that regular meetings are highly beneficial. The DHB privacy officers’ network, for example, meets three times a year, in Wellington, with assistance from the Ministry of Health. PORT meets more often, and members share hosting responsibilities amongst themselves. 

Any education sector privacy officers network could also link with and draw information and inspiration from those two existing privacy officers networks, and I would be happy to facilitate this. 
(d) Our enquiries line, website and case notes
If you have general queries about privacy, for example about whether the Privacy Act is relevant to a particular problem (or what principles might be relevant), we have an enquiries line (0800 803 909; 09 302 8655; or enquiries@privacy.org.nz). We cannot give legal advice on particular problems in case we are asked to decide whether the agency has breached the Privacy Act or not – we have to maintain our neutrality. However, our enquiries staff will do whatever else we can to ensure that you have the information you need. 
Our website (at www.privacy.org.nz) also contains information that may be of assistance. The website in its current form is relatively new, and is still under development. We welcome suggestions as to fact sheets that we can develop. 


We publish case notes quarterly. Case notes are anonymised summaries of how we interpreted the law in relation to a real complaint. They are not legal precedents (any more than our opinions are), but they are intended to give guidance about how the law applies in individual fact situations. There are a few that relate to the education field. 

All our published case notes since 1993 are available on our website. A search under “school” or “university”, for example, reveals relevant case notes. We also publish a compendium of case notes at low cost. We issue case notes quarterly, and are happy to email them (free) to those who wish to receive them. Simply contact me or our enquiries line to be added to our distribution list. The same is true if you wish to receive our free quarterly newsletter, Private Word.
ARE GOOD INTENTIONS ENOUGH?
Of course, the answer is no, not quite. Good intentions can still be mistaken, and also one person’s good intentions may not always agree with another person’s good intentions. 
However, in practice, privacy protection does usually accord with good sense. And for those hard cases that arise, it would be good to know that there is a network of privacy officers to turn to whose collective brains may be able to assist you. 
Katrine Evans

Contact: Katrine.Evans@privacy.org.nz; ph 04 494 7081.
� Section 24-27 of the Official Information Act 1982, which also set out some specific, limited, withholding grounds. Section 23 also provides a right to receive reasons for decisions made about you.


� Section 5 sets out a presumption that official information will be available; sections 6, 7, 9 and 18 provide withholding grounds. 


� In 1980, the Organisation for Economic Co-operation and Development (OECD) established a set of data privacy principles. The intention was to encourage member economies to enact the principles into law, so that they would have broadly similar data privacy protection. This would then facilitate commerce relying on transborder flows of information – barriers to information flows would be reduced or would disappear if equal protection on each side of the border was guaranteed. The principles have formed the foundation of data privacy law across such places as Europe, including the UK; Hong Kong; Canada and its provinces; and Australia and its states and territories. APEC has now adopted a similar framework, with similar aims, to encourage further harmonisation of regulation in the Asia-Pacific region. 


� The right of access to information about oneself does not equate to a right to reasons for decisions made about oneself. Access only governs information that is held about a person. The right to reasons may require the agency to go a lot further than simply retrieving information held about an individual and making it available to that individual.


� There is an interesting current debate about whether public sector agencies can request information from other public sector agencies using the provisions of the OIA. Standard practice is that these requests are not treated as OIA requests, but we have encountered some situations where the OIA is indeed used. The answer to the question is important. Release under the OIA in good faith means that the agency is not liable for that release, or for its consequences, under civil or criminal law. If information is released under the OIA, there is also an argument that the Privacy Act is overridden because of the operation of section 7 of the Privacy Act (see below at //)
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