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Speaking Notes – Marie Shroff 
Privacy and Technology – Innovative Partners

New Zealand Computer Society Innovation Day 2010

9 December 2010, 2.05pm
Civic Suite, Wellington Convention Centre, 2nd Floor, Wellington Town Hall
(30 minutes, plus 5 minutes for questions)

Slide 1 – Title Slide
Introduction 

· Welcome. It’s great you chose to come to this session to hear about privacy and how it can support the information technology industry.

· I see a lot of potential to partner each other. We have overlapping interests and goals. Certainly, a successful and innovative industry will require the privacy switch to be turned on! Hope to be able to advance that today.
· There are genuine business opportunities in this for you. (eg. FTC announcement of “do-not-track”; and new industry initiative launching in early 2011 – “Open Data Partnership” - will allow consumers to edit the interests, demographics and other profile information that online data mining companies collect about them.  And people may choose not to be tracked at all.
) Privacy can give you a competitive advantage.
Slide 2: Microchip Implant
· Responsible industry practice has been integral to NZCS for a long time. It needs to become an even greater priority.

· You are no longer the new industry on the block.  But you are the experts.  The public, by contrast, may feel overwhelmed and a certain loss of control by the huge digital world we now inhabit.
· For the professional ICT person, your ability innovate and to break new ground must be balanced with increased responsibility and ethical duties to promote safe practices.

· Boring?  No!  It’s a challenge, and a chance to be more creative in how you do things, to be responsive to the public and thereby gain business advantage.

· As a first step, I am pleased you have developed a professional standard and certification system, and that it contains a privacy module. It is a sign of an industry that is “growing up”; and taking a wider view – its win/win.
· I will focus on Privacy by Design: what it is; how to implement it and what the boundaries are.  What you do within those boundaries is up to information technology industry.  That is the realm of innovation. I will explain…
Slide 3: Default Setting
But first, what is privacy?
· Privacy is a subjective notion and sensitivities vary from person to person (how do you feel about sharing details of your bank balance, sex life, personal relationships, medical history?).

· Sometimes described as “the right to be left alone” or “the right to control one’s own personal information”.
· Privacy  today is difficult because of the fact that there is a virtual deluge of personal information out there. 
Slide 4: Rain
What is “personal information”?

· Personal information is information that relates to an identifiable individual.
 It’s a broad category and can include things which are not immediately obvious, such as wi-fi account names (eg. a recent investigation into Google StreetView – we will announce the results very soon).   
· The Privacy Act applies, and it definitely applies in the digital world just as it does in the physical. IT is not a free zone for technical innovation in a moral vacuum.
· You may be involved in software development or systems or website design. If those systems use or collect personal information then you need to keep privacy to the forefront of your mind. 

Slide 5: Goldrush
How is it relevant to you?  (7 points)
· Volume: The digital information generated about the average person on a daily basis now surpasses the amount of digital information individuals actively create about themselves.
· Unavoidable: You need to be able to design, recommend or install systems which manage personal information in a privacy protective way.
· Public Demand: People are increasingly aware that personal identity is a saleable commodity, and they increasingly understand and object to the concept of ‘function creep’. (eg. Google Buzz uproar and Facebook privacy settings backlash.)
· Benefits: -  Build trust:   Good privacy is good business: if people trust you to manage their personal information, you are more likely to retain them as a customer.
· Professional Obligation: You have legal, technical and ethical standards to adhere to.  (Loss or wrongful disclosure of people’s personal details is also a safety issue.)  
· Consumer Standard: Example: US Federal Trade Commission laid charges against Twitter saying it had deceived customers by promising a level of information security they did not deliver and failing to safeguard users’ personal information, after hackers were able to break passwords, control accounts and read messages.  (Twitter and FTC reached an out of court settlement.)
· Requirement for Doing Business (Request for Proposals): Privacy Enhancing Technologies (PETs) and Privacy By Design may become a business requirement: - eg. House of Lords Constitutional Committee recommended that the UK Government review its procurement processes to incorporate PETs in new or planned data gathering and processing systems.
 
Impact?

· IT specialist is no longer the sole captain of the technology industry ship.  Consumers, lawmakers, parents, and people like me are now making demands and shaping standards.

Slide 6: Cubicle Security
So what should you to do?
· [Refer to the cartoon]  You don’t need to go this far!

And what is Privacy by Design?
 

· Simply: Privacy by Design involves privacy as a first thought; not as an afterthought.  Build it in at the beginning, rather than bolting it on at the end. 
· Privacy becomes an essential part of the solution being delivered: able to anticipate and prevent privacy invasive events before they happen.
Slide 7: God contract out to Google
What is the point of it? 

· Far harder to recover from a privacy disaster than it is to prevent it from happening.
 

· It is more difficult, more costly and less effective to retrofit privacy to a system or policy.  Make privacy the default from the outset.  
Slide 8: Padlock text slide
So how do you go about it? 

P A D L O C K

· Short mnemonic for Privacy by Design which covers the most important things to think about.  (Handout for you to take away, to jog your memory.)
“P” in Padlock stands for purpose

· Start with a clear idea of what you are trying to achieve. What is your purpose for collecting personal information? 
· A clear statement of purpose is your foundation.  As a general rule, you should only use personal information for the reason for which it was originally collected.  
· Ninety percent (90%) of respondents we surveyed said they would be concerned if a business used information supplied for one purpose for another purpose.  

· When you upset peoples’ expectations, they get nervous and begin to lose trust.  

Slide 9: God, Santa around a table 
· Purpose Example: Google Buzz furore - Gmail took the private web-based email service and melded it with a new social networking service. Google then automatically assigned users a network of "followers" from people they corresponded with most frequently on Gmail. This information was public. 
· Google failed to consider the privacy expectations and autonomy of its users. Privacy Commissioners from around the world wrote to the Google CEO, noting that Google must respect data protection and privacy laws that apply online, just as they do in the physical world.  
· Google took corrective action – they are “growing up” too.
Slide 10: Santa - Immigration
“A” in Padlock stands for Accuracy
· Technology is often used as a tool to assist in making a decision that affects a person – whether it is having enough credit to pay a bus fare or, more seriously, whether a person is entitled to enter a country or not.  

· Incorrect personal information held within a system, and errors within the system itself, can lead to an action being taken against a person which is not warranted.  

· It can also be really hard to fix the situation by convincing others that what the computer is telling them is not correct. So the personal data you use must be as accurate as possible – and there need to be safeguards in place for those times when things go wrong. 

· Think proportionality – the more people potentially affected, and the more serious the result of an error, the more safeguards you need.

Accuracy Example:

· Biometric information, such as the facial measurements stored in the chip in your passport, is personal information. However, errors do occur: no biometric system can ever be 100 percent accurate.

· Erroneous personal information should be corrected on the system as soon as possible to prevent mistakes from repeating. Think about the front page impact – serious reputation and brand damage can occur from just one highly publicised error.
· Having a trouble-shooter available to sort things out when the technology gets it wrong, or incorrectly identifies someone, is an important legal and privacy safeguard.  

Slide 11: Get all information 

“D” in Padlock stands for Data Minimisation
· Only collect what you really need. The more personal information that is collected, the higher the risk that identity information could be compromised.
· Protect your own reputation and the personal information of your clients and users by keeping tight links between your purpose and the information you actually collect. 

· Ask yourself – Can I be innovative, and think of a way of achieving my purpose without collecting particular personal information? This is especially important where the personal information involved is very sensitive, or if compromised could affect many people.   
· Your organisation may be running reputational risks by collecting and holding unnecessary personal information. Manage your risk – keep your inventory down.
· Example:  school raffle.

Slide 12: Padlock text slide
“L” in Padlock stands for lifecycle

· Think about how you manage personal information – from its collection; use; storage; to its safe and complete destruction. (It may be the simplest information system, such as names and phone numbers collected for an online competition, or large, complex, datasets.)
· At every stage in this “information lifecycle” there are choices you can make about how you handle information, and opportunities to be more careful with people’s data. The best time to make these choices is when you are designing or implementing a system.  
· A  Privacy Impact Assessment is a useful tool to help you to work through the lifecycle of information and identify the choices that you have (Rugby World Cup volunteers example). It will also get you thinking about why you’ve got the information and how long you need to keep it to achieve its purpose.
Slide 13: Privacy Impact Assessment
Who prepares a PIA?

· Ideally, developer and client should jointly prepare the PIA during the briefing part of implementing a new technology system.  Guidance material on mapping information lifecycles and developing PIAs is on the OPC website (www.privacy.org.nz) 

Slide 14: Please Sir, Can I Have Some More Privacy?
“O” in Padlock stands for Ongoing Responsibility.
· As an innovative ICT professional, there is an opportunity to encourage a pro-privacy application for the products you have developed or installed, and by doing so, deliver a quality product.
· Make privacy your selling point. If you don’t, some other innovative developer will steal that advantage.

· Example: the bank advertisements you see for online security that use privacy as a selling point.
Slide 15: Padlock text slide
“C” in Padlock stands for Control

· Maintaining adequate control over personal information that has been collected is vitally important.  This is where security and privacy overlap.  

· When transmitting data, you can encrypt it. You can take active steps to deny people the opportunity to behave in a privacy invasive manner. Build in access permissions with strong password requirements.  (UK example of unencrypted disk lost.)
· If you are in charge of an IT system within an organisation, insist on strict privacy protocols.

Control Example: 
Slide 16: Facebook friend
· For the individual, control includes having choice about what happens to your information. Take social networking. People have different comfort levels when it comes to publicising personal details. Facebook bargain on that when it unilaterally changed its privacy settings and suffered the inevitable public backlash.

Security / Control Example - PSD Survey Results
· We have undertaken a Portable Storage Device (PSD) survey for the last 2 years. Our survey looks at the protocols and controls around the use of PSDs in government departments, and assesses them on adequacy.
· The most recent survey conducted earlier this year found two-thirds of the 42 government agencies appeared to have adequate controls on PSDs - compared with less than half when surveyed a year ago. This is good progress, but there is certainly room for improvement.  
· Private sector picture likely to be similar – ie better controls needed.

“K” in Padlock stands for Knowledge

· Share the knowledge. Make sure people are fully informed about what personal data will be collected from them, and what that data will be used for.  

· Tell people how long you will store their information, whether it will be disclosed to another agency, and how they can correct inaccuracies.

· Privacy notices and information-use statements are good ways to communicate these things.  But make them easy to find, access and understand.  Make them age appropriate. Layered privacy notices are a good option.

· Take special care to be clear and upfront when dealing with children’s personal information. There is growing concern for children’s online welfare: 72% of people we surveyed said they were very concerned about the information children put on the internet about themselves.
What about implied consent?
· Many websites rely on implied consent to collect and use personal information – their privacy policy states that by accessing the site, you are agreeing to the terms and conditions. This is only reasonable if the user has a real opportunity to understand what those terms are.

Slide 17: Selling information
Lack of Knowledge / Consent Example

· In August, the CEO of Hong Kong’s e-payment/smart card operator ‘Octopus’ (closest New Zealand equivalent is the Snapper card) was forced to resign after admitting the company sold the personal data of two million customers to businesses without their knowledge or consent.
  Octopus had earned US $5.7 million by selling personal information since 2006. 

· Since this erupted, six banks in Hong Kong have admitted selling the personal data of over 600,000 clients to insurance companies for marketing purposes.
 

· These revelations caused a huge public outcry and strong public pressure has built for the review of Hong Kong’s data privacy laws, which do not currently require consent for the sale of personal data for profit.

Slide 18: Final Padlock text slide 

Opportunities ahead - EU Adequacy: 

· Finally, I wanted to note a small legal change that may have some positive business implications for you as IT professionals.

· The Privacy Act was amended very recently to prevent New Zealand being used as a conduit jurisdiction by companies trying to avoid their own cross-border data transfer laws. This change brings us closer to obtaining a formal finding that New Zealand’s data protection law is ‘adequate’ in the eyes of the EU. 
· That sounds fairly abstract, but the real impact is that once we have this status, European businesses can more easily send data to New Zealand for processing.  New Zealand companies will have a competitive advantage - no other country in our region yet has that status. 
· It’s a change that has been a long time coming and business opportunities are undoubtedly being sacrificed in the meantime. I heard just the other week of a NZ business that lost a data processing contract because we did not have a finding of EU adequacy. This represented a loss of some $30,000 that had been spent on the tendering process. 
· So I am hopeful that what has been a disadvantage will soon, instead, bring clear business advantages. 
· You the industry will need to use the “Padlock” to take full advantage of the change; we have opened the door for you, or will shortly; you must be best dressed in “good privacy practice” as you go through that door.
Conclusion - where to from here?

· I hope all of you will take part in the NZCS Certification Programme.  Apart from equipping yourselves with evidence of a high level of competence, it also contributes to a positive perception of your industry.

· But regardless of whether you personally choose to become accredited or not, I will be holding you all to a professional standard in future, which means privacy awareness is now part of your core business.  

· Why?  Because this is what the public now expects of you; what the law expects of you; and last but not least, what I, the regulator, expect of you.

· You don’t want to end up looking like this!

Slide 19: New cartoon: Egg on Face
· But this is your industry and, as I said at the beginning, I can only give you parameters in which to work.  The rest is up to you.
· I hope you will start implementing Privacy by Design principles, and start reaping the benefits for yourselves. Don’t end up on the front page, in breach of the law, or in the grip of the regulator! Privacy by design is not a road block but instead can be your road map.  
· Remember: build it in, don’t bolt it on.  
� Emily Steel, “Data-miners ready to reveal digital footprints”, The Wall Street Journal, 3 December 2010.


� Privacy in New Zealand is governed by the Privacy Act, which sets out a framework for handling personal information. Privacy is not an absolute right under New Zealand law: it is balanced against other interests, such as national security or personal safety.  





� House of Lords Constitution Committee Surveillance: Citizens and the State (London, 2009) para 349.


� First coined in the 1990s by Dr Ann Cavoukian, Ontario Information and Privacy Commissioner.


� Example: Release of data from web searches of 650,000 AOL users �HYPERLINK http://techcrunch.com/2006/08/06/aol-proudly-releases-massive-amounts-of-user-search-data/ ��http://techcrunch.com/2006/08/06/aol-proudly-releases-massive-amounts-of-user-search-data/�


� Hong Kong Octopus chief resigns after data sale: August 5, 2010 (AFP) � HYPERLINK "http://news.yahoo.com/s/afp/20100805/tc_afp/hongkongtransportoctopusitprivacy_20100805061718" ��http://news.yahoo.com/s/afp/20100805/tc_afp/hongkongtransportoctopusitprivacy_20100805061718� 


The Octopus card is used by 95% of people aged between 15 and 65 in Hong Kong to dine and shop as well as travel.


� Hong Kong reviews law on sharing and selling of personal data: 20 August 2010 (Roland Lim, Channelnewsasia.com) � HYPERLINK "http://www.channelnewsasia.com/stories/eastasia/view/1076235/1/.html" ��http://www.channelnewsasia.com/stories/eastasia/view/1076235/1/.html� 


� Privacy Commissioner has a wide range of functions: - investigate possible breaches of the IPPs; monitor developments in computer technology and data processing to ensure any adverse effects on privacy are minimised. Other functions include: 


Name and shame poor performers who have seriously compromised people’s privacy.


Refer matters to the appropriate authorities.


Issue binding codes of practice for industry.


Recommend law change where I see a need.  
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