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1. Introduction
· Pleased to have the chance to be here.

· Hope that I can give an insight into the data and regulatory boomtown that privacy law has become.

· Risks for the businesses that you work with; and opportunities for Russell McVeagh.

· Hope too, that my reflections may resonate with you – would be very interested to hear your insight and experience as practitioners.
2. Painting the picture – our information revolution

Technology changes. Lots of changes happening all the time. In the midst of huge technological, cultural and social change. The way information about me – and you – is being collected, stored and sold, shared and re-bundled is profound. Our access to information sources is vast – and historically unparalleled. 

Keeping up with the technological advances is daunting. 
· Think of the fact that the human genome has now been mapped and of the vast information about each of us that might be unravelled. 
· Think of the increasing sensitivity of DNA testing, which means that DNA information can be gathered from sweat left behind at the scene of a crime. 
· Think about your search record on Google.

Recent privacy related developments just in the last few months: 
 

· Cameras being installed in all taxis – recording all journeys 

· Fingerprints and photos of youth offenders being collected and stored by Police (12 yrs+)
· Eg. “Timeline” app; tracking
· Video Camera Surveillance (Temporary Measures) Bill
· Increasing pressure for information sharing between government departments  - Information Sharing Bill
· News of the World scandal 
· And recurrent data breaches - At the end of 2007 – a huge data breach in the UK. Child benefit information involving 25 million people and 7.25 million families. Lost on CD.
· In light of recent stories about data breaches or data losses, two-thirds of British adults reported that there has been a decrease in their level of trust in established institutions, such as government departments to correctly manage their data (British Computer Society, Data Guardianship Survey 2008).

· Since then - Sony Playstation data breach

· Labour Party data breach

How do you fit in to the picture? 
· You are trusted advisers; technical and legal experts – and perhaps most importantly you are part of the digital data picture: social networking, blogging, buying and banking online. 
· The suggestion is that the way we are working is even influencing the way we process information. For instance - how many of these “digital native” characteristics ring true for you?

· You like receiving information quickly – from many sources

· You like multi-tasking

· You like to network with others

· You like to learn things “just in time” (Source: http://women.timesonline.co.uk/tol/life_and_style/women/families/article4295414.ece?)
· So, in that sort of environment, there are business risks and opportunities for lawyers and clients; privacy as a competitive advantage? Clients seeking advice and help – where are the lawyers and consultants to help them manage their risks?

Privacy in brief
Thought I would outline some work areas we have been involved in recently – to highlight the trends and directions.

(a) Credit reporting code of practice – Amdt 5

· Just signed off last week. Significant changes: New era of more comprehensive credit reporting. Will affect almost all adult New Zealanders. Help to support a responsible lending environment.
· Most fundamental change is that credit reporters will be able to collect and report ‘repayment history information’. This affects anyone with credit. So, whether you meet, or miss, your monthly payments on your credit card, mortgage payment or utilities account will end up on credit reporters’ databases – and be on your credit report.
· Second key change will enable consumers to “freeze” their credit reports if they are a victim of fraud. This is also called “suppressing” credit reports.
· Impact on ordinary person?: Some changes that appear intrusive also have the potential to bring benefits to individuals. 
· Repayment history information may lead to more competitive credit offerings – along with better rates for those people who are considered good credit risks. 
· With more information to hand, banks may be more willing to lend to parts of the community that currently may seek credit outside the mainstream banking system through fringe lenders or “loan sharks”.
Some of the changes directly affecting individuals include:

· a protective right for victims of fraud to suppress credit reports;

· prohibiting the listing of small defaults under $100;

· allowing people to shop around for credit without being penalised on their credit score,
Other aspects:
· Assurance reports provided to Privacy Commissioner each year by credit reporters
· Summary of rights for consumers (4 languages).

· Real need for public education – financial literacy. Will be expecting the industry to make a real contribution to that.

(b) Media trends

Our media enquiries are a good reflection of where things are at for us. We get about 200-300 calls from media each year. The vast majority of those are technology related. To give you a picture – the sort of enquiries we got in the last year included: 

· Google wi-fi data collection 

· Facebook apps and personalisation services; privacy controls (or lack of!)
· CCTV (in various ways)
· cameras in taxis 

· location-based tracking; other geo-location devices
· Customs body-scanning at airports 

· mobile internet
· Sony playstation breach 

· Parents monitoring children’s cellphone use 

· cloud computing 

· regulating cross-border information flows. The list goes on.

Many legal and other risks for businesses and government department – are they aware of these and should you be advising on these?
(c) Cloud computing survey – May 2011
· Information is global – and passes instantaneously across national or state boundaries. As you well know, the law doesn’t work that way!

· Carried out a survey of the way businesses and government agencies were using offshore information and communication technologies services.

· Found that both the private and public sectors need guidance in this area. While most of the organisations have controls to protect the security of personal information in transit, some have no control over what happens once the information is sent overseas or don’t know if they have controls.
· survey will help us to develop guidance on how to mitigate ICT risks that will enable businesses and government agencies to get the most out of cloud services.
· If New Zealand businesses and government agencies are going to take advantage of the benefits the cloud can offer, it is imperative that privacy issues are tackled and got right. So how well are you placed to help identify these risks and give competent advice?
(d) UMR public opinion survey results
Why is this topic important? Well, here’s what the public think. We regularly commission public opinion surveys to get an idea of how attitudes to privacy are developing. March 2010 was the most recent – due to do another survey early in 2012. The results over the years have been remarkably consistent.

Key points:  







· Information that children put on the internet about themselves is the privacy issue that most worries New Zealanders. Eighty-eight (88) percent of people surveyed said they were concerned about the issue, including 72 percent who said they were "very concerned".

· UMR survey found that security of personal information on the internet (83 percent) and personal information held by overseas businesses (79 percent) continued to be the issues of next most concern. 

· Overall, 43 percent of respondents surveyed said they used a social networking site - compared with 32 percent in June 2009 and just 14 percent in August 2007 (latter figures from UMR omnibus surveys).
· And 4 out of 5 people aged 18-30 used social networking. 
· Surprisingly, more than half of users (57%) believed social networking sites were mainly private spaces where people shared information with their friends.

(e) Commissioner-initiated inquiries (CIIs)

· Trend towards class actions; systemic enquiries. Complaints we receive don’t reflect the spectrum of issues. 

· Google Wi-fi

· Health insurance CII? Telecom Wireline?

(f) Cross-border - international developments

· “No man is an island entire of itself”– never so true as now.

· And with that comes opportunity. New Zealand’s privacy law finally received the tick from EU working party that indicates it meets international best practice.

· The working party’s opinion shows that our law ensures an adequate level of data protection consistent with European requirements.

· This is a key step towards obtaining a formal legal determination from the European Commission that New Zealand is a safe destination for European companies to send personal data for processing. The finding will be significant for cross-border trade and will open doors for New Zealand business – result in about 6 months we hope.
 (g) International focus and conference - “Big Data”

· Soon to head to annual international conference of data protection and privacy regulators. About 2,000 delegates - from government and private sector – Microsoft; Google, IBM, EU regulators; Asia-Pacific & U.S. Has become focal point

· Ken Cukier – concept of ‘Big Data’ – scene setting for whole conference.
· Has the data-driven economy yet reached its fullest bloom? All our indications would have to say ‘no’. ‘The data-centred economy is just nascent’ (Craig Mundie, head of research and strategy at Microsoft).
3. Regulatory responses

From a regulator’s perspective, the question becomes – how on earth do you regulate all this? Answer at the moment is – in a whole variety of ways: -
(a) International cooperation 
Increasingly – moves being made to coordinate regulatory efforts internationally. Two examples of that:

APEC Cross-Border Privacy Enforcement Arrangement (CPEA) 
· July 2010 - NZ a founding participant and co-administrator of the arrangement, along with the US Federal Trade Commission.

· Information now moves freely on a global scale. Smaller countries like New Zealand are inevitably 'takers' of global technology and services from big players such as Microsoft, Facebook and Google. We need to be a part of international moves to protect our consumers' data in the global digital world.

· Benefits? Consumers of countries involved; business which seeks a consistent environment internationally for data protection and enforcement.

· Cross-Border Privacy Enforcement Arrangement (CPEA) the outcome of several years' work by an APEC Pathfinder project. OPC has been actively involved in the development of the arrangement and its implementation.

GPEN – Global Privacy Enforcement Network

· Cooperation between regulators. Effectively operates as a referral system.

· In the US, for example, the FTC has become a very significant player in the regulation of privacy. NZ PC could say “please have a look at this and see what you can do.”
(b) Current powers

· Complaints, code-making power, enquiries, standard-setting, name & shame.
(c) Industry developments

· Eg. industry codes for biometrics & RFIDS already exist.

· Cloud computing industry code of practice. There is considerable industry pressure from cloud computing providers, for there to be specific guidance or standard setting to cover cloud computing.
· One development in the last few months has been moves by Rod Drury of Xero, and the NZ Computer Society, to develop and industry-led code of practice.
· We support this and are following it with interest. We are developing guidance for users.
(d) Law Commission privacy review and recommendations
Law Commission has just come to the end of a major 4 ½ year project looking at privacy and assessing the impact of the technology changes in this area.  

Overall? – NZ privacy law is flexible and technology-neutral. The review endorsed that approach. But the Law Commission has also recognised that new risks have emerged from the way today’s businesses use personal information.
Technology change has thrown down some challenges – particularly when it comes to keeping confidential data secure. Businesses are now well aware information is a valuable asset to be protected. Personal information is at the heart of many new business opportunities, so getting the fundamentals right is important.
Key recommendations include:

· Requiring that people be notified of serious security breaches, so that they can take steps to protect themselves;

· Enabling compliance notices to be issued to stop a business or government agency continuing to flout the law;

· A national “Do Not Call” register to put a stop to unwanted telemarketing;

· Regulating surveillance, interception and electronic tracking;

· Streamlining privacy complaint processes to get fast results;

· The Privacy Commissioner could direct an agency to release the information that they cannot legally withhold;

· Better processes to tackle systemic problems that affect many people, for instance by using group or “class action” complaints;

· Narrowing the “domestic affairs” exemption in the Privacy Act to better protect people from publication of offensive or harmful material online; 

· Making companies in New Zealand more clearly accountable if sending information off-shore;

· Better regulating the way personal information is shared between government agencies through approved information sharing programmes.

New power: Compliance Notice

· New power - The Law Commission has put forward the low-cost, low-resource suggestion of a compliance notice to target those agencies that persistently flout the law. 
· Privacy Commissioner could order agencies to fix business practices that breach the law. 
· Targeted tool - would address those rare occasions when no other solution has worked and people are at risk of harm from misused information or inadequate business practices.
· Why needed? Some agencies may poorly protect, unwisely disclose or even exploit or on-sell individual information.
· Example?: Professional man who refused to take content down from his website that named young women who had made allegations of sexual abuse against him – in his professional capacity. 
· Effect: We could fix problems quickly, and protect people’s personal details from loss or misuse;

· Responsible businesses are already protecting information. But this will put everyone else on notice that serious information mishandling will have consequences.

Privacy Breach Notification
· Reality is that occasionally things do go wrong and personal data is lost or hacked into. At the moment, people are not necessarily told, and so are put at risk of identity theft or other harms. 
· Voluntary scheme in place at the moment.
· Proposal – The voluntary scheme would become mandatory so that people would be told when there was a serious data breach that affected them – so that they could take steps to protect themselves, like cancelling a credit card. Recommendation is for a “risk-based” approach, to avoid notification overload. 
· Eg.? Sony breach as it affected NZers; bank sends bank statement to estranged partner.
Class Actions to Tackle Systemic Harm

· Proposal - groups of people would be able to bring “class actions” / representative complaints. 

· This recommendation reflects the reality of many privacy breaches nowadays. 

· We see plenty of instances, such the Sony Playstation customer data breach recently, when one systemic problem affects thousands of people.
Faster Dispute Resolution

· Major changes (2) to privacy dispute resolution proposed 

· Privacy Commissioner could determine access complaints (where a person seeks their own information), and would be able to direct an agency to release the information. Effect: Quicker, streamlined dispute resolution. Appeal through the HRRT.
· Role of Director of Human Rights Proceedings (DHRP) abolished - OPC would be able to take cases directly to the Human Rights Review Tribunal to hear all types of privacy complaints. 
· Also proposed that businesses could refuse a request if the same information had already been released to the requester.
Cross-border
· Internationally New Zealand business has opportunities in technology and data processing – partly due to our time zone, and developments in ‘cloud computing’. 
· Recommendations would bring our law up to date with international best practice, and would enable NZ to opt into the APEC cross-border privacy rules in the future. 

· Clearer rules would mean businesses sending data overseas could be certain where responsibility for the information would lie.

Closing off Offensive Internet Postings

· Closing legal loopholes - loophole at the moment around the publication of highly offensive material online. New proposal would mean in future people could complain and potentially get offensive material taken down from the internet. 
· We know of cases where people have posted intimate photographs of former partners online, for instance, and as the law currently stand there is very little we can do about that.  

“Do-Not-Call” Register

· Stop telemarketing calls – recommendation to set up a statutory “Do-Not-Call” register, to stop unwanted telemarketing calls. Voluntary system in place at the moment.
· Something that some New Zealanders find very intrusive and bothersome. The Law Commission’s proposal puts some control back in their hands.

Other Law Commission proposals
· victims of offences - additional protections to be built into the law to cover victims, their families, and people subject to serious harassment. 

· regulating surveillance, interception and tracking through a new Surveillance Devices Act.
· Business could also expect more guidance from the Privacy Commissioner on a range of topics.
Overall effect?
Law Commission has decided the Privacy Commissioner needs the right tools to do the job. Proposed package of reforms: 
· creates a modern and effective privacy law
· has targeted changes
· introduces opportunity for efficiencies in the current dispute resolution system.

· Some people have been surprised by the recommendations because they thought I could do these things already! Not so! But we do need some modern tools to fix these modern problems. 

· Currently: Currently working with Ministry of Justice to assist them as they prepare advice for the incoming Minister. Government response due 120 working days – with Parliamentary recess and Xmas period takes it into Feb / March 2012. 
4. Concluding comments

· You can play a significant role: as advisers for clients; advocates and experts. 

· Keep up with the play.

· Regulatory developments aplenty. Emerging trends of co-regulation. Industry initiatives. Lots of international cooperation.
· Quote that perhaps reflects where we are at: "The future is here, it's just not evenly distributed yet." (William Gibson, sci-fi writer who coined the term "cyberspace").
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