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Activities

Privacy stories

Read a privacy story – and use the discussion points to talk about the issues. To see the stories, go to www.privacy.org.nz/youth
What is privacy?

Discuss with the group:

· What the word privacy means to them.

· What is privacy – is it a desirable thing?

· How does the meaning change between the real world and the online world?

· Where and when do they have privacy? Where and when do they not have it?

· What are some of the ways people’s privacy can be compromised?

Ask how it affects their privacy when someone:

· knows your name or your age;
· knows your phone number or home address;
· knows your favourite snack food or tv show;
· overhears a private conversation;
· reads your email or text messages; and

· follows you around all day.

Explain that although these examples vary in importance, they all represent a loss of privacy because someone – possibly a complete stranger – gets to find out personal information about them. Losing privacy is not always bad except it creates a safety risk and we need to be aware when it happens. That way, we have the option of choosing whether or not we want to give up our privacy.

· Ask students to talk about examples from their own lives when they either chose to give up privacy or were required to.

Privacy diary

Get the students to keep a privacy diary for a week.  Every time they think they give up some privacy, they should note it.

To get the students thinking about instances where they might give up some of their privacy, brainstorm some ideas. Here are some:

· passing a CCTV/security camera;
· giving out your name, phone number or email address;
· signing onto a website;
· downloading or uploading a computer file;
· visiting a website that uses cookies; or

· using your cell phone.
After the students have recorded their diaries, discuss the instances – what they were and how often they had to give away some of their privacy.

Create a self-portrait
Using their privacy diaries, get the students to write up profiles of themselves. If someone put together all the personal information you revealed in a typical week, how much would they find out about you?
Create a profile of someone else
Ask the students to choose someone else such as a family member, a classmate or a teacher and create a profile of them from information, including images, they can find out about the person online. 

Show that person what you found. See how they react – is there stuff that they don’t want to be open for anyone to find? Talk to them about how to protect themselves – check out the tips (see below) with them.

Protecting your information
Discuss ways of protecting your information. See the following links for tips on keeping your personal information safe:

· http://www.privacy.org.nz/top-ten-tips
· http://www.privacy.org.nz/christmas-top-ten-tips
· http://www.privacy.org.nz/festive-folly-could-risk-your-privacy-media-release 

· Test yourself – how aware are you about your risks of ID theft. Easy online test at: 

http://www.privacyawarenessweek.org/id_tool/220410_id.html

· Netsafe

http://www.netsafe.org.nz/keeping_safe.php?sectionID=young&titleID=Communicating&pageID=67&menuID=67

Performing privacy

On the theme of privacy – get students to:

· make their own film;
· write and perform a play; or
· write and perform a song.

Reviewing privacy films or stories

Find a novel or film with privacy themes – review it and talk about the ways in which privacy is looked at. Some examples of books and films are:

· Minority Report
· Enemy of the State
· The Truman Show
· The Net

· 1984
· The Lives of Others
· Gattaca

Privacy and the future

Research some of today’s technology such as:

· finger print scanning;
· location based technologies;
· RFID technology;
· DNA testing;
· licence plate recognition;
· face recognition technology; and 
· electronic passports. 
Discuss where it can take us in the future. Will life be better, easier, and safer or might people’s freedoms disappear? What can we all do to get the benefits but protect against the down-sides?
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