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Privacy story

How many of you are there?

I’m Lucy. When I was little, I always wanted to have a twin sister. But now that it almost happened, that’s the last thing I want. Ever. There’s only one real me, and that’s all I want to know.  

It all started, well that’s the thing, I’m not sure when it all started. And it was a combination of things. A few months ago, my friend Ella convinced me to sign up to a social networking site. She said it was great because she’d made heaps of new friends. She could put photos up and see photos of all her friends and it was easy to check out what everyone was up to.

I didn’t ask Mum if I could sign up. She wasn’t into that sort of thing – she said she preferred to see her friends or call them on the phone. Yeah, whatever I thought. So, I got on the computer and quickly set up my profile. I didn’t really read all the instructions. I think I ticked one or two boxes, and made sure that all my friends could see my profile. Mum asked me what I was doing – our computer is in the living room – and I said I was doing some research for school.  

Discussion points:

If Lucy had read all the instructions when she set up her profile, what sort of things might she have found out? [She could have seen how to keep her settings as private as possible and seen the website’s rules about the information you put on your page.]

A week or so later, I was at Ella’s and we decided to take some photos for our profiles. Ella dared me to put on heaps of make up and wear some high heels and her sister’s black dress. Ella did my hair and I reckoned I looked about 20. We put up my new picture on my profile. We couldn’t stop laughing about it.

While I was online, I had a quick look to see what was on at the movies. Excellent - the new vampire movie was on. I flicked to another site to read a review. And then I checked out some pictures of this boy Robert at school – he’s so cool. I asked Ella if she wanted to go to the movie and she definitely did. 

Discussion points:
We don’t know if Lucy logged out of her profile and closed the social networking site before she looked at the movie website. Why is it important to close a social networking browser before looking at other websites? [Because it’s easier for a hacker to get into your account and get your details if you don’t.]

When I got home, I checked in with some other friends online to see who else wanted to go. I said I’d get the tickets for everyone and gave them my bank account number so they could put money in, so I could cover it.  We decided to go the next weekend – no one could wait any longer. A couple of my friends, Stella and Sylvie, were going to meet at my house first.

Discussion points:

What should Lucy not have given her friends online? [Her bank account number.] What is the risk of giving out your details such as your bank account number online? [It makes it easy for scammers to get hold of those details.]

Finally, the weekend came – it had been a hard week at school – we’d had a couple of big tests and I had to hand in my history assignment.  Stella and Sylvie arrived. They said a new friend of theirs called Holly, who they met online, was going to come too – they’d given her my address.  We waited for ages, but she didn’t show up. Stella had her cell phone number so I texted her to see where she was. But she didn’t reply, so we left and got to the movies just in time.

Discussion points:

Should Stella and Sylvie have given Holly Lucy’s address? [They should have checked with Lucy first if it was okay. How well did Stella and Sylvie know Holly? Had they actually met her? Was Holly who she said she was?]

The movie was brilliant and we had a great night. We went for coffee afterwards. My Mum picked me up and gave my friends a lift home too.

The next few weeks didn’t seem too out of the ordinary. Except school got really busy and we started rehearsals for our production. I was so glad I’d set up my profile online ‘cos it meant I could keep up with everyone, even though school work and the production had taken over my life. 

But the next time I checked my email, I couldn’t believe all the junk mail. There was a company wanting me to buy cosmetics, another one trying to get me to subscribe to a new magazine, and another one advertising Pacific holidays, and some others that I deleted – I didn’t have time to read them. Spam overload.

Discussion points:
Why might Lucy have suddenly received a lot more junk mail than usual? [Her details from her social networking site could have been passed onto marketing companies. Also, the websites that she visited may have been tracked and that information can be used by marketing companies.]

Then, a few days later, a really weird thing happened. I logged on to check out what my friends had been up to. I was looking at a friend’s page and I saw something that made my heart stop. It was a picture of me – the one with me in Ella’s sister’s dress and the comment read, “Last night with Rob was really hot.”

I hadn’t written that. I would never say anything like that. And I was sure I’d only let some of my friends see that photo. I clicked on the link and up came a page with someone pretending to be me! I was so shocked. The profile had other photos of me and things like, “come and get me boys” and loads of other rude stuff.

I sent a message to the person asking them what was going on, but they didn’t reply. At first, I was so scared I didn’t know what to do.

Other weird stuff was happening, too. Ella told me she’d been getting some strange messages from me and wanted to know if I was OK. I told her I hadn’t sent her anything lately. 

Next thing, and this was really bad, I got a letter from a finance company, saying I’d missed some payments for some things I’d bought. But, the only thing I’d bought lately was a new pair of jeans and I’d used cash to pay for them.

I was so scared and really upset. I logged on to my profile and checked all my settings. I quickly set everything to private and deleted everyone I didn’t know from my friends’ list.

I had to tell my Mum about it. I didn’t know what to do about the letter and the money it said I owed. I knew Mum was going to be really mad with me – she didn’t even know I had an online profile.

But, Mum wasn’t mad. Well, she kept her cool. We agreed to delete my profile altogether, until we could sort everything out.

Mum contacted the finance company and explained that I hadn’t bought anything on credit or HP. The company had to do some investigating and it turned out that a girl, a couple of years younger than me, from another high school, had stolen my identity! How could someone do that?! Remember Holly, who was going to come to the movies with us and didn’t show – it was her! She’d gotten my name and age from my profile and she knew my address from Stella and Sylvie. Also, I had texted Holly that night of the movies to see where she was – so she also had my cell phone number. And, ‘cos I was so stupid, I had given out my bank account number online, and Holly had somehow got that too. 

Holly had used all those pieces of personal information and pretended to be me. She used my name, address, phone number and bank account number to help her set up a fake account and automatic payment at the shop where she’d bought a whole lot of make up and clothes. It turned out that Holly had asked an older friend of hers to also sign the form at the store, to help her get the credit.

I couldn’t believe any of it. I didn’t know which bit was worse – the fake profile of me with the rude comments and photos – or buying all that stuff under my name. I felt so dumb and so embarrassed that this had happened to me. I cried and cried.

Holly had to pay back the money to the company. I don’t know what else happened to her. I don’t even know why she did it, but I guess I made it easy for her – virtually giving away all my details.

I’ve made a new profile page now, but it’s set to private and I don’t accept friend requests from anyone I don’t know. I haven’t put my real name on, but use a nick name instead. I will never give out any personal details like my bank account number online. I’ve also talked to my friends and told them that they shouldn’t give out someone’s address and phone number without checking with their friend first. And I won’t put up any silly photos online either. You just don’t know who will end up seeing them.

Discussion points:
What personal information did Holly get from Lucy?[Her name, any details on Lucy’s social networking profile, photographs, bank account number, home address, and cell phone number.]
What are some ways to keep your information safe on your social networking page? [Set the privacy settings to a high level; make sure you only accept people who you actually know; talk with your friends and make sure their privacy settings are set to a good level; don’t put information on such as home address or bank account number; think carefully about anything you write or photos you upload  as you don’t know who might end up seeing it.]
What are some ways of keeping your off-line personal information safe? [Don’t throw away bills or bank statements in the rubbish – shred them; think before you give out your personal information, for example, check with retailers before you sign up to competitions or for promotional information. You can ask to see any personal information held about you. If it’s wrong, ask for it to be corrected.]
How can your friends look after each other’s personal information? [Make sure everyone has their privacy settings set to the right level. Don’t share your friend’s information unless you have checked that it’s okay with them first. If you are worried that someone has a friend’s information and there could be a problem, tell your friend straight away.]
Who can you go to for help if you are worried about the use of your personal information? [If you need help you can go to the Office of the Privacy Commissioner - phone 0800 803 909, or email enquiries@privacy.org.nz. If you have concerns with a business or an agency that has asked for your details or that already has your details, talk to them first – if there are still problems contact the Office of the Privacy Commissioner.]
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