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Privacy story
Now, where did I put that stuff?

My room was a mess. Mum had been on at me for ages to tidy it. You know how it is. I know where everything is, it’s easier to leave it. Anyway, I didn’t have time to tidy it.

I was heading out after school for soccer practice – but was running late, so texted Jono to let him know. I ran all the way – except when I stopped to check my phone. Liz had sent another picture – man, she’s a hottie. I still can’t believe she likes me. She’s getting a bit out there with her photos though. The latest one, she’s in her bikini looking pretty amazing. She sure likes to pose for the camera.

Discussion points: 

What could happen to a photo you send to someone’s cell phone? [The person you sent it to could send it to other people, or they could upload it onto a website, or print it and leave it somewhere for other people to see.]  What sort of photos aren’t okay to send and why? [Explicit photos of yourself – think about what happens if someone other than the person you sent them to sees them. Photos of other people in situations they mightn’t like anyone else to know about it. Photos that might seem funny at the time, but what happens in the future if they get seen by a prospective employer, for example – will they want to give you that job you’ve applied for?]

Soccer practice was a bit rough – the coach wasn’t in the best of moods and worked us really hard. I couldn’t wait for dinner. Still had a heap to do on my science project when I got in too.

After dinner, I got on the computer. I can’t believe Dad let me have a computer in my room. Okay, to be fair, I’d been on at him for months and I had to be off by 10.00pm. And one of the rules was that he was allowed to check my computer every now and then. “Sam, it’s a really important year at school and you need to get good grades,” Dad said. Again and again!
Discussion points: 

Do you think Sam's dad should be allowed to check Sam’s computer from time to time? What might he be checking for? [Sam’s dad could be checking for things such as what websites Sam has visited; how long Sam’s been spending on the computer, or whether the antivirus software is up to date.]

I started in on the science project – had to add some background notes and find a few more examples to flesh things out a bit. I thought the whole thing was looking pretty good. But my phone kept chiming – three more photos from Liz. I texted her back, “Nice – but I gotta get this work done. Will see you tomorrow”. For sure. But, I didn’t want to sound too keen – was trying to play it cool. You know how it is? 

I gave up on the work about thirty minutes later and decided to download Liz’s pics. I kept one on my phone – just to remind myself she was for real. Then I texted Jono to see what he was up to. He’d finished his essay an hour ago and was checking out some online competitions. He told me about one to win an i-Phone. So, I logged on and quickly sent in some details. I couldn’t afford to buy one and really wanted it.

Soon it was Friday – thank goodness and only a week till the holidays. Nothing out of the ordinary was going on, though my inbox was full of spam. Way more than usual. People wanting me to buy the latest computer, trying to sell me games, and wanting me to download new sounds. Man, I wasted ages going through all of it. No news about winning that i-phone though.

Discussion points: 

Why do you think Sam’s inbox was full of spam? [When Sam gave his details to enter the competition to win the i-phone, did he check what the company running the competition was going to do with them? They could have passed his details onto other marketing companies – and since, he’s received spam from them.] What happens to your personal details when you enter a competition? [You should always check what a company is going to do with your details before you enter a competition. By entering you are agreeing to the terms and conditions.] Do you check the small print before you enter competitions?

I got through soccer on Saturday – scored a goal too. Not too shabby at all. Still, the game was a draw, but we were pretty stoked with that ‘cos we were playing the top of the leader board. 

I was meeting Liz at 4.00pm. So, got home, changed fast and was about to text Liz, when I had a call from Jono. Could I lend him a USB stick because he didn’t have one – he needed to take his assignment to his Mum’s as he was staying with her this week?

I had a couple lying around and grabbed one. No worries. I dropped it off to Jono’s on the way. 

Had a cool time with Liz – she came back to my place to watch a DVD and I took her home later on.

Sunday drifted by – got some things tidied up at long last. Then, my life fell to bits on Monday! Seriously fell to bits. I couldn’t believe what happened. Liz had left a message on my phone saying she never wanted to see me again and said some really bad stuff about me. I didn’t know what was going on – what had changed since Saturday? 

I logged onto my social networking page to see if she’d said anything else, and there it was. There were the photos Liz had sent me. They were everywhere. And they had some pretty disgusting things written by them. How the heck did they get there? I couldn’t work it out. Who had done this? Then I realised. That USB stick I’d lent Jono. I’d grabbed the wrong one. I’d given him the one I’d saved Liz’s pictures on. Ah crap. CRAP. To put it mildly. I’d put them on the stick so they weren’t on my computer, in case Mum or Dad were snooping around. Oh no, what else was on that USB drive? Think. Think. … Some old school work was all I could remember. Anything else? I think it had my soccer team stuff on it. That wasn’t so bad. Or so I thought.

Jono? Jono! How could he have done that with Liz’s pictures? I went straight round to his house to find out why the heck he’d done it. He looked pretty scared when I started yelling at him. But it wasn’t him – well, not directly. He admitted that he lost the USB stick. He took it to his Mum’s on Sunday, well, he thought he did. But it must have fallen out of his pocket on the bus. “You useless idiot,” I yelled at him. He yelled back, “You should have checked the stick before you gave it to me.” It was just as much my fault, I suppose.   

Discussion points:

If you are going to lend someone a USB stick, what should you do first? [Check that there’s nothing on it; if so, delete the information first. USB sticks are small and easy to lose.]

How can you keep information on a USB stick safe? [You can encrypt the information. Also, keep your USB sticks in a safe place. You can label them, so it’s easy to see what information you’ve put on them.]

Who the heck had gotten hold of it and put Liz’s photos up? I felt like the biggest dickhead in the world.

I tried to call Liz but she wouldn’t answer. Could you blame her? I sent her an email. I told her what had happened. I explained everything. She said the photos were everywhere. She was never going to get over this. Ever. She never ever wanted to see me again.

Discussion points:

How could the photos have got posted everywhere? [Someone emailed them or put them on a social networking page. Once they’re out there – they can go everywhere.]

That evening, just when I thought things couldn’t get any worse, my phone wouldn’t stop ringing. It was the guys in my soccer team. Whoever had found the USB stick had seen all the soccer team details – phone numbers, addresses, parents’ email addresses. The person, the jerk who’d got the stick, had sent one of Liz’s photos to the parents, with a message saying that she was the prize of the week for their son. Some of the parents were not very impressed. I couldn’t tell Liz about this – not on top of everything else.

Discussion points:

What sort of information is risky to store on a USB stick? [Anything that you don’t want anyone else to see – such as your bank details, passwords, information that other people have given you in confidence – they don’t expect you to pass it on to anyone else.]

If you belong to a sports team or a group, are you allowed to pass on the phone numbers and addresses and other details of your team mates or group members? [No, usually, that information is just for the team or group only. If someone asked you for a phone number of a team mate, you should get your team mate’s permission first before you pass it on.]

Then there was my Mum and Dad! Well, I thought I was really in for it – you know, grounded for the rest of the year – for the rest of my life. It was going to take forever to make up for what had happened. 

First, I had to make a big apology to Liz and her parents – face to face. Boy, that was hard. Next, I had to call all the soccer parents and explain what had happened. 

Then it was no computer in my room for the rest of the year. I would have to use it in the living room. And Liz got it bad from her folks – for sending the photos in the first place. She was grounded for months. She wasn’t allowed to see me, and she said she didn’t ever want to see me again anyway. Game over.

Thank goodness the holidays were only days away. I could go into hiding for a couple weeks and hope the whole thing would blow over before next term.

Discussion points:

Have you had any photos that you thought were funny and you put them on your social networking page? But, later on you changed your mind and decided they were pretty lame so you deleted them. Were they gone for good? [The photos might be deleted from your page but what if your friends had seen them and downloaded them or forwarded them to other people?]
What should you do if you lost someone’s personal details such as their name, address, and email address or phone number, whether the details were on a USB stick, your cell phone or a bit of paper? [You should let the person know that you have lost their details. That way they will be aware in case they receive unexpected mail or calls. They might want to change their passwords.]
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