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Youth privacy quiz – questions and answers

1)
True or False: if your profile on a social network is set so that only your friends can see it, your profile is completely private.
False

Your information is never truly “private”. Even though you may adjust your privacy settings, your information is still accessible to the developers of social networking sites and others they may choose to share your information with. Even worse, your friends or family could be posting photos and information about you and making it all open to the public.

2)
True or False: My friend is having a party this weekend and all our friends are welcome. It’s a good idea to post the date, time and place online because then everyone will have the details. 
False

You can never be sure who has access to the information you are posting online. What you post online can affect your personal safety – especially if you tell people where you’re going to be at specific times.

3)
Some of your friends think it’s really cool to have hundreds of “friends” on their social networking profile page. Sometimes you get “friend” requests from people you don’t know very well. When you get these requests you: 
A. 
Accept them automatically – you want as many friends as you can get!

B. 
Find out more about the person and make sure that they are the person who sent the request before accepting it.

C. 
Deny the request – you only allow true friends access to your profile page.

B: Find out more about the person and make sure that they are the person who sent the request before accepting it. 
The more real-world connections you have with an online friend, the more confident you can be in sharing information with them. Remember that there are fraudsters out there who create “fake” profiles to trick you into giving them access to your personal information. When you are online you can’t be 100% sure of who you are talking to, so if your online friends have little or no connection to you in the real world, always be careful.

4)
True or False: You always have control over the pictures you post online. 
False

When you post photos to an online photo sharing service, you may be giving others permission to download them, modify them or even use them in an advertisement! Always make sure you have set the sharing and copyright permissions for each of your photos.

5)
The Privacy Act protects your personal information. Personal information consists of: 
A.
Your name, age, weight, height, home address and phone number.
B.
Your blood type, DNA code, fingerprints and medical records.
C.
Your education, purchases and spending habits.
D.
All of the above.
D: All of the above
“Personal information” under the Act means information about an “identifiable individual”. 
6)
There are tonnes of “free” games, quizzes and surveys on the Internet designed     only for your personal enjoyment. 
A.
True

B.
False

B: False

Nothing is free. Many online games were designed to help collect information about you – your interests and habits, the kind of things you like to buy, what you like to do in your spare time. This information can be used to tailor electronic ads specifically to your habits and interests – and even send personally addressed messages directly to your e-mail account!

7)
It’s really easy to share pictures and stories with your friends on social networking sites. When you’re posting items you should: 
A.
Post everything that you think is funny and interesting – your friends will love these things!

B.
Don’t post anything – it’s a creepy world out there.

C.
Think first. Would you be comfortable if your parents, teachers or bosses saw what you are posting?

C: Think first. Would you be comfortable if your parents, teachers or bosses saw what you are posting?

It’s important to think before you post something. Everything in your profile – comments, photos and vampire quizzes – could possibly be seen by thousands of people and will never be completely erased. It’s a good idea to think about how ALL the information you are posting can help others form an impression of you, your personality and how you behave in real life.

8)
When you’re surfing online, websites can collect this information about you: 
A.
My personal preferences.
B.
My approximate location.
C.
The software I’m using.
D.
All of the above.
D: All of the above

Websites often use “cookies” – small files of text that can collect and store information like the Internet Protocol (IP) address of your computer, the software you have installed on your computer, or even your preferences for viewing that particular site. Some cookies even store a history of the pages and items you have taken a look at.

9)
You’re buying a pair of jeans at the mall. As you’re about to pay for them, the shop assistant asks for your address and phone number. You: 
A.
Give it to him. The shop probably needs it in case I want to return the jeans.

B.
Ask why he needs it. Once you know what the shop plans to do with your information, you can decide whether to hand it over.
C.
Refuse. It’s none of their business!

B. Ask why he needs it. Once you know what the shop plans to do with your information, you can decide whether to hand it over.

Shops will often ask for your address or phone number so they can send marketing material directly to you. Under the law, you have the right to ask why an organisation is collecting and using your information. You also have the right to refuse to hand over your information.

10)
Under the law, you have a right to complain if: 
A:
You think your personal information was improperly collected, used or disclosed?

B:
You run into difficulties trying to get your personal information from an organisation, or to get your personal information corrected when it’s wrong?

C:
All of the above.

C: All of the above

The Privacy Act 1993 gives you the right to make a complaint with the Privacy Commissioner under any of these circumstances.

11)
True or False: You’ve just received a very exciting email – you won a contest! If you send your banking information and password to the contest organisers they will deposit a lot of money into your bank account! You should send the information right away. 
False

You should never respond to an email that asks for financial information or passwords. This is called “phishing” and it’s an attempt to commit fraud on the internet often by sending you an email asking for your credit card numbers or password. You should be alarmed by an email that asks you for personal information that you would never normally give out.

12)
True or false? Parents have an automatic right to access their children’s personal information under the Privacy Act. 
False
Under the Privacy Act parents do not have an automatic right of access to personal information about their children. The Privacy Act only deals with an individual's right to request their own information. It doesn’t give a right for people to access information about others. A parent is not requesting their own information when they want information about their child.

 

However, depending on the age of the child, the Privacy Commissioner encourages agencies to take a pragmatic approach to requests from parents and release information, unless there are serious concerns why a parent should not have access to information.

If a parent is requesting information from a public sector agency, such as a school, then the request for their child’s information is an Official Information Act request. Often, the parent would be entitled to get the information, unless there were serious concerns around the child’s safety or welfare, or the child was of an age to be able to express a strong view about their own choices. 

13)
Can parents access their children’s health information? 
Yes

Under the Health Information Privacy Code parents do have a right of access to their children's health information as long as the child is under 16. This is because under the Code parents are “representatives” of a child under the age of 16, and representatives have the same right of access as the child would have himself or herself.

14)
Who can make a request under the Privacy Act to access information about themselves? 
Anyone in NZ
If you are a citizen or permanent resident of New Zealand or in New Zealand at the time, you can make a request under the Privacy Act. This includes either making a request for copies of your personal information, or making a request that your personal information is corrected.

15)
Can an employer contact a job applicant’s past employer for a reference? 
An employer is entitled to ask an applicant to provide the details of people whom the employer can approach for a reference – the employer can then approach the named referees. However, the employer should not approach past employers that the job applicant has not provided the details of or agreed to.
16)
Your landlord is selling the apartment where you currently live. Can the landlord take photographs of inside the apartment for advertising purposes? 
Yes, but the landlord should be careful not to take photographs that would contain identifying information about you. For example, a photograph of a bedroom where your personal belongings were tidied away and nothing that would identify you was visible should be fine. However, if a photograph captured, say, trophies as well as family photographs that were prominently displayed, then this identifying personal information might raise issues under the Privacy Act.

___________________________________________________________________________
Thanks to the Office of the Privacy Commissioner of Canada for letting us reprint their quiz. We’ve added a few of our own questions too. To see more on youth privacy in Canada, go to: http://youthprivacy.ca/en/index.html
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