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Overview

» Privacy Foundation New Zealand
- who are we?

» Data Privacy and Protecting Children
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lenges, e.g. Al Toys, EdTech
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ren’s Privacy & the Law

» Recommendations - What can we do?

» Concluding Comments
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Privacy Foundation New Zealanc

Advocate for protection of the privacy
rights of New Zealanders by providing
independent, informed and fair public
comment on privacy

www. privacyfoundation.nz
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Privacy Foundation New Zealand
Children’s Privacy Working Group

Advocate for protection of the privacy rights of
tamariki and rangatahi

Look at privacy-related issues around, e.g.
(i) Education Technology (EdTech)

(ii) Profiling and commercialisation of
children’s data

(iii) ‘Sharenting’
. (iv) Al and children - opportunities, risks and
; potential harms
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Data Privacy: Protecting
Children in the Digital Age
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https://iapp.org/news/a/momentum-to-better-protect-childrens-privacy-in-australia

There is global momentum to bolster children’s
privacy protections — including New Zealand and
Australia. In countries such as the U.K. and the
U.S., privacy reforms have sought to advance
the best interests of the child, create a safe
space for children to thrive online and empower
responsible parents and caregivers. Australia’s
current privacy regulatory landscape requires an
overhaul to pursue these goals.
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https://iapp.org/news/a/momentum-to-better-protect-childrens-privacy-in-australia
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chind” The Washington Post

Demoeracy Dies in Darkness

Remote learning apps shared children’s
data at a ‘dizzying scale
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Dads forced to adopt their own
children in US to bring them
home to New Zealand .

Ron and Fabian Eckstrom-French had twin boys via surrogate in the
US six years ago. Despite being their legal parents, they were not
recognised as their dads in New Zealand.

42 NBCNEWS WATCH LIVE

TECH & MEDIA

Thousands of Android apps may be

improperly tracking kids' data

That digital nanny may be a 'gossip.’

ousands-android-apps-
866711




Let’s look at Toys...
... Smart but not connected ...

Furby




Smart (and) Connected Toys
My Friend “Cayla”

* Internet connected & able to:
- Use voice recognition
- Respond to questions
- ‘Strike up’ a conversation

e |ssues:

- Threat to safety and security
(could be hacked)

- Data sharing & ongoing surveillance
- Direct marketing to children

- Unclear how data may be used in the future

Image credit: https.//www.humanium.org/en/understanding-the-ramifications-of-sharenting-childrens-right-to-be-forgotten/



Fuzzible Friends Sparkles The Unicorn Plush Light

EXpe I"tS Wal'n Smart Up Toy - Works with Compatible Amazon Echo

Devices for Interactive Activities and Sounds
Toys Co u ld Co l lECt https://www.amazon.com/Fuzzibles-Friends-

An d Se ll You r K 'i ds ) Sparkles-Unicorn-lush/dp/BO85622MMN | SO$ rg?%?
Data © A

What did you give your child last
Christmas? Experts hope it was not a
smart toy due to its inherent risks.

According to their recent reports,
such items could be gathering data
on your kid and selling it without
your knowledge.

https://technology.inquirer.net/120551/experts-warn-smart-toys-collect-data



Fuzzible Friends Sparkles The Unicorn Plush Light

EXpe I"tS Wal'n Smart Up Toy - Works with Compatible Amazon Echo
Toys Could Collect oo Sl
And Sell Your Kids’ ™= o Y
Data ~

What did you give yo
Christmas? Expe#
smart toy due ta

According to their\
such items could be
on your kid and sellik
your knowledge.

WORES WITH |

N\ _J alexa

https://technology.inquirer.net/120551/experts-warn-smart-toys-collect-data



Moxie’s eyes can move to console you for the loss of
your dog, and it can smile to pump you up for school.”

In Moxie, children find a compassionate pal who
sends them on missions meant to spur engagement
with adults, siblings and peers”

TIME

et Moxie,
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Moxie Robot, Conversational Learmng Robot for KldS 5-10, GPT-Powered
Al Technology, Increases Kids Social Confidence, Articulating Arms &
Emotion-Responsive Camera...

Source: https://moxierobot.com/



Grimes is working on an interactive Al

toy for kids. Meet Grok. -

Grok is the first in a line of toys from start-up Curio intended to allow kids to

converse with an Al chatbot HeIIO! Ilm e Grok
I'marocketthat can talk!
. 0 . T —
A S My

Greetings! I'm Grok, Gabbo's spirited rocket. With boundless energy, I'm always
zooming off to explore the vastness of the cosmos. Ready to soaramong the stars

e with me?
o Q ®

Screen-Free Fun Voice-Powered Chat Endless Conversations
Ages 3+ WiFi Connected Educational Playtime

Source: https://heycurio.com/product/grok



Al-enabled teddies could tell children
bedtime stories, says toymaker

Technology predicted to offer personal touch in place of parents
once costs fall and privacy issues are dealt with

Westend61/Getty Images ~

Image Credit: https://thesltscrapbook.com/2021/09/5-goals=to-targ
= A major toymaker said that Al teddy bears could read personalized speech-therapy/
bedtime stories to kids by 2028.

= Allan Wong told the Financial Times that smart toys could know a
child's name, school, and friends.

Source: https://www.businessinsider.com/ai-teddy-bears-read-bedtime-stories-kids-
2028-toymaker-2023-6




Fears over DNA privacy as 23andMe plans to Should you send your kid’s DNA to
go public in deal with Richard Branson 23andMe?

DNA?

» By uploading their children’s
genetic information on public
websites, parents are forever
exposing their personal health
data.

“Children should have the opportunity to grow up and decide
for themselves whether or not this is information they want
to know,” (Katie Stoll, genetic counsellor)

Source: https://www.washingtonpost.com/lifestyle/2018/12/19/should-you-send-your-kids-dna-andme/



Sharenting

“Sharenting” —when parents habitually
share news, images and videos of their
children on social media...

» On average, parents post over 1,000
images of their children online before
they're old enough to have their own
social media accounts.

» In the US, 92% of 2-year olds have
an online presence (Digital Birth)

TECHNOLOGY

Parental oversharing jeopardises
Kiwi kids’ privacy
With the ever-increasing presence of sociol media in people’s lives, a privacy law expert says New Zealaond has a

long way to go in getting child privacy protections up to par

@ by Matthew Scott  21/06/2022 = Srare

O af the key concerns around child privacy is third parties whao use social media w gather data on, andjor use the data o manipulate, child ntemet users,

said privacy law expert Nikki Chamberlain. Photo: Getty limages

https://newsroom.co.nz/2022/06/21/



POt en t] a l D an ge s The Impact of ‘Sharenting’: How Much
Info Is Too Much?
By Cynthia Vinney, PhD | Updated on November 01, 2022
- Oversharing and violating children’s & Medically reviewed by Rachel Goldman, PhD, ETOS

privacy

- Shaping children’s digital identities and
impacting identity development

- Overexposure to data brokers, unwanted
surveillance, etc.

- Digital Kidnapping (or physical stalking)
- ldentity Theft
- Cyberbullying

d3signMoment,/Getty

— https;//www.ver_




EdTech

» Improve learning - help students learn in new and innovative ways

» Make learning more fun

» Give access to learning resources wouldn’t have otherwise
» Individualise learning

» Some robots/technologies can teach computer programming skills
» Improve communication & teamwork

» Provide early detection of developmental issues

» Foster creativity and problem-solving ability

» Support mental/emotional development, social learning
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Surveillance Tech for Children?

» Normalises Surveillance
» Discovery and exploitation of vulnerabilities.

» Personalisation - Hyper-personalisation
(restricts information flow)

= Restrict autonomy and freedom in child’s development;

= Impact child’s personal development, self-discovery, creativity,
development of self-identity etc.

= Violate human rights, freedom of expression, access to informati
= Create echo chambers that perpetuate ‘personalisation’, bias etc

Prtvacy
Foundation:

» Promote conformity to the opinions of others
(whose culture? Whose values?)




Potential harms - surveillance, tracking
and commercialisation

Your kids™ apps are spying on them
Apple and Google just look the other way. Here's how we stop it.

B354 B B36 . } B:37

< Search € Search , £ Search =
Pixel Art: Paint

i .
. & . by Number Preview App Privacy See Details

Color by number pain... The developer, Easybrain, indicated
@ that the app's privacy practices may
nclude handling of data as describad
Delow. For more information, see the
I developear's privacy policy.
93K RATINGS AGE CHAR 1
4.7 12+
e e Years Old reo
-
Data Used to Track You
The following data may be usad
to track you across apps and
wabsites ownad by ather
companies:

B Furchases - Lacation
B dentifiers ol Usage Data
@ oOther Data

Events

HOW AVAILABLE

[ O iPhone and iPad Apps

MAJOR UPDATE
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The Apple App Store listing for the coloring app Pixel Art: Paint by Number. Its developer says the app is for
adults. (Apple/Washington Post illustration)

Privacy
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Source: https://www.washingtonpost.com/technology/2022/06/09/apps-kids-privacy/

Apps violate kids’ privacy on a massive scale - The Washington Post




Protecting Children’s Privacy
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Protecting Children’s Privacy

« Privacy Act 2020 (IPP4, IPP6, IPP7)
« Official Information Act 1982 (OIA)
 UNCROC (1960) Article 16

(expressly protects a child’s right to privacy)

Related provisions:

« Care of Children Act 2004 (CCA 2004)

» Broadcasting Standards Act 1989

« Harmful Digital Communications Act 2015

« Common Law of Torts
(e.g. Tucker v News Media Ownership Ltd; Hosking v Runting); Intrusion into Seclusion
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What can we do?

» Further strengthening of the law with respect to tamariki
and rangatahi is required

» Opportunity to learn from international contexts, and

» Develop provisions that can provide comprehensive protection for tamariki and
rangatahi, and avoid patchwork measures

» Adopt a rights-based approach to provisioning of children’s
privacy,

» Appoint a Children’'s Privacy Commissioner

» Strengthen requirements for Privacy Impact Assessments
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What can we do?

Privacy Foundation Tips:
Digital-platforms-for-communication-and-information-
sharing.pdf (privacyfoundation.nz)

"Geolocation is a good example of a lesser-known privacy risk. Many apps
and games use this feature, which can be used track the location of the
child. However, it's something that can be easily managed by having the
right privacy settings on a device."

Office of the Privacy Commissioner | New survey shows we all need to sharpen up
about privacy risks for kids privacy.org.nz
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https://www.privacy.org.nz/publications/statements-media-releases/new-survey-shows-we-all-need-to-sharpen-up-about-privacy-risks-for-kids/
https://www.privacyfoundation.nz/wp-content/uploads/2017/04/Digital-platforms-for-communication-and-information-sharing.pdf
https://www.privacyfoundation.nz/wp-content/uploads/2017/04/Digital-platforms-for-communication-and-information-sharing.pdf

What can parents do?

Familiarize yourself with the Privacy Policies of the sites
where you share

Check privacy settings.
Careful when sharing your child’s location

Before you post
Remember ... your child has a right to privacy
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Data Privacy:
Protecting Children in the Digital Age

“Children have a right to privacy,
and a right to be protected”

Thank you

Prof. Annette Mills & Rebecca Hawkins
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