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What is Direct-to-Consumer Genetic Testing?

• Also known as DTC, Personal Genomics, or Commercial Genomics has
created a market for DNA tests as consumer services.
• The industry operates online and internationally.
• People may send their DNA sample to a company based overseas.
• Today’s talk will introduce you to this industry and some of the issues

it raises, which includes problems with how we think or believe our
data and DNA will be used, together with problems with privacy
policies and online contracts
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Data breaches everywhere
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Class actions pending in the USA & Canada

https://www.theguardian.com/technology/2024/feb/15/23andme-hack-data-genetic-data-selling-response 
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How does it work?

• Companies normally sell tests via their website
• The consumer will purchase the test online and then receive a test 

kit in the mail for sample collection
• The consumer takes a sample, normally saliva and sends it back to 

the company
• The sample is then processed and sequenced
• Companies then provide test results to the consumer
• Companies often collect other personal data through surveys and 

some websites offer social networking functions
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Spectrum

• There is a spectrum of services available.
• Some companies providing health tests are at the better 

end of the spectrum, while others marketing tests, such as 
infidelity tests are at the other, very dubious end of the 
spectrum. 

• We need better oversight of this industry and I encourage 
you to discuss these issues with family and friends.
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Common myths about DNA in this context

• Potential for sharing of your genetic information and personal data 
with others, including other entities:
• Sharing with company partners, eg. pharmaceutical & insurance industries
• Sharing with law enforcement or immigration authorities

• Potential for data to be reused for wide variety of research purposes
• Belief or trust that data is secure
• Trust in a company’s privacy practices based on a privacy policy, 

which you did not read
• Belief that the personal genomics industry is regulated, when in fact 

there are significant problems with governance of the industry
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Two questions to bear in mind

•How many contracts and privacy policies do you think 
you have encountered online?

•How many of these do you think you have read?
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https://www.theguardian.com/technology/2015/jun/15/i-read-all-the-small-print-on-the-internet 
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Privacy Policies & Electronic (Wrap) Contracts

• Contracts may appear as Terms & Conditions, Terms of Service, or 
Terms of Use.

• Currently these documents are often linked to others, including privacy 
policies and contracts may incorporate terms from other documents by 
reference.

• In order for an individual to understand their rights, they would need to 
read all documents.

• This is problematic at present and reform is needed.
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Significant aspects of genetic information

•     Shared with family
• Unique identifier for an individual
• Can potentially be stored indefinitely
• Does not change over time, so if something goes wrong, very 

hard to fix
• Possible to reidentify in quite large databases
• The risk of data leakage does not necessarily decrease over 

time.
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You may have heard of some prominent companies
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Variety of tests available

• Health testing:
•Carrier
•Disease risk
•Pharmacogenetics
•Nutrigenetics

• Whole genome and 
whole exome
• Ancestry

• Child Talent
• Paternity
• Infidelity 

(surreptitious, non-
consensual)
• Matchmaking 
• Forensics
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Health Testing examples
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Screen shot 17 May 2024

 https://www.23andme.com/ 
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Examples from Amazon AU that ship to NZ

Screen shot 15 May 2024
https://www.amazon.com.au/dna-test/s?k=dna+test  
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Screen shot 15 May 2024
https://easydna.co.nz/shop/product/genetic-predisposition-test/ 
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https://www.clearityfoundation.org/23andme-dtc-breast-and-ovarian-cancer-risk-test-misses-almost-90-percent-of-brca-
mutation-carriers/ 
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Ancestry testing examples
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Screen shot from international version of website 17 May 2024
https://www.23andme.com/en-int/ 
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Screen shot 15 May 2024
https://www.ancestry.com.au/dna/ 22
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Screen shot 15 May 2024
https://www.familytreedna.com/ 
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Screen shot 17 May 2024 
https://www.myheritage.com/dna 
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Article Link 
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Child talent testing examples
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Screen shot 17 May 2024
https://www.mapmygene.com/inborn-talent-gene-test/ 
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Screen shot 26 February 
2024
https://www.mapmygen
e.com/product/inborn-
talent-gene-test-kit/ 

https://www.mapmygene.com/product/inborn-talent-gene-test-kit/
https://www.mapmygene.com/product/inborn-talent-gene-test-kit/
https://www.mapmygene.com/product/inborn-talent-gene-test-kit/


29

Screen shot 22 March 2022 
https://www.mapmygene.com/inborn-talent-gene-test/ 
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Screen shot 27 February 2024
 https://circledna.com/en/goal/success 
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Surreptitious / Infidelity testing examples
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Screen shot 15 May 2024
https://easydna.co.nz/dna-tests/dna-infidelity-test/ 
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Screen shot 15 May 2024
https://ibdna.co.nz/tests/infidelity-dna-testing/ 
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Privacy in the DTC context

• DTC companies often offer family finder features to connect 
individuals with others to whom they may be related.

• They often provide social networking features, where people 
can share information with others.

• This poses difficulties when it comes to account deletion
• Companies also often conduct research based on consumers’ 

data
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Thinking about unique identifiers

• A good example to explain why this is important is to 
compare it with a bank password. 

• If something goes wrong you can change your password. 
• You cannot change your sequenced genomic data.
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Is data totally secure? – Probably not
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https://us.norton.com/blog/emerging-threats/myheritage-data-breach-exposes-info-of-more-than-92-million-user# 
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Data breaches already occurring

• 23andMe – 2023 
• 6.9 million consumers impacted 
• Approximately half of their customers

• DNA Diagnostics Center – 2023 
• 2.1 customers consumers impacted

• MyHeritage – 2017
• Discovered in 2018
• More than 93 million people impacted
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Secondary Use

• Law enforcement using this as evidence in court
• Use by law enforcement to identify suspects & deceased 

remains
•Medical research
• Insurance industry
• Pharmaceutical industry
• Other entities, such as immigration authorities
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https://www.theverge.com/2018/4/26/17288532/golden-state-killer-east-area-rapist-genealogy-websites-dna-genetic-
investigation 

https://www.wired.com/story/police-will-crack-a-lot-more-cold-cases-with-dna/ 
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Problems of relying on contracts and 
privacy policies

• Who is reading?
• And who understands what they are reading?
• Often contracts include terms which could be challenged on 

the basis of unfairness
• Often contracts link to privacy policies and allow for 

significant changes to how data is used
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legally-binding-110793 
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• ‘Over 22,000 people have openly agreed to carry out 1,000 hours of 
community service after we added the spoof clause into our terms and 
conditions over a two-week period.’

• ‘A “Community Service Clause” was added to our usual terms and stated: The 
user may be required, at Purple’s discretion, to carry out 1,000 hours of 
community service. This may include the following:
•Cleansing local parks of animal waste
•Providing hugs to stray cats and dogs
•Manually relieving sewer blockages
•Cleaning portable lavatories at local festivals and events
•Painting snail shells to brighten up their existence
•Scraping chewing gum off the streets’



Terms Likely To Be Deemed Unfair Or Problematic

• Clauses allowing for unilateral alteration of terms
• Clauses disclaiming liability for fitness for purpose or for 

personal injury caused by the company’s negligence
• Clauses limiting scope of purpose
• Clauses purporting to bind the consumer to resolve any 

disputes in another jurisdiction
• Indemnity clauses
• Certain intellectual property licences
• And consent clauses  
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Things to consider before buying a DNA test

• And YouTube Link to animated 
video

• This is linked to the project 
'Fairness and Transparency in 
Emerging Health Markets: 
Protecting New Zealanders from 
the Risks of Personal Genomics’
• We are extremely grateful to the 
Borrin Foundation for funding this 
project.
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Things to consider before buying a test
1.Given the sensitivity of the information and the risks involved, are you 

comfortable accepting the terms and conditions you (probably) haven’t read?
2.Many third parties may be interested in your genetic information. Are you happy 

for it to be shared with them?
3.Do you realise you don’t have the legal right to decide how long your personal 

data will be stored?
4.If you’re considering a test because of a health concern, did your doctor 

recommend it?
5.How would you respond if your ancestry results don’t match your sense of 

identity?
6.How would you feel if the company changed its policy and restricted your access 

to your own data?
  From our piece in the Conversation
https://theconversation.com/at-home-dna-tests-just-arent-that-reliable-and-the-risks-may-outweigh-the-
benefits-194349 
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Suggestions for reform
• Need to improve and harmonise standards 
• Better enforcement & compliance with existing law (privacy/data 

protection, consumer protection, and other applicable law).
• Need for collaboration between regulators internationally.
• Need to develop further governance mechanisms if police are going 

to use these companies in investigations. Take account of NZ Law 
Commission recommendations. 
•  Need for improved transparency
•  Regulatory reform – industry specific new legislation
•  Compliance reviews/audits
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Further suggestions
•  Need to improve cyber security across the industry
•  More oversight of what businesses actually do with consumers’ data – what 

happens when companies merge
•  Employing the consumer data right in this context
•  Better contracts and privacy policies that consumers can understand
•  Model contracts & privacy policies
•  Need for consultations and frameworks to be developed in relation to using 

this data in the courts
•  Mandatory codes of conduct and codes of practice that are adhered to by 

industry
•  Possible role for competition law here as well
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Thank you

Contact information:
Email: andelkaphillips@protonmail.com
Web: www.andelkamphillips.com 
• https://www.law.ox.ac.uk/people/andelka-phillips  
• https://www.bioethics.ugent.be/our-people/andelkamphillips/
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