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Proposed Civil Defence National Emergencies 
(Information Sharing) Code 
Information Paper 
This paper has been prepared to assist people who are considering making submissions to the Privacy Commissioner on the proposed code of practice.
Submissions invited 
The Privacy Commissioner has publicly notified her intention to issue the Civil Defence National Emergencies (Information Sharing) Code in accordance with the provisions of the Privacy Act 1993 and has invited public submissions.  

Submissions should be made in writing to the Office of the Privacy Commissioner no later than 25 May 2012 and should be addressed to: 


Proposed Civil Defence National Emergencies (Information Sharing) Code 


Office of the Privacy Commissioner 


PO Box 10094


Wellington 6143 

Alternatively, submissions may be made electronically to code@privacy.org.nz. 

If you would like to speak to someone about making a submission, please telephone Linda Williams on 09 302 8658.  

Written submissions may be made public by the Privacy Commissioner or released to requesters under the Official Information Act. If you prefer that your submission not be made public, please make that clear. 

The Privacy Commissioner is willing to meet with, or hear from, submitters in support of their submissions. Submitters who would like to present their submissions orally to the Commissioner should indicate that with their submission. The Privacy Commissioner will arrange to hear submissions if there is sufficient interest.  
Summary of the proposed code 
The Privacy Act regulates the collection, use and disclosure of personal information.  In particular, it restricts the circumstances in which personal information held by organisations may lawfully be disclosed. The objective of the proposed code is to provide agencies with broader discretion to collect, use and disclose personal information in the event of a major natural disaster.  In particular, the code will facilitate the disclosure of personal information to public sector agencies to assist in the government response to a national emergency.

The partial relaxation of the normal law restricting disclosure of personal information is intended to promote the vital interests of individuals in national emergencies. Permitted disclosures under the code include, for instance, to help identify individuals who have been caught up in the emergency, to assist individuals to obtain essential services, to co-ordinate the management of the emergency and to ensure that people who are responsible for individuals are kept appropriately informed. 

The code will put in place a special regime that comes into effect when a state of national emergency is declared. The special provisions allowing for the collection, use and disclosure would continue only while the state of national emergency remains in effect. 

Comments on particular clauses in the proposed code
Clause 2: Commencement 

It is proposed that the code come into force on 1 December 2012. This would provide plenty of time for the Commissioner to consider public submissions and, once the code is issued, to make its existence known to relevant authorities to incorporate into planning for responding to future disasters. 

Clause 3: Interpretation 
The definitions of ‘emergency’ and ‘emergency declaration’, align the code with existing concepts found in New Zealand’s civil defence legislation, the Civil Defence Emergency Management Act 2002. 
Use of these defined terms means that the code applies only where there has been a declaration of a state of national emergency under the civil defence legislation.  The code does not apply to emergencies declared solely at local level where normal law continues to apply. 

Clause 4: Meaning of permitted purpose 
‘Permitted purpose’ is used in clause 5 to widen the discretion of agencies to collect, use and disclose personal information during a state of national emergency. 
Subclause (1) provides that a permitted purpose is one that directly relates to the government or local government response to an emergency. 

Subclause (2) elaborates on the general definition by providing a non-exhaustive list of purposes that meet the general test set out in subclause (1). The examples cover responses that assist in saving lives, provide for the welfare of survivors, manage the response and enable the families of survivors, victims and missing people to be kept appropriately informed. 

The permitted purposes listed in subclause (2) are the same as were included in the Christchurch Earthquake (Information Sharing) Code 2011 (Temporary).  The list appeared to be sufficient and not excessive for that emergency. The list was originally based upon provisions in the Australian Privacy Act.

Clause 5: Authority for collection, use and disclosure of personal information 
In addition to the normal discretions under the information privacy principles, agencies are authorised by clause 5 to collect, use and disclose personal information for further ‘permitted purposes’. 
The new discretions for collection, use and disclosure are available only in certain circumstances and are subject to a number of conditions. The collection, use and disclosure must always be linked back to the permitted purpose of the government response to the emergency. 

Briefly, the key elements of clause 5 are: 

· a declaration of a state of national emergency must be in force; 

· the proposed collection, use or disclosure of personal information must relate to an individual who may be involved in the emergency;

· the collection, use or disclosure must be for a permitted purpose in relation to the emergency; and

· in the case of a disclosure (as against a collection or use), the disclosure must be to one of the following classes of agency: 

· a public sector agency; 
· an agency involved in managing the emergency; 

· an agency directly involved in providing certain listed services to individuals involved in the emergency; or 

· a person who is responsible for an individual (eg a parent, guardian, spouse, partner etc).

The code does not restrict or broaden the normal provisions applying to disclosures to the news media. 
Experience from the Christchurch Earthquake 
The Christchurch earthquake of February 2010 was the first time that a state of national emergency had been declared under the Civil Defence Emergency Management Act 2002.  Under former civil defence legislation, there had not been a state of national emergency declared for some decades and certainly not since New Zealand enacted the Privacy Act in 1993.

In the extraordinary circumstances faced in February 2010, the Privacy Commissioner concluded that it would be desirable urgently to issue a code to provide greater discretion for agencies responding to the emergency.  The Commissioner decided to base the code upon an amendment that had been made to the Australian Privacy Act in 2008. The Commissioner issued the code within 24 hours of the declaration of a state of emergency.  Obviously, there was no opportunity to undertake public consultation. The Privacy Act confers powers on the Commissioner to issue codes of practice that can come into force immediately without public consultation in such cases of urgency.
The Christchurch Earthquake (Information Sharing) Code 2011 (Temporary) was, after a short extension, allowed to expire on 30 June 2011.  The proposed new code is closely modelled on the 2011 code. 
Before allowing the 2011 code to expire, the Office of the Privacy Commissioner made some enquiries as to the usefulness and performance of the code in operation. The Office took two main steps to review that code’s operation.  First, a questionnaire was circulated to all agencies involved in the government response to the emergency.  Secondly, a Christchurch lawyer, with expertise in privacy law, was commissioned to conduct a series of interviews with frontline staff in Christchurch involved in the recovery phases of the response.

The Privacy Commissioner has released the collated responses to the questionnaire to government agencies and the report by the Christchurch lawyer.  People planning to make a submission on the code are encouraged to consult those resources, available at http://privacy.org.nz/christchurch-earthquake-information-sharing-code-2011-temporary/. 
Briefly, the findings of both exercises were broadly similar. They might be characterised as:  

· the code was welcomed by agencies involved in responding to the emergency; 

· while discretions in the code were by no means critical to the government response, the code was relied upon by some government agencies as a lawful basis for collection, use or disclosure; 
· staff in government agencies responding to the emergency were reassured by the existence of the code and this may have made them more confident to share information as they saw fit in the circumstances; 

· there was no long term need for the code – its primary usefulness was in the initial response phase and the early recovery phases. 
A major reason for the Privacy Commissioner proposing this new code was the experience of the 2011 code.  The Commissioner considers the earlier code served a useful purpose and was of benefit to individuals, community and the government.  
The proposed new code may have advantages over the 2011 code. The first advantage is that the new code would come into effect immediately on the declaration of a state of national emergency. (In the Christchurch earthquake, the code was issued a day after the declaration of national emergency).  
The second advantage is that the new code can be factored into the emergency planning of government agencies.  Relevant staff will know of the existence of the code and be trained in its use. By contrast, in 2011 the Commissioner was faced with a difficult task to let people know of the issue and effect of the emergency code.  Normal channels of communication had been disrupted by the earthquake meaning that it was necessary to rely upon government agencies to disseminate knowledge of the code to relevant people. While that was achieved in many cases, it appears that many frontline staff did not know of the code.  
The issues surrounding major natural disasters were the subject of discussion at last year’s International Conference of Data Protection and Privacy Commissioners. The Commissioner considers that the proposed code is in keeping with the proactive approach recommended in the resolution adopted by the Conference. 
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