PROPOSED INFORMATION MATCHING PROGRAMME BETWEEN THE DEPARTMENT FOR COURTS AND THE DEPARTMENT OF SOCIAL WELFARE

Report by the Privacy Commissioner to the Minister of Justice on an examination of section 126A of the Social Security Act

July 30, 1996
Summary of Proposal

“The proposal is to match name, date of birth and address information held on the Department for Courts Law Enforcement System with name, date of birth and address information held on the Department of Social Welfare client database.  The names being matched will be the names of offenders whom the Department has been unable to locate by any other means (untraced defaulters).  Where there is match of name and date of birth information, address information will be checked in the hope that a more recent address will be obtained.   This will be used to make contact with the defaulter in order to collect the fine or return the offender to the Court to determine the appropriate action to be taken.”

- 
extract from cover sheet to Department for Courts Information Matching Privacy Impact Assessment, 2 May 1996

1.0
INTRODUCTION

1.1
The Law Reform (Miscellaneous Provisions) Bill (No. 5) will create a new information matching provision to authorise the disclosure of personal information held by the Department of Social Welfare about the whereabouts of any beneficiary who is in default in the payment of any fine to the Department for Courts for the purpose of locating that person. The bill will achieve this by inserting a new section 126A into the Social Security Act 1964
. The Third Schedule to the Privacy Act 1993 is amended by inserting section 126A in the list of information matching provisions.

1.2
I have the function under section 13(1)(f) of the Privacy Act to examine any proposed legislation that would provide for a new information matching programme and to report the results of my examination to you. I am required, in conducting that examination, to have particular regard to the information matching guidelines set out in section 98 of the Act.  I have set out sections 13(1)(f) and 98 in the appendix to this report.

1.3
I have used several acronyms or abbreviations in this report including:

· DSW- Department of Social Welfare;

· Courts or the Department -  Department for Courts;

· IMPIA -  Information Matching Privacy Impact Assessment. 

1.4
With this report I supply a copy of the IMPIA submitted by the Department for Courts.

2.0
GENERAL OBSERVATIONS ON PROCESS OF EXAMINATION

2.1
This is my fourth examination of a proposed new information matching provision.
  In my first report I noted that there would be clear advantage in a thorough analysis of the information matching proposal, couched in terms of the information matching guidelines, being completed by the proposing department at an early stage, ideally preceding Cabinet approval. 

2.2
The Cabinet Office Manual requires departments to signify compliance with the information matching guidelines when seeking authority to include a bill containing an information matching provision on the legislative programme.
   The Courts Executive, Department of Justice,
 included, at my suggestion, a brief analysis of the proposal in terms of the information matching guidelines when the matter was put before a Cabinet committee for approval.  Given the constraints of a Cabinet committee paper and the stage that the proposal had then reached, the matter was not addressed at great length
 nor subjected to the independent scrutiny involved in my current examination.  Nonetheless I commend the Department for being the first to take that step rather than simply including a paragraph assuring the Ministers of compliance.

2.3
I believe that a thorough and systematic approach to assessing proposed information matching provisions should be undertaken by departments if they are to genuinely assure Ministers of compliance and if they are to avoid Privacy Act difficulties.  For that reason I have suggested to departments that they undertake an “Information Matching Privacy Impact Assessment” (IMPIA)
 at an early stage of the development of a proposal. I have indicated that I require a finalised version of that document to be submitted to me so as to enable an examination of any information matching provision that reaches the point of being proposed to be introduced to Parliament.

2.4
The bill was introduced into Parliament on 19 December 1995 and the Department submitted an IMPIA to me on 2 May 1996.
   The Department knew before introduction of the bill that I would require a written justification of its case, in terms of the information matching guidelines, to enable me to undertake my examination.
  In advance of other departments I supplied a copy of my guidance note on preparing IMPIAs to the Department following the introduction of the provision into Parliament.
   It took the Department over 4 months to prepare the IMPIA.

2.5
I have not referred to the delay in order to criticise the Department which was, after all, in the invidious position of being the first department to commence preparing this new type of assessment document.
  So long as the assessment of the proposal is thorough and complete a delay of 4 months in completing an assessment document may be of little moment.  However, I highlight the matter simply to illustrate the undesirability of departments commencing to assess their proposals in detail in terms of the applicable law only after a provision has already been introduced into Parliament.  It is my firm hope that the assessment processes will, in the future, be fully integrated into the departmental and governmental processes which precede the introduction of a bill into Parliament.  Submission of an IMPIA to me at that stage would enable my examination to be commenced (or perhaps even completed) before introduction.  That, in turn, may help to facilitate the smooth legislative passage of a proposal or enable any problems to be highlighted at a conveniently early stage to be subject of consideration by yourself, the Minister proposing the legislation, and the Select Committee studying the Bill.

2.6
In the balance of this report I examine the proposal in terms of the six information matching guidelines.

3.0
INFORMATION MATCHING GUIDELINES - Section 98 Privacy Act

3.1
Whether or not the objective of the programme relates to a matter of significant public importance - Section 98(a)
3.1.1
The Department explains that the objective of the proposed programme is to locate fines defaulters in order to enable the Department to enforce unpaid fines under the Summary Proceedings Act 1957.
  The Department explains that fines are the penalty most frequently imposed and the least expensive to administer.  However, the Department notes that over the last decade there has been a substantial decrease in the proportion of fines imposed compared with other penalties.  From the IMPIA it appears that the Department attributes this to a perception by judges that fines are not always being seen as a credible penalty, perhaps because of the failure to effectively collect the fines, and as a result judges have imposed expensive community service and periodic detention where monetary penalties might previously have been considered appropriate.  The Department also expresses the view that until a fine is paid (or an alternative penalty substituted) the sentence imposed by the Court is “rendered ineffective”
 and that high numbers of unpaid fines thereby become a threat to the integrity of the criminal justice system.

3.1.2
The Department’s discussion of this issue runs only to a paragraph.  I am not sure that I would necessarily agree with all of the points made by the Department.  For example, there may be other explanations as to why judges are imposing alternative penalties (for instance, questioning whether people of limited means are able to pay fines).  There may even be room for debating the point as to whether fines are effective even if remaining unpaid (in terms of deterrent or marking society’s disapproval).  However, I see little point in pursuing these issues since I have no hesitation in concluding that this programme does relate to a matter of significant public importance namely the administration of the criminal justice system and more particularly the most common, and least expensive, means of sanctioning unlawful behaviour.  Furthermore, given the current large pool of unpaid fines (discussed at length in the Department’s IMPIA and touched upon later in this report) the programme relates to a matter of significant public importance also in relation to the recoveries of large amounts of money currently owing to the Crown.  

3.2
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society - Section 98(b) 

3.2.1
A substantial part of the Department’s IMPIA is devoted to a cost benefit analysis.
  Significant correspondence has been entered into between my office and the Department in relation to the assumptions underlying that cost benefit analysis and the conclusions drawn.  That process of examining the cost benefit analysis, challenging it and reconsidering some of the issues contained in it, has I believe been a useful process for both my office and the Department.  Although the Department is clearly convinced of the net worth of the cost benefit analysis I suspect, from the concessions that have been made in correspondence with my office, that the Department itself is not overly confident as to the figures produced in the cost benefit analysis which are, in large part, extrapolated from a very small survey undertaken some time ago.  The Department is seeking to obtain more convincing data in a broader pilot programme.  However, even when the results of that pilot programme become available it will not necessarily give the whole picture as it is difficult to predict with certainty what will happen with a given number of matches until some experience has been gained.

3.2.2
I am not particularly satisfied with the Department’s cost benefit analysis.  However, undoubtedly the Department has placed more satisfactory evidence before me than the departments involved in any of the three information matching programmes which have been previously examined under the Privacy Act.  In respect of future matching proposals by this Department I would be looking for a more convincing cost benefit analysis which is improved from the experience gained in this exercise, particularly by reference to the matters taken up directly with the Department. 

3.2.3
Undoubtedly the matching programme will increase the numbers of defaulters who will be located and dealt with.  That in itself may well be worthwhile but it should not be assumed that savings will automatically result.  For instance, some defaulters will have alternative sentences imposed at a financial cost.  Further there are financial costs involved in operating the programme itself, which I believe may have been underestimated in the department’s IMPIA.  The benefits may well have been overestimated - for instance in assuming that 30% of people successfully located through the use of the programme will repay in one lump sum the $500+ owing (remembering that beneficiaries are, by definition, persons of limited income). 

3.2.4
From the information presented to me both in the IMPIA and the correspondence that has been undertaken between my office and the Department I conclude that:

(a)
the use of the programme to achieve the Department’s objectives will result in the locating some otherwise untraceable defaulters but I cannot be confident that this will lead to monetary savings; and

(b)
the quantification of monetary savings forecast in the Department’s IMPIA are not convincing.

3.2.5
However:

(a)
while I am not in a position to be confident that the savings will be “significant”, I would hope that a clearer picture would emerge when the Department’s more advanced pilot programme has been completed and the analysis prepared
; and   

(b)
consequently I wish to emphasise the need for the Department to have effective mechanisms in place to measure the benefits once the programme is commenced - and my office has already commenced work with the Department to ensure such mechanisms are designed.

3.3
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of section 98 - Section 98(c)
3.3.1
In its discussion of alternatives to the information matching programme the Department puts forward three possibilities:

· increasing staff numbers;

· improving the quality of information provided by prosecuting agencies; and

· accessing commercially available databases of address information such as New Zealand Post’s postal redirection directory and Telecom’s electronic white pages.

3.3.2
The Department dismisses these alternatives saying that it does not expect that such measures would be sufficient to reduce the backlog.  It adds:


“Simply increasing staff numbers that will use existing sources of information to find addresses for offenders that the Department is seeking is unlikely to prove cost effective.  Similarly, relying on prosecuting agencies to provide better information is not practicable or feasible.  Prosecuting agencies rely on the same sources of information as the Department and whilst we can seek their cooperation to provide us with additional information related to the offence, date of birth of the offender and other useful information, they are often unable to provide us with the offender’s address.  Accessing commercially available information is likely to be of considerable assistance in locating some people, but many of the offenders that the Department is attempting to seek are unlikely to complete NZ Post’s change of address forms or have telephones in their names.”

3.3.3
I find the Department’s presentation of the alternatives disappointing.   I do not expect the Department to produce a full cost benefit analysis in respect of every conceivable alternative.  Sometimes alternatives can be presented but ruled out for reasons which clearly show that they will be completely unsatisfactory.  However, I believe that the information matching guideline requires analysis of reasonable options in more depth than the Department has presented on this occasion.  For example, I would have liked to have seen the option concerning increasing staff numbers and utilising existing methods to be presented on a comparative basis.  If the amount of money that will be put into the new matching programme was put into staff pursuing matters on a traditional basis what might be achieved?  I cannot know from the Department’s IMPIA.  Even if the alternative does not ultimately present better returns to the Department such comparison would enable the significance of the additional benefit of information matching to be judged.

3.3.4
The Department dismisses the idea that prosecuting agencies can supply better address information than might otherwise be available to the Department.  Perhaps that is often the case.  However, I remain to be convinced.  I would expect that in many cases the prosecuting authorities have direct personal contact with the offender at least at the time the investigation leading to prosecution is being undertaken and possibly beyond that as well.  A simple example would be local authority prosecutions where the individual will often be a resident or ratepayer.   Indeed, it is in the nature of criminal proceedings that legal process must be served on the individual and therefore at the time of prosecution and conviction there must surely be accurate addresses on record?  Perhaps it is the delay in enforcing payment, which can be attributed to inefficiencies within the Department and the existing backlog, which mean that the offender is lost track of between time of conviction and enforcement?  

3.3.5
I expect that the Department would pay very close attention to information handling to achieve its objectives.  Merely receiving hundreds or thousands of new addresses of defaulters will not be satisfactory if the Department cannot effectively and efficiently process that information.

3.3.6
However, I would not see improving sources of information from the prosecuting agencies as a true alternative to information matching.  It seems to me that good information handling can be enhanced regardless of which options are chosen.  However, real alternatives would involve putting the money which will be spent on pursuing this information matching programme into an alternative means of achieving the Department’s objective of draining the lake of unpaid fines and ensuring, through more effective recovery, that newly imposed fines remain a credible punishment. 

3.3.7
I do not have sufficient information before me to form an opinion as to whether the use of alternative means of achieving the Department’s objectives would lead to monetary savings that are both significant and quantifiable.  It is my impression that monetary savings can be achieved through other means but I am not in a position to say whether those would be any more significant than information matching with DSW will be.

3.4
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene - Section 98(d)
3.4.1
The fourth information matching guideline proceeds on an assumption that information matching will normally involve some departure from the information matching provisions.  It therefore seeks to ensure that the extent of non-compliance is identified and that it may be weighed against the public interest in the particular programme. 

3.4.2 
In this case the possible areas of contravention concern information privacy principles 2, 3 and 11.  The Department makes a case to suggest that there would be no contravention of principles 2 and 11 due to a relevant exception contained in those principles and, in relation to principle 3, that the public interest in allowing the programme to proceed outweighs the public interest in adhering to the principles.

3.4.3
Information privacy principle 2(1) provides that “where an agency collects personal information, the agency shall collect the information directly from the individual concerned.”  The use of the information matching programme is designed to collect information not from the individual concerned (since that person’s whereabouts is not known) but from a different source, namely DSW files.  Accordingly, the proposal is not in conformity with the first clause of principle 2.  However, clause (2) of principle 2 provides that it is not necessary for an agency to comply with subclause (1) of the principle if the agency believes, on reasonable grounds, that one of eight exceptions
 applies.  The Department asserts that exceptions (2)(d)(ii) or (2)(f) apply.  These provide:

“(2)
It is not necessary for an agency to comply with subclause (1) of this principle if the agency believes, on reasonable grounds, - 

(d)
That non-compliance is necessary -

(ii)
For the enforcement of the law imposing a pecuniary penalty; or

(f)
That compliance is not reasonably practicable in the circumstances of the particular case.”

3.4.4
The Department for Courts is a body which enforces laws imposing a pecuniary penalty.  Accordingly, exception (d)(ii) is clearly relevant.  However, the exception is not available simply because the Department happens to be enforcing a law which imposes a pecuniary penalty.  Rather, non-compliance with the principle must be “necessary” for the enforcement of such a law.  The Shorter Oxford English Dictionary defines “necessary” to mean “requiring to be done, achieved, etc; requisite, essential”.  This is a relatively demanding test which might require an agency to show that without such non-compliance the law could not be enforced.  Clearly that will not be the case for all fines defaulters.  A case can only really made for fines defaulters which the Department cannot locate using alternative means which comply with the principle.  The approach that the Department has taken is that it will need to have exhausted all reasonable checks it could carry out itself.
  The Department indicates therefore that it will only use information matching with the DSW to locate offenders as a matter of last resort after other normal methods the Department has at its disposal have been tried.  These other methods include the use of information that the Department already holds and published material such as telephone directories.  Another initiative the Department is taking is to ensure that prosecuting authorities include better information as to offenders’ whereabouts on files passed to the Department.  

3.4.5
I accept that in these circumstances the exception (d)(ii) is designed for the use of the Department and, in the circumstances where other normal location methods are unsuccessful and where the fine might otherwise not be enforced in respect of the individual, that it is appropriate for the exception to be availed of.  In such circumstances, there should be no contravention of the principle.   I should emphasise that I do expect the Department to have procedures in place to ensure that matching remains as a technique available only when other methods have been tried and found to be ineffective.  I have been concerned that in other programmes that the use of matching has been taken up in more routine circumstances than was anticipated.

3.4.6
The other exception that the Department seeks to rely on refers to circumstances where the Department believes that collection directly from the individual would not be practicable in the circumstances of the particular case.  This exception does place emphasis on the circumstances of the particular case and I think the approach the Department has taken to the other exception is also applicable here.  In other words, in those cases where all reasonable steps have already been taken to identify the defaulter’s whereabouts, it will often not be practicable to comply with the principle if the Department is to enforce the fine.  I think the applicability of this exception would need to be judged on the grounds of practicability at the time of proposed collection/disclosure on a case-by-case basis and is not suited to be claimed in the abstract as justification for collection/disclosure involved in a matching programme.  

3.4.7
However, assuming for the moment that exception (f) may be applicable, it will be noted that it does have a different focus to (d)(ii).  In my view, efforts must be taken by the Department to seek to obtain relevant information directly from the individual when it has the chance.  Although the Department is not always in direct contact with offenders, notably through the use of such procedures as infringement notices and minor offence notices, there will nonetheless be a number of cases where an individual appears in Court and is fined.  In those cases the Department is in direct contact with the individual and it is practicable to make some direct collection.  The Department may need to be more pro-active than it may have been in the past in confirming accurate contact information direct from the individual.  Although there will be cases where people deliberately evade the Department, there will be others where individuals lose contact with the Department through inadvertence, forgetfulness or a failure to understand the significance of notifying a change of address.  There may be individuals who would, if asked directly at the time, be willing to give alternative contact addresses in case they cease to be obtainable at their current address.  

3.4.8
Such suggestions primarily relate to the way that the Department may do business in the future.  It is not, of course, so realistic with respect to the existing lake of unpaid fines.  

3.4.9
Accordingly, I accept that in the circumstance outlined in the Department’s IMPIA it is possible there will be no contravention of the principle and therefore no need to weigh up the public interest in departing from the principle.  Nonetheless, had I concluded that the proposal would contravene principle 2, I would have been open to be persuaded that the public interest in allowing the programme to proceed was not outweighed by the public interest in adhering to information privacy principle 2 alone.

3.4.10
Information privacy principle 3 applies where an agency is collecting information directly from the individual concerned.  In this case, the Department is collecting information from a source other than the individual concerned and therefore the principle does not apply.  However, the information held by DSW is, in many cases, information that has been or will be collected directly from the individual and therefore the principle is relevant to the actions of that Department.  The Department states that if the programme is authorised that DSW would advise its clients on application forms etc that information they provide might be used to locate them for fines payment if they default.
  The Department also would take steps to make individuals aware of the programme, which is a requirement not just of information privacy principle 3 but also information matching rule 1.  Specific steps that the Department outlines are:

· amending the notices of fines issued under the Summaries Proceedings Act 1957 so that they will note that information matching may be used to locate fines defaulters;

· publicity campaigns including posters; 

· police, local authorities and other prosecuting agencies will also be requested to warn individuals on the notices that they issue to defendants.

3.4.11
I suggest that this is one area to which the Departments should give careful thought. DSW particularly, should now have considerable experience in communicating these messages to clients, given the other programmes it operates.  I am not sure that the police, local authorities and other prosecuting agencies, will need to take steps to make information about the matching programme known if this can be effectively done through the actions of DSW and Courts.  

3.4.12
The Department will be matching against some information that the DSW has obtained prior to the authorisation of this programme.  Accordingly, the individuals will not, of course, have been advised of the proposed new use when that information was collected.  That in itself does not suggest contravention of principle 3 but it does point to the fact that information will have been obtained in circumstances where this proposed use has not been made known to the individuals concerned. To address that concern it is necessary, as information matching rule 1 requires, that the departments concerned ensure that the individuals who will be affected by the programme are notified of it (which is an obligation that goes beyond simply the point at which information is collected).  

3.4.13
Accordingly, I conclude that information privacy principle 3 need not be contravened if the DSW ensures that all the explanations required under principle 3 in relation to the proposed new use are given in relation to collections commenced following authorisation of this programme.

3.4.14
The other two principles at issue are principles 10 and 11.  The principle 10 is relevant because the programme will involve the DSW using its information for a purpose other than that for which the information was obtained.  Therefore, unless the Department can be satisfied that one of the exceptions to principle 10 applies, there may be a contravention of the principle.  The relevant exception I would believe in this case is (c)(ii) which allows non-compliance where that is necessary for the enforcement of the law imposing a pecuniary penalty.  Similar considerations apply to those discussed elsewhere.

3.4.15
DSW will be disclosing personal information that it holds to the Department for Courts.  Accordingly, to avoid contravention of principle 11, the Department will need to believe, on reasonable grounds, that one of the exceptions to principle 11 applies.  As with the previous discussion the relevant exception is the one referring to the enforcement of the law imposing a pecuniary penalty.  In this case, the Department is on strong grounds given the very nature of information matching, since it will not be disclosing personal information in a random or wholesale way to the Department but will only be disclosing those identified pieces of information which have been matched to the details of a fines defaulter who has not been located by Courts.  So long as DSW can be satisfied as to the technical side of the programme, that is that the right people are being matched through the safeguards that they have for verifying a match, there would seem to be a good case for saying that exception applies.  If the exception applies there will not be contravention of the principle and therefore no need to weigh the other public interests involved.  

3.4.16
Accordingly, in my view, there need be no contravention of the information privacy principles so long as:

(a) Courts makes reasonable checks to locate the offender using its own files and reasonably available public sources before seeking to trace an individual through the matching process;

(b) DSW ensures that where personal information is collected from beneficiaries that they are advised of the possible new use of the information in the matching programme and that the Department for Courts may be a proposed recipient in the event of a match;

(c) both Courts and DSW ensure that individuals affected by the programme are made aware of its existence;

(d) DSW can satisfy itself that the matching processes are such that the correct individuals are being matched.

3.5
Whether or not the programme involves information matching on a scale that is excessive, having regard to the number of agencies that will be involved in the programme, and the amount of detail about an individual that will be matched under the programme - Section 98(e) 

3.5.1
This match solely involves two agencies, the Department for Courts and the Department of Social Welfare.  The scale of the programme is therefore not excessive having regard to the number of agencies that will be involved in the programme.

3.5.2
Subsection (3) of the proposed section 126A Social Security Act makes clear that the information that may be disclosed is solely “the last known address of any beneficiary”.  Although referring to “any” beneficiary the purpose of the disclosure is made clear in the preceding subsection which refers to locating “any beneficiary who is in default in the payment of any fine”.  According, there is very little information that will ultimately be disclosed as a result of the information matching programme and, in my view, the amount of information is not excessive.  

3.5.3
However, the guideline does not simply refer to the information that will be disclosed but the information that will be “matched”.  The information matching provision does not specify which information will be “matched” but the Department’s draft Technical Standards Report does.  Paragraph 2.3 of the draft Technical Standards Report states:

“The information supplied by the DFC to DSW shall be:

2.3.1
the surname, given names, date of birth and sex of a fines defaulter.

2.3.2
the last recorded address of the fines defaulter.

2.3.3
the date on which the Court imposed the last fine.”

3.5.4
On that basis the amount of information to be matched is not, in my view, excessive.

3.6
Whether or not the programme will comply with the information matching rules - Section 98(f)

3.6.1
The information matching rules set out in the Fourth Schedule of the Privacy Act involve a mixture of technical standards, administrative requirements and some matters of important policy.  Some of these matters are given effect by an information matching agreement between the departments concerned and a Technical Standards Report.  The Department has, in this instance, attached a draft information matching agreement and  Technical Standards Report to its IMPIA.
.  In the previous information matching programmes that I have examined the departments concerned have not been sufficiently advanced to have prepared an information matching agreement.  I am pleased that the Department in this instance has done so as it is often through the process of getting to grips with the detailed implementation issues that other, more fundamental, problems can be uncovered.  The preparation of an agreement and Technical Standards Report is a process of addressing some of the finer administrative and technical detail.


Rule 1 - notice to individuals affected
3.6.2
The Department explains that it and DSW will:


“take all reasonable steps to ensure that individuals affected by the information matching programme are informed of the programme.  Notices of fines issued under the Summary Proceedings Act 1957 and forms used by DSW will be amended to note that information matching may be used to locate fines defaulters.”
  


The Department adds that it will also take other initiatives to notify offenders of the matching programme including publicity campaigns (including posters) and a request to police, local authorities and other prosecuting agencies to inform individuals on the notices that they issue to offenders.


Rule 2 - Use of unique identifiers

3.6.3
The Department confirms that no unique identifiers will be used in the programme.


Rule 3 - On-line transfers

3.6.4
The Department advises that information will be transferred between the Department and DSW on magnetic tape and there will not be any on-line computer connection between the two departments.


Rule 4 - Technical standards

3.6.5
Rule 4 requires the agency primarily responsible for the operation of an authorised information matching programme to establish and maintained detailed technical standards to govern the operation of the programme.  Subclause (3) of the rule requires the technical standards to be incorporated into a written document called a Technical Standards Report.  The Department has attached a draft Technical Standards Report to its IMPIA.
   Subclause (2) requires a Technical Standards Report to deal with at least four matters:

· the integrity of the information to be matched;

· the matching technique to be used in the programme;

· the controls being used to ensure the continued integrity of the programme; and

· the security features included within the programme.


The draft Technical Standards Report deals with all four of these matters.  I have not sought to consider the content of the draft Technical Standards Report in detail and I expect that the Department will, in any case, put further work into developing the technical standards if the programme proceeds.  I may, from time to time, direct that any Technical Standards Report be varied if necessary.
  I raise one issue concerning an aspect of the Technical Standards Report below
.


Rule 5 -Safeguards for individuals affected by results of programme

3.6.6
The Department advises that it will implement the necessary controls and monitors to ensure the validity of matches found.  In particular, it adds that “it is envisaged that a centralised, specialist information matching unit will be established and carefully developed information matching protocols and guidelines will be put in place”. 


Rule 6 - Destruction of information
3.6.7
Rule 6 concerns destruction of information as do sections 101 and 102 of the Privacy Act.  Accordingly, after addressing rule 6 I will also, at this point of my report, discuss those sections in the Act.  


Subclause (1) of rule 6

Clause (1) of rule 6 provides that:


“Personal information that is disclosed, pursuant to an information matching provision, to an agency for use in an authorised information matching programme and that does not reveal a discrepancy shall be destroyed as soon as practicable by that agency.”


The IMPIA states that the Department (that is, the Department for Courts) will comply with the rule and where information has been matched and no discrepancy has been found the Department for Courts will destroy that information.
  The Department follows this up in paragraph 10.1 of its draft information matching agreement by stating that :


“Where the information produced by the programme does not reveal a discrepancy that information shall be destroyed by the DFC as soon as practicable.”


It is clear from the IMPIA that it is the Department for Courts which selects information on fines defaulters who cannot be located and supplies that information to DSW which in turn carries out the match.
  In those circumstances it will be the Department of Social Welfare that has the obligation under rule 6(1) and not, in my view, the Department for Courts.  It is DSW which will immediately following the matching process hold the personal information that does not reveal a discrepancy and it is that department on which the obligation to destroy the obligation is imposed.


Accordingly, the Department should review its proposed processes, and its drafting information matching agreement and Technical Standards Report, to make clear the obligation that the DSW destroy the information that does not reveal a discrepancy.  It will be open to the Department to retain a tape which mirrors what is transferred to the DSW if it needs to.  However, that tape will never leave the Department’s control and therefore does not contain the information to which rule 6(1) is directed.  


Subclause (2) of rule 6


Subclause (2) of rule 6 states:

“(2)
Where -

(a)
personal information is disclosed, pursuant to an information matching provision, to an agency for use in an authorised information matching programme; and

(b)
that information reveals a discrepancy, - 

that information shall be destroyed by that agency as soon as practicable after the information is no longer needed by that agency for the purposes of taking any adverse action against any individual.

This subclause presents some difficulties in application to these circumstances as it appears to have been written contemplating that the agency carrying out the match will also be the agency that takes the adverse action.  In this case, the matching process is carried out by DSW and details of the “hits” (and new addresses) are passed back to the agency which will take the adverse action, the Department for Courts.   I believe there are good reasons for running the programme in this way and therefore it is a matter of sensibly interpreting the clause so as to achieve the safeguards that the rule requires.  


For this reason, I interpret subclause (2) as applying an obligation to both agencies.  This is because both agencies can be considered to be agencies to which personal information is “disclosed”, as referred to in paragraph (a), and therefore can each be “that agency” that is referred to in the latter part of the subclause.  


I would see the obligation in the subclause being discharged by DSW by ceasing to retain the information revealing discrepancies by returning that information to Courts.  Although I would not normally consider the return of information to amount to “destruction” that would seem to be a satisfactory interpretation in respect of this subclause.  An alternative solution would be that if a version of that information is retained that it be destroyed as soon as practicable after a copy has been supplied to Courts.


The obligation on Courts, on the other hand, does not require immediate destruction.  Instead, the obligation is simply to destroy the information “as soon as practicable after that information is no longer needed by that agency for the purposes of taking any adverse action against any individual”.  However, the obligation on Courts is clarified or made more stringent by reference back to sections 101 and 102 of the Act.  It is those sections to which I will now turn.


Sections 101 and 102 Privacy Act 


Section 101(1) of the Privacy Act essentially requires a specified agency which derives or receives information produced by an authorised information matching programme which makes the agency aware of a discrepancy to destroy the information not later than 60 working days unless, before the expiration of that period, it has made a decision to take adverse action against the individual on the basis of that discrepancy.    Therefore, the 60 working days relate solely to the taking of a decision.  If the Department does not take at least that step the information is required to be destroyed.  


Section 102 of the Act allows that 60 working day period to be extended by the Commissioner in circumstances relating to the receipt of large quantities of information, complexity of the issues, or for some other reason that the agency cannot reasonably be required to meet the time limit.


Subclause (2) of subsection 101 requires adverse action to be commenced not later than 12 months from the date on which the information was derived or received by the agency.  Subsection (3) requires a specified agency to destroy the information as soon as practicable if a decision is taken not to take adverse action against an individual.  Subsection (4) provides when information produced by an authorised information matching programme is no longer needed by a specified agency for the purposes of taking any adverse action against the individual, the agency shall as soon as practicable destroy the information.


Although there is some overlap with rule 6 these sections both go further than  the obligations in rule 6 and also provide more precise requirements.  In terms of my examination of this new information matching programme I would not normally address provisions in the Privacy Act which will apply in any case.  However, in this instance I think there is a need to refer to the provisions as the Department suggests in its IMPIA that:


“The Department’s proposed information matching programme is not affected by sections
 100-103 in that it is not matching information with DSW for the purposes of ‘uncovering’ discrepancies for the purposes of taking adverse action against an individual.  Rather is it (sic) merely seeking an updated address or other location  information that will enable it to carry out its function of enforcing a court order as sanctioned by the Summary Proceedings Act 1957 and the District Courts Act 1948.  Any individual located by the Department through its information matching programme has already committed an offence, had a Court order to pay a fine imposed and been given notice of the Courts (sic) decision via a Notice of Fine.


“Once a new address for a defaulter has been obtained the Department’s normal enforcement process would be carried out.  This includes advising the individual of the details of the outstanding fines which are owing and outlining the payment of options which are available.


“The Department will report to the Commissioner in respect of the results of the information programme and will conduct annual reports in accordance with the subsections 104 and 105.  The Department notes the provisions of subsections 106 and 107 and will comply with sections 108 and 109.”


In my view, sections 101 and 102 (as well as section 103 which does not relate to the destruction of information but rather to the notice of adverse action) do apply to the Department’s information matching programme and I do not accept the Department’s interpretation.  It would be my intention to monitor the programme on the presumption that those sections apply.  I believe the Department has misinterpreted the definition of “discrepancy” and that clearly the receipt of new address information from DSW as a result of the information matching programme will warrant the Department’s taking further action for the purpose of giving effect to the objective of the programme to recover the outstanding fines (which brings it within the definition).  


Accordingly, in addition to rule 6 it is my view that both sections 101 and 102 will be relevant to the destruction of information and therefore it is not open to the Department to carry out the programme in a manner contrary to those sections.  Similarly, it would make good sense for the information matching agreement and Technical Standards Report to reflect the requirements of those sections.  The Department will also need to comply with the notice of adverse action requirements of section 103 which is a basic safeguard in respect of information matching.  


Rule 7 - No new databank

3.6.8
The Department confirms that it will comply with this rule and procedures will be reviewed to ensure that no databanks are inadvertently created following matching.


The Department carries that through into the draft information matching agreement in which mirrors subclauses (1) and (2) (but not (3)) of rule 7.
  However, it is of concern that a comment in the IMPIA seems to be at odds with those obligations and undertakings.  The Department says, in relation to discussion of privacy principle 9:


“The Department for Courts plans to use the information obtained from DSW to update its own database of offenders details on the Law Enforcement System.  This database is a permanent record of an offender’s details.”


It is not open to the Department to update its permanent records except as permitted in the information matching provision and information matching rule 7.  On questioning the Department about that statement it appears that it may have been under a misapprehension that such updating of permanent databases was a standard practice of other departments carrying out information matching.  When it was pointed out that that was not the case the Department confirmed that they would destroy the information when no longer needed for the purpose for which it was obtained (or otherwise as allowed for under rule 7).


Rule 8 -Time limits

3.6.9
The IMPIA states that the Department will comply with the rule.
   The rule requires that where an authorised information matching programme is to continue for an indefinite period, as is proposed here, the agencies involved in the programme must establish limits on the number of times that matching is carried out pursuant to the programme in each year of its operation.  The limits are to be stated in writing in an annex to the Technical Standards Report
 although those limits may be varied from time to time by the agencies involved in the programme
.  Clause 4 of the draft information matching agreement states:

“4.0
Supply of information

4.1
Information shall be supplied by the DSW to the DFC
 at monthly intervals.


4.2
In addition to clause 4.1, the DSW may, if so requested, supply information to the DFC at other intervals.”


Part F of the Technical Standards Report deals with the number of times matching is to be carried out.  At clause 19
 it states:

“19.0
Time limits

19.1
The number of times that matching may be undertaken each year pursuant to the Programme shall be limited to thirteen (13).  


19.2
Notwithstanding paragraph 19.1 of this schedule the parties may from time to time vary the number of times each year that matching may be undertaken pursuant to the programme.”


It seems to me that the draft information matching agreement and draft Technical Standards Report are presently deficient in respect of information matching rule 8 since:

· paragraph 4.2 of the information matching agreement does not recognise the matching limitation and presumably should do so in some way;

· it should be explained how the monthly reference in paragraph 4.1 can be reconciled with the 13 permissible matches mentioned in the Technical Standards Report (presumably this allows for a match to be “carried over” from the previous year but this ought to be explained);
 and

· paragraph 19.2 should be deleted as it would, on its face, make a nonsense of the safeguard contained in rule 8 and paragraph 19.1 of the Technical Standards Report.
  The Department could, if it so wished, include a reminder reference to rule 8(3) along the lines of “the agencies may vary the limit from time to time in accordance with information matching rule 8(3) and by Variation Report substitute a new annex to this Technical Standards Report (such Variation Report to be copied to the Privacy Commissioner).”

3.6.10
In respect of information matching guideline (f):

(a)
I accept the Department’s assurances in relation to compliance with information matching rules 1 to 3;

(b)
I accept that rule 4 will be complied with;

(c)
I accept that the programme can be operated so as to comply with rule 5;

(d)
The Department needs to again look closely at its obligations to destroy information and this is a matter which I will closely monitor through the Technical Standards Report and reporting mechanisms;

(e)
with respect to rule 7, I accept the Department’s assurance that no new databank will be created but would specifically remind the Department to take care not to use the information to update its own permanent records of individuals except as is permitted in the information matching legislation;

(f)
I recommend that the draft information matching agreement and Technical Standards Report needs to be modified to ensure that clear and effective time limits are established in accordance with rule 8 of the information matching rules.

4.0
RECOMMENDATIONS AND

SUMMARY OF CONCLUSIONS

Key recommendations
4.1
I recommend that:

(a) the Department for Courts should continue and complete the work it is undertaking in relation to the cost benefit analysis of this programme including, amongst other things, completing the enhanced pilot matching programme and analysing its results and addressing the points my office has raised in correspondence;

(b) both departments should consider, with the Inland Revenue Department, issues arising from the possible matching of information obtained by DSW from IRD pursuant to limited authority under an existing information matching provision
;

(c) that the Department, in conjunction with my office, address in detail the necessary reporting obligations in respect of the matching programme, which has been found to be a problem in respect of some earlier programmes.


Summary of conclusions on information matching guidelines with related recommendations

4.2
I conclude:

(a)
first guideline: the objective of the programme does relate to a matter of significant public importance

(b)
second guideline: it is not yet possible to be sure that the use of the programme to achieve the Department’s objectives will result in significant monetary savings; and

(c)
third guideline: it is not apparent that any alternative will give the monetary savings that will be achieved through the use of this programme, but that is in part because the other alternatives have not yet been adequately explored, both in respect of alternative information matching programmes, or other means of achieving the Department’s objectives without the use of information matching;

(d)
fourth guideline:

(i)
it should not generally be necessary to contravene the information privacy principles; but that

(ii)
DSW will need to incorporate in the explanations that it gives to beneficiaries at the time that personal information is collected from them, updated information to ensure that all the requirements of information privacy principle 3 are met, taking into account this new programme, noting amongst other things the new purpose for which the information may be used and listing Courts as a possible recipient; and

(iii)
both Courts and DSW take steps to ensure that individuals who may be affected by the matching programme are made aware of it;

(e)
with respect to the fifth guideline: I am satisfied that the proposed information matching is not on a scale that is excessive; and

(f)
with respect to the sixth guideline: I accept that the programme can be made to comply with the information matching rules, but would draw the Department’s attention to the need to ensure:

(i)
that the Technical Standards Report be drafted so that any variation to the frequency of matching is notified to me by way of Variation Report;

(ii)
that the requirement for destruction of information be adhered to;

(iii)
that no new databank be created; and

(iv)
that the time limits and frequency of matching be clarified and recorded satisfactorily in the information matching and Technical Standards Report.

� 	Law Reform (Miscellaneous Provisions) Bill (No. 5), Part 40, clause 173.


� 	Law Reform (Miscellaneous Provisions) Bill (No. 5), clause 174.


� 	Its full title is “Information Matching Privacy Impact Assessment prepared for the Privacy Commissioner by the Department for Courts regarding the proposed information matching programme between the Department for Courts and the Department of Social Welfare”, 2 May 1996.  I refer to it hereafter as Courts’ IMPIA or the Department’s IMPIA. Additional copies of the IMPIA can be obtained from the Development Manager (Collections) at the Department for Courts.


� 	The results of my first examination were set out in my report of 3 October 1995 on the match proposed in the Electoral Reform Bill.  The second and third reports concerned matches in the Tax Reduction and Social Policy Bill (the ACC/IRD and NZES/NZISS matches) and were submitted on 26 and 28 April 1996. 


� 	See chapter 5 of the Cabinet Office Manual concerning legislation and legal matters and particularly clause 4(c) of Appendix 1 (request for a bill to be included in the legislative programme) and clause 4(c) of Appendix 2 (cover sheet for a draft bill).  


� 	As the Department for Courts then was.


� 	The discussion ran to about 3 pages whereas the Department’s IMPIA runs to 30.


� 	I have circulated to all departments a guidance note on preparing IMPIAs.


� 	By coincidence, the IMPIA was delivered to my office on the occasion of a workshop that I convened to explain to Government departments how I viewed the assessment of information matching programmes under the Privacy Act.


� 	Formally noted in a letter, Office of the Privacy Commissioner to Department for Courts, 30 November 1995.


� 	Letter Privacy Commissioner to Department for Courts, 21 December 1995.


� 	Although the Department was not the first to complete and submit an IMPIA.  The IMPIAs prepared by IRD and NZISS were completed in a matter of weeks given the urgency of the Tax Reduction and Social Policy Bill.  However, Courts’ IMPIA has gone into some issues, particularly cost benefit, in more detail than either of those 2 documents.


� 	Courts’ IMPIA, page 19.


� 	Courts’ IMPIA, page 20.


� 	Courts’ IMPIA, pages 14 to 19 primarily.


� 	However, even at that stage the Department will not be able to assess the full success or otherwise of the proposal as that would require adverse action to be taken - something not done in a pilot match arranged for statistical/research purposes.


� 	Courts’ IMPIA, page 21.


� 	Courts’ IMPIA, page 21.


� 	The Department’s case is primarily found in Courts’ IMPIA, pages 21 and 22 to 27.


� 	Or, on another count, 12 exceptions - as one exception is split into two and another into four.


� 	Courts’ IMPIA, page 23.


� 	See Report of the Privacy Commissioner for the year ended 30 June 1995, pages 58-60.


� 	Courts’ IMPIA, page 24.


� 	Courts’ IMPIA, page 24.


� 	Courts’ IMPIA, Appendix 1.


� 	Courts’ IMPIA, page 28.   See also page 33 (clause 5 of  the draft information matching agreement).


� 	Courts’ IMPIA, pages 28 and 33 (clause 6 of the draft information matching agreement).


� 	Courts’ IMPIA, page 37.


� 	Information matching rule 4(6).


� 	See discussion in relation to rule 8.


� 	Courts’ IMPIA, page 28 and 33 and clause 7 of the draft information matching agreement.


� 	Courts’ IMPIA, page 28.


� 	Courts’ IMPIA, page 34.


� 	See, for example, explanation of the process at paragraph page 11 onwards of Courts’ IMPIA and paragraph 3.1 of the draft Technical Standards Report, at page 37 of the IMPIA.  


� 	The word “clauses” appears in the IMPIA but the correct reference to “sections” has been substituted.


� 	Courts’ IMPIA, page 29-30.


� 	Courts’ IMPIA, page 29 and 34 and clause 11 of the draft information matching agreement.


� 	Courts’ IMPIA, page 34, clause 11 of the draft information matching agreement.


� 	Courts’ IMPIA, page 26.


� 	Memorandum from Courts to Office of the Privacy Commissioner, paragraph 40, 11 June 1996.


� 	Courts’ IMPIA, page 29.


� 	Rule 8(2).


�  Rule 8(3).


� 	This abbreviation is used in the draft Technical Standards Report for the “Department for Courts”.


� 	Courts’ IMPIA, page 33.


� 	Strictly speaking this should be set out in an annex to the Technical Standards Report rather than a clause - refer rule 8(2).


� 	Courts’ IMPIA, page 43.


� 	The confusion is exacerbated by clause 1.0 of the Technical Standards Report adopting a wrong definition for “working day” - it needs to be aligned to s.2 Privacy Act.  Although the two agencies are free to agree to undertake to complete work on a day which is not a “working day” this must not affect the notice provisions in s.103. 


� 	Paragraph 19.2 is not needed as the agencies have the power to vary the number of times pursuant to rule 8(3).  However, in doing so, they would be required to replace the annex with a new one using the Variation Report procedure.  Any Variation Report containing the Annex with a new annual limit is required to be copied to me therefore providing a degree of transparency which would not exist if paragraph 19.2 were to remain.


�	This issue has not been discussed in this report as an examination of the matter is not complete.  I am currently awaiting responses on the issue from both IRD and DSW.





