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1.
INTRODUCTION AND STATUTORY AUTHORITY


Section 106
1.1
Section 106 of the Privacy Act 1993 requires me at periodic intervals to review the operation of every information matching provision and to consider whether or not, in my opinion as Privacy Commissioner:

· the authority conferred by each information matching provision should be continued; and

· any amendments to the provision are necessary or desirable.


I am required to report my findings to you.  As responsible Minister you are to lay a copy of the report before the House of Representatives as soon as practicable after receiving it.


Information matching provisions
1.2
For reasons I outline below I have chosen to review two information matching provisions in this report.
  Reviews of other provisions will be completed later.  The provisions covered by this report are:

· Customs and Excise Act 1996, section 280;

· Tax Administration Act 1994, section 82.

I had also intended to cover the Education Act 1989, section 307A.  However, on 31 August 1998 that provision was repealed, and ceased to be an authorised information matching provision, by virtue of section 10 of the Employment Services and Income Support (Integrated Administration) Act 1998.  I have therefore omitted discussion of it from this report.


Information matching guidelines
1.3
Section 106 does not direct or limit me as to the considerations to be taken into account in forming an opinion as to whether or not a provision should be continued or amended.  However, I have been guided in my consideration by the information matching guidelines set out in section 98.  Although I am directed to have regard to those guidelines only when examining any proposed legislation that provides for information matching,
 I considered that they might also provide a useful framework for considering whether a match should be continued or not and whether a provision warrants amendment.  However, they are not my sole consideration.

1.4
The matters in the information matching guidelines to which the Commissioner is directed to have particular regard are:

(a) whether or not the objective of the programme relates to a matter of significant public importance;

(b) whether or not the use of the programme to achieve that objective will
 


result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society;

(c) whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b);

(d) whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene;

(e) whether or not the programme involves information matching on a scale that is excessive;

(f)
whether or not the programme will comply with the information matching rules.

1.5
Before commencing to report on the review of the operation of the two information matching provisions I make a number of remarks which will set the reporting process, and this report, in context. 

2.
LEGISLATIVE AND OPERATIONAL CONTEXT OF REVIEW


General scheme
2.1
The Privacy Act 1993 established a set of principles governing the collection, holding, use and disclosure of personal information by practically all agencies in the public and private sectors.
  The Act supplements this general approach with specific privacy protections in certain circumstances.
  Information matching
 was identified by the Government as carrying particular privacy risks and special controls were accordingly enacted.  These controls, found in the statutory information matching provisions and in Part X of the Act, follow each part of an information match’s “life cycle”:

· authorisation - the processes and controls which determine whether a proposed match should proceed and in what manner;

· operation - controls to ensure that privacy risks are minimised, decisions are based upon reliable information, individuals have an opportunity to explain themselves and if necessary complain, independent review of the results of programmes;

· evaluation - periodically reviewing the continuing value of a match in the light of experience and current circumstances.

2.2 The current exercise falls within the third category.  However, evaluation is not undertaken in isolation from the first two.  In evaluating a programme I do look back at the objectives set, and projections made, when each programme was first authorised.  I also study the experience of each match in operation.


Privacy of Information Bill
2.3
The information matching provisions under review were enacted before the Privacy Act 1993 was passed.  The provisions were created as information matching provisions by the Privacy Commissioner Act 1991 which was split off from the Privacy of Information Bill.  The Privacy of Information Bill as introduced in 1991 contained information matching controls which differed in significant respects from those finally enacted. In particular, the original bill anticipated departments applying to the Privacy Commissioner for approval to carry out matching.  Such approval would have been given on conditions and for limited duration.  The original scheme had no equivalent to this review since departments might be required by the Privacy Commissioner to reapply for approval if they wished to continue a match beyond its initially approved duration.  

2.4
However, the information matching controls ultimately enacted
 removed the mechanism for application to the Privacy Commissioner in favour of a process whereby matches would be authorised by primary legislation.  This change in approach brought with it the need for periodic reassessment to take account of experience of matches in operation and to anticipate any change in circumstances.  Periodic reassessment was seen as particularly valuable since overseas experience suggested that forecast benefits from matches often turned out to be overly optimistic.  Established benefits could also significantly erode over time.  Periodic reassessment ensures that the inroad to privacy would only be allowed where the benefits of a match continued to exceed the costs.

2.5
Authorisation for a number of proposed matches was contained in the Privacy of Information Bill.  As part of the Government’s attempts to tackle benefit fraud these provisions were taken out of the bill, together with the provisions controlling information matching and establishing a Privacy Commissioner, and enacted as the Privacy Commissioner Act 1991. The information matching guidelines then contained in the bill were applied, by the Government, to the matches proposed to be authorised.
  The Government concluded that all of the matches would comply with the guidelines although compliance was not as clear with two of the matches, involving the Accident Compensation Corporation, as with the others.
  Those assessments were carried out by departments and the Government itself unlike the process existing now for new matches whereby the Commissioner, who is independent of the Government, renders an opinion on whether a proposed match complies with the guidelines.


First review
2.6
As the Select Committee had not completed its examination of the Privacy of Information Bill when reporting back the Privacy Commissioner Bill, an early review of those information matching provisions was written into the Act. The periodic review was, in the words of the Chairman of the subcommittee studying the Privacy of Information Bill “to make sure that the system works fairly and properly”.
   This has been carried forward into section 106 which provides that the first review of information matching provisions should be carried out “as soon as practicable after the first day of January 1994”.  Subsequent reviews are to be carried out at intervals of no more than five years.  
2.7
This is the first review despite the fact that more than seven years has passed since the 1991 Act - and over five and a half years since the 1993 Act.  This delay warrants some explanation.  An early review did not eventuate because:

· while the matches authorised in 1991 were expected to start promptly, in fact, only three were operational by 1993 and one did not commence until as late as 1997 - a review in 1994 would  have made little sense in those circumstances;

· I was not confident as to the reliability of some of the figures reported to me by departments on the operation of the matches and I delayed commencement of a review hoping for enhancement of such data.


Work on the review had commenced by 1996/97 but was not completed in 1997/98 due to the need, in that latter year, to devote resource to the review of the operation of the Act, undertaken pursuant to section 26.

2.8
To keep the task of reviewing all information matching provisions to a manageable size, I decided in 1998 to divide the first review into batches.  I presently intend the order to be:

· first, matches authorised in 1991 which were in operation by 1993;

· then, matches authorised in 1991 which were in operation from 1994 onwards;

· and finally, matches subsequently authorised which have been in operation for at least two years.

2.9
There were twelve information matching provisions enacted in 1991.  The five provisions which appeared in the Births and Deaths Registration Act,
 Marriage Act 1955
 and Education Act 1989
 have since been repealed.  In this report I have reviewed the remaining two provisions and programmes which were enacted in 1991 and in operation by 1993, namely:




· Customs and Excise Act 1996, section 280 - the NZ Customs Service-NZ Income Support Service Match (“the Customs Match”);

· Tax Administration Act 1994, section 82 - the NZ Income Support Service Commencement-cessation Match (“the Commencement-cessation Match”).

2.10
For convenience a comparative table of certain basic information is set out as Appendix 1.  I also provide a reference table to the comments made in relation to each match in my annual reports from 1992/93 onwards in Appendix 2.  I will not generally repeat the material from my annual reports.  Instead I intend that the annual report comments be read with this report as if they are part of this review report.  Appendix 3 and Appendix 4 summarise some of the results of the two matches.

Abbreviations
2.11
In this report I use several abbreviations and acronyms.  The main ones are:

· Customs - NZ Customs Service;

· DSW - Department of Social Welfare;

· IRD - Inland Revenue Department;
· NZISS - New Zealand Income Support Service.

2.12
I have sometimes referred to the DSW party to the matches as NZISS, the title used for the division of DSW involved in these matches for most of the period of its operation.  I have not referred to Work and Income New Zealand, the department created in late 1998 to combine and replace NZISS and the New Zealand Employment Service. I sometimes refer to the Customs Department as the NZ Customs Service although the agency only adopted this title from 1996 onwards.

3.
NZ CUSTOMS SERVICE - NZ INCOME SUPPORT SERVICE 
MATCH (Customs and Excise Act 1996, section 280)

3.1
Overview


Objective
3.1.1
The intent of this match is to spot any recipients of benefits who have been out of the country whilst still receiving a benefit not normally payable to a person who is overseas.


Description
3.1.2
A regular weekly programme of matching is carried out by DSW against a tape of computer data received from Customs containing details of international passenger departures and returns.  The passenger information consists of name, date of birth, gender, passport number, flight number and date of journey.  With average weekly passenger movements exceeding 75,000 there were in the region of 4 million passenger details compared each year.

3.1.3
The match involves the comparison of a relatively large number of records fifty-two times each year. From the total number of records of travellers compared, in the region of 3.9 to 4.9 million, there are usually about 19,000 to 24,000 positive matches in a year.
  However, notices of adverse action are not issued in respect of all positive matches.  As a result of further checking, and for various other reasons, no further action was taken in respect of about 3,500 to 7,500 of those cases each year.

3.1.4
Each year the Customs Match results in the establishment of between about 10,000 and 12,000 debts.  On the figures reported to me, the totals of the debts established range in a full year from about $4.8 million to $6.5 million.  Appendix 3 sets out the annual totals in full.  I might add that I do not necessarily vouch for the figures but have simply totalled what has been reported to me through the years.  Missing from that table is any figure for the amount of debts actually recovered, yet, as any creditor would know, establishing a debt and getting it paid are two quite different things.  I return to this aspect again elsewhere.

3.2
A key issue - Presumption of innocence

3.2.1
It is as well to reflect at this point that the Privacy Act 1993 fulfils a function of legitimising information matching. In my view, it is an appropriate function of data protection legislation to legitimise data matching if it avoids the ad hoc and uncontrolled application of the technique and subjects the activity to a satisfactory set of controls embodying fair information practices.  It is in this context that I have my greatest concern about the Customs Match.

3.2.2
Our law legitimises this programme and yet the Privacy Amendment Act 1993, which inserted subsection (1A) into section 103 of the Privacy Act, undercut the most fundamental of information matching safeguards in relation to this match - the presumption that the mere matching of information is not sufficient in itself to show guilt and that individuals should be given an opportunity to explain themselves before adverse action is to be taken.
  Subsection 103(1A) allows certain adverse action to be taken on the basis of a positive match under the Customs Programme before giving notice to the individual.  I described the provision at the time of its enactment as the “shoot first, ask questions later” approach.
  I consider the Privacy Amendment Act 1993 to be an unjustified inroad into privacy safeguards applying to such an important matching programme.

3.2.3
I reaffirm an earlier recommendation I gave on the review carried out under 




section 26 of the Act that section 103(1A) should be repealed.
  It is a provision solely directed to the operation of the Customs Match and it is appropriate that the matter be raised in this review as well.
3.2.4
I now turn to look at the operation of the programme from the perspective of the information matching guidelines.   

3.3
Information matching guidelines


(a)
Whether or not the objective of the programme relates to a matter of significant public importance

3.3.1
The objective of the match is to identify social welfare beneficiaries who depart from New Zealand in breach of the eligibility requirements of their respective benefits so as to enable overpayments to be minimised and to enable recovery action to commence.  The existence of the match is also intended to deter the prohibited behaviour.

3.3.2
The objective is primarily financial although it might be asserted that the detection of persons violating eligibility requirements also goes to upholding the integrity of social security arrangements and reinforces the reasons for having a prohibition for leaving the country in the first place (that is, to ensure the availability of certain beneficiaries for available work).

3.3.3
The number of discrepancies being identified underscores the significance of the programme.  The technique of frequent matching enables action to be taken in a timely fashion thereby minimising potential for significant cumulative overpayments.

3.3.4
I conclude that this programme continues to relate to a matter of significant public importance. 


(b)
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society

3.3.5
The primary objective of this programme is the minimisation of overpayments and the recovery of money overpaid.  The guideline therefore requires a consideration of:

· whether the programme has resulted in monetary savings;

· whether those monetary savings are significant; and

· whether those monetary savings are quantifiable.

3.3.6
For the results of the programme to be characterised as “savings” one must consider both sides of the ledger.  Simply showing that money is brought in 


to government coffers is not sufficient.  That money must be set against the costs expended in operating the programme.  Obviously, if the costs exceeded the recoveries then the match will not have produced “savings”.  


Costs of match

3.3.7
When originally considered by Cabinet the costs of this match were estimated at between $600,000 and $900,000 per year.

3.3.8
The Customs match is not the only match that has been operated by NZISS.  A significant portion of the expense is incurred at a central processing facility known as the “Data Match Centre” in Lower Hutt.  Unfortunately, in respect of identifying the costs of this programme, the NZISS has never satisfactorily distinguished between the costs incurred in relation to this match as against any other that has operated out of the Data Match Centre.  Any attempt to judge the costs of the programme would therefore need to include an element of apportionment of the Data Match Centre’s costs.  The cost of matching operation’s for NZISS’s 4 main matches has been reported to be between $8.2 - $13.2 million per annum.
  I am not in a position to apportion those costs but it might be assumed that such a large and frequent match would consume a reasonable share of such costs. 


Recoveries
3.3.9
On the other side of the ledger is the money brought in to the Government as the result of the operation of the match.  Elsewhere I have mentioned that the Department has reported figures for the totals of debts established each year.  These range between $4.3 million in 1993/94 to $6.5 million in 1996/97.  Unfortunately, I have no reliable information as to how much of this established debt is actually recovered.  This problem in judging the recoveries of the programme is shared by all of the NZISS matches.  It is not possible to distinguish between the recoveries from the different matches.  Indeed, because of the way in which recoveries are handled by the Department it is not possible even to attribute recoveries globally to the operation of all of the information matching programmes since departmental debt recoveries are not tracked in that fashion. 


Prospective savings

3.3.10
On top of this some account should be taken of the benefits that would have been paid out but for the operation of this match.  For example, say, a person leaves the country and, as a result of identification of the discrepancy through the match, the person’s benefit is stopped after a 3 week overpayment.  Without the match the payments might have continued for a further 3 weeks?  Or perhaps a month or two?  When would the 

Department’s other processes, such as “signing on” to continue drawing benefits, or calling up for “work tests”, have kicked in?

3.3.11
In the early years of the operation of the match the Department provided figures to me for “prospective savings”. I often queried these optimistic figures.  It eventually emerged that the totals arrived at by the Department were calculated pursuant to a formula which was applied for internal purposes, such as measuring the productivity of NZISS staff.  The formula was satisfactory for that purpose as the figures produced were not intended to be an objective quantification of prospective savings - merely a relative measure used for purposes unrelated to a realistic calculation of the costs and benefits of information matching.  The internal uses for such derived figures have now apparently disappeared and therefore an estimate of “prospective savings” is no longer prepared nor supplied to me.  

3.3.12
Although one instinctively believes that the successful operation of the programme results in prospective savings I conclude that it is presently not possible for the Department to reliably “quantify” such savings and they ought to be disregarded in terms of information matching guideline (b).  That is not to say that prospective savings could not in the future be quantified for this or some other match, but to do so a credible methodology must be established.  That methodology must then be applied to reliable and accurate figures to obtain a derived result.  At present, there is neither an agreed methodology nor reliable data to work on.  More work needs to be done on quantifying the direct costs and recoveries before putting too much faith into fanciful notions of tens of millions of dollars of prospective savings.  

Costs, recoveries, quantifiable savings

3.3.13
It might be possible for appropriately trained accounting and statistical staff, working with reliable figures, to devise a model which would identify and apportion costs and derive a reliable estimate of recoveries based upon established debts.  I possess no such staff and have insufficient available resource to commission such work.  I have only the figures reported from the Department which have, over the years, proved inadequate to establish to my satisfaction quantifiable figures as to the actual savings achieved by this match (and indeed others operated by NZISS).  Departmental figures have always emphasised debt established not debt recovered.

3.3.14
This is disappointing to me.  It also ought to be disappointing to the Government too since it should be possible six years after commencing such a major matching programme to point unequivocally to quantified savings which could be accepted by critic or supporter of the programme.  In my view, the Department cannot credibly do that.  It also ought to be disappointing to Parliamentarians and the public given that the controls are intended to ensure that information matching, which involves an inroad into the privacy of individual citizens, is compensated by significant savings to the community as a whole.  

3.3.15
Notwithstanding all that I have said I actually believe that if the Department were to set in place the mechanisms for properly measuring the costs, recoveries, and therefore savings, generated by this match, the results are likely to be satisfactory.  My impression is that the costs, although significant, are unlikely to exceed the recoveries.  The recoveries, although not quantifiable as yet, may be quite respectable and running into the millions of dollars, rather than hundreds of thousands.  However, in the absence of quantifiable and reliable figures one can only speculate as to the significance of the savings.


(c)
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of section 98

3.3.16
Consideration of the alternatives is of key importance when a proposed match is first under consideration.  The issue is not quite so central on a periodic review such as this.  For example, when a match is first proposed the setting up costs have not been incurred.  This upfront expenditure involves many things including, for example, work of officials, Parliamentary time and computer programming.  It includes efforts by the source agency as well as the agency which will actually use the results.  With a major match such as this, expenditure can easily run into hundreds of thousands of dollars.  Adopting an alternative now to address the problem may not only involve additional set up costs but also lose the benefits of any efficiencies gained in the operation of the match itself.  

3.3.17
However, having said that, the Government must guard against public sector complacency where resources continue to be applied in an operation simply because that is what has happened for the last few years.  There is evidence from Australia and elsewhere that this can occur notwithstanding diminished returns from a programme.  Accordingly, if there is a suitable alternative, even one considered and possibly rejected at the time of initial authorisation, then this should probably be considered on a section 106 review.  On this occasion  I am unaware of any feasible alternative.


(d)
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene

3.3.18
This match utilises information on the departure of New Zealanders from the country for a quite different purpose than it was originally gathered.  Had the match not been authorised by statute it would be probable that it would breach principles 2 and 11.  There would be significant risk of breach of principles 3 and 8.  Certainly, without the safeguards in Part X of the Privacy Act there would be legitimate cause for concern as to the practice of trawling through databases to identify persons who the Government might be interested in.  I again emphasise the point earlier made on the 






presumption of innocence.  Concerns about a similar data match in Canada have led to litigation alleging a breach of rights conferred by the Canadian Charter of Rights.  

3.3.19
There is a case in the public interest for allowing the programme to proceed notwithstanding the public interest in requiring adherence to the information privacy principles.  However, I believe that the authorisation for this match goes too far in allowing for automatic adverse action against persons identified through the operation of the programme without the normal requirement to first give notice and allow a chance to give an explanation.


(e)
Whether or not the programme involves information matching on a scale that is excessive, having regard to: (i) the number of agencies that will be involved in the programme; and (ii) the amount of detail about an individual that will be matched under the programme

3.3.20
This match solely involves two agencies.  The amount of detail that is matched under the programme, or disclosed as a result of a match, is not, in my view excessive.


(f)
Whether or not the programme will comply with the information matching rules

3.3.21
There are eight information matching rules in the Fourth Schedule to the Privacy Act and I do not intend to discuss the detailed application of each of those to this match in this report.  However, I will mention rule 1 in this context.

3.3.22
Rule 1 obliges agencies involved in authorised programmes to take all reasonable steps (which may consist of or include public notification) to ensure that the individuals who will be affected by the programme are notified of it.  This is quite different to the notice of adverse action to particular individuals whose information has been matched.  Rule 1 requires specific classes of people to be made aware of the operation of the programme.  It is a basic feature of data protection that there should be an openness about information use.  This is particularly the case with information matching which is an intrusive process of mass “dataveillance” and which anticipates the use of information for a purpose other than the one for which it was obtained.

3.3.23
In addition to the benefits for privacy from openness there is, in nearly all cases, an incidental benefit to the primary purpose of matches.  Many existing matches, including the Customs Match, involve detecting unlawful or prohibited behaviour.  The Government’s interests will be better served if 





such wrongdoing is deterred in the first place.  Deterrence ought to be underscored by fulsome compliance with information matching rule 1.  

3.3.24
It is therefore disappointing to note that agencies have not been as active in their efforts to publicise the operation of matches as I believe is anticipated by rule 1.  This goes for the Customs Match as with other existing programmes.  Only a few agencies have done a good job of publicising their programme.  Some others have made very expensive efforts from time to time, occasionally using television advertising, but have not sustained the effort at other times.  In particular, the opportunities to communicate directly with beneficiaries, upon renewal or at regular intervals, should be taken as such efforts are better directed than mass media advertising.  Such direct communication has not generally occurred in relation to the Customs Match.

3.3.25
However, before departing from the subject, I ought to observe that there is reference on arrival and departure cards to the use of information for the purposes of this match.  There is always room for improvement in practice and the necessary explanations, and how they are expressed, should be a matter worked through carefully at the time of any forms revision.
 The absence of any such openness as to information handling policy has been one of the significant criticisms of the Customs data matching programme operated in Canada.
  
3.4
Conclusions and recommendations

3.4.1
Sections 106(1)(b)(i) requires me to consider whether “the authority conferred by [an] information matching authority should be continued.”  This essentially requires me to form an opinion that the match is worthwhile to carry on.  It does not simply require me to identify a reason why it should be discontinued.  Section 106 does not presume that an existing authorised match should continue merely because it is operating. This review is unlike, for example, an enquiry conducted as a result of a specific concern at the operation of a match which might lead to a recommendation to the Minister or Prime Minister to take some action, such as discontinuing a match.

3.4.2
I am of the opinion that the authority conferred by section 280 of the Customs and Excise Act 1996 should be continued.  However, I am not entirely comfortable with the evidence of the quantifiable benefits and believe that these should be more accurately assessed for subsequent annual reports and for the next section 106 review.  A Commissioner might not be so easily persuaded in the future of the need to continue the match in the absence of cogent and reliable evidence of recoveries significantly outweighing costs.

3.4.3
I am also required to consider whether any amendments to the information matching provision are necessary or desirable.  In this context, I count section 103(1A) as being part of the information matching provision for this purpose.  Although section 103(1A) is actually part of the Privacy Act, rather than the information matching provision proper, the subsection is directly related to this information matching provision and indeed, it ought to properly have been placed in that section in my opinion.  I am of the view that an amendment to repeal section 103(1A) is desirable.

4.
INLAND REVENUE DEPARTMENT - NZ INCOME SUPPORT SERVICE COMMENCEMENT-CESSATION MATCH (Tax Administration Act 1994, section 82)

4.1
Overview


Objective
4.1.1
This programme is designed to detect cases of persons receiving income-related benefits from DSW during periods when they were in paid employment to enable DSW to investigate whether such employment was inconsistent with receipt of the benefit as paid.  


Description
4.1.2
Periodically, DSW sends to IRD a list of the identifying details of selected benefit recipients.  A typical batch would include a substantial number of beneficiaries chosen by rotation from the overall total, a further number of those who have recently terminated their benefits, and some selected individuals in respect of whom DSW may have particular suspicions that they have been earning other income.  IRD compares the details from DSW with its returns from employers listing recently starting and terminating employees.  Where a match is found, IRD advises DSW in respect of each matched beneficiary, giving the name and address of the employer and the dates of starting or ceasing employment.  DSW investigates the apparent matched cases where the dates shown from employment are inconsistent with the entitlements to benefit as paid.  








Operation and results
4.1.3
Typically the programme has involved six match runs in a year.  A large number of records are compared in the programme, for instance, 611,706 beneficiary records were forwarded for matching during 1993/94
 and 458,617 in 1997/98.
  The programme results in a large number of positive matches.  However, for a variety of reasons many of these have to be screened out administratively as not warranting further action.  For example, in 1993/94 there were 127,205 apparently positive matches but only 27,809 beneficiaries were sent notices advising them that adverse action might be taken if they could not show good reason why it should not.
  This general pattern has continued.  For instance, in 1997/98, of 135,745 relevant records, 60,579 are recorded with an outcome of “no adverse action taken”.
  Appendix 4 sets out further details for the five complete financial years that the match has been in operation.

4.1.4
Once the matches which warrant no further action being taken are cleared out of the way, a series of notices of adverse action are dispatched.  In 1993/94 27,809 beneficiaries were sent notices of adverse action.  Debts, consisting of overpayments established and any penalty supplied, were eventually established for only 13,814 of those during the period in question.
  A similar pattern emerges in the latest figures.  In the 1997/98 year, in respect of the 75,166 records for which adverse action was commenced, the following resulted (as at 31 August 1998):

· 29,208 records had a decision made that no further action was required to be taken;

· 6,104 records reached 12 months from their run date before enquiry had been completed;

· 27,505 records remained under processing;

· 610 records had a challenge recorded against them.

4.1.5
It has been reported that of the 1997/98 matches that, as at 31 August 1998:

· 12,349 debts were established for a value of $16,650,592.98;

· 20 penalties were imposed for a value of $14,913.38.


The Department has provided two tables analysing the debts established.
 

Table 1: IRD/NZISS Commencement-cessation Match - Breakdown of Debts established (1997/98)

	Benefit Type
	Debt
	Penalty
	Total Overpayment

	
	Number
	Amount
	Number
	Amount
	

	Unemployment
	10,764
	$14,326,188.61
	16
	$11,338.19
	$14,337,526.80

	Sickness
	659
	$932,102.47
	1
	$201.30
	$932,303.77

	Training
	171
	$158,847.94
	0
	0
	$158,847.94

	DPB
	694
	$1,149,641.47
	3
	$3,373.89
	$1,153,015.36

	Invalids
	43
	$60,887.94
	0
	0
	$60,887.94

	Widows
	18
	$22,924.55
	0
	0
	$22,924.55

	TOTAL
	12,349
	$16,650,592.98
	20
	$14,913.38
	$16,665,506.36


Table 2: IRD/NZISS Commencement-cessation Match - Statistical Analysis (1997/98)
	Benefit Type
	Largest
	Smallest
	Median
	Upper Quartiles
	Lower 

Quartiles

	Unemployment
	$30,793.24
	$1.00
	$574.29
	$1,564.10
	$211.64

	Sickness
	$16,788.52
	$4.00
	$658.75
	$1,551.53
	$218.90

	Training
	$13,790.44
	$6.30
	$595.15
	$1,073.16
	$191.47

	DPB
	$36,028.73
	$2.00
	$211.14
	$1,181.25
	$56.00

	Invalids
	$17,394.31
	$7.00
	$100.00
	$952.74
	$28.00

	Widows
	$16,193.27
	$15.00
	$187.00
	$560.01
	$37.00


4.1.6
A number of the debts established are fairly small.  For example, more than half of the debts owed in relation to the Domestic Purposes, Invalids and Widows Benefits, are under $212 with over a quarter of the debts incurred by people on unemployment benefits being similarly small.  The smallest debts being established are as little as $1 for the unemployment benefit.  It is true that the individual largest debt established in each category runs from $13,790 to $30,793 but the majority of debts established are nothing like that magnitude.  Indeed, in my opinion some of the tiny debts ought simply to be written off.  Some of the smaller ones are also likely to be, in my view, attributable to the difficulties for low income people during the transition from benefit to low paid employment or vice versa rather than a significant and deliberate intention to defraud the State.  Nonetheless, even taking into account those views, I readily acknowledge the cumulative scale of the debts being established are rightly a matter of public concern (albeit, as I emphasise elsewhere, these are simply “established debts” not recoveries and their establishment comes at a significant cost in administrative and privacy terms).

4.1.7
Accordingly, the operation of the programme might be characterised as follows:

· it involves the comparison of a large number of records giving rise to a significant number of apparent positive matches;

· of those positive matches, a large proportion do not warrant further action;





· nonetheless, of the remainder a significant number of notices of adverse action are despatched;

· of these notices a large proportion result in no further action being taken;

· notwithstanding the whittling down of the number of cases of interest, a significant number of debts, exceeding 10,000 per annum, are established.

4.2
Access by DSW to IRD data - some novel features of the programme

4.2.1
The establishment of the Customs Match as an authorised information matching programme involved the regularisation of an existing information exchange, which at that time, was carried out manually.  Not so for the Commencement-cessation Match.  This involved an entirely new information exchange.

4.2.2
Some of the information exchanged in the match was not, prior to the establishment of this programme, even collected by IRD.  The collection of start and cessation information, while able to be used in the debt collection area and being of assistance in the policing of child support, was primarily to be collected for the use by other government agencies.  That marked a departure from the way in which governments had traditionally used the Inland Revenue Department.

4.2.3
DSW already recorded beneficiaries’ tax file numbers against their client records.  The use of the tax file number was to be central to the operation of this match.  Accordingly, the significant costs in developing the information systems necessary to support the proposed exchanges were primarily to be incurred on the part of IRD.  While tax file numbers were already collected by DSW from beneficiaries it became imperative, with the establishment of the match, to ensure that those be supplied in all cases.  Accordingly, one change felt by beneficiaries was the enforcement of the obligation to supply a tax file number with the cutting of a benefit after a period if it were not supplied.
  The four weeks allowed to supply this information was cut to 10 working days in late 1998.

4.2.4
A further feature of the match was a new reliance upon returns by employers to IRD regarding the commencement or cessation dates of employees.  While the collection of this information has implications for the level of costs borne by employers in complying with information demands 



from government, an interim report available to Cabinet suggested that the costs would be negligible.
  

4.2.5
Accordingly, while the operation of this match may now seem routine it is worth remembering:

· IRD has been placed in the position of collecting personal information from third parties primarily to meet the needs of other departments, a departure from the way that the Inland Revenue Department has traditionally been used in respect of the collection of tax data;

· employers have been subject to new collections of information, carrying some costs, not primarily to enhance administration of the tax system but to meet the information requirements of the social security system;

· beneficiaries have been penalised for the failure to produce the tax file number to DSW for social security purposes notwithstanding that the unique identifier was assigned by the IRD for tax purposes.

4.3
Information matching guidelines


(a)
Whether or not the objective of the programme relates to a matter of significant public importance

4.3.1
The objective of the match is to identify information about the commencement or cessation of employment of identified beneficiaries so as to ensure compliance with income and employment-related social security requirements.  In other words, it is primarily to enable the identification of possible welfare fraud or abuse through, for instance a person:

· commencing employment while claiming or continuing to receive a benefit in circumstances which would render the person ineligible for assistance;

· mis-stating the cessation or commencement of employment so as to obtain a benefit of longer duration than that to which the person is entitled.

4.3.2
As with the Customs Match, the objective is primarily financial although it may also be asserted that the detection of persons in breach of eligibility requirements, and the verification in general terms of key information supplied by beneficiaries, also goes to upholding the integrity of social security arrangements and reinforces the reasons for having the requirements in the first case.  

4.3.3
The number of discrepancies being identified is large and underscores the significance of the programme.  Although some of the overpayments being identified as a result of the match are fairly small, relating to the change over variously from employment to income support or vice versa, cumulatively the debts being identified and established are fairly large.  I conclude that 




this programme continues to relate to a matter of significant public importance.  


(b)
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society

4.3.4
The primary objective of this programme is the minimisation of overpayments and the recovery of money overpaid.  The guideline therefore requires consideration of:

· whether the programme has resulted in monetary savings, which itself requires a consideration of whether the recoveries exceed the costs;

· whether those monetary savings are significant, and

· whether those monetary savings are quantifiable.

4.3.5
In general terms, the comments made in respect of the costs, recoveries and quantifiable savings for the Customs Match also apply to the Commencement-cessation Match.  The savings are not, as yet, adequately quantified in my opinion.  The costs are considerable.
  So too are the debts to the Government established as a result of the programme.  The extent to which those established debts translate into recoveries exceeding the costs of the programme is less clear cut.  

4.3.6
As already explained, I do not intend to repeat the various material from my annual reports which are to be read as if they are a part of this report.  Notwithstanding the comments made in this report and in those annual reports, I record my opinion that the monetary savings for the government are likely to be both significant and capable of being quantified.


(c)
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of section 98

4.3.7
I am not aware of any feasible alternatives to this programme which would achieve the Government’s objectives and be an improvement from the perspective of individual privacy.


(d)
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene

4.3.8
Had the match not been authorised by statute (whereby any actions required under it are “saved” by section 7 of the Privacy Act), there would likely have been questions as to compliance with information privacy 


principles 1, 2, 11 and 12.  For instance:

· in terms of principle 1, could it be said that the personal information collected by IRD from employers is collected for a lawful purpose connected with a function or activity of IRD when the information is primarily collected for the needs of another department?

· in terms of principle 2, is it necessary for DSW and IRD to collect information from a person other than the individual concerned?

· in terms of principle 11, the disclosure of taxpayer information by the IRD to third parties is generally prohibited by the Department’s secrecy provision unless necessary for tax purposes;

· in terms of principle 12, the programme is premised upon the use of a shared unique identifier assigned by DSW at variance with principle 12.

4.3.9
I accept a case in the public interest for allowing the Commencement-cessation Match to proceed notwithstanding the public interest in requiring adherence to information privacy principles 1, 2, 11 and 12.  (I also note that the information matching controls themselves provide a substituted and valuable replacement for such principles as may be overridden).  


(e)
Whether or not the programme involves information matching on a scale that is excessive, having regard to: (i) the number of agencies that will be involved in the programme; and (ii) the amount of detail about an individual that will be matched under the programme

4.3.10
This match solely involves two agencies, DSW and IRD.  The number of agencies involved is obviously not excessive.  

4.3.11
The information matching provision constrains the amount of detail about an individual that will be disclosed by either department to each other or matched under the programme.  Section 82(9) of the Tax Administration Act  identifies the information that may be supplied by DSW to IRD under section 82(2) or (3) (“beneficiary information”).  It is only this information that IRD uses in its comparison under section 82(4).  If, as a result of the comparison there is a match, IRD is limited pursuant to section 82(5), (6) and (7) as to the information that may be disclosed to DSW.  In my opinion, the information matched or disclosed is not excessive.  



(f)
Whether or not the programme will comply with the information matching rules.

4.3.12
This match did not start well.  An information matching agreement between DSW and IRD was signed in August 1992.  The first real attempt to run the programme did not take place until March 1993 and it then encountered difficulties.  In May 1993 DSW requested an extension of time under section 17 of the Privacy Commissioner Act 1991 to allow it to keep information 

generated by the March matching run which would otherwise have to have been acted upon or destroyed within 60 working days.
  In the event, before the 60 day limit had expired and before I had made a decision upon the application for extension of time, DSW abandoned the March 1993 programme in the light of a penalty-free benefit amnesty which had been instituted at that time.  The next run of this matching programme did not occur until the 1993/94 period.  It has fairly successfully operated since then.

4.3.13
I do not intend to discuss the detailed application of each of the eight information matching rules to the Commencement-cessation Match.  However, as with the Customs Match, I would emphasise rule 1, which is directed towards making individuals aware of the existence of programmes.  That rule is tremendously important, in my opinion, in terms of openness and fairness (ensuring affected individuals know what is going to happen with their details) and deterrence (ensuring those who might be tempted to cheat the system know that they are likely to be found out).  

4.3.14
In common with the Customs Match, and indeed most other matches, insufficient attention has been paid to the rule by the departments involved.  DSW advised me at an early stage of the operation of the match that there were higher awareness levels of the match with IRD than with some of the others.
   However, given the importance for deterrence of awareness of existence of the programme, it is desirable that continuing efforts are made to publicise the match.  To test the effectiveness of publicity and compliance with the rule, awareness levels should be measured from time to time.  There may even be scope for benchmarking between similar programmes and for departmental internal targets to be established as to achievable and desirable awareness levels.  

4.4
Conclusions and observations

4.4.1
I am of the opinion that the Authority conferred by section 82 of the Tax Administration Act 1994 should be continued.  As with the Customs Match, I am not entirely comfortable with evidence of the quantifiable benefits and believe that these should be more accurately assessed for subsequent annual reports and for the next section 106 review.

4.4.2
I am also required to consider whether any amendments to the information matching provision are necessary or desirable.  I have no recommendation for amendment at this time.

4.4.3
Notwithstanding my acceptance of the case for the match to continue, I nonetheless consider that it may be appropriate to examine whether some of the smaller payments being identified as the result of the programme raise an issue which could be addressed through better arrangements for people 




returning to work after a period receiving a Social Security benefit.  In both this match, and the Customs Match, there seems little incentive - or even a potential disincentive - to report going overseas or the resumption of work.

4.4.4
The large numbers of small debts established suggest perhaps that:

· a number of people going overseas, and returning within a week or two, deliberately leave the matter to be resolved by this repayment/recovery mechanism which is less problematic than the hassle, and disruption, of speaking with the Department in advance of the trip;

· those taking up employment may opt to simply let their benefit expire by not renewing at the next four weekly interval, thereby using the benefit to tide them over until their first pay packets are received.  It is clear from table 1 that penalties are only infrequently (if ever) imposed in such cases.  If so, it may be desirable to deal in a positive way with the issue by providing a small incentive to notify the Department in advance.  That incentive might provide a helping hand into work.  Perhaps a part of this might be a willingness to write off a small amount of debt, perhaps two or three day’s benefit, to assist in the transitional process where an overpayment is inevitable as a result of the timing and the non-coincidence of benefit and employment periods.  Such grace would not be readily offered to those who fail to notify the Department and would be contingent on the immediate return of any overpayment exceeding the written off amount.  A prompt payment discount arrangement operates in Australia I understand.

4.4.5
The overpayments to which my comments are directed are those at the low end of the scale which do not generally constitute fraud but merely a failure to promptly notify the Department as required with the beneficiary intending that the matter be sorted out, and the small debt repaid, once he or she has returned to the country or is in receipt of wages.  Where a beneficiary remains on a benefit it is presumably economic to recover any small debts through adjustment in later benefit payments.  Otherwise, I expect it would be fairly uneconomic to chase many of the small debts established.  Creating incentives for beneficiaries to notify the Department promptly, and proving clear and convenient administrative procedures when they do so, would, in my opinion, be beneficial.  

4.4.6
At some stage, I consider the Government ought to also look at the question of writing off very small debts after one or two attempts at enforcement have been attempted. 

5
CLOSING OBSERVATIONS AND RECOMMENDATIONS

5.1
I am pleased to present my first report under section 106 of the Privacy Act.  I regret that it has taken a number of years for this report to be produced, particularly given the importance attached to it in the Parliamentary debates on the Privacy of Information Bill.  I have explained the reasons which turn upon the delayed start in commencing matching generally (not relevant to 




these two programmes), inadequacies in data reported to me by DSW (relevant to these and other programmes) and, once I determined to commence a review, competing priorities for the scarce resources in my office available for information matching matters.  My annual reports have nonetheless been comprehensive and detailed, even critical, so little if anything has been lost by the delay.

5.2
This constitutes the first of a series of reports anticipated under section 106. My next priority will be in examining those programmes authorised under 1991 legislation and which began operating after 1993.  Reviews will later be undertaken for the programmes subsequently authorised.  Indeed, section 106 then anticipates a continuing series of periodic reviews at 5-yearly intervals.   

5.3
Given that this is simply the first in a series of reports, I have given some emphasis in this report to describing the processes, both of matching and of my own review.  I have also tried to develop a framework by which I would approach all such reviews.  As will be apparent, I have found the information matching guidelines of considerable assistance in that regard.

5.4
There may well be significant differences in the reviews to come.  For instance, the two matches which have been reviewed have much in common.  They are both designed to identify illegal behaviour.  Many of the programmes yet to be reviewed have quite different characteristics.  Indeed, I have found that many of the authorised programmes come with unique features and problems not shared by others.  Notwithstanding the fairly structured approach of Part X of the Privacy Act, there is not complete standardisation between programmes.  Nonetheless, I am confident that the information matching guidelines provide a sound framework for review of the considerable variety of matches operated at this time in New Zealand.

5.5
Although  I have used the information matching guidelines as a key part of my review, it should not be assumed that I am limiting my focus solely to those guidelines.  Nor am I bound to.  The guidelines merely provide a useful starting point for a review.  I am also interested in such matters as:

· any special features relevant to the fairness of a match - such as my focus upon section 103 (1A) of the Privacy Act in the context of the Customs Match;

· any issues relating to compliance with Part X of the Privacy Act regardless of whether such issues are narrowly encompassed within the scope of the guidelines.

5.6
It will be apparent from this report that I have had difficulty in concluding that there are significant and quantifiable savings accruing from the two 




programmes.  This difficulty is based upon a lack of confidence in the reliability in the statistics reported to me by DSW (although there has been some improvement in recent times) and, within the figures reported, an inability to allocate costs and benefits to particular programmes from reported global figures.  It would be my hope that these difficulties can be ironed out soon so that there will be a series of satisfactory and reliable figures in advance of the next periodic review.  I hope too that such problems can be overcome for existing matches and not replicated in newly established ones.  It will be interesting to see whether the new Department of Work and Income can rise to the challenge.

5.7
Finally, I report my findings that the authority conferred by:

· section 280 of the Customs and Excise Act 1996; and

· section 82 of the Tax Administration Act 1994;


should be continued but that section 103(1A) of the Privacy Act, which is effectively part of the former information matching provision, should be repealed.
B H Slane

Privacy Commissioner

21 May 1999
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Appendix 1

Comparative table

	
	Customs Match
	Commencement/

cessation Match

	Original provision
	Customs Act 1966, s.305B
	Inland Revenue Act 1974, s.13A

	Current provision
	Customs and Excise Act 1966,  s.280
	Tax Administration Act 1994, s.82

	Date originally enacted
	18 December 1991
	18 December 1991

	Date programme commenced
	June 1992
	March 1993

	Frequency of matching runs
	52 pa
	6 pa

	On-line computer connections used?
	No
	No

	Unique identifiers used?
	No
	Yes - tax file number


Appendix 2

Reference table

Privacy Commissioner’s Annual Reports 1992-98

	
	Customs Match
	Commencement/

cessation Match

	1992/93
	pp 8-11, 12-13
	pp 8-9, 12-13

	1993/94
	pp 27-30, 32-33
	pp 27-30, 31-33

	1994/95
	pp 39-46, 51-58, 64-67
	pp 39-44, 47-50, 51-58, 64-67

	1995/96
	pp 55-69
	pp 55-69

	1996/97
	pp 49-50, 57, 61-64
	pp 49-50, 57, 61-64

	1997/98
	pp 70-73, 77-80
	pp 70-73, 83-86


Appendix 3

Customs Match Results 1993-98

	Year
	No of cases in which adverse action taken
	No of debts established
	Totals of debts established (not including penalties)
	Source

	1993/94
	11,677
	9,621
	$4,349,504
	Privacy Commissioner, Annual Report, 1994/95

	1994/95
	12,373
	10,099
	$4,841,441
	Privacy Commissioner, Annual Report, 1994/95

	1995/96
	13,176
	11,162
	$5,055,230
	1995/96 run reports from NZISS

	1996/97
	16,852
	11,522
	$6,562,858
	1996/97 run reports from NZISS

	1997/98*
	21,648
	15,262
	$9,326,133
	NZISS Report on Information Matching Activity for period 1 July 1997 to 30 June 1998, 31 August 1998


Appendix 4

Commencement-cessation Match Results 1993-98

	Year
	No of cases in which adverse action taken
	No of debts established
	Totals of debts established (not including penalties)
	Source

	1993/94
	27,809
	13,814
	$11,241,435
	Privacy Commissioner, Annual Report, 1994/95

	1994/95
	67,472
	20,604
	$16,474,725
	Privacy Commissioner, Annual Report, 1994/95

	1995/96
	50,269
	24,184
	$21,536,786
	1995/96 run reports from NZISS

	1996/97
	41,233
	9,219
	$8,645,711
	1996/97 run reports from NZISS

	1997/98
	75,166
	12,349
	$16,650,592
	NZISS Report on Information Matching Activity for period 1 July 1997 to 30 June 1998, 31 August 1998


Appendix 5

Extracts from the Privacy Act 1993

98.
Information matching guidelines - The following matters are the matters referred to in section 13(1)(f) of this Act to which the Commissioner shall have particular regard, in examining any proposed legislation that makes provision for the collection of personal information by any public sector agency, or the disclosure of personal information by one public sector agency to any other public sector agency, in any case where the Commissioner considers that the information might be used for the purposes of an information matching programme:
(a)
Whether or not the objective of the programme relates to a matter of significant public importance:

(b)
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society:

(c)
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of this section:

(d)
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene:

(e)
Whether or not the programme involves information matching on a scale that is excessive, having regard to -

(i)
The number of agencies that will be involved in the programme; and

(ii)
The amount of detail about an individual that will be matched under the programme:

(f)
Whether or not the programme will comply with the information matching rules.

103.
Notice of adverse action proposed - (1) Subject to subsections (1A) and (2) of this section, a specified agency shall not take adverse action against any individual on the basis (whether wholly or in part) of a discrepancy produced by an authorised information matching programme--

(a) Unless that agency has given that individual written notice--

(i) Specifying particulars of the discrepancy and of the adverse action that it proposes to take; and

(ii) Stating that the individual has 5 working days from the receipt of the notice in which to show cause why the action should not be taken; and

(b) Until the expiration of those 5 working days.

(1A) 
Nothing in subsection (1) of this section shall prevent the department for the time being responsible for the administration of the Social Security Act 1964 from immediately suspending a sickness, training, unemployment, independent youth, or emergency benefit, or a job search allowance, paid to an individual where the discrepancy arises in respect of departure information supplied to that Department pursuant to section 280 of the Customs and Excise Act 1996, and where, before or immediately after the decision to suspend, the Department gives the individual written notice--

(a) Specifying particulars of the discrepancy and the suspension of benefit, and any other adverse action the Department proposes to take; and

(b) Stating that the individual has 5 working days from the receipt of the notice to show cause why the benefit ought not to have been suspended or 



why the adverse action should not be taken, or both--

and the adverse action shall not be taken until the expiration of those 5 working days.

(2) 
Nothing in subsection (1) or subsection (1A) of this section prevents an agency from taking adverse action against an individual if compliance with the requirements of that subsection would prejudice any investigation into the commission of an offence or the possible commission of an offence.

(3) 
Every notice required to be given to any individual under subsection (1) or subsection (1A) of this section may be given by delivering it to that individual, and may be delivered--

(a) Personally; or
(b) By leaving it at that individual's usual or last known place of residence or business or at the address specified by that individual in any application or other document received from that individual; or
(c) By posting it in a letter addressed to that individual at that place of residence or business or at that address.

(4) 
If any such notice is sent to any individual by post, then in the absence of proof to the contrary, the notice shall be deemed to have been delivered to that individual on the fourth day after the day on which it was posted, and in proving the delivery it shall be sufficient to prove that the letter was properly addressed and posted.

106. Review of statutory authorities for information matching--(1) As soon as practicable after the 1st day of January 1994, and then at intervals of not more than 5 years, the Commissioner shall -

(a)  Review the operation of every information matching provision since-


(i) the 19th day of December 1991 (in the case of the first review carried out under this paragraph); or 


(ii) the date of the last review carried out under this paragraph (in the case of every subsequent review); and

(b)  Consider whether or not, in the Commissioner’s opinion,-


(i) the authority conferred by the information matching provision should be continued; and

(ii) any amendments to the provision are necessary or desirable; and

(c)  Report the Commissioner’s findings to the responsible Minister.

(2)
As soon as practicable after receiving a report from the Commissioner under  subsection (1)(c) of this section, the responsible Minister shall lay a copy of that report before the House of Representatives.
Appendix 6

Extracts from statutes relevant to the Customs Match
CUSTOMS AND EXCISE ACT 1996

280. Supply of arrival and departure information to Department of Social Welfare-
(1) In this section, unless the context otherwise requires, the term "benefit" has the same meaning as in section 3 (1) of the Social Security Act 1964; and includes-

(a) A lump sum payable under section 61DA or section 61DC or section 
61DD of that Act:

(b) Any special assistance granted out of the Crown Bank Account from money appropriated by Parliament under section 124 (1) (d) or (da) of that Act.

(2)
The purpose of this section is to facilitate the exchange of information between the Customs and the department for the time being responsible for the administration of the Social Security Act 1964 for the purposes of verifying--

(a) The entitlement or eligibility of any individual to or for any benefit; or

(b) The amount of any benefit to which an individual is or was entitled or for which an individual is or was eligible.

(3)
For the purposes of this section, the chief executive of the department for the time being responsible for the administration of the Social Security Act 1964  may from time to time, in accordance with arrangements made from time to time between that chief executive and the Chief Executive of the Customs, request the supply, in respect of persons who depart from New Zealand or persons who arrive in New Zealand from another country, or both, of the information specified in subsection (5).

(4)
Nothing in subsection (3) applies in respect of persons who are exempted, by regulations made under the Immigration Act 1987 or by virtue of any special direction under that Act, from the requirement to surrender an arrival card pursuant to section 126 (1) (a) of that Act, or, as the case may be, a departure card pursuant to section 126 (2) of that Act.

(5)
The information referred to in subsection (3) is as follows:

(a) The person's full name:

(b) The person's date of birth:

(c) The person's sex:

(d) The person's passport number:

(e) The person's country of citizenship:

(f) If the person arrived or, as the case may be, departed by aircraft, the 
flight number:

(g) If the person arrived or, as the case may be, departed by ship, the name 
of the ship:

(h) The date on which the person arrived in or, as the case may be, departed 
from New Zealand.

(6)
On receipt of a request made under subsection (3), the Chief Executive of the Customs may supply the information requested to any officer or employee or agent of the other department who is authorised in that behalf by the chief executive of that department.

(7)
Information supplied under a request made under subsection (3) may be supplied in such a form as is determined by agreement between those chief executives.

SOCIAL SECURITY ACT 1964

77. 
Effect of absence of beneficiary from New Zealand--(1) Except as provided in this section or in section 17 or section 17A or section 18 of the Social Welfare (Transitional Provisions) Act 1990, or in any agreement or convention adopted under section 19 of that Act, a benefit shall not be payable while a beneficiary is absent from New Zealand.

(2) 
A benefit (other than a community wage, an emergency benefit, an independent youth benefit, or a widow’s benefit or domestic purposes benefit or invalid’s benefit, for a work-tested beneficiary) that would otherwise be payable to a beneficiary shall be payable in respect of the first 4 weeks of any absence from New Zealand if the chief executive is satisfied that the absence does not affect the beneficiary's eligibility for the benefit.

(3) The chief executive may, in the chief executive’s discretion, pay a community wage, an emergency benefit, an independent youth benefit, or a widow’s benefit or domestic purposes benefit or invalid’s benefit, for a work-tested beneficiary that would otherwise be payable to a beneficiary in respect of the first 4 weeks of any absence from New Zealand if the chief executive is satisfied --

(a)
That the requirements set out in subsection 2 have been met; or

(b)
That for humanitarian reasons the beneficiary is required to be absent from New Zealand.

(3A)The chief executive may, in the chief executive’s discretion, pay an invalid’s benefit for a period (not exceeding 6 weeks) in which a beneficiary (not being a work-tested spouse of an invalid’s beneficiary) is absent from New Zealand, where the chief executive is satisfied that the beneficiary would, but for his or her absence from New Zealand, continue to be eligible for the invalid’s benefit.

(4) The chief executive may, in the chief executive’s discretion, pay a benefit to any person who would otherwise be entitled to receive it, but who is absent from New Zealand for any period or periods not exceeding 2 years in total because-

(a) That person or his or her spouse, dependent child, or sibling is receiving  medical treatment overseas for which the [Ministry of Health] is granting assistance; or

(b) That person is receiving vocational or guide-dog training, but only if--

(i) He or she is in receipt of an invalid’s benefit due to his or her blindness; and 

(ii) The chief executive is satisfied that the person could not obtain the training in New Zealand during the period or periods of absence.

(5) For the purposes of this section, if a person who is absent from New Zealand would have become entitled to a benefit during his or her absence but for subsection (1) of this section, the person's absence shall be regarded as having commenced on the day he or she would have become so entitled.

Appendix 7

Extracts from statutes relevant to the Commencement-cessation Match

TAX ADMINISTRATION ACT 1994

82. 
Disclosure of information for matching purposes-(1) The purpose of this section is to facilitate the exchange of information between the Inland Revenue Department and the Department for the time being responsible for the administration of the Social Security Act 1964 and the Corporation for the purposes of verifying--

(a) The entitlement or eligibility of any person to or for any benefit or to or for earnings related compensation; or

(b) The amount of any benefit or of earnings related compensation to which any person is or was entitled or for which any person is or was eligible; or

(c) Whether any premium is payable or the amount of any premium payable by any person.

(2)
For the purpose of this section, any officer or employee or agent of the department for the time being responsible for the administration of the Social Security Act 1964 authorised in that behalf by the chief executive of that department may from time to time supply to the Commissioner any beneficiary information held by that Department.

(3)
For the purpose of this section, any officer or employee or agent of the Corporation authorised in that behalf by the Managing Director or Chief Executive of the Corporation may from time to time supply to the Commissioner any beneficiary information held by the Corporation.

(4)
Where, in relation to any person, beneficiary information is supplied to the Commissioner under subsection (2) or subsection (3), the Commissioner may cause a comparison of that information to be made with any information held by the Department and which relates to that person.

(5)
Where the result of any comparison carried out under subsection (4) indicates that any person--

(a) Who is receiving, or has received, a benefit is or was, while receiving that benefit, also receiving any other gross income; or

(b) Who is receiving, or has received, earnings related compensation is or was, while receiving that compensation, receiving income from employment (including self-employment),--

the Commissioner may take action under subsection (6).

(6)
Where, in relation to any person, either of the circumstances referred to in subsection (5) applies, the Commissioner may, for the purpose of this section, supply to any authorised officer of the department for the time being responsible for the administration of the Social Security Act 1964 or, as the case may require, the Corporation, all or any of the following information that is held by the Department and that relates to the person:

(a) Where the person is, or was, in employment while receiving any benefit, or any earnings related compensation,--

(i) The date or dates on which that employment commenced:
(ii) Where applicable, the date or dates on which that employment ceased:
(iii) The name and business address of each employer so employing that person:


(b) Where the person is, or was, receiving any other gross income during any period in which he or she is receiving, or has received, any benefit or any earnings related compensation, in circumstances where that other gross income may be taken into account in determining the person's entitlement to or eligibility for that benefit or compensation, or in determining the amount of that benefit or compensation, the amount of that other gross income so received during that period.

(7)
Where the result of any comparison carried out under subsection (4) indicates that any person who is an applicant for any benefit or for earnings related compensation is receiving any gross income from any source, and that gross income may be taken into account in determining the person's entitlement to or eligibility for that benefit or compensation, or in determining the amount of that benefit or compensation, the Commissioner may, for the purpose of this section, supply details of that gross income to any authorised officer of the department for the time being responsible for the administration of the Social Security Act 1964 or, as the case may be, the Corporation.

(8)
The provisions of this section shall apply notwithstanding any other provision of this Act.

(9)

In this section, unless the context otherwise requires,--

"Authorised officer",--

(a) In relation to the department for the time being responsible for the administration of the Social Security Act 1964, means any officer, employee, or agent of that Department who is authorised by the chief executive of that department to receive information supplied by the Commissioner under this section:

(b) In relation to the Corporation, means any officer, employee, or agent of the  
Corporation who is authorised by the Managing Director or Chief Executive of the Corporation to receive information supplied by the Commissioner under this section:

"Beneficiary" means any person who is receiving, or has received, any benefit or any earnings related compensation; and includes an applicant for a benefit or for earnings related compensation:

"Beneficiary information", in relation to a beneficiary, means information that-

(a)
Identifies the beneficiary, which may include the beneficiary's tax file number; and

(b)
Identifies any benefit or earnings related compensation that the beneficiary is receiving, or has received, or for which the beneficiary has applied, including, in the case of any benefit or earnings related compensation that the beneficiary is receiving or has received, the dates on which payment of the benefit or compensation commenced and (where applicable) the date on which that payment ceased:

"Corporation" means the Accident Compensation Corporation or the Accident Rehabilitation and Compensation Insurance Corporation:

"Earnings related compensation" means--

(a)
Compensation payable under the Accident Compensation Act 1982; and

(b)
Any compensation for loss of earnings payable under sections 38, 39,  and 43 of the Accident Rehabilitation and Compensation Insurance Act 1992, and any vocational rehabilitation allowance payable under section 25 of that Act, and any compensation for loss of potential earning capacity payable under section 45 or section 46 of that Act, and any weekly compensation payable under section 58, section 59, or section 60 of that Act, and any payments continued to be paid under section 137, section 138, or section 145 of that Act (excluding any payments continued under section 143 of that Act in relation to section 68 of the Accident Compensation Act 1982); and

(c)
Any weekly compensation payable under the Accident Insurance Act 1998.
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� 	See below at paragraphs 2.8 and 2.9.


� 	That section replaces the former Customs Act 1966, section 305B.  The original section 280 was itself replaced by a substitute section 280 by section 11 of the Employment Services and Income Support (Integrated Administration) Act 1998.


� 	That section replaces the former Inland Revenue Act 1974, section 13A.


�    See Privacy Act, section 13(1)(f).


� 	See in particular Privacy Act 1993, section 6, which sets out the information privacy principles.


� 	See, for example, Part VI providing for codes of practice, Part VII relating to public registers and  Part XI dealing with law enforcement information.


� 	Known overseas, and colloquially  in New Zealand, as “data matching” or “computer matching”.


�    See Privacy Act, sections 13(1)(f), 98, 99.


�    See Privacy Act, sections 97, 99 - 105, 107 - 109, Fourth Schedule.


�    See Privacy Act, section 106.


�	First in the Privacy Commissioner Act 1991 and later in the Privacy Act 1993.


� 	The information matching guidelines applied were contained in clause 94 of the Privacy of Information Bill and these essentially correspond to the current information matching guidelines.


� 	See speech by Hon Douglas Graham (Minister of Justice) on the second reading of the Privacy Commissioner Bill, NZPD, 26 November 1991, pages 5600 and 5601.  


� 	See Hamish Hancock speaking on the second reading of the Privacy Commissioner Bill, NZPD, 26 November 1991, page 5613.  


�	A fuller account of the second reason for delay in starting this review is given in my annual reports for 1995/96 and 1996/97.


�	Sections 39B and 41A.


�	Sections 49A and 50A


� 	Section 307A.


� 	For example, the number of positive matches per quarter in calendar year 1995 ranged from 3,548 through to 6,682, a total of 19,734.  The quarterly range in 1996 varied between 4,843 and 6,992 providing an annual total of 22,752.  


�	See paragraph 3.3.9.


� 	Section 103(1A) is set out at Appendix 5.


� 	See Privacy Commissioner, “Media release on Social Welfare Reform Bill (No 3)”, May 1993.


� 	See Privacy Commissioner, Necessary and Desirable: Privacy Act 1993 Review, November 1998, recommendation 129 and paragraphs 10.8.3 - 10.8.6.


�	Report of Prime Ministerial Committee on the Reform of Social Assistance, Authorisation of Information Sharing in the Tax and Social Assistance Areas, 27 May 1991.


� 	Although the position since 1997 has improved in some respects.  See Privacy Commissioner, Annual Report 1997/98, table 11, page 73.


� 	Although the position since 1997 has improved in some respects.  See Privacy Commissioner, Annual Report 1997/98, pages 70-72.


�	The only details which may be disclosed are those specified in section 280(5) of the Customs and Excise Act 1996.


� 	For instance, the Australian border authorities give clear, but basic, explanations on arrival cards but indicate the ready availability of a brochure which elaborates upon the purposes for which information is obtained and the agencies with which it is shared.  This approach might be worth emulating.


� 	See, for example, Privacy Commissioner of Canada, Annual Report 1996/97, pp 3-5 and, in relation to the reference to the Federal Court by the Privacy Commissioner and Attorney-General in relation to the legality of the Canadian Customs match, see Privacy Commissioner of Canada, Annual Report 1997/98 page 89.  Although the litigation is not complete, the Federal Court of Canada ruled on 29 January 1999 that the disclosure of Customs information on travellers was not authorised by the Canadian Privacy Act or Customs Act.  


� 	On only one occasion have I taken that step.  In January 1998, concerned at the inaccuracy of the list of overstayers used in the Electoral Match, I recommended suspension of the programme until the data quality was improved.  See Report by the Privacy Commissioner to the Minister of Justice in relation to an Information Matching Programme between the Chief Registrar of Electors and the New Zealand Immigration Service, 14 January 1998.


� 	References to subsection (1A) would also need to be omitted from elsewhere in section 103.


� 	Privacy Commissioner, Annual Report 1993/94, page 31.


� 	NZISS, Report on Information Matching Activity for the Period: 1 July 1997-30 June 1998, 31 August 1998, page 16.


� 	Privacy Commissioner, Annual Report 1993/94, page 31.


� 	NZISS, Report on Information Matching Activity for the Period: 1 July 1997-30 June 1998, 31 August 1998, page 17.


� 	Privacy Commissioner, Annual Report 1993/94, page 31.


� 	NZISS, Report on Information Matching Activity for the Period: 1 July 1997-30 June 1998, 31 August 1999, pages 17-18.


� 	Ibid, page 18.


� 	Ibid, pages 18-19.


�	A provision was enacted in late 1998 to enable the supply by IRD to the department administering the Social Security Act of beneficiary tax file numbers where those had been requested but not supplied by the beneficiary concerned.  This change was made in an effort to ensure that beneficiaries were not penalised by cessation of benefit payment as a result of alterations in tax law associated with the taxation simplification.  See Taxation (Simplification and Other Remedial Matters) Act 1998 which enacted section 82A of the Tax Administration Act 1994.


�	See Social Security Act 1964, section 82A(2) inserted by the Social Security Amendment Act (No 3) 1998.


�	Prime Ministerial Committee on the Reform of Social Assistance, Authorisation of Information Sharing in the Tax and Social Assistance Areas, 27 May 1991, paragraph 19.


�	The costs incurred by IRD are significant, running into millions of dollars.  DSW is billed by IRD for such costs.  Unfortunately for this exercise, the costs are not sufficiently broken down with transfer payment amounts to IRD also including costs relating to, for instance, the Community Services Card Match and non-matching activities.


� 	This is simply a generalisation, there are many statutory inroads into the secrecy of tax information of which the information matching provision is merely an example.


�	Section 17 has been carried forward as section 102 of the Privacy Act 1993.


� 	See discussion in Privacy Commissioner, Annual Report 1995/96, pages 61-62.


�	In Necessary and Desirable: Privacy Act Review 1993 I recommended that the information matching guidelines should expressly refer to compliance with Part X and not simply the information matching rules (recommendation 124).





