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1.
INTRODUCTION

1.1
It is proposed that the Monetary Penalties Enforcement Bill
 will amend section 126A of the Social Security Act, which is the information matching provision which authorises the information matching programme between the Department for Courts and the Department of Social Welfare to locate addresses of fines defaulters.  

1.2
The amendment will authorise DSW to disclose an item for information to the Department for Courts which is in addition to those items of information currently authorised.  Presently the matching programme authorises the Department to disclose the addresses of certain beneficiaries to the Department for Courts.  The amendment will enable DSW to also disclose the telephone numbers of those beneficiaries.

1.3
The present authorisation for information matching was granted in 1995 to enable the Department for Courts to seek from DSW updated addresses of fines defaulters who are also beneficiaries.  The matching programme has yet to be implemented.  However, in the meantime, the Department for Courts has significantly altered the way it approaches fines defaulters for enforcement purposes.  Defaulters are now much more likely to be telephoned than visited.  Therefore, the amendment is intended to provide further personal information which should directly contribute to the current enforcement methods.

1.4
I have used several acronyms or abbreviations in this report including:

· DSW - Department of Social Welfare;

· Courts or the Department - Department for Courts.

2.
GENERAL OBSERVATIONS ON PROCESS OF EXAMINATION

2.1
I have the function under section 13(1)(f) of the Privacy Act to examine any proposed legislation that makes provision for, inter alia, the disclosure of personal information by one public sector agency to another.  In any case where the information may be used for the purposes of an information matching programme I am to have particular regard, in the course of that examination, to the information matching guidelines set out in section 98 of the Act.  The provision directs me to report to you the results of such examination.  I have set out sections 13(1)(f) and 98 in an appendix to this report.  I have not yet seen the form of the proposed amendment (as it is not yet drafted).  However, I thought it useful to submit this report at this point since the key matter of concern is already apparent.

2.2
Most of the currently operated matching programmes were authorised in 1991.  However, there has been a renewed interest in information matching over the last two years and I have now completed four examinations of proposed new information matching provisions, pursuant to section 13(1)(f).
  This is the second report to you on an amendment to an existing information matching provision.

2.3
In conducting this examination I have considered each of the six information matching guidelines.  However, the examination has been relatively brief, as is the resulting report, as the amendment does not raise new issues in respect of most of the guidelines and the issues which do arise are relatively focused on a single issue of the accuracy of telephone numbers.  Accordingly, I did not require the sponsoring department to produce to me an information matching privacy impact assessment (IMPIA) as most aspects of the match have been described in the Department’s earlier IMPIA and have been examined in detail by me resulting in a report to you of 30 July 1996.
  Instead, I asked the Department to provide me with a letter describing its proposal and setting its views as to any implications under the information matching guidelines.  This was done by the Department’s Director of Policy in a letter dated 21 July 1996 which I refer to in this report. 

3.
INFORMATION MATCHING GUIDELINES - section 98 Privacy Act
3.1
Whether or not the objective of the programme relates to a matter of significant public importance - section 98(a)

3.1.1
The objective of this matching programme is to locate fines defaulters in order to enable the Department to enforce unpaid fines under the Summary Proceedings Act 1957.  In my earlier report I had no hesitation in concluding that the programme relates to a matter of significant public importance namely the administration of the criminal justice system and, more particularly, enforcing the most common means of sanctioning unlawful behaviour.  I also noted the current large pool of unpaid fines and the fact that the programme therefore related to the recovery of large amounts of money currently owing to the Crown.

3.1.2
This amendment is intended to contribute to these objectives.  I conclude that the programme continues to relate to a matter of significant public importance.

3.2
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society - section 98(b)

3.2.1
In my earlier examination I noted:


“From the information presented to me ... I conclude that:

(a) the use of the programme to achieve the Department’s objectives will result in locating some otherwise untraceable defaulters, but I cannot be confident that that will lead to monetary savings; and

(b) the quantification of monetary savings forecast in the Department’s IMPIA are not convincing.

However:

(c) while I am not in a position to be confident that the savings will be “significant”, I would hope that a clearer picture would emerge when the Department’s more advanced pilot programme has been completed and the analysis prepared; and

(d) consequently I wish to emphasise the need for the Department to have effective mechanisms in place to measure the benefits once the programme is commenced - and my office has already commenced work with the Department to ensure such mechanisms are designed.”

3.2.2
Since that report was written the Department has undertaken the anticipated “more advanced pilot programme”.
 Using a larger sample of 1,000 files the Department is now confident of a higher match rate than it earlier forecast.  In the Department’s IMPIA an earlier pilot match had forecast a 13% match rate whereas the latest pilot predicts a match rate close to 80%.

3.2.3
The Department is confident that its new emphasis on the use of its telephone call centre will enhance its recoveries.  It further believes that the supply of telephone numbers from the Department of Social Welfare, pursuant to the amendment, will enhance the cost effectiveness of the departmental recovery programme.  The Department advises:


“... the Department for Courts has altered the way it approaches fines defaulters for enforcement purposes.  Defaulters are now much more likely to be telephoned rather than visited.  In the course of the telephone call the Department attempts to make a time to pay arrangement.  This approach has proved to be a most effective means of locating defaulters and collecting fines.  


“Address information from DSW is therefore most likely to be used to look up the defaulter on Telecom’s electronic white pages.  This being the case it would be most cost effective to receive telephone numbers from Social Welfare to begin with if possible ...” 

3.2.4
The Department notes a problem with the accuracy of DSW held telephone numbers but concludes that overall the information will contribute to the Department’s cost effectiveness notwithstanding the inaccuracy.  The Department states:


“Social Welfare notes that 75% of people on their current database have a telephone number.  However, they also note that because Social Welfare do not generally contact beneficiaries by telephone the telephone numbers they hold have fallen into disuse.  As a consequence they estimate that only 40% of their telephone numbers are correct.


“Although this suggests that DSW have accurate telephone numbers for only 30% of beneficiaries, this compares with a 10% success rate in looking up telephone numbers on the Telecom electronic white pages.  We also note that Social Welfare envisaged that the accuracy of the telephone numbers they hold will increase in the future as a result of new business processes which rely more heavily on the use of telephone numbers.”

3.2.5
Pursuant to information matching guideline (b), one issue would be whether inaccuracies in the DSW data would bring into question monetary savings which the Department claims would be achieved through the amendment.  There also remain privacy  issues which arise through the holding, disclosure, and use, of inaccurate data.  I will return to the privacy issues below and deal here only with the monetary benefits.  

3.2.6
The inaccuracies in the telephone number details held by DSW could affect the amendment’s contribution to monetary savings in several ways.  The following occur to me:

· the inaccurate numbers will not generally contribute to recovery (except perhaps where a person at the wrong number called volunteers new contact details, not otherwise known to the Department);

· departmental staff will spend time on telephone calls to wrong numbers which is a direct cost;

· the time spent on calls to wrong numbers is time that departmental staff might have spent on other productive tasks which would count as a cost of lost opportunity.

3.2.7
It is possible that, through the notice procedure and through the efficient processing of telephone calls, the time spent on the wrong numbers might be able to be kept to manageable proportions so that overall the exercise would be worthwhile. Furthermore, there is the opportunity for DSW to enhance the quality of its data.  Indeed, it is this possibility which could meet my concern over the financial benefit of using information which is apparently 60% inaccurate.  The Department indicates that DSW envisage that the accuracy of the telephone numbers they hold will increase in the future as the result of new business processes which rely more heavily on the use of telephone numbers.

3.2.8
I conclude that:

(a) the use of the programme to achieve the Department’s objectives would result in locating some otherwise untraceable defaulters;

(b) on the figures presented in the most recent pilot match, it seems likely that this will lead to monetary savings;

(c) while I am not in a position to be sure that the savings will be “significant” the results from the pilot match are promising and suggest that at least initially the programme may achieve good results for the Department;

(d) the effect on the programme of the inaccuracies in DSW data on telephone numbers is critical to assessment of the amendment under this heading and therefore:

(i) I again emphasise that the Department needs to have effective mechanisms in place to measure the benefits once the programme is commenced;

(ii) steps should be taken before the transfer of telephone numbers commences to cleanse the DSW data whether as a “one off” updating exercise or by ensuring the match does not commence before the DSW’s “new business processes which rely more heavily on the use of telephone numbers” are underway; and

(iii) the Department should keep my office informed as to the steps being taken to improve the quality of DSW telephone number data and the effect that remaining inaccuracies have on the operation of the programme.

3.3
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) - section 98(c)
3.3.1
In my previous report I discussed whether there might be cost efficient alternatives to information matching to obtain addresses for fines defaulters so as to enable the Department to achieve its objectives.  The Department itself put forward possibilities such as increasing staff numbers and improving the quality of information provided by prosecuting agencies.  On the information presented to me at that point I felt that I did not have sufficient information to form an opinion on the options under this guideline.  It was my impression that monetary savings could be achieved through other means but I was not in a position to say whether these would be any more significant than undertaking information matching with DSW.

3.3.2
Since my earlier report I have been given the results of the later pilot match which suggests that the match rate may be better than earlier anticipated.  The Department also advises me that it now places considerable emphasis on keeping in touch with newly fined people in an effort to avoid their becoming unlocatable defaulters.  I commend any efforts in this direction since better information handling practices by the Department itself are certainly to be preferred over the need to match with other departments’ databases which have been assembled for quite different purposes. 

3.3.3
In any case, my examination on this occasion is not into alternatives to the information matching programme as a whole but simply into the proposed amendment, which is to disclose telephone numbers from DSW to Courts.  The Department describes the alternatives it has explored, and is using, as follows: 



“As to the question of whether telephone numbers could be obtained from another source, this is also difficult.  The only practical alternative is to rely solely on running the name and address obtained through the Telecom electronic white pages.  This will turn up telephone numbers for an estimated 10 percent of people because few fines defaulters are named as the telephone subscriber.  The match with DSW for telephone numbers will turn up telephone numbers for an estimated 30 percent of fines defaulters who are beneficiaries.  The DSW database coverage is better than Telecom’s because, for example, it will provide a number for people who are not named as the telephone subscriber although there is one in the house.”

3.3.4
The Department has established the use of the telephone as the key means of recovering fines arrears.  An information match has already been authorised by Parliament between DSW and Courts to enable the release of the addresses of beneficiaries.  The Department has already explored the use of publicly available sources such as the Electronic White Pages.  Accordingly, on the information available to me, I conclude that there is no reasonable alternative means of obtaining telephone numbers for the fines defaulters whose addresses have been disclosed through the Courts/DSW match.  
3.4
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene - section 98(d)

3.4.1
My concerns in relation to this proposal relates to the accuracy of the telephone number data that DSW holds and which is proposed to be released for use by the Department for Courts.  On the information supplied to me it is undisputed that that information contains significant inaccuracies.  Indeed, the Department states that it is DSW’s assessment that only 40 percent of the telephone numbers they hold are correct.  In essence, this amendment anticipates the release of data for use by the Department for Courts which is believed to be 60 percent inaccurate.  

3.4.2
I acknowledge that any list of clients’ telephone numbers will contain inaccuracies as time goes by but on the estimates reported to me the information in question has become well out of date and contains inaccuracies far beyond what could reasonably be expected on a holding of information of this type.

3.4.3
Sometimes the fact of the inaccuracy will have little consequence - for example, if the telephone number has been disconnected.  However, in other cases of inaccuracy, the Department for Courts will be telephoning people at a wrong telephone number.  Effects may include:

· disclosing information about the fines defaulter to other persons;

· diverting the Department for Courts from more profitable enterprise;

· perhaps worrying people who may be aware of the Department’s powers to seize properties, wheelclamp cars, etc for unpaid fines and otherwise troubling innocent people unnecessarily;

3.4.4
The authorising of release of inaccurate data for use by a government department raises issues under several information privacy principles.  In particular principles 7(2) and 8 are relevant:

Principle 7

Correction of personal information 

(2)

An agency that holds personal information shall... on its own its own initiative, take such steps (if any) to correct that information as are, in the circumstances, reasonable to ensure that, having regard to the purpose for which the information may lawfully be used, the information is accurate, up to date, complete, relevant, and not misleading.



Principle 8


Accuracy, etc, of personal information to be checked 

before 
use


An agency that holds personal information shall not use that information without taking such steps (if any) as are, in the circumstances, reasonable to ensure that, having regard to the purpose for which the information is proposed to be used, the information is accurate, up to date, complete, relevant, and not misleading.

3.4.5
It is the question of the data quality that concerns me most about this proposal.  If the data can be brought up to a good reliable standard, it is likely that most of the privacy concerns will melt away.  Improving the quality of the data will have the added benefit of enhancing the cost effectiveness of the match.  It seems to me quite inappropriate in principle to use information which has been obtained for one purpose, after it has been allowed to become inaccurate and out of date, for a different purpose, especially where it is to be put into the use of the state in the serious task of seeking to enforce court-imposed penalties.

3.4.6
However, the data quality concern need not be an absolute bar to this amendment going forward.  It is possible for data quality to be improved.  The best way for this to be done is for the information to be brought up to a standard where the department that has obtained and holds the information could have sufficient confidence to use the information for its own purposes.  DSW is not currently in that position but it is indicated that through a change in business practices it may start to use the telephone more frequently.  If that is the case, the DSW will need to enhance the quality of the data for its own purposes.  Once this happens it would be in a far better state to the shared with the Department For Courts.  

3.4.7
Disclosure following the implementation of this matching programme might usefully be delayed until the information is brought up to an acceptable standard.  Alternatively, some special steps could be taken to improve the quality of the data specifically for Courts’ purposes.  Since it is difficult to see how Courts itself could enhance the quality of the data, it appears to me that DSW should clean up the data while it remains in its hands.  This might be done by, say, writing to beneficiaries asking them to confirm that the details held remain current.  Presumably this would be a desirable step in any case if DSW intends to increasingly use the telephone for its business.  

3.4.8
I am not convinced that there is a public interest in allowing highly inaccurate data to be released for the purposes of fines enforcement action.  

3.4.9
Accordingly, I recommend that disclosure of telephone numbers should not commence, regardless of whether the provision has by then been enacted, unless the information can generally be characterised as reasonably “accurate and up to date”.  

3.4.10
To give effect to 3.4.9 I further recommend that:

(a) a methodology be established to verify the accuracy of the existing information held, with the results to act as a benchmark;

(b) DSW take steps, prior to disclosing any telephone number information to Courts, to make such information more reliable;

(c) the accuracy of the information be measured after such steps have been taken to establish whether improvements have been achieved and whether the information is generally “accurate and up to date”.  

3.4.11
My office should be kept fully informed of the steps proposed to be taken, and the measurement of the accuracy of the information, before matching commences and after telephone number information starts to be disclosed.  The Department should liaise with my office since some of these requirements may, in more precise form, become a reporting requirement under section 104 of the Privacy Act. 

3.5
Whether or not the programme involves information matching on a scale that is excessive, having regard to the number of agencies that will be involved in the programme, and the amount of detail about an individual that will be matched under the programme - section 98(e)

3.5.1
I do not believe that the scale of the match will become excessive with the additional disclosure of telephone numbers.  

3.6
Whether or not the programme will comply with the information matching rules - section 98(f) 

3.6.1
In respect of this guideline the Department states:


“The programme will comply with these rules, and that compliance is to be reflected in the information matching agreement.  This agreement, covering provision of addresses only, is currently being finalised.  The addition of telephone numbers to the information disclosed would require amendments to the detail of the agreement.  The Department has consulted the Privacy Commissioner in preparation of the agreement and will further consult him on the amendments implementing this proposal.”

3.6.2
The information matching rules set out in the Fourth Schedule of the Act involve a mixture of technical standards, administrative requirements and some matters of policy.  Some aspects of compliance with the rules get addressed, and spelt out, in an information matching agreement and associated technical standards report.  In respect of the match proper some of these issues are still being gone into since an information matching agreement has not been finalised and no matching has yet been undertaken.  The Department has raised no issues concerning difficulties in complying with the information matching rules arising from this amendment and I am not aware of any.  Accordingly, I have concluded that there is no particular reason why this programme should not be made to comply with the information matching rules.  

4.
MAIN CONCLUSION AND RECOMMENDATIONS

4.1
Having examined the proposed amendment, with particular regard to the information matching guidelines, I have concluded that there is only one significant matter of concern.  The amendment would authorise the disclosure of details of telephone numbers held by the Department of Social Welfare which are currently, for the most part, inaccurate and out of date.

4.2
Accordingly, I recommend that telephone number information held by the Department of Social Welfare not be disclosed to the Department for Courts until it may be characterised as generally “accurate and up - to -date”.  A methodology will need to be established to measure the accuracy of the information so that it is clear when this point is approached or reached.

4.3
To give effect to 4.2 I further recommend:

(a) that steps be taken by DSW before the disclosure of any telephone numbers to make the information more reliable;

(b) that the Department and DSW keep my office informed as to the steps proposed to be taken to improve the quality of DSW telephone number information and the current accuracy of that information.

4.4
Once the disclosure of telephone number information commences:

(a) DSW should report to me from time-to-time on the continuing accuracy of the data; and

(b) the Department should report to me, in agreed format, as to any effects that remaining inaccuracies have on the operation of the programme.

B H Slane

Privacy Commissioner

19 August  1997
APPENDIX

Extracts from the Privacy Act 1993

13.  
Functions of Commissioner - (1) The functions of the Commissioner shall be - ...



(f)
To examine any proposed legislation that makes provision for-




(i)
The collection of personal information by any public sector agency; or


(ii)
The disclosure of personal information by one public sector agency to any other  public sector agency, - 

or both; to have particular regard, in the course of that examination, to the matters set out in section 98 of this Act, in any case where the Commissioner considers that the information might be used for the purposes of an information matching programme; and to report to the responsible Minister the results of that examination.

98.
Information matching guidelines - The following matters are the matters referred to in section 13(1)(f) of this Act to which the Commissioner shall have particular regard, in examining any proposed legislation that makes provision for the collection of personal information by any public sector agency, or the disclosure of personal information by one public sector agency to any other public sector agency, in any case where the Commissioner considers that the information might be used for the purposes of an information matching programme:

(a)
Whether or not the objective of the programme relates to a matter of significant public importance:

(b)
Whether or not the use of the programme is to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society:

(c)
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of this section:

(d)
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene:

(e)
Whether or not the programme involves information matching on a scale that is excessive, having regard to -

(i)
The number of agencies that will be involved in the programme; and

(ii)
The amount of detail about an individual that will be matched under the programme.

(f)
Whether or not the programme will comply with the information matching rules.

art\rep97\126Arep

� 	This is a provisional title for the bill which is not yet finally drafted.


� 	See my reports of 3 October 1995 (Electoral/Immigration match), 26 April 1996 (ACC/IRD), 28 April 1996 (NZES/NZISS match) and 30 July 1996 (Courts/DSW).


� 	The first being my report of 29 April 1997 concerning the NZES/NZISS match amendment.  


� 	My usual requirements to departments to produce an IMPIA to assist in the statutory examination under s.13(1)(f) are set out in a guidance note which I have released publicly and made available to departments.  The note is entitled “Guidance Note to Departments Contemplating Seeking Legislative Provision for Information Matching: Information Matching Privacy Impact Assessments”.  The current version is dated 12 May 1997.


� 	Report by the Privacy Commissioner to the Minister of Justice on an examination of section 126A Social Security Act 1964.  (Proposed information matching programme between the Department for Courts and the Department of Social Welfare), 30 July 1996, paragraph 3.1.2.  I refer to this report hereafter as the “report on section 126A Social Security Act”.


� 	Report on section 126A Social Security Act, paragraph 3.2.4 and 3.2.5.


� 	By a “pilot” match I mean one in which only statistics are produced and no adverse action is taken against individuals.  Indeed, no identifiable personal information about the individuals matched is usually disclosed by the matching agency.  The legal authority (in Privacy Act terms) is usually not an information matching provision but rather the “statistical or research purposes: exceptions to principles 2, 10 and 11.


� 	The figures for the latest pilot match reported to me in a letter from the Department for Courts of 15 July 1997 and are also referred to in the Department’s letter of 21 July 1997.


� 	Letter Department for Courts to Office of the Privacy Commissioner, 21 July 1997.


� 	Letter Department for Courts to Office of the Privacy Commissioner, 21 July 1997.  I have not asked DSW to substantiate the 40% figure, or try to verify it, but for the purposes of this report have taken it as the best estimate from the agency responsible for holding the information.


� 	I say “initially” since the Department is currently working with a large backlog of fines defaulters.  Through the use of this programme and other department initiatives it is possible that early high strike rates will later be replaced by far more modest results.  


�   Letter Department for Courts to Office of the Privacy Commissioner, 21 July 1997.


� 	Letter Department for Courts to Office of the Privacy Commissioner, 21 July 1997.





