LXVIII

PROPOSED INFORMATION MATCHING PROVISION CONTAINED IN CLAUSE 116 OF THE TAX REDUCTION AND SOCIAL POLICY BILL (THE NZES/NZISS MATCH)

Report by the Privacy Commissioner to the Minister of Justice

April 28, 1996

1.0
INTRODUCTION

1.1
This report relates to the second of the two information matching provisions contained  in the Tax Reduction and Social Policy Bill.  I have earlier submitted a report to you in relation to the ACC/IRD match proposal in clause 71 of the bill.  

1.2
This report is submitted to you pursuant to section 13(1)(f) of the Privacy Act 1993 under which I am empowered to examine any proposed legislation which provides for the collection or disclosure of personal information which might be used for the purposes of an information matching programme.  

1.3
In this report I set out my views on the proposal in terms of the information matching guidelines
.  For convenience I use in this report a number of abbreviations or acronyms.  The key ones are:

· NZISS - New Zealand Income Support Service;

· NZES - New Zealand Employment Service;

· IMPIA - information matching privacy impact assessment.

2.0
DESCRIPTION OF CLAUSE 116

2.1
Clause 116, which is to come into force on 1 April 1997, inserts a new section 131A into the Social Security Act 1964.  Clause 123 of the bill amends the Third Schedule to the Privacy Act by adding the new section 131A to the list of information matching provisions.  

2.2
The Finance and Expenditure Select Committee which has considered the bill amended the clause and therefore to describe the effect of  section 131A it is necessary to consider the provision as introduced and as reported back.  It may be useful in order to understand the effect of the clause for me to quote from the explanatory note to the bill as introduced and from the commentary from the Finance and Expenditure Committee as the bill was reported back.   The explanatory note stated:

“The new section provides that, for the purposes specified in this section, information may be exchanged between the Director-General and the chief executive of the Department of Labour.
  The provision authorises the chief executive of the Department of Labour to carry out the functions, powers, and discretions delegated to him or her under section 10 of the Act (see clause 82) or conferred on him (sic) by the Act (see the new section 60J in clause 99).  The section provides for the exchange of information between the departments to enable the Director-General to review, reduce, cancel, or recover benefits in the circumstances specified in this section, to end the reduction of a person’s benefit, and to apply the clean slate provisions.

“The new subsection (4) makes it clear that subsections (2) and (3) do not prevent the disclosure of any other or additional information about the person if that person consents to the disclosure of if the disclosure complies with the Privacy Act 1993.  

“Subsection (5) provides that an exchange of information under the section is to be made in accordance with an agreement between the Director-General and the chief executive of the Department of Labour.  It also provides for the exchange of information to be made by means of on-line computer connections.  Specific provision has to be made for this as rule 3 of the information matching rules set out in the Privacy Act 1993 generally prohibits the use of on-line computer connections.”

2.3
I was advised of the proposed information matching provision shortly before its introduction into Parliament.  I indicated to NZISS, in line with the procedure I have adopted recently, that I would like it to produce its written justification of the proposal in an information matching privacy impact assessment (IMPIA).  I ultimately received the assessment document under cover of a letter dated 3 April 1996.
  In the meantime some degree of urgency had been accorded the progressing of the Tax Reduction and Social Policy Bill through the legislative process.  

2.4
I indicated to the Finance and Expenditure Committee that I have the function under section 13(1)(f) of the Privacy Act to examine the provision and that once that had been completed my conclusions and recommendations would be available which might be of assistance to the Committee.  I recommended that clause 116 (and the other information matching provision contained in the bill) not be reported back until my report was available.
  I indicated that I was unable to expedite my examination until the department supplied its own written justification and supporting data in its IMPIA.  Acknowledging the urgency the Committee accorded the matter, but having had but a matter of days to consider the IMPIA received from the department, I offered some comment to the Committee on the evening of 10 April so that there would be no delay in reporting the bill back.   My recommendation was that subclauses (4) and (5)(b) should be dropped.  These recommendations were accepted by the Select Committee which made another change to the clause as well.  

2.5
The commentary by the Select Committee when the bill was reported back stated:

“The bill provides for the exchange of information between the Director-General of Social Welfare and the chief executive of the Department of Labour about people to whom the mandatory interview or the work-test apply.  It specifically provides that the exchange may be made by means of on-line computer connections, contrary to the general prohibitions of such connections without the approval of the Privacy Commissioner, in rule 3 of the information matching rules set out in the Privacy Act 1993.  

“The Legislation Advisory Committee expressed concern about the bill circumventing the procedure established by the Privacy Act to assess the appropriateness of on-line transfers for authorised information matching programmes.  It notes that no applications for approval of on-line transfers have been considered by the Privacy Commissioner.  The Privacy Commissioner submitted that the provision exempting the New Zealand Income Support Service and the New Zealand Employment Service from the necessity of obtaining the Commissioner’s approval to undertake their information matching on-line should be deleted.

“While noting that a speedy transfer of information is essential to implement the work-test in the intended way, officials accepted that it is not necessary to override the Privacy Commissioner’s role.  We recommend that the specific provision for on-line computer connections be deleted.”

2.6
The deletion of subclause (5)(b) was made in the bill as reported back.  The Committee’s commentary goes on to refer to the other amendments made:

“We also recommend to other amendments to this information exchange provision.  Firstly, to specify that information may be exchanged for the purpose of deciding on the access to be given to programmes designed to provide additional assistance to sole parent beneficiaries.  Secondly, to delete the provision clarifying that the specified restrictions on the information which may be exchanged do not prevent the exchange of information with the person’s consent or in accordance with the Privacy Act 1993.  The Privacy Commissioner considered this clarification unnecessary.”

2.7
To complete the picture it should be noted that part of the proposal will actually regularise or recognise an exchange which already currently exists between the NZISS and NZES through a tape-to-tape systems link while only part of the proposal relates to the new requirements arising through the introduction or extension of mandatory interview and work-test requirements.
   There has been, for some time,
 an information exchange process between NZISS and NZES so as to enable each of them to carry out their allotted tasks.  For example, the payment of unemployment benefit by NZISS requires a beneficiary to take steps to obtain suitable work.  Traditionally the minimum requirement to demonstrate that a person is taking such steps is registration with NZES.  Accordingly, the electronic exchange process was developed in order to verify registration.  Unemployment beneficiaries are also expected to apply for or accept employment that is arranged through NZES.  Suitable employment in that context, means employment which NZES has determined as suitable for the person to undertake and therefore information is transferred, and adverse action in some cases taken as a result, on that ground.  

2.8
Accordingly, part of the legislative provision is to recognise that information exchange on a statutory basis.  Some changes are also being introduced at the same time of a similar nature to what has gone before.  For example, a work-test is being introduced for new categories of beneficiary.  Furthermore, from 1 April 1997, a change of a different quality will take place which will effectively involve NZES administering the work-test.  NZES having made a decision as to whether a beneficiary passes or fails a work-test requirement will communicate the decision to NZISS which will take action based upon NZES’s decision.

3.0
INFORMATION MATCHING

GUIDELINES - SECTION 98, PRIVACY ACT

3.1
Whether or not the objective of the programme relates to a matter of significant public importance - section 98(a)

3.1.1
The first information matching guideline requires the identification of the objectives of an information matching programme and then consideration of whether that objective relates to a matter of significant public importance.  The approach that I have previously taken to this guideline is to consider whether the programme relates to a matter of public importance and not, under this guideline at least, whether or not the matching programme will itself actually achieve an objective of public importance.  The Government will have its own views as to the effectiveness of its benefit reforms to achieve desired objectives and no doubt its political competitors may differ on the direction of such policy change.  It is not my task to render any judgment on the effectiveness or desirability of the proposed change in a general sense.  Nonetheless, under this guideline I believe that I do need to conclude whether the programme is within the sphere of activity that is judged important enough of consideration to amount to a “matter of significant public importance”.  I should add, that the ability of the matching programme to achieve that objective is not wholly irrelevant since consideration under the second and other guidelines is directed towards what the programme can actually achieve.

3.1.2
One task in seeking to examine the provision under this guideline is to identify the objective or objectives.  This task is important not just for the first guideline but also for the second and third guidelines.  Articulating a brief simple statement of the objective is not always easy and NZISS has not achieved that task in its IMPIA.
  The task is made more complicated in the present case because there is an on-going complex inter-relationship between two major state agencies.  

3.1.3
Subsection (1) of proposed section 131A states the purpose of the section:

“The purpose of this section is to facilitate the exchange of information between the Director-General and the chief executive of the Department of Labour for the purpose of -

(a)
Reviewing a person’s benefit for failure to comply with any obligation imposed by 60HC...; or

(b)
Enabling the chief executive of the Department of Labour to exercise, in relation to work-testing -

(i) A power of the chief executive referred to section 60J(3)...; or

(ii) A power, function, or discretion of the Director-General conferred on the chief executive by delegation under section 10...; or

(c)
Enabling the Director-General to reduce or cancel a person’s benefit under section 60JA of this Act or to end such reduction under section 60JB or section 60JC...; or

(d)
Paying, and recovering payments of, a benefit under section 60KA...; or

(e)
Maintaining the job seeker’s register kept by the Department of Labour; or

(f)
Producing statistical information or research about the effect of mandatory interviews under section 60HA...; or

(g)
Deciding on the access to be given to programmes designed to provide additional assistance to sole parent beneficiaries.

3.1.4
NZISS in its IMPIA describes what it sees the proposal addressing.  At one point it states:

“It is proposed to enact a specific legislative authority to make the information exchange process between NZISS and NZES transparent.  A provision allowing for this has been included in the ... bill, namely clause 116.  .... the proposal seeks to specifically validate the current exchange and to make additions to this arising from the Cabinet decisions that are effective from 1 April 1997.”
  

3.1.5
The IMPIA describes at some length, and at various places, what the existing arrangements are and how the new work-testing arrangements will operate.  In relation to the new policies introduced by the bill the matter becomes slightly complicated in respect to the way in which the objectives of the new policies and the objectives of the information matching (which is a mechanism to assist in the administration of those new policies) are respectively identified or described.  It is not an easy task to distinguish the two when new policies are introduced but the task needs to be undertaken.  At another point the IMPIA describes what the proposal addresses as follows:

“The proposal seeks to make the intent and operation of the information matching exchange absolutely transparent by:

(a) confirming that the exchange of information between NZISS and NZES is information matching;

(b) providing a legislative basis for that exchange of information for the purposes of [proposed subsection 131A(1) is paraphrased];

(c) confirming that the proposal should be an authorised information matching programme in terms of Part X of the Privacy Act;

(d) applying such information matching rules as would provide security and integrity of the programme, while recognising that there are differences to other matching programmes which make the applicability of some of the rules inappropriate.”

3.1.6
In the part of the IMPIA which specifically relates to guideline (a) the department describes how it sees New Zealand’s employment situation by reference to job growth, unemployment levels and barriers to employment.  It mentions that the decisions made by Cabinet form part of its “focus on employment package” and refers to the Government’s “hand-up programme”.  It expresses the department’s view that the policies provide increased opportunities for beneficiaries to access assistance to improve their employment prospects as well as reinforcing the responsibility for taking advantage of these opportunities.  The IMPIA states “the proposed exchange of information between NZISS and NZES will facilitate the provision of opportunities and increased responsibilities for beneficiaries through providing appropriate and timely information.”
  The IMPIA notes that 119,000 persons currently receive unemployment benefit and are subject to work-testing obligations.  Once the changes are introduced from 1 April 1997 the work-testing programme will involve over 150,000 beneficiaries.
  The IMPIA further explains that extended periods of unemployment sap skill, motivation and confidence, making it difficult for people to get back to work and that the work-testing and mandatory interview measures are believed to provide incentives and opportunities for beneficiaries to take part in paid employment.  It notes that solving unemployment remains a key priority for the Government and is a matter of great public significance for the country.  It adds that “in a recovering economy, there is an increasing public expectation that working age people should be moving off taxpayer-funded income support into gainful employment.”

3.1.7
Having had the benefit of the department’s explanation in its IMPIA, I would attempt to categorise the objective of the programme as follows:

To enable the exchange of information on social security beneficiaries so that issues of entitlement to benefits can be verified and to enable the respective functions of NZISS and NZES in relation to work-testing to be carried out in a timely and efficient manner.

3.1.8
I accept that the exchange of information between NZIS and NZES in relation to beneficiaries where there is a work-testing component is a matter that goes to the heart of the benefit system for a large number of people on government income support who are of working age.  In relation to the existing system, I readily accept it is a matter of significant public importance that the information exchange, where it is required for the purposes of our social security system, be made in a timely and efficient manner.  Such issues are bound up with the cost of government administration and the efficiencies that successive governments have rated as a priority.  It also relates to the timeliness of decision making as to entitlements for a wide range of individual New Zealanders and it clearly a matter of significant public importance that there be a modern administrative system which can deliver their entitlements in a prompt and satisfactory manner.  In relation to the new work-testing requirements it seems to me to be a matter of significant public importance that the government’s chosen strategy, whatever it be, in the matter of combating the significant social harm of unemployment carry with it the administrative means to implement the necessary policies.  Moving on to a slightly more controversial area, there is undoubtedly a perception amongst many that “welfare dependence” is a problem of some significance and I accept that the Government’s policies reduce that perceived or actual dependence are matters of significant public importance.  

3.1.9
Accordingly, I conclude that the objective of the programme does relate to a matter of significant public importance.  

3.2
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society - section 98(b)

3.2.1
The department notes that “the proposed exchange of information ensures that benefits are reduced or cancelled in the event of work-test failure or placement into full time employment which does result in monetary savings” and records that the number of cancellations of unemployment benefit due to the placement into employment for the year ending 31 March 1996 was 86,020.
  The department has not provided estimates of these benefits savings but simply notes that the number of current unemployment benefits in force have been falling consistently since 1993 from 170,367 to 139,397.  

3.2.2
In relation to the monetary savings to be made from information matching in relation to the existing information exchange programme I have to say that I am disappointed that hard data as to the financial costs and benefits have not been produced.  I cannot see the relevance that NZISS attaches to the numbers of unemployment benefits in force having dropped since 1992 since that presumably could be ascribed to a variety of factors and, as the department itself has pointed out, the existing information exchange has occurred since 1988.

3.2.3
To justify a case under guideline (b) a department should be able to present a cogent case for “savings” that will result through the use of the proposed information matching programme to achieve the objective,
, and those forecast monetary savings should be quantified and their significance explained.  The department has not done that in their IMPIA which is disappointing given that part of this programme seeks to regularise, by putting on a statutory footing, a programme which has run for some time and for which it might have been expected figures could have been gathered.  The prospective savings in relation to the new policies are of a slightly different character and I will mention those presently.

3.2.4
The department has noted that the number of cancellations of unemployment benefit due to placement in employment for the 1995/96 year is 86,020.  It is quite clear from that figure that a significant number of events are occurring for which action, in the nature of cancellation of benefit, is occurring.  It is likely that with that number of cancellations that significant financial benefits in relation to money saved from paying out benefit will accrue.  However, that single figure does not explain whether these are cancellations resulting from information exchange or, for instance, through notification by the beneficiary to NZISS directly or through benefit investigations and other means.  Nor does it refer to the other information exchanges in respect of which adverse action might be taken such as the cancellation of unemployment benefit due to an individual ceasing to be registered with NZES.  Nor has the figure of cancellations had attached to it a quantifiable monetary figure.  However the single figure quoted does suggest to me that the numbers involved in that particular aspect of the match are significant, that I can infer that there are financial benefits will occur through the identification promptly of that information enabling adverse action to be taken.  

3.2.5
With respect to the other proposals contained in this matching provision, which will come into force as work-testing is extended and the other changes approved by Cabinet have been adopted, the NZISS has supplied some figures.  It states:


“Benefit expenditure savings (net of tax) to Vote: Social Welfare arising from the changes to the work-test sanctions have been estimated at $0.622m in fiscal 1997 and $6.678m in fiscal 1998 and subsequent years.  Benefit expenditure savings (net of tax) to Vote: Social Welfare as a result of the changes to the benefit abatement scheme, the introduction of work-testing and mandatory interviews and the NZES individualised assistance enhancements have been estimated at $20m in fiscal 1997, $45m in fiscal 1998 and $60m in fiscal 1999.”

The department goes on to say that actual achievement of the substantial savings relies upon the efficient and effective administration of the work-test provisions, encouraging those currently on benefits to involve themselves actively in the available work opportunities or education and training activities, and encouraging those currently on benefits to accept responsibility for taking advantage of the opportunity on offer.  The department takes the view that the information exchange process between the two agencies is an important and practical measure to help achieve those savings.  

3.2.6
I have some difficulty in accepting these global figures at their face and considering them to be savings arising from information matching.  Essentially, they are the department’s estimate of savings to be achieved through the new policy and that new policy is effectively to be delivered through the use, in part, of an information exchange which amounts in a number of respects to information matching.  If one accepts that the new policy can only practically be implemented through the information exchange characterised in the clauses in information matching programme (or programmes) then it might be fair to attribute a fair amount of savings to the programme.  However, I suspect that if the figures were more closely analysed it would be possible to attribute some of the prospective savings to other aspects of the new government policy package.  However, in the present instance I do not intend to further pursue these figures since the legislation itself is on a tight timetable and the financial savings of the programme as a whole would certainly appear substantial.  However, I would signal as a matter that NZISS will need to consider carefully, and liaise with my office in, is how each of the aspects of the matching process is to be reported on and monitored so that the savings can actually be quantified.

3.2.7
Finally, the department states that “there are additional flow on effects to society from transferring social dependency to social contribution and in breaking the welfare cycles of dependency.”
  This would seem to be NZISS’s attempt to suggest that the programme brings, in addition to monetary savings, “other comparable benefits to society”.  I have observed on an earlier occasion that  a number of abstract benefits were often suggested to result from proposed information matching programmes such as the achievement of greater social equity, the reinforcement of moral values, and symbolic value in using every tool at the Government’s disposal to attack dishonesty (or perhaps, in this case, supposed idleness).  However, such benefits do not really get to the heart of the test put forward in guideline (b).  It is possible to seek to justify a programme on the basis of non-monetary benefits to society but these must be “comparable” to monetary savings that are both significant and quantifiable.  I have taken the view that for a case to be made out for comparable benefits that the department concerned should, in the first instance, seek to present these benefits in a manner “comparable” to monetary savings by way of being quantified or converted into resources which can be put to the benefit of the Crown in some other way.
  However, I added that if it was not possible to quantify non-monetary benefits and therefore to assess their significance it might nonetheless be possible to recognise the benefits if these could be shown to be “solid, achievable and clearly recognisable”.  It might have been possible for the department to pursue further its argument that the flow-on effects to society from transferring social dependency to social contribution and in breaking cycles of dependency could be quantified, or if not quantified could be presented in a manner which was “solid, achievable and clearly recognisable” but it has not done so in this case.  For that reason, I suggest the programme should primarily be looked at as to whether it succeeds or fails in relation to monetary savings rather than abstract notions which the department has not sought to quantify or express in a solid, achievable and clearly recognisable way so that the benefits can be assessed and judged.  

3.2.8
To show that there are “savings” in a particular proposal it is necessary to consider the costs incurred as well as the projected financial benefits.  The department has not produced any figures as to the costs of the information matching programme, whether those already incurred or the prospective costs involved in the new changes.  On this occasion I do not propose to pursue this matter since a significant aspect of this proposal is to regularise an electronic information exchange and matching programme which has been carried on for some time.  Again, I signal it as a matter which the departments will need to report on when the matching programme is officially under way.  

3.2.9
In conclusion: although inadequate data has been supplied to me to quantify the costs of the programme, the prospective benefits and the resultant “savings” I have little doubt that the use of the programme does and will result in savings which are quantifiable and that such savings are likely to be significant.  

3.3
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to paragraph (b) of section 98 - section 98(c)

3.3.1
NZISS has identified four options as alternatives to the electronic information exchange or information matching.  Before commenting on those options the NZISS first pointed out that adhering to the status quo would not achieve the objectives of extension of work-testing and the mandatory interview intervention to the new groups.  The department also considered it undesirable for the current information exchange to continue without a specific legislative basis.
  The department indicated that it currently has a 48 hour turnaround for information exchange using the tape-to-tape matching process.  Later in this paper I will discuss the on-line access proposal, by which the department wishes to better the current 48-hour turnaround.  I should simply say at this point that I am sure the department would consider it highly undesirable, in considering alternatives, to move to a system that did not at least equal the 48-hour turnaround for information exchange.  

3.3.2
The NZISS has provided to me an indication of the type of traffic involved in the information exchange.  At present, the average number of transactions is 5,200 daily.
  With the extension of work-testing to new groups of beneficiaries it was suggested that could increase to over 6,000 transactions daily.  It has been estimated that mandatory interviews would apply to approximately 49,000 people and it is assumed that around 17,000 will choose to register voluntarily with the NZES.
  The process therefore needs to cope with large volumes of personal information.  

3.3.3
The alternatives identified by NZISS are:

· for NZISS and NZES to exchange information manually;

· to change policy so as to avoid the need to exchange information; or

· to have each beneficiary provide NZISS with paper evidence of registration, maintenance and job search efforts, such paper evidence supplied by NZES.

3.3.4
NZISS has concluded that in each case the alternatives would not achieve the results referred to in paragraph (b) and carry significant disadvantages.  I shall touch on each of them briefly in turn.


Manual exchange


3.3.5
The department observes that manual exchange of information would be administratively unwieldy and costly owing to the large number of current and potential transactions and considers the option operationally unfeasible.  I would infer from the information supplied that it would be unlikely that even the current 48-hour turnaround for information exchange and verification would be practicable in most cases.  In terms of the characterisation of the objective at paragraph 3.1.7, this option would not achieve the “timely and efficient” element of the objective.


No exchange of information

3.3.6
NZISS notes that removing the requirement for beneficiaries who are subject to the work-test to be registered with NZES would avoid the need to exchange the information.  The department notes that it would also mean that the work-test could not be administered as Cabinet intended and would seriously undermine the principle that those in receipt of benefits must take responsibility for seeking work or NZES approved education or training.  Similarly, the Cabinet decision to transfer responsibility for deciding the “good and sufficient reason” work-test from NZISS to NZES requires an exchange of information.
  

3.3.7
I accept the department’s points in relation to this option.  I would perhaps go further to suggest that a consideration of alternatives under guideline (c) requires a consideration of alternatives to achieve the objectives that the Government has set.   It does not require the department to abandon the Government’s objectives in seeking alternatives.  Rather, the guideline is intended to have departments examine alternative mechanisms to achieve the same objectives.  In a sense, the alternative being considered on this ground, not to exchange information, goes further than is expected in the guideline and suggests the questioning or abandoning of Government policy.  That is not required.
 However, an option which I would expect the department to consider in this sort of area would be “is there an alternative available to achieve the Government’s objectives which would not require the exchange of information?”  Since that is not an available option I would not expect the department to seriously consider an option of abandoning Government policy in order to avoid the need for information matching.
  


Beneficiary provide paper evidence
3.3.8
The final option considered would have the individual obtain some sort of written confirmation of registration with NZES and then present that to NZISS.  That is not dissimilar to the administrative arrangement which operated a few years ago where a person would register with the Department of Social Welfare at one office, travel to the Department of Labour at another office and register there, obtain a letter from the Labour Department and return with that to the DSW.  However, even that rather cumbersome process does not encapsulate what is fully achieved with information matching since the NZISS is interested in continued registration with NZES and therefore the paper based requirement would in theory require the individual to continue visiting NZES, uplifting letters of confirmation and forwarding those to NZISS.  Similarly, a paper based process would need to follow from each relevant job opening, job offer, interview and so forth.  

3.3.9
The department notes that the employment task force emphasised the need to remove administrative impediments to people shifting from benefits to paid work so as to remove a disincentive to taking up work.  Requiring the beneficiary to provide the information would increase compliance costs and create an administrative inconvenience which would take these people away from their primary obligation of job search.
  The option does not provide a satisfactory alternative.  

3.3.10 I note at this point that the NZISS has not provided any supporting financial data as to the costs and benefits of these particular options.  That is perhaps understandable when such unattractive options are presented.  On this occasion, I can see little point in pursuing data on options which are clearly out of reasonable contention.  However, for further IMPIAs I would expect departments normally to present data:

· on all options presented for which data is available or for which data can easily be obtained; and

· for all realistic and viable alternatives which would might, in fair measure, achieve the relevant objectives of the programme
.

3.3.11
I conclude that none of the alternatives identified by the department would be likely to achieve the Government’s objectives and result in monetary savings that are both significant and quantifiable.  

3.4
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene - section 98(d)

3.4.1
The department discusses, in its IMPIA, the issue of whether the programme would contravene any of the information privacy principles. 
  The department concludes that it its view none of the principles will be breached by the proposal.
 In this instance, I only wish to say a little about principle 3 and 12 and the exceptions to principles 2 and 11.


Exceptions to principles 2 and 11
3.4.2
In discussing principles 2 and 11 the department suggests that exceptions to the relevant principles may allow for the collection or disclosure in the relevant cases had the collection or disclosures been made on a manual basis and not for information matching purposes.  I accept that this is generally the case but express my view that the relevant exception will be the ones which allow for non-compliance “to avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution, and punishment of offences”.
  I also note that paragraph (f) of proposed section 131A(1) provides that one of the purposes of the section is to “produce statistical information or research about the effect of mandatory interviews” and therefore the relevant “statistical research” exceptions to principles 2 and 11 will also be relevant in some cases.
 The department suggest that the exceptions relating to the “enforcement of the law imposing a pecuniary penalty” or “for the protection of the public revenue” may be applicable.  In my view that those other exceptions are not likely to be relevant at all or at least in the majority of cases.  

3.4.3
The department has omitted to note that section 108 essentially does not allow for reliance on the “maintenance of the law” exception where a collection or disclosure is for the purposes of an information matching programme.  Therefore it is at least possible that some aspects of the matching processes could constitute a breach of principles 2 or 11.  I accept that the public interest in allowing the match outweighs the public interest in adhering to principles 2 and 11.


Principle 3
3.4.4
NZISS states, in relation to principle 3 that:

“The source of the information being exchanged is originally collected from the individual concerned.  Both the NZISS benefit application forms and the NZES job seeker enrolment form clearly state that the information collected by the agency concerned may be passed to the other agency.  The proposal does not contravene principle 3”.

The department has not supplied to me copies of the forms to which they refer.  NZISS and NZES should review carefully their forms that are relevant to this process to ensure that each of the explanations anticipated by principle 3 (not simply the fact that the information may be passed to the other agency) are given adequately.  In future IMPIAs I would like departments to attach relevant forms where these are already in use.  The department will also need, by reference to information matching rule 1, to ensure that individuals are made aware not only that their information was being passed to another agency but that it will be used in an information matching programme.

Principle 12
3.4.5
In relation to information privacy principle 12 the department states:

“Principle 12 is met by the proposal as the unique identifiers used to those assigned individually by the two agencies involved in the matching process.  Officials believe that the use of these identifiers in the matching process is justified.  In order for the systems link to operate correctly, the NZISS client number and the Social Welfare number (which are different numbers) must be used.  When one agency has information to pass to the other about a particular job seeker/beneficiary, the unique identifier is used to locate the correct record and link the information to the correct client.  As a safeguard measure, failure to find either the NZISS or NZES number results in failure to pass any information successfully.  Removing the use of the unique identifier in the matching process would seriously undermine the accuracy of the programme, and present significant financial risk to individuals and to the Crown.  It is considered to be in the interest of the public in the proper administration of the benefit system to allow the use of unique identifiers and the information exchange between the agencies.”

3.4.6
Although the department has expressed those views in the context of principle 12 I think their justifications are more relevant to the issue that is raised in respect of information matching rule 2 to which I refer below
.  The analysis just outlined does not really get to the issue of whether the proposal will contravene principle 12.  Principle 12 does not contain a prohibition on disclosure of unique identifiers (the controls on disclosure of information being contained in principle 11).  Rather, principle 12 contains four clauses which concern assignment of unique identifiers, re-assignment of unique identifiers and demands of individuals for their unique identifiers.

3.4.7
Principle 12(1) states that “an agency shall not assign a unique identifier to an individual unless the assignment of that identifier is necessary to enable the agency to carry out any one or more of its functions efficiently.”  Each of the agencies involved in this match assigns its unique identifiers independently of the information exchange programme.  I have no doubt that it is necessary to enable each agency to carry out its functions efficiently that it so assign identity numbers.  For that reason, I do not consider the proposal would breach principle 12(1).  

3.4.7
Principle 12(2) provides that “an agency shall not assign to an individual a unique identifier that, to that agency’s knowledge, has been assigned to the individual by another agency, unless those two agencies are associated persons...”.  An action would be a breach of principle 12(2) if one of the agencies involved in this match were to “assign” a unique identifier to an individual that had already been assigned by the other agency.  The term “assign” is not defined but “unique identifier” is.
  In my view, to be considered to have “assigned” a unique identifier to an individual an agency would need to have taken some positive act to have brought that identifier into use in that agency to identify the individual in relation to that agency for the purposes of an operation of the agency.  The matter is not clear-cut in relation to this information match.  For most purposes the respective agencies continue solely to use their own numbers to identify their own clients and they do not resort to the other agency’s number.  However, for the purposes of the matching process it might well be argued that the agency carrying out a particular match is, in fact, using the other agency’s number to identify the individual for the agency’s own purposes.  In that respect, it may, in fact, be considered to have reassigned the number contrary to information privacy principle 12(2).  

3.4.8
If it is accepted, for the purposes of the argument, that there is a breach of principle 12(2) there are two other issues to be addressed.  The first is the effect of statutory authority.  This exchange already occurs on a non-statutory basis and therefore may already breach principle 12(2).  However, once the information exchange is placed on a statutory footing the department would be able to take the benefit of the savings provision contained in section 7(4) which states that “an action is not a breach of [principle 12] if that action is authorised or required by or under law.”  The second issue is the question posed in guideline (d): does the public interest in allowing the programme to proceed outweigh the public interest in adhering to information matching principle 12(2) which the programme would otherwise contravene?  I have little hesitation in accepting that in this instance the public interest weighs in favour of the use of the unique identifiers rather than adhering to principle 12(2).  

3.4.9
Principle 12(3) provides that “an agency that assigns unique identifiers to individuals shall take all reasonable steps to ensure that unique identifiers are assigned only to individuals whose identity is clearly established.”  Principle 12(3) goes to a matter of some importance in the attempts to combat Social Welfare fraud.  If inadequate checks are made of individuals before unique identifiers are assigned there is the possibility of individuals assuming multiple identities whether innocently or deliberately.  If one accepts that this provision involves the assignment of another agency’s unique identifier for the purposes of the matching programme then that is an additional risk (that is, that NZISS is reliant on NZES making adequate checks of identity before assigning its unique identifier as that will affect the match that NZISS will undertake - and vice versa).  The examination of this information matching provision is not the place for me to draw any conclusions on the adequacy of the departments’ identity checks but I would signal it is a matter which both departments concerned should consider.  

3.4.10 Principle 12(4) provides that “an agency shall not require an individual to disclose any unique identifier assigned to that individual unless the disclosure is for one of the purposes in connection with which that unique identifier was assigned or is for a purpose directly related to one of those purposes.”  The department has not discussed in its IMPIA the extent to which individuals are asked by NZES for the person’s social welfare number or by the NZISS for the person’s Department of Labour job-seeker’s registration number.  It would appear that the information exchange and matching proposal would not rely on the individual providing those numbers but simply on the respective departments disclosing the numbers and therefore I think it unlikely that the programme would breach the principle.  However, if individuals are asked to disclose their respective numbers it would seem that the respective functions of the two agencies are so inter-related in this area that it would not be difficult to conclude that the uses that the departments would be putting each other’s unique identifiers would be directly related to the purposes for which the numbers were assigned in the first place.

3.4.11
I conclude that while it does not appear that the programme will generally breach the information privacy principles it is possible that the programme would contravene principles 2, 11 and 12(2) and if that is so I accept that the public interest in allowing the programme to proceed outweighs the public interest in adhering to those principles.   

3.5
Whether or not the programme involves information matching on a scale that is excessive, having regard to the number of agencies that will be involved and the amount of detail about an individual that will be matched - section 98(e)

3..5.1 The fifth information matching guideline requires a consideration of whether the programme involves information matching on a scale that is excessive.  

3.5.2
The matching programme involves only two agencies, NZISS and NZES.  The involvement of only two agencies could not be considered “excessive”.  

3.5.3
The information that may be disclosed by NZISS to NZES is set out in subsection (2) of proposed section 131A and the information which may be disclosed by NZES to NZISS is set out in subsection (3).  NZISS helpfully explains at some length in their IMPIA what each category of information to be disclosed is required for.
  From the information supplied it would appear to me that a good reason for each item of information that is authorised to be disclosed has been given and therefore, while there is a considerable amount of information being exchanged, the information ultimately would not seem to be “excessive” if each of the agencies are to undertake the tasks that have been assigned to them. I conclude that the amount of detail about an individual that will be matched under the programme is not excessive. 

3.6
Whether or not the programme will comply with the information matching rules - section 98(f)

3.6.1
The information matching rules set out in the Fourth Schedule of the Privacy Act involve a mixture of technical standards, administrative requirements and some matters of important policy.  Some of these matters are given effect to in an information matching agreement between the agencies involved in the match and some of the detailed mechanics of a programme will only be gone into once statutory authority has been obtained and the departments concerned get down to issues of detailed practical implementation.  However, not all the issues under the information matching rules are of that type and guideline (f) does anticipate the matters being examined before the legislation is finally enacted.

3.6.2
Summarising NZISS’s comments in relation to each of the information matching rules, and adding my comments as appropriate, I was advised:

· Rule 1 - notice to individuals affected

NZISS forms notify the applicant that the information collected on it may be passed to a number of other government agencies, including NZES.  The NZES enrolment form also clearly states that the information collected may be given to a number of other government departments, including NZISS.  In addition, work-tested beneficiaries/job-seekers are also required to sign a declaration acknowledging their work search responsibilities, the penalties that ensue if these responsibilities are not taken, and that an exchange of information between NZES and NZISS about the enrolment, job-search activities and benefit status.
  Furthermore, the department advises that even with the present non-statutory information matching notification of proposed adverse action is given following the failure of the work-test obligations.
  This notice of adverse action will continue (as is required under section 103 of the Privacy Act in relation to an authorised information matching programme).  


My only comment in relation to this provision is that I have not been shown the forms in current use and the urgency attached to completing this report has not enabled me to seek out the forms and consider them.  With the enactment of the new provision it will likely be necessary to revisit the relevant forms in any case.  I would the urge the department to carefully “audit” each of the relevant forms for complete compliance with information privacy principle 3 and, in respect of the requirement of rule 1, consider whether the steps that have previously been taken to make individuals aware of the information matching programme are sufficient.  

· Rule 2 - unique identifiers

It has already been noted earlier in this report that two unique identifiers will be used in the matching process, the Social Welfare number and the NZES client number.  The department advises that the purpose of the use of those identifiers is to ensure that an accurate link is made and it is seen as a safeguard for the individual involved.  The department considers the use of the unique identifiers as “absolutely essential to the success and security of the operation, as the software programme controlling the downloading of information has been written to use the unique identifiers as the key verifying mechanism.”
  I accept the department’s submission that the use of the unique identifiers is essential to the success of the programme.  Furthermore, principle 2 allows the use of unique identifiers if that use is “provided in any other enactment”.  I would take the authorisation in the proposed section 131A of the Social Security Act to amount a “provision in any other enactment” permitting the use.  

· Rule 3 - on-line transfers

I discuss this important issue below.

· Rule 4 - technical standards

The department advises that technical standards exist for the current tape-to-tape exchange of information with the NZES but that these have not yet been rendered into the form of a “technical standards report” as required for an authorised matching programme.  No difficulty is anticipated in complying with rule 4.
  I will be concerned with a number of practical issues in considering the technical standards, particularly relating to security safeguards.

· Rule 5 - safeguards for individuals affected

NZISS advises:


“...notification of adverse action, such as the reduction or suspension of benefit payments following the failure of the work-test obligations, are currently and will continue to be, sent to the individual concerned.  This notification also serves to provide a final opportunity for the individual to recomply with the work-test obligations and therefore obtain the reinstatement of the benefit payments.  The client information exchanged for the mandatory interviews will not be used for adverse action but to offer additional assistance without compulsion. .... NZISS and NZES believe it is absolutely vital to make an accurate link of the individual from the out-set in order to establish the integrity of the programme.   The programme is primarily used as a tool to achieve administrative efficiency and effectiveness in the operation of the work-test, thus making it imperative that the link is accurate from the out-set.”
  


I am not sure that the department’s discussion is adequately directed towards the points raised in point 5 and I would like the departments prior to the implementation of this match, to discuss with my office the steps taken to provide safeguards for individuals affected by the results of programmes.  This is a relatively straightforward administrative matter and I do not expect that there need be any difficulty with the departments complying with rule 5.

· Rule 6 - destruction of information



NZISS advises in relation to rule 6:


“It is considered that the proposal meets the requirement of rule 6.  In the main, information is exchanged for work-test purposes between  NZISS and NZES about individuals that are known to both agencies, and are not random matching.  The information is exchanged to administer the work-test provisions in the Social Security Act.  So ‘discrepancy’ [as used in rule 6] does not apply to the type of information being exchanged through the link in the same way as, for example, information matched between NZISS and IRD, in anticipation of detecting benefit recipients who may have commenced employment and not cancelled their benefits.  Adverse action will arise, however, for work-tested beneficiaries (who are subject to more rigorous job seeking requirements than those who voluntarily register with NZES) through notification of NZISS of details ... about any work-test failure... or about those who fail to register on the job-seekers’ register or about those whose registration has lapsed.


“Some of the information outcomes that are exchanged will be added to individual records held on the NZISS and NZES mainframe.  For example, failure of the work-test - NZES will advise NZISS of the decision, which will result in a noting being added to the person’s benefit record in order to provide an audit trail for the benefit reduction action.  Apart from the audit record of the benefit reduction, the information provided by NZES about the work-test failure will not be kept beyond the statutory time-frame.  


“The random data match, which is described in paragraph 23 [of NZISS’s IMPIA], initiated by NZES in order to identify which of the registered job-seekers voluntarily registered as a result of the annual mandatory interview will not result in any adverse action.  The information concerned will be destroyed after the statistical information required has been produced.”


It seems to me that some of these issues may need to be gone into in more detail with my office than is possible at the present time.  Some of the aspects can be clarified and reflected in the information matching agreement pursuant to section 99(2) of the Privacy Act.  

· Rule 7 - no new databank


The department advises that no separate databank of information will be created.  

· Rule 8 - time limits


The department notes that the current information exchange is on a daily basis and this, it is anticipated, would also be the intended frequency for the administration of the work-test in the future.  The matter will be addressed in the information matching agreement.  Only information about changes on a particular date would be sent.  The random matching proposed for statistical purposes for the mandatory interviews would likely occur on a less frequent basis, perhaps monthly.


Rule 2 - unique identifiers

3.6.3
Information matching rule 3 is set out in full in the appendix to this report.  In essence the rule prohibits of on-line computer connections to be used in an authorised information matching programme but allows for the use with the approval of the Privacy Commissioner who can impose conditions.  

3.6.4
The bill as introduced would have bypassed the approval process and have authorised the use of on-line computer connections for this information matching provision.  Subclause (5)(b) of proposed section 131A would have provided:

“An exchange of information under this section...notwithstanding rule 3 of the information matching rules set out in the Fourth Schedule to the Privacy Act 1993, may be made by means of on-line computer connections.”

3.6.5
I express the view to the Select Committee studying the bill that whatever the merits of the case for the use of on-line computer connections it seemed undesirable to bypass the provisions in rule 3 whereby on-line computer connections may be approved by the Commissioner.  I felt it would be particularly undesirable for rule 3 to be overridden where a case had not been made out and the opportunity for seeking consent of the Commissioner had not been pursued.  I also took the view that rule 3 anticipated that on-line connections might be authorised subject to conditions.  It seemed unlikely that primary legislation would be a suitable place for the case for appropriate conditions to be gone into and for appropriate conditions to be crafted and imposed.  The rule anticipates the issue of conditions being revisited from time to time.  I can imagine conditions being varied, relaxed, toughened or suspended for a time, depending upon the circumstances.  Again, primary legislation does not give that sort of flexibility.

3.6.6
As earlier noted the Select Committee amended the bill as reported back to omit paragraph (5)(b).  Accordingly, the bill as reported back does not have the objectionable feature in it.  Accordingly, I am satisfied with the bill in that respect.

3.6.7
NZISS sets outs its case for on-line computer connections but indicates that a number of aspects have not yet been scoped and issues of feasibility are still being gone into.  It also should be remembered that this section does not come into force until 1 April 1997.  Rather than discuss the justifications to be made by the department at this time I will, instead, say that I have little doubt that the department will be able to make a convincing case for on-line computer connections (and I would tend to concur with the Select Committee’s observation that “speedy transfer of information is essential to implement the work-test in the intended way”).  It will need to apply in writing to me for an approval separately from the process I am presently engaged in.  I think the main issue is likely to be the question of whether conditions should be imposed and, if this is likely, what those conditions should be.  I would invite the department to get in touch and make its case, repeating the arguments contained in the IMPIA clarified by the fact that the ultimate form of legislation will be known by that time, and expressly address submissions to me as to what conditions (if any) would be appropriate.  The timing of this matter now in the hands of the department and I would encourage it not to delay too long before making an initial approach on the matter.  

4.0
SUMMARY OF CONCLUSIONS AND RECOMMENDATIONS

4.1
In summary, my conclusions and recommendations are:

(a) in respect of the first guideline I accept that the objective of the programme relates to a matter of significant public importance;

(b) in respect of the second guideline I conclude that although inadequate data has been supplied to me to quantify the costs of the programme, the prospective benefits and the resultant “savings” I have little doubt that the use of the programme does and will result in savings which are quantifiable and that such savings are likely to be significant;

(c) In respect of the third guideline I conclude that none of the alternatives examined by NZISS would achieve the Government’s objective satisfactorily or result in monetary savings that are both significant and quantifiable;

(d) In respect of the fourth guideline I conclude that while it does not appear that the programme will generally breach the information privacy principles it is possible that the programme would contravene principles 2, 11 and 12(2) and if that is so I accept that the public interest in allowing the programme to proceed outweighs the public interest in adhering to those principles;

(e) In respect of the fifth guideline I conclude that the scale of the programme does not appear to be excessive;

(f) In respect of the sixth guideline I accept that the programme can be made to comply with the information matching rules and I specifically acknowledge, and support, the dropping of the provision which would have bypassed the procedures contained in rule 3 for the approval (on condition) of on-line computer connections.

� 	The information matching guidelines are set out in section 98 of the Privacy Act and are reprinted, together with section 13(1)(f), as an appendix to this report.


� 	The Director-General is the Director-General of Social Welfare.  For convenience throughout this report I will refer to the Director-General by the name of the relevant agency which is the New Zealand Income Support Service (or “NZISS”).  I will not refer in this report to the chief executive of the Department of Labour but will refer instead to the relevant part of that department, the New Zealand Employment Service (or “NZES”).


� 	The full title of the assessment document supplied by the national office of the New Zealand Income Support Service is “Information Matching Privacy Impact Assessment Proposed Information Matching Programme, Clause 116 Tax Reduction And Social Policy Bill” and is dated 2 April 1996.  I will refer to it hereafter as “NZISS’s IMPIA”.


� 	Refer my letter to Chairman, Finance and Expenditure Committee dated 13 March 1996 and my further memorandum to the Chair, FEC, dated 2 April.


� 	NZISS’s IMPIA describes the current exchange of information between agencies and paragraphs 4 to 12 and the future information exchange requirements add paragraphs 13 to 15.  


� 	Since 1988 I am told, refer NZISS’s IMPIA, paragraph 17.


� 	The primary discussion of guideline (a) in NZISS’s IMPIA is at paragraphs 49-53 but discussion of objectives is also scattered through other preliminary parts of the IMPIA as well. It is desirable that departments encapsulate the way they articulate the objective of a programme in a single sentence or paragraph and for that encapsulation to be used consistently in relation to guidelines (a), (b) and (c) (even though there may be accompanying discussion, perhaps running to pages, to explain the thinking behind the brief articulation of objectives).  


� 	Paragraph (g) was inserted by majority of the Select Committee on reporting back.


� 	NZISS’s IMPIA, paragraph 19.


� 	NZISS’s IMPIA, paragraph 32.


� 	NZISS’s IMPIA, paragraph 51.


� 	NZISS’s IMPIA, paragraph 52.


� 	NZISS’s IMPIA, paragraph 53.


�   NZISS’s IMPIA, paragraph 54. 


� 	The objective, as I have phrased it, is described at paragraph 3.1.7. 


� 	NZISS’s IMPIA, paragraph 55.


� 	NZISS’s IMPIA, paragraph 56.


� 	I have discussed this issue previously in relation to the proposed information matching contained in the Electoral Reform Bill, refer to my report to the Minister of Justice of 3 October 1995 at paragraphs 3.2.1 to 3.2.7.  The example of a quantifiable nonmonetary benefit which might arise from an information matching programme which I gave in that case was a programme which might result in persons no longer eligible to subsidised housing moving out of public housing and new eligible tenants moving in - while in a particular case this may not lead to financial saving to the government it may nonetheless clearly be quantified and the benefits are comparable to monetary benefits.


� 	NZISS’s IMPIA, paragraph 57.


� 	NZISS’s IMPIA, paragraph 60.


� 	NZISS’s IMPIA, paragraph 61.	


� 	NZISS’s IMPIA, paragraph 55.


� 	NZISS’s IMPIA, paragraph 65.


� 	However, I should add that as a matter of Government policy making it would normally be a good idea for certain fundamentals to be questioned from time-to-time to see whether policy is still in the right direction and whether the administrative mechanisms which follow from particular policy choices are worth the candle.  For example, I think it is healthy in the policy making process to question such requirements as whether a work-test should be required or whether this should be evidenced through registration with another Government agency.   However, these are administrative and policy decisions which, in this instance, go beyond the much simpler mechanistic cost-benefit test that guideline (c) is addressing.


� 	In this case the Cabinet decisions relating to work-testing by a separate agency, and the resultant information transfer, goes to the very heart of the decision that the Government has taken.  In another case, where the transfer was more incidental and at the choice of the department, then I would expect consideration of an option to exchange no information.


� 	NZISS’s IMPIA, paragraph 66.


� 	It may sometimes be appropriate to provide very general “ball park” figures for some options, which are clearly unlikely to be viable on any reckoning, and more detailed and reliable figures for the more realistic options.  Naturally, if some figures presented are less reliable than others it would be necessary for this to be pointed out in the IMPIA.  It might also be useful for departments to discuss with me which options that I might reasonably expect more detailed data on.


� 	NZISS’s IMPIA, paragraphs 33 to 47 and 67 to 69.


� 	NZISS’s IMPIA, paragraph 69.


� 	Refer information privacy principles 2(2)(d)(i) and 11(e)(i).


� 	Refer information privacy principle 2(2)(g)(ii) and 11(h)(ii).


� 	NZISS’s IMPIA, paragraph 37.


� 	NZISS’s IMPIA, paragraphs 46 and 47.


� 	Refer under part 4.6 below to the discussion of information matching rule 2.


� 	The definition of “unique identifier” is found in Privacy Act, section 2(1).


� 	NZISS’s IMPIA, paragraphs 71 and 72.


� 	NZISS’s IMPIA, paragraph 75.


� 	NZISS’s IMPIA, paragraph 76.


� 	NZISS’s IMPIA, paragraph 77.


� 	NZISS’s IMPIA, paragraph 84.


� 	NZISS’s IMPIA, paragraphs 76 and 85.


� 	NZISS’s IMPIA, paragraphs 86 to 88.





