PAGE  

Review of statutory authorities for 

information matching
(Second report)

_______________________________

Report by the Privacy Commissioner to the Minister of Justice pursuant to section 106 of the Privacy Act 1993 in relation to a review of the operation of the following information matching provisions:

· Penal Institutions Act 1954, section 36F

· Tax Administration Act 1994, section 82

· Tax Administration Act 1994, section 83

· Immigration Act 1987, section 141A 

______________________________

16 May 2002

[image: image1.png]&

Privacy Commissioner
Te Mana Matapono Matatapu




CONTENTS

EXECUTIVE SUMMARY
2

1. INTRODUCTION AND STATUTORY AUTHORITY

1.1 Section 106
4

1.2 Format and abbreviations
4

1.3 Background
4

1.4 Legislative and operational context of review
5

2. CORRECTIONS/MSD INMATES MATCH (Penal Institutions Act 1954, 

     section 36F)

2.1 Overview
7

2.2  Information matching safeguards and the prison environment
8

2.3  Information matching guidelines
9

2.4  Conclusions and recommendations
13

3. IRD/ACC EARNERS MATCH (Tax Administration Act 1994, section 82)

3.1 Overview
14

3.2 Information matching guidelines
14

3.4 Conclusions and recommendations
17

4. IRD/MSD COMMUNITY SERVICES CARD MATCH (Tax 

    Administration Act 1994, section 83)

4.1 Overview
18

4.2 “Do not action” database
19

4.3 Information matching guidelines
19

4.4 Conclusion
23

5.  NZIS/MSD IMMIGRATION MATCH (Immigration Act 1987, 

     section 141A)

5.1 Overview
28

5.2 Quality of the source data
29

5.3 Information matching guidelines
29

5.4 Conclusions and recommendations
31

APPENDICES

1: Comparative Table
32

2: Reference Table
32

3: Extracts from Privacy Act 1993
33

4: Extracts from statutes - Corrections/MSD Inmates Match
35

5: Extracts from statute - IRD/ACC Earners Match
36

6: Extracts from statutes - IRD/MSD Community Services Card
39

7: Extracts from statutes - NZIS/MSD Immigration Match
42

EXECUTIVE SUMMARY

1.
This is the second report of my reviews of information matching programmes carried out under s.106 of the Privacy Act 1993.  My May 1999 report covered 2 information matching programmes.  In this report I cover a further 4 programmes operated under:

· Penal Institutions Act 1954, section 36F;

· Tax Administration Act 1994, section 82;

· Tax Administration Act 1994, section 83;

· Immigration Act 1987, section 141A.

The information matching provisions under review were all enacted in 1991 in conjunction with the Privacy Commissioner Act 1991.  

2.
I have, in common with the first review, used the information matching guidelines as the major basis for my consideration.  These 6 guidelines direct consideration to whether or not:

(a) the objective of a programme relates to a matter of significant public importance; 

(b) a programme has resulted in significant and quantifiable monetary savings or other comparable benefits; 

(c) there are alternative ways of achieving the objective and the results; 

(d) the public interest in continuing with a programme outweigh the public interest in adhering to any information privacy principles that the programme contravenes; 

(e) a programme is excessive in scale; 

(f) a programme has complied with the information matching rules.

3.
The Corrections/MSD Inmates Match is a match of records from the Department of Corrections of all persons admitted to or remanded in prison against the Ministry of Social Development’s records of all beneficiaries with the purpose of preventing payment of benefits to persons who are imprisoned.  This match has had some operational difficulties over the years but these have, it appears, now been ironed out.  Although the savings are not yet adequately quantified, I have little doubt that it is a programme worth continuing.  

4.
The IRD/ACC Earners Match seeks to detect individuals who are receiving full weekly ACC compensation while at the same time receiving other income undeclared to the ACC.  Two pilot runs were undertaken in February 1996 and March 1997 but the programme has not begun in earnest.  These trial runs revealed a number of deficiencies in the data received by the ACC from the IRD, particularly as only the period of employment could be provided and not the amount of the earnings.  I am advised that, notwithstanding a delay of many years, ACC may now wish to implement this match. I have been assured that a new pilot will be undertaken before implementation proper, and that this could provide assurance as to the match’s costs, benefits and effectiveness.  

5.
The IRD/MSD Community Services Card Match has IRD supplying MSD with income information for the purpose of allowing MSD to identify those individuals whose income is at a level that makes them eligible to receive a Community Services Card.  While there has been some publicity from time to time suggesting the imminent demise of this card, I have been advised that its likely future life is 7 to 10 years.  I am of the opinion that while the Community Services Card Scheme continues, the authority conferred by s.83 of the Tax Administration Act 1994 should also continue.

6.
The NZIS/MSD Immigration Match seeks to detect people who are in New Zealand unlawfully, or here lawfully by way of a temporary or limited purpose permit, and who are in receipt of a social welfare benefit to which they are for that reason not entitled.  Although statutory authority for this match has existed since 1991, this match has only ever been attempted twice, both occasions being in 1991. One of these matches was conducted successfully but the second try was unsatisfactory.  I am also aware that there have been difficulties concerning the quality of the relevant information held in the NZ Immigration Service’s data files.  I have been assured that these problems are in the past.  However, the match has not been reactivated.  Given the delay, I conclude that the s.141A of the Immigration Act 1987 should be repealed.

1.     
INTRODUCTION 

1.1
Section 106
Section 106 of the Privacy Act 1993 requires me, at periodic intervals, to review the operation of every information matching provision and to consider whether or not, in my opinion as Privacy Commissioner:

· the authority conferred by each information matching provision should be continued; and

· any amendments to the provision are necessary or desirable.


I am required to report my findings to you.  As responsible Minister you are to lay a copy of the report before the House of Representatives as soon as practicable after receiving it.

1.2 Format and abbreviations


This report is in three parts, the introduction and background (this part), the reports on each information matching programme under review and, finally the appendices. 

A comparative table of certain basic information of the six information programmes reviewed is set out as Appendix 1.  A reference table to the comments made in relation to each match in my annual reports 1992/3 to 2000/01 is Appendix 2.  Appendix 3 contains extracts from the Privacy Act while Appendices 4 to 7 contain extracts from other statutes.

I do not generally repeat the figures reported and observations from my annual reports.  Instead I intend that the annual reports be read together with this report and considered part of it. 


The main abbreviations and acronyms used in this report are:

· CSC – Community Services Card

· Customs – New Zealand Customs Service

· MSD – Ministry of Social Development
 

· IRD – Inland Revenue Department

· Corrections – Department of Corrections

· NZIS – New Zealand Immigration Service of the Department of Labour

1.3
Background

My first report under this provision of the Privacy Act was submitted to your predecessor on 21 May 1999
 and reviewed the operation of 2 information matching programmes, namely the:

· Customs/MSD Arrivals and Departures Match

· IRD/MSD Commencement and Cessations Match.

The provisions covered by this report are:

· Penal Institutions Act 1954, section 36F

· Tax Administration Act 1994, section 82

· Tax Administration Act 1994, section 83

· Immigration Act 1987, section 141A. 

Each of these provisions were originally enacted in 1991 in conjunction with the Privacy Commissioner Act of that year.

Section 106 does not direct as to what matters I should take into account when conducting this review, nor does it in any way place any restrictions on such matters.  However, I have been guided in my examination, as was the case in my last review, by the information matching guidelines set out in section 98.
  It should be noted that these are not my sole consideration.


Before commencing the report proper, I reiterate a few remarks from my first report which I hope will set the reporting process, and this report in particular, in context.

1.4     Legislative and operational context of review

Information matching was identified by the Government as involving particular privacy risks and special controls were thus enacted in the Privacy Act.
  These controls follow each part of an information match’s “life cycle”:

· authorisation – the processes and controls that determine whether an information match should proceed and how it should operate;

· operation – controls to ensure that the privacy risks are minimised, that decisions made on the basis of the programme are based on reliable information and that individuals have an opportunity to explain themselves or if necessary complain, an independent review of the results of programmes;

· evaluation – periodically reviewing the continuing value of a match in the light of experience and current circumstances.


This report is a part of the “evaluation” category.  In evaluating a programme I also look back at the objectives set, and projections made, when each programme was first authorised.  I also study what has occurred during the operation of the match.

The information matching controls provide for information matches to be authorised by primary legislation.  This brought the need for periodic reassessment to take into account the experience acquired from the operation of the matches and changes in circumstances.  In addition, overseas experience has shown periodic assessments to be valuable, and has suggested that the forecast benefits tend to be overly optimistic and that established benefits could be substantially eroded over time.  Thus periodic reassessments would ensure that the inroads into privacy that are a feature of information matching programmes would only be allowed while benefits of a match continued to outweigh its costs sufficiently.


Section 106 of the Privacy Act 1993 provides for a review of the programmes authorised in 1991 to be undertaken “as soon as practical after the first day of January 1994”.  My first report explained the reasons for the delay in undertaking these reviews.  In any case, only 1 of the 4 programmes reviewed here had started by 1994.  Further delays have been experienced in completing this review, principally the diversion of specialist resources to “authorisation” category work related to a large number of proposed new programmes.  Staffing issues have also delayed progress.  This report completes the review of the original 1991 information matching provisions.

2.     
CORRECTIONS/MSD INMATES MATCH (Penal Institutions Act 1954, section 36F)
2.1
Overview


Objective and description of operation 


The Corrections/MSD Inmates Match
 is a match of records from the Department of Corrections of all persons admitted to or remanded in prison against the Ministry of Social Development’s records of all beneficiaries for the purpose of preventing payment of benefits to persons who are imprisoned.  The match is carried out pursuant to section 36F of the Penal Institutions Act 1954.  Prison inmates are not entitled to receive benefits while imprisoned, pursuant to section 76 of the Social Security Act 1964.


The programme operates weekly.  Corrections prepare a disk with a record (including one for each alias) for every prisoner admitted or remanded
.  Corrections pass this disk to MSD who match these records against their own records of persons in receipt of a benefit on the basis of name and date of birth.  Matched individuals are sent notices of adverse action advising that, unless they produce proof to the contrary, any benefits that they have been receiving from MSD will cease and overpayments found to have been made will be established as a debt to be repaid to MSD.  The unit dealing with the matching of this information within the MSD is the National Data Matching Centre.


While the match has been run in substantially the same manner over the years, there have been some administrative and system changes which have addressed certain problems and have meant that by the end of the period the match is running comparatively well.


Some administrative difficulties have arisen over the years because Corrections’ original computer system did not distinguish between new admissions to prison and arrivals when inmates transferred between institutions.  Since the records relating to transferred inmates would have been matched on an earlier occasion at the time of the initial admission to prison, this meant a greater volume of matching than ideally would have been the case or necessary.  The Department’s new database system (Offender Integrated Management System or OIMS) has eliminated this particular problem.

Legislative history and commencement of matching


Section 36F was first inserted into the Penal Institutions Act 1954 by a 1991 amendment Act.  That provision initially provided for disclosure by the Department of Justice to both the MSD and the Accident Compensation Corporation.  The provision for disclosure to ACC was dropped from the provision in a 1993 amendment coinciding with the enactment of the Privacy Act 1993.  However, in the meantime section 164 of the Accident Rehabilitation and Compensation Insurance Act 1992 provided for disclosures to ACC of the same kind of matching programme as anticipated by the original section 36F.
  This review considers section 36F in its current form and does not examine the case for sending information to ACC for matching.  


Recognising the 1995 restructuring of the Department of Justice, and the 1998 restructuring of the Department of Social Welfare, new versions of section 36F were substituted:

· replacing “the Department of Justice” (the source agency) with “the Department of Corrections” 

· replacing “the Director-General of Social Welfare” (the user agency) with “the department for the time being for the responsible of the administration of the Social Security Act 1964” - throughout this report simply referred to as “MSD”.


The Prime Ministerial Committee on the Reform of Social Assistance produced a report on 27 May 1991 concerning the Authorisation of Information Sharing in Tax and Social Assistance areas.  The report made a number of observations about existing programmes and suggested some new ones.  One of the existing programmes was prison inmate match with the Department of Social Welfare, which was being carried out manually at that time.  A proposed new computerised match was approved.


The computer based version of this match was not commenced until 4 April 1995.  It appears that the manual match continued until that time.

2.2
Information matching safeguards and the prison environment


Certain issues have arisen especially because of the prison environment.  For example:

· the use by some offenders of aliases, sometimes fictitious but in other cases being the details of innocent people

· constraints on inmates’ communications with people outside the prison and the effect that this has on responding to section 103 notices of adverse action

· the need to address notices of adverse action to the beneficiary’s notified home address and not simply to the imputed address in prison.


The use by a prisoner of an alias of an innocent person has no material effect unless that person is also in receipt of a benefit or pension from the MSD.  This possibility suggests the need for that innocent person to be made aware of the possibility that some action may be taken to suspend their benefit or pension.  With effect from April 2001 the MSD has adopted my repeated recommendation of sending a section 103 Adverse Action notice to both the inmate in prison and to the address shown on the MSD computer system as being the address of the beneficiary (the potentially innocent party).  This substantially resolves the first and third issues raised above.


Likewise I am able to report that since October 1999
 the Department of Corrections has included the MSD 0800 telephone number used to contact the MSD to respond to Adverse Action notices, in the select global list of telephone numbers that any prisoner can call without having to obtain a prison officer’s approval to make the call (which had a risk of delay and the possibility of failure to comply with the terms of the s.103 notice).  This resolves the second issue raised.

2.3
Information matching guidelines


(a) Whether or not the objective of the programme relates to a matter of significant public importance

2.3.1
The Department explains that the objective is to reduce fraud and abuse by detecting beneficiaries receiving benefits/pensions who are imprisoned and therefore ineligible for such benefits/pensions.  It further explains that:


“[MSD] attempts to identify all customers who deliberately obtain a benefit they are not legally entitled to.  The misuse of public funds is considered to be ‘of significant public importance’.  The operation of this programme is one process that can materially reduce the use of public funds.”


In addition the match identifies, perhaps earlier than might otherwise be the case, overpayments where there has been a delay by the individual in notifying the MSD of imprisonment but without a deliberate or fraudulent intent.  As shown in table 1 below, the annual number of overpayments established through this programme typically exceeds 2,000.  This underscores the significance of the programme.  Frequent matching enables action to be taken in a timely fashion thereby minimising the potential for significant cumulative overpayments.  

I conclude that this programme continues to relate to a matter of significant public importance.  

(b) Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society

2.3.2
The primary objective of this programme is the minimisation of overpayments and the recovery of money overpaid.  The guideline requires a consideration of:

· whether the programme has resulted in monetary savings;

· whether those monetary savings are significant; and

· whether those monetary savings are quantifiable.


For the results of the programme to be characterised as “savings” one must consider both sides of the ledger.  Simply showing that money is brought into Government coffers, or that unwarranted payments out of Government coffers are avoided, is not sufficient.  That money must be set against costs expended in operating the programme.  Obviously, if the costs exceeded the recoveries then the match will not have produced “savings”.  

Costs


The 1991 Cabinet papers did not attempt to quantify the costs of the disclosure to MSD of data on persons admitted to prison.  It appears that the reason for not attempting to quantify the costs (which was done with a number of concurrent proposals) was because the proposal simply regularised an existing transfer of information.
 


The match with Corrections is not the only programme operated by the NDMC.  Unfortunately, MSD has never satisfactorily distinguished between the costs incurred in relation to this match as against any other operated out of the NDMC.  Any attempt to judge the costs of the programme would therefore need to include an element of apportionment of the NDMC’s costs.  The cost of matching operations for MSD’s four main matches has been reported to be between $6.1 and $13.2 million per annum.
  I am not in a position to apportion those costs but it might be assumed that a frequent match such as this would consume a notable share of such costs.


In addition to the user agency’s costs, there are also the costs of the source agency.  Those were reported to me by the Department of Corrections in December 1999 (excluding GST) as follows:

	Development costs (as per original agreement)
	21,800

	Development costs for change to extraction programme (due to implementation of new computer system)
	14,500

	Operating costs (212 disks @ $460 per disk as per original agreement)
	97,520

	Total
	$133,820




I understand these figures to cover the period from the commencement of routine operation in April 1995 through to December 1999, or about 3½ years.  

Overpayments established


It is possible to quantify the number of overpayments established as a result of the programme and to place a value on those overpayments.  Table 1 sets them out.

	Table 1:

Corrections/MSD Inmates Match – Overpayments 1994-2000

	Year
	No of overpayments
	Value of overpayments

	1994/95
	726
	$377,331

	1995/96
	3,321
	$1,590,118

	1996/97
	2,276
	$1,102,010

	1997/98
	5,310
	$3,191,307

	1998/99
	4,015
	$2,749,023

	1999/2000
	2,545
	$1,129,452



Clearly sizeable figures are generated as “overpayments established”.  In addition one might anticipate savings in payments that were not made because of the discrepancies revealed by the match.  While it is not possible to be entirely sure, given the lack of figures as to costs attributable to this match by NDMC, one might suppose that the value of the overpayments established and the anticipated savings will exceed the source agency costs and those of the user agency.  However, even if that could be shown, it does not necessarily show that the match is generating “significant savings”.  Simply “establishing an overpayment” may be the easy part; the issue is to get that money repaid by the inmate and that may be difficult since that person will be receiving neither an income nor a social security benefit from which a deduction could be made.


As discussed at length in my annual reports and in my first report under section 106, MSD has difficulty in attributing recoveries made to the particular information matching programmes operated.  The comments I offered in relation to the Customs Match in my 1999 review are equally appropriate here and I simply quote them:

“Departmental figures have always emphasised debt established not debt recovered … This is disappointing to me.  It also ought to be disappointing to the Government too since it should be possible after nearly ten years after commencing such a major matching programme to point unequivocally to quantified savings which could be accepted by critic or supporter of the programme.  In my view, the department cannot credibly do that.  It also ought to be disappointing to Parliamentarians and the public given the controls are intended to ensure that information matching, which involves an inroad into the privacy of individual citizens, is compensated by significant savings to the community as a whole.”


Notwithstanding this, I believe that if the Department were to set in place the mechanisms for properly measuring the costs, recoveries, and therefore savings, generated by this match, the results are likely to be satisfactory.  One particularly important aspect of this match, which contributes to its effectiveness, is that it enables the prompt discontinuance of payments to individuals who are imprisoned.  It is the promptness in the identification of the disqualifying event, and the taking of the necessary corrective action, which is likely to ensure that this match remains a financial winner.  Even if it is difficult to recover amounts from inmates, the match will help ensure that the overpayments in question remain relatively small as shown in the Table 2 below:

	Table 2:
Corrections/MSD Inmates Match – Range of Overpayments 2000/01


	Benefit Type
	Smallest
	L Quartile
	Median
	U Quartile
	Largest

	Training
	$44.78
	$106.29
	$241.38
	$318.86
	$590.54

	Unemployment
	$10.50
	$230.98
	$329.21
	$426.01
	$1,262.74

	Sickness
	$29.73
	$237.25
	$348.55
	$464.74
	$1,196.45

	Invalids
	$27.90
	$319.87
	$484.31
	$625.19
	$1,362.04

	DPB
	$35.00
	$273.73
	$576.21
	$749.49
	$1,192.73



I conclude that the programme does result in monetary savings that are both significant and quantifiable.


(c) Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in section 98(b)

2.3.3
Consideration of alternatives is usually of key importance when a proposed match is first under consideration.
  The issue is not quite so essential on a periodic review such as this.  For example, when a match is first proposed the setting up costs have not been incurred.  This upfront expenditure involves many things including, for example, work of officials, Parliamentary time and computer programming.  It includes efforts by the source agency as well as the agency that will actually use the results.  With a major match such as this expenditure can easily run into hundreds of thousands of dollars.  Adopting an alternative once a match has been operating for some time raises questions about the costs of change.


Having said that, any government must guard against complacency where resources continue to be applied to an operation simply because that is what has happened for the last few years.  There is evidence from overseas that this can occur notwithstanding substantially diminished returns from some matching programmes.  Accordingly, if there is a suitable alternative, even one considered and possibly rejected at the time of initial authorisation, then this should probably be considered on a section 106 review.  On this occasion I am unaware of any feasible alternative that would not be particularly labour intensive.  


(d) Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene

2.3.4
I am satisfied as to the public interest in allowing this programme to proceed.  


(e) Whether or not the programme involves information matching on a scale that is excessive

2.3.5
When assessing proposed new legislation, this guideline directs me to have regard to (i), the number of agencies that will be involved in the programme, and (ii), the amount of detail about an individual that will be matched under the programme.  In carrying out this review I do not see myself limited to considering those two matters.  For example, it would be possible for the scale of a match to become excessive if its frequency were far greater than can reasonably be supported.  


In this case I am unaware of any feature that would suggest the scale of this programme is excessive.  Only two agencies are involved and the amount of detail that is matched under the programme, or disclosed as a result of a confirmed discrepancy, is not, in my view excessive.


(f) Whether or not the programme will comply with the information matching rules

2.3.6
The main concern I had with the operation of this match was, as outlined above, to do with the addressing and dispatch of the notices of adverse action.  I believe that the addressing of the notices to the individuals at the prison concerned has been a feature of the programme since it began.  However, the shortcomings of that approach were identified by at least 1999 and noted in my annual report in that year.  As noted earlier from April 2001 MSD has adopted the suggested practice of sending section 103 notices to both addresses


Strictly speaking these issues might be seen as arising under section 103 of the Act rather than the information matching rules.  While that is true, there are also information matching rules which bear in part on the same issue (particularly rule 1, concerning notices to individuals affected and rule 5, safeguards for individuals affected by results of the programmes).  In any case, as mentioned earlier in this report, I am merely using the information matching guidelines as a convenient and appropriate set of standards to judge the operation of the programme – they do not limit the matters that I may consider.

2.4
Conclusions and recommendation

2.4.1
Section 106(1)(b)(i) requires me to consider whether “the authority conferred by [an] information matching provision should be continued”.  This essentially requires me to form an opinion that the match is worthwhile to carry on.  It does not simply require me to identify a reason why it should be discontinued.   Section 106 does not presume that an existing authorised match should continue merely because it is operating.  

2.4.2
I am of the opinion that the authority conferred by section 36F of the Penal Institutions Act 1954 should be continued.  However, I am not entirely comfortable with the evidence of the quantifiable benefits and continue to hope that improvements might be possible so that they could be more accurately assessed for the next section 106 review.  At the very least, it may be necessary to attempt a credible apportionment of NDMC costs to this match.  There also remains the issue of the quantification of recoveries as against simply debts established.  A Commissioner might not be so easily persuaded in the future of the need to continue this match in the absence of cogent and reliable evidence of recoveries significantly outweighing costs.

3.     IRD/ACC EARNERS MATCH (Tax Administration Act 1994, section 82)
3.1
Overview


Objective and description of operation


The IRD/ACC Earners Match is designed to detect individuals fraudulently receiving full weekly ACC compensation while at the same time receiving other undeclared (to the ACC) income.  


This match has not been operational though two trial runs were undertaken.  The first, based on a selected geographical area, was in February 1996 and, the second consisting of a total run was in March 1997.  These revealed a number of deficiencies from the ACC’s point of view in respect of the data received from IRD. These deficiencies related to data quality, particularly the appropriateness of the data supplied in that earnings could not always be supplied.  At that time the earnings amount information was only obtained by IRD on an annual basis.  This has now been overcome with employers supplying this information fortnightly to IRD.

Legislative history and commencement of matching


Section 82 was put into the Tax Administration Act as the result of the Inland Revenue Department Amendment Act (No.2) 1991, effective 1 August 1991. The section was subsequently repealed and substituted by the Inland Revenue Department Amendment Act (No. 3) 1991 and was effective from 18 December 1991.


Specifically, s.82 allows IRD to supply to ACC:

(a)
where a person is, or was, in employment while receiving any benefit or earnings related compensation:

(i) the date or dates on which that employment commenced;

(ii) where applicable, the date or dates on which that employment ceased;

(iii) the name and business address of each employer so employing that person;

(b)
details of any other income received while in receipt of earnings related compensation.


It has been mentioned that IRD will be able to supply more appropriate information in the future.  This does not involve change in the information to be passed to ACC, as “details of any income received while in receipt of earnings related compensation” has always been authorised to be disclosed.

3.2
Information matching guidelines


(a) Whether or not the objective of the programme relates to a matter of significant public importance

3.2.1
ACC explains that the objective is to reduce fraud and abuse by detecting claimants who fail to declare earnings while receiving full weekly compensation.  The ACC goes on to say: 


“The data matching programme offers both financial and non-financial benefits.  Firstly the programme provides ACC with another tool to detect possible claimant fraud and so protect the funds of the premium payers.  It acts as deterrent which assists to maintain public confidence in, and safeguard the integrity of, the scheme.  The data matching programme also assists the Corporation achieve social equity, by ensuring that assistance is administered to those eligible to receive it.  Furthermore, it can also help detect instances where claimants are not receiving entitlements they are eligible for.”


I accept a case of public importance.

(b) Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society

3.2.2
The primary objective of this programme is the elimination/minimisation of overpayments and the recovery of money overpaid.  The guideline requires a consideration of:

· whether the programme has resulted in monetary savings;

· whether those monetary savings are significant; and

· whether those monetary savings are quantifiable.


For the results of a programme to be characterised as “savings” one must consider both sides of the ledger.  Simply showing that money is brought into Government coffers, or that Government-funded payments are reduced, is not sufficient.  That money must be set against costs expended in operating the programme.  Obviously, if the costs exceeded the recovery then the match will not have produced “savings”.  

As to the claimed benefits of acting as a deterrent of fraud, and achieving “social equity”, these cannot be meaningfully assessed until one knows the scale of fraudulent activity which might be affected by the operation and publicising of this programme.  An indication of scale could be obtained from a suitable pilot run.

Costs


The ACC has not provided me with any detailed costs or estimates, but I have been assured that detailed estimates of costs and savings will be supplied by the ACC, after the completion of a trial match which is to be undertaken in 2002.


In addition to the user agency’s costs, there are also the costs of the source agency.  The user agency costs, paid by ACC (for one of the trials) were reported to me by the Inland Revenue Department (excluding GST) as being:

Development costs and initial pilot run 

(as per original agreement)
6,100

Operating costs (as per original agreement) 

for  each run undertaken (1 to date)
75,000

Total charges to September 1999
$81,1000

Overpayments established


Information concerning the amounts recovered have not been forthcoming from the ACC as they say that this is difficult to establish because of the time lag in the associated investigation and court processes.  The ACC has stated “Given the inherent difficulties in recovering money from individuals (as opposed to raising overpayments), either through the courts or other methods, it is debatable whether monetary savings should be considered the principal justification for the matching programme.”


In these circumstances it is not possible to be convinced that “significant savings” have been or will be achieved, given the lack of figures as to costs attributable to this match by ACC, one might suppose that the value of the overpayments established will exceed the source agency and user agency costs.  Concerning the argument that established debt would be a more appropriate indicator of the success of the match, I would note that simply “establishing” an overpayment is the easy part, the issue is to get that money repaid by the debtor.


This type of information matching programme that, if operated properly, is likely to result in savings, though until the costs are accurately established, whether they are significant cannot be determined.


I conclude that the programme can result in monetary savings that could be both significant and quantifiable.


(c) Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in section 98(b)

3.2.3
I am advised that the ACC has considered the alternative of requesting earnings details from the IRD using the form FLC16 (earnings certificate under s.156 of the Accident Rehabilitation and Compensation Act 1992).  However, this was not considered practicable as it would be too labour intensive.


(d) Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene

3.2.4
While I have the assurance that the match can be improved in terms of the information supplied by IRD, in light of the lack of any detailed costs/estimates of running this match or the possible/likely savings or other benefits it might gain, I am yet to be satisfied that the public interest in allowing this programme to proceed outweighs the public interest in adhering to the information privacy principles the programme would otherwise contravene.  


(e) Whether or not the programme involves information matching on a scale that is excessive

3.2.5
I am unaware of any feature that would suggest the scale of this programme is excessive.  Only 2 agencies are involved and the amount of detail matched under the programme, or disclosed as a result of a confirmed discrepancy, is not, in my view excessive.  However, if the information supported by IRD were to include income which could not disqualify the individual from receipt of ACC benefits, this could produce an excessive scale of matching.


(f) Whether or not the programme will comply with the information matching rules

3.2.6
The ACC has advised that Information Matching Rule 2 (Use of Unique Identifiers) is contravened in that the ACC uses the IRD Number as the primary key to assist in confirmation of an individual’s identity/match.

The other issue I have with the operation of the match is the fact that the information provided by IRD (which concerns only the start and finish dates of employment) requires further interaction between the ACC and employer to establish the actual earnings/income in a specified period, which is the information required to confirm that “a discrepancy” causing an overpayment actually exists/has occurred.  However, as stated earlier, I have now been assured that this will no longer be the case as IRD will be able to supply details of the income.  

3.3
Conclusions and recommendation


Section 106(1)(b)(i) requires me to consider whether “the authority conferred by [an] information matching provision should be continued”.  This essentially requires me to form an opinion that the match is worthwhile to carry on.  Section 106 does not presume that an existing authorised match should continue merely because it is operating.  


I am advised that the ACC wishes to implement this match
 as the provision by IRD of additional earnings data, not previously available, will now be available and will not require replacement authorising legislation.  I am also assured that a new pilot will be undertaken prior to its full implementation, and that information from such a pilot could go a long way to assuring me as to the match’s costs and benefits and effectiveness.


I am disappointed to note that the earlier planning of this match seemed to exhibit insufficient or poor initial analysis by the ACC, as the actual information supplied by the IRD and the consequential additional work that needed to be undertaken by them to establish “a discrepancy” should not have come as a surprise.


I am of the opinion that the authority conferred by section 82 of the Tax Administration Act should at present be continued.  

4.     
IRD/MSD COMMUNITY SERVICES CARD MATCH (Tax Administration Act 1994, section 83)

4.1
Overview


Objective and description of operation


The IRD/MSD Community Services Card Match
 is an information matching programme in which IRD supplies MSD with tax credit information, for the purpose of allowing MSD to identify those individuals whose income is at a level that makes them eligible for a Community Services Card (CSC).  A CSC entitles the holder to subsidised healthcare.  During the course of 2001 there was some speculation that the use of the card might be abandoned in favour of a medical practice capitation system.  A review undertaken by the Ministry of Social Development in late 2001 and early 2002 resulted in a recommendation to retain the card (Ministry of Social Development report ‘Primary Health Care and the Community Services Card’) and as a result the card is thought to have a life span of a further 7 to 10 years.


Over 300,000 cards are issued each year with a total of about 1.3 million on issue at any one time.  The programme, which has been operating continuously since October 1992, allows for costs to be saved through the automated assessment and issue of some cards.


Information provided by IRD is matched against the income levels for the card.  The income levels vary depending upon the number of dependent children. Information matches usually occur fortnightly.
  The number of cases in each run varies, with an average of around 10,000 cases each time.  Each exchange generates:

· a letter to the person matched advising that he or she is over the income threshold for a card; or 

· a letter advising that the person is within the threshold for the card and enclosing an application form for a card which may be completed and returned; or

· a renewal flag is placed upon SWIFTT, MSD’s computer system for records of beneficiaries who hold current a CSC, so that when the existing card expires a new card is automatically generated for eligible card holders.

A logic diagram that shows the various tests within the match and the resulting outcomes is diagram 1 immediately following section 4.4 of this part of the report.  The diagram highlights that throughout the process there are a number of key places where important decisions concerning an individual occur.  Examples are:

· establishing that they are the same person as recorded on the SWIFTT system

· whether or not the income level excludes the issue of a card

· whether or not a person is already on the CSC register

· whether or not a person is the partner of another.

Legislative history and commencement of matching

The first provision authorising this match was passed on 19 December 1991 by the Inland Revenue Department Amendment Act (No. 3) 1991. This became section 83 of the Tax Administration Act 1994 with effect from 20 December 1994.  Section 11 of the Employment Services and Income Support (Integrated Administration) Act 1998 with effect from 1 October 1998 replaced “Department of Social Welfare” with “department for the . . . Security Act 1964” throughout the section.  At the same time the words “chief executive of that department” were substituted for the words “Director-General of Social Welfare”.


With effect from 1 October 1999 the terms “Part KD credit” and “credit of tax under Part KD of the Income Tax Act 1994 or Part 11A of the Income Tax Act 1976” in subsection s83(2) were replaced by “family tax credit”, by s2 and s19 of the Taxation (Parental Tax Credit) Act 1999.


The existing subsections
 83(2)(e) and (f) and 83(5): were inserted from the 1997-98 income year by the Taxation (Core Provisions) Act 1996.  This changed the “assessable income” to “expected net income” and in the latter case, section 83(5), “any income” became “gross income”.

4.2 “Do not action” database

Creation of a database (known as the “Limited Register”) was authorised by me in late 1992
 with the purpose of recording those to whom applications had already been sent or alternatively those whose name was supplied by IRD and who were already in possession of a CSC, so as to avoid multiple mailings to the same person.

4.3
Information matching guidelines


(a) Whether or not the objective of the programme relates to a matter of significant public importance


For most of the programmes being reviewed, study of the original Cabinet papers have been helpful when looking at original objectives.  However, officials were not able to identify any relevant Cabinet committee papers with respect to this programme.  I requested that they make thorough enquiries about the existence of any such papers and to outline to me the steps that they took.  Some documentation by officials was retrieved from IRD on what was then referred to as “Project Kiwicard” but no Cabinet committee paper.  


MSD described the objective of the programme as being to identify families with children who are entitled to CSCs so that they can access subsidies for GP consultations and prescription items.  The Department explained its view that:


 “Affordable healthcare is of considerable public importance, especially to the low/middle income group who have children.  The programme identifies people eligible and enables us to either give them a card without applying or prompt them applying.” 

In generic terms this programme seeks to identify persons eligible for a benefit who have not otherwise claimed it.  Noting the circumstances of this match, the objective could be described as being to identify all non-MSD customers who are eligible for an entitlement card by reason of their family income level.  


I accept that the objective of this programme relates to a matter of significant public importance.  The CSC programme concerns the important matter of affordable healthcare.  Some might also suggest that the identification of non-MSD clients is important also since it assists low-income earners without necessarily drawing them into what is sometimes referred to as “welfare dependency”.  

(b) Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society

4.3.2
Operation of this programme is not without cost.  MSD has been unable to quantify its costs or savings.  However, the source agency has done so.  IRD operates the programme on a full cost recovery basis.  Costs of labour, EDP and overheads are recorded and apportioned for a variety of coded tasks as follows:

· 803 - information exchange head office

· 917 - telephone

· 919 - counter

· 942 - routine quality assurance

· 974 - correspondence actioned at district offices 

· 2006 - reporting

· 2009 - report sorting

· 2013 - correspondence lodgement

· 2014 - lodging returns

· 2024 - correspondence actioned at processing centres

· 2053 - return scanning


The largest items tend to be tasks 917, 919, 974 and 2006.


IRD reports its total annual costs from 1996 to 2001 as follows:

· 1996 - $255,024;

· 1997 - $266,085;

· 1998 - $318,092;

· 1999 - $486,020.

· 2000 - $663,491

· 2001 - $508,684


MSD advised that the use of the programme resulted in “savings in administrative resource that would have been required to manually assess income from this customer group”.
  I would not see this issue in quite this way.  First, it is not simply a question of assessing income from a “customer group.”  The match identifies people who are not currently customers to invite them to seek a benefit.  Without the match a number of those people would go unidentified which would actually lead to savings in administrative costs (in evaluating applications for cards and in dispatching them) and in government healthcare subsidies.  Set against this might be the long term deterioration in standards of health of low income people if they missed out on the subsidies.  However, that is beyond the scope of this report but might be considered in a cost-benefit assessment of the CSC scheme itself.


MSD is on stronger ground in acknowledging that the programme’s justification is not principally to be found in significant and quantifiable monetary savings but in other comparable benefits to society.  In seeking to assess a programme on this basis I need more then a vague assertion about the importance of the CSC programme or the reduced cost of healthcare limited income people.  The benefits must be comparable to significant and quantifiable monetary savings.  This requires the benefits to society to be quantifiable.  They need not be quantifiable in monetary terms and indeed the benefits may even be achieved at some cost to the Government, as is the case here.  The benefits need to be measurable.  In seeking to assess the value of the match the quantifiable benefits must be demonstrated to be sufficiently significant to outweigh the monetary and other costs of operating the programme.  

I have been supplied with the following basic statistics in support of this match
:

	Table 3:

Community Services Card – Volumes to Year Ending 31/01/2002

	Records checked in 12 months to 31/01/2002
	807,761

	Invitations to apply sent in 12 months ending 31/01/2002
	44,731

	Invitations to apply received in year ending 31/01/2002
	47,349

	Letters advising no longer eligible
	9,885

	CSCs issued
	122,374



These figures, particularly the numbers of invitations sent and received and the number of cards issued provide me with evidence of substantial benefits. 


(c) Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in section 98(b)

4.3.3
The Department was unable to identify alternatives to the programme.  It occurs to me that without using matching to identify potential applicants, it would be possible through a publicity campaign to bring entitlements to the attention of potentially eligible people and to invite them to obtain an application form and seek a CSC.  


Another option would be for IRD to communicate with low income people for which it has details, again explaining eligibility criteria and enclosing the application forms.  This option would be unattractive administratively, given that forms would presumably be despatched to many thousands of people who already possess a CSC.  A variant of such an option would involve MSD providing to IRD a list of current CSC holders so that IRD does not sent out materials to those people.


I have little problem in concluding that the current programme is better than these options.


(d) Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene

4.3.4
Typically information matching programmes take information which has been obtained and held for particular purposes and apply it for a quite different purpose with a view to catching individuals in some wrongdoing and enabling action to be taken against them.  This match is not generally of that type.  The way it is presently conceived and operated, there is for the most part no coercive action taken contrary to individual’s interests.  Indeed, it offers to help individuals to attain their welfare entitlements.  It is possible at some future point a match of this kind could be refocused to principally take adverse action by, for example, checking whether people surrendered their CSCs when obtaining a higher paying job or verifying statements made in applications, and prosecuting when obligations are breached or false statements made.  However, this is not an issue at present.  (Nonetheless, as noted at para 4.3.6 below, the current match does involve the taking of some adverse action.)  


There may be some departure from the information privacy principles in the use of information for a purpose other than that for which it was obtained but I have little hesitation in this case in concluding, especially in the absence of any adverse action, that the public interest in allowing the programme to proceed outweighs the public interest in adhering to the privacy principles that the programme might otherwise contravene.  


(e) Whether or not the programme involves information matching on a scale that is excessive

4.3.5
The guideline directs me to have regard to the number of agencies involved in the programme and the amount of detail about an individual that will be matched.  I do not consider myself limited to those considerations and I also think that the frequency of matching and the amount of information disclosed as a result of matching can sometimes be relevant.  


Only two agencies are involved in this programme.  As earlier mentioned matching is carried out approximately fortnightly.  I do not think the number of agencies or the frequency of matching is excessive. 


I have also examined the amount of detail that is disclosed and compared in this programme and have concluded that it is not excessive.  The match between a record supplied by the IRD and the SWIFTT beneficiary record is based upon given name and the tax file number
. On the other hand the information supplied by IRD is all required for the purposes of identifying Community Services Card entitlement; this includes details of income and tax credits for the primary child carer and their partner together with the names and dates of birth to whom these credits relate.


(f) Whether or not the programme will comply with the information matching rules

4.3.6
Unlike the other programmes that have been running since 1992, I have never requested detailed reports on the operation of this programme.  I have concentrated on those programmes in which adverse action against individuals is the principal departmental focus.  Nor have I had cause to examine this programme’s compliance with the information matching rules in any depth as a result of complaints or by reason of problems raised by the departments concerned.  


Compliance with the information matching rules remains of importance even in the absence of adverse action.  For example, it would be possible for things to go wrong with this programme and for individuals to be affected by, for instance:

· sending invitations to apply for a CSC to individuals who are not eligible

· failing to identify people who are indeed eligible for a CSC.


This review has highlighted for me that the programme is used for taking “adverse action”, even though that is not its principal focus.  As logic diagram 1 shows the programme is used as a basis to withdraw a CSC renewal.  I will take a closer look at compliance issues with this match in the future.  In the meantime, I have no information to suggest that the programme has not been operated in compliance with the information matching rules.  

4.4
Conclusion

6.4.1
I am of the opinion that the authority conferred by s.83 of the Tax Administration Act 1994 should be continued
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5.     NZIS/MSD IMMIGRATION MATCH (Immigration Act 1987, section 141A)

5.1
Overview


Objective and description of operation


The NZIS/MSD Immigration Match aims to detect people who are in New Zealand unlawfully, or here lawfully by way of a temporary or limited purpose permit, and who are in receipt of a social welfare benefit or other payment to which they are for that reason not entitled.


Although statutory authority for this programme has existed since 1991, the departments involved have indicated to me that this programme has never operated
.  A report dated 27 May 1991
 indicates that the programme was attempted twice in 1991, once successfully, and once unsatisfactorily.

Legislative history and commencement of matching


The initial authorisation for this information exchange was passed on 19 December 1991 when the s.2 of the Immigration Amendment Act (No. 2) 1991 inserted s141A into the Immigration Act 1987.


In a letter to me from the Department of Labour dated 3 September 1992 I was advised that this was to be “an ad hoc exchange.  It has only taken place twice, in 1991.”  The first exchange “enabled Social Welfare to identify several instances where people were receiving benefits without legal entitlement.  However, the second run “was not as successful from Social Welfare’s point of view.”


Subsequently there has been much confusion by Immigration staff who when replying to my enquiries about this programme provide information relating to an exchange of information where statistics only, and not personal information are sent to the MSD (and as such not an information matching programme) and which has the purpose of measuring the effectiveness of targeting social welfare benefits to needy immigrants.

Paragraph 33 of the memorandum to the Prime Ministerial Committee on the Reform of Social Assistance, under the “Implementation” stated: 

“Cabinet has already approved the implementation of this exchange on an ongoing basis and has directed DSW to report to Cabinet Expenditure Control Committee on the likely implementation dates and levels of savings likely to be available in future [CAB [90] 925].”  

Unfortunately my best efforts have not been able to elicit any documentation that would indicate that this Cabinet directive was carried out.

5.2
Quality of the source data


In the past I have had some significant reservations concerning the use of the Immigration Service’s electronic data files, particularly the Overstayers file.  These concerns relate to the inaccuracies that result from not updating records of citizens who have returned to New Zealand using an alternative passport or visitors who have died in New Zealand or left without exit processing.  In relation to another information matching programme between the Immigration Service and the Electoral Enrolment Centre I reported to the then Minister of Justice in January 1998 “Inaccuracy of list of overstayers” expressing my concerns about the quality of the “Overstayers File”
.


Concern at the accuracy of the contents of these files and the procedures for their maintenance was shared with the Controller & Auditor-General who published 2 reports on the matter:

· Controller and Auditor General, First Report For 1994 – Department of Labour – Compliance Function of the New Zealand Immigration Service;

· Controller and Auditor General, Third Report For 1997 – The Compliance Function of the New Zealand Immigration Service


The Controller and Auditor-General has advised that after the second report the NZIS was required to report to him on a regular basis until all his recommendations were implemented.  This was done.


While I have subsequently been assured of the adoption of the Controller and Auditor General’s many recommendations and a corresponding significant improvement in the quality of these electronic records, I do note that this match has not been reactivated. 

5.3
Information matching guidelines


(a) Whether or not the objective of the programme relates to a matter of significant public importance

5.3.1
I conclude that this programme does relate to a matter of significant public importance, namely the enforcement of entitlement legislation for welfare payments.  However, as the programme has only been undertaken successfully once, in 1991, it does not appear to warrant sufficient priority with the department responsible for its operation to be recommenced.


(b) Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society

5.3.2
In paragraph 31 of a memorandum prepared for the Prime Minister’s Committee on the Reform of Social Assistance dated 27 May 1991, and titled “Authorisation of Information Sharing in the tax and Social Assistance Areas” it was stated that “A trial of registered temporary and unlawful residents against DSW unemployment and sickness records carried out recently, resulted in the cancellation of approximately 650 sickness and unemployment benefits.”  It continues “While they have not been estimated, the savings in reduced POBOC expenditure resulting from this would be significant.”  Other than this general statement on savings I have not received any further advice on either the savings or the costs involved in this matching programme.

Costs


I am convinced that with very little effort some credible figures could be supplied.

Overpayments established


No information has been provided in respect of the one and only successful match regarding debts established, (as related to the recovery of benefits already incorrectly paid).  I have seen nothing to indicate how much of this was actually recovered.  The quotation above only refers to savings from benefits cancelled, i.e. future payments that, as a result of the match, do not have to be made.


I conclude that the programme would likely result in monetary savings that are both significant and quantifiable.


(c) Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in section 98(b)

5.3.3
MSD staff believe that the proof of residence status presently being required from persons not born in New Zealand at the time of application should be sufficient to ensure that these occasions do occur.


(d) Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene

5.3.4
This match uses information on the arrival of persons in New Zealand and information supplied in connection with an application for temporary or limited purpose permit for quite a different purpose than for which it was originally collected.  Had the match not been authorised by statute it would be probable that it would breach privacy principles 2 and 11.


The MSD’s choice not to implement and run this information matching programme, for which authority from Parliament has existed since 1991, raises the question of whether allowing the programme to proceed outweighs the public interest in adhering to the privacy principles that the programme contravenes i.e. principles 2 and 10.


(e) Whether or not the programme involves information matching on a scale that is excessive

5.3.5
The programme involves 2 agencies and the amount of information matched, or disclosed under the match would not, in my view, be excessive.


(f) Whether or not the programme will comply with the information matching rules

5.3.6
It should be noted that the one and only time this match was run was before the passing of any privacy legislation that would govern the conduct of this match.


If this match were to be recommenced I believe that a new authorisation process should be undertaken, under the rules set by the Privacy Act 1993, as the initial justification is now 11 years old and consequently out of date.

5.4
Conclusions and recommendation


Section 106(1)(b)(i) requires me to consider whether the “authority conferred by [an] information matching authority should be continued.”  


In this particular case it is evident that the information matching provision has not been used for the last 10 years.  Enquiries in July last year with MSD revealed an intention to activate this programme within the next 12 months and this was confirmed by correspondence from the NDMC as recently as December 2001.


Given the time that has passed since Parliament considered and enacted the authorising legislation, in the event that this information matching programme is to be reactivated I believe it would be appropriate for the Ministry of Social Development to update its original documentation including the relevant technical documentation (so as to ensure that the difficulties encountered with the second run of the match do not reoccur) and to bring any justification for the match up to date.  Further, I consider that the public interest in allowing the programme to proceed does not outweigh the public interest in adhering to the information privacy principles that the programme contravenes. If a case is to be made out for implementing and operating this matching programme, in my opinion that case should be made anew and any authorising legislative provisions should reflect today’s perception of how such a programme ought to operate. Accordingly I recommend that the authorising s.141A of the Immigration Act 1987 be repealed.

B H Slane

Privacy Commissioner
16 May 2002  

Appendices

Appendix 1:
Comparative Table

	 
	Corrections/MSD Inmates Match
	IRD/ACC Earners Match
	IRD/MSD Community Services Card Match
	NZIS/MSD Immigration Match

	Original provision
	 
	Inland Revenue Act 1974, s.13A
	Inland Revenue Act 1974, s.13B
	 

	Current provision
	Penal Institutions Act 1954, s.36F
	Tax Administration Act 1994, s.82
	Tax Administration Act 1994, s.83
	Immigration Act 1987, s.141A

	Date originally enacted
	19-Dec-91
	19-Aug-91
	19-Dec-91
	19-Dec-91

	Date programme commenced
	Apr-95
	1997 (suspended)
	1992
	Not yet started

	Frequency of matching runs
	Weekly
	N.A.
	2 Weekly
	N.A.

	On-line connections
	No
	No
	No
	Not yet started

	Unique Identifier
	No
	Tax file number
	No
	No


Appendix 2:
Reference Table

	Annual Report 
	Corrections/MSD Inmates Match
	IRD/ACC Earners Match
	IRD/MSD Community Services Card Match
	NZIS/MSD Immigration Match

	1994/95
	pp 39-44, 50-58
	n.a
	n.a
	n.a

	1995/96
	pp 55-69
	pp47-48
	n.a
	n.a

	1996/97
	pp 61-64
	p 58
	n.a
	n.a

	1997/98
	pp 75-76
	p 99
	p 93
	n.a

	1998/99
	pp 97-98
	pp 126-127
	pp 107-108
	p 134

	1999/2000
	pp 73-75, 76-77
	p 112
	pp 89-90
	p 113

	2000/01
	pp74-77, 78-80
	p 109
	p 93
	p 113


Appendix 3:
Extracts from Privacy Act 1993
98
Information matching guidelines


The following matters are the matters referred to in section 13(1)(f) of this Act to which the Commissioner shall have particular regard, in examining any proposed legislation that makes provision for the collection of personal information by any public sector agency, or the disclosure of personal information by one public sector agency to any other public sector agency, in any case where the Commissioner considers that the information might be used for the purposes of an information matching programme:

(a)
Whether or not the objective of the programme relates to a matter of significant public importance:

(b)
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society:

(c)
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of this section:

(d)
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene:

(e)
Whether or not the programme involves information matching on a scale that is excessive, having regard to—

(i)
The number of agencies that will be involved in the programme; and

(ii)
The amount of detail about an individual that will be matched under the programme:

(f)
Whether or not the programme will comply with the information matching rules.

103
Notice of adverse action proposed

(1)
Subject to subsections (1A) and (2) of this section, a specified agency shall not take adverse action against any individual on the basis (whether wholly or in part) of a discrepancy produced by an authorised information matching programme—

(a)
Unless that agency has given that individual written notice—

(i)
Specifying particulars of the discrepancy and of the adverse action that it proposes to take; and

(ii)
Stating that the individual has 5 working days from the receipt of the notice in which to show cause why the action should not be taken; and

(b)
Until the expiration of those 5 working days.

(1A)
Nothing in subsection (1) of this section shall prevent the department for the time being responsible for the administration of the Social Security Act 1964 from immediately suspending a sickness, training, unemployment, independent youth, or emergency benefit, or a job search allowance, paid to an individual where the discrepancy arises in respect of departure information supplied to that Department pursuant to section 280 of the Customs and Excise Act 1996, and where, before or immediately after the decision to suspend, the Department gives the individual written notice—

(a)
Specifying particulars of the discrepancy and the suspension of benefit, and any other adverse action the Department proposes to take; and

(b)
Stating that the individual has 5 working days from the receipt of the notice to show cause why the benefit ought not to have been suspended or why the adverse action should not be taken, or both—


and the adverse action shall not be taken until the expiration of those 5 working days.

(2)
Nothing in subsection (1) or subsection (1A) of this section prevents an agency from taking adverse action against an individual if compliance with the requirements of that subsection would prejudice any investigation into the commission of an offence or the possible commission of an offence.

(3)
Every notice required to be given to any individual under subsection (1) or subsection (1A) of this section may be given by delivering it to that individual, and may be delivered—

(a)
Personally; or

(b)
By leaving it at that individual’s usual or last known place of residence or business or at the address specified by that individual in any application or other document received from that individual; or

(c)
By posting it in a letter addressed to that individual at that place of residence or business or at that address.

(4)
If any such notice is sent to any individual by post, then in the absence of proof to the contrary, the notice shall be deemed to have been delivered to that individual on the fourth day after the day on which it was posted, and in proving the delivery it shall be sufficient to prove that the letter was properly addressed and posted.

106
Review of statutory authorities for information matching

(1)
As soon as practicable after the 1st day of January 1994, and then at intervals of not more than 5 years, the Commissioner shall—

(a)
Review the operation of every information matching provision since—

(i)
The 19th day of December 1991 (in the case of the first review carried out under this paragraph); or

(ii)
The date of the last review carried out under this paragraph (in the case of every subsequent review); and

(b)
Consider whether or not, in the Commissioner's opinion,—

(i)
The authority conferred by the information matching provision should be continued; and

(ii)
Any amendments to the provision are necessary or desirable; and

(c)
Report the Commissioner's findings to the responsible Minister.

(2)
As soon as practicable after receiving a report from the Commissioner under subsection (1)(c) of this section, the responsible Minister shall lay a copy of that report before the House of Representatives.

Appendix 4:
Extracts from statutes relevant to Corrections/MSD Inmates Match
PENAL INSTITUTIONS ACT 1954

36F.  Inmate information may be disclosed

(1)
The purpose of this section is to facilitate the disclosure of information by the Department of Corrections to the department for the time being responsible for the administration of the Social Security Act 1964 (“the requesting department”), for the purpose of enabling the chief executive of the requesting department to exercise, in respect of any inmate, the power conferred by section 76 of that Act (which provides for the withdrawal of a benefit during detention in a penal institution).

(2)
For the purpose of this section, the chief executive of the requesting department may from time to time, in accordance with arrangements made from time to time between the Secretary and the chief executive, request the Secretary to supply the information specified in subsection (4) in respect of inmates who are received in any institution during such period as is specified in the request.

(3)
Every request made under subsection (2) must be in writing.

(4)
The information referred to in subsection (2) is as follows:

(a)
Such biographical information as is sufficient to identify the inmate:

(b)
The name of the institution in which the inmate is or was detained:

(c)
The date on which the inmate was received in the institution.

(5)
On receipt of a request made under subsection (2), the Secretary may supply the information requested to any officer or employee of the requesting department who is authorised in that behalf by the chief executive of that department.

SOCIAL SECURITY ACT 1964

76.  Forfeiture of benefit during detention in penal institution

(1)
Except as provided in subsection (2) or subsection (3) of this section, a benefit shall not be payable in respect of any period during which the beneficiary is imprisoned or detained in[, or is an escapee from,] a penal institution, as defined in the Penal Institutions Act 1954, pursuant to a sentence of imprisonment, preventive detention, or corrective training.

(2)
If a person in receipt of New Zealand superannuation or a veteran's pension is so imprisoned or detained, the chief executive may, in the chief executive's discretion, continue payment of New Zealand superannuation or a veteran's pension for 2 pay days after the date of imprisonment or detention.

(3)
The chief executive may, in the chief executive's discretion, pay all or any part of the benefit to the spouse of a beneficiary who has been so imprisoned or detained, or who has escaped from such imprisonment or detention or to any responsible person for the benefit of the spouse or of any dependent child or children of such a beneficiary.

(4)
If a beneficiary is remanded in custody by a Court pending a further appearance before a Court, his benefit shall not be payable in respect of any period during which he is so in custody, but the chief executive may in the chief executive's discretion pay all or any part of the benefit in respect of that period after having regard to the beneficiary's financial circumstances and commitments.

(5)
For the purposes of this section, the chief executive may in the chief executive's discretion regard as a period of imprisonment or detention in a penal institution, or a period of remand in custody, any period during which a person is a patient in a hospital within the meaning of section 75(1) of this Act while serving a sentence of imprisonment, preventive detention, or corrective training, or while remanded in custody.

(6)
For the purposes of this section, a person shall still be considered to be imprisoned or detained if he or she has been released from a penal institution, for any purpose authorised by the Penal Institutions Act 1954, for a period not exceeding 24 hours. 

{Editorial Note: Two subsections (6) have been added by different amending Acts.}

 (6)
For the purposes of this section, a person who is subject to residential conditions under section 107D of the Criminal Justice Act 1985 shall not be considered to be serving a period of imprisonment or detention in a penal institution.

Appendix 5:
Extracts from statute relevant to the IRD/ACC Earners Match

TAX ADMINISTRATION ACT 1994

82
Disclosure of information for matching purposes

(1)
The purpose of this section is to facilitate the exchange of information between the Inland Revenue Department and the department for the time being responsible for the administration of the Social Security Act 1964 and the Corporation for the purposes of verifying—

(a)
The entitlement or eligibility of any person to or for any benefit or to or for earnings related compensation; or

(b)
The amount of any benefit or of earnings related compensation to which any person is or was entitled or for which any person is or was eligible; or

(c)
Whether any premium or levy is payable or the amount of any premium or levy payable by any person.

(2)
For the purpose of this section, any officer or employee or agent of the department for the time being responsible for the administration of the Social Security Act 1964 authorised in that behalf by the chief executive of that department may from time to time supply to the Commissioner any beneficiary information held by that Department.

(3)
For the purpose of this section, any officer or employee or agent of the Corporation authorised in that behalf by the Managing Director or Chief Executive of the Corporation may from time to time supply to the Commissioner any beneficiary information held by the Corporation.

(4)
Where, in relation to any person, beneficiary information is supplied to the Commissioner under subsection (2) or subsection (3), the Commissioner may cause a comparison of that information to be made with any information held by the Department and which relates to that person.

(5)
Where the result of any comparison carried out under subsection (4) indicates that any person—

(a)
Who is receiving, or has received, a benefit is or was, while receiving that benefit, also receiving any other gross income; or

(b)
Who is receiving, or has received, earnings related compensation is or was, while receiving that compensation, receiving income from employment (including self-employment),—


the Commissioner may take action under subsection (6).

(6)
Where, in relation to any person, either of the circumstances referred to in subsection (5) applies, the Commissioner may, for the purpose of this section, supply to any authorised officer of the department for the time being responsible for the administration of the Social Security Act 1964 or, as the case may require, the Corporation, all or any of the following information that is held by the Department and that relates to the person:

(a)
Where the person is, or was, in employment while receiving any benefit, or any earnings related compensation,—

(i)
The date or dates on which that employment commenced:

(ii)
Where applicable, the date or dates on which that employment ceased:

(iii)
The name and business address of each employer so employing that person:

(b)
Where the person is, or was, receiving any other gross income during any period in which he or she is receiving, or has received, any benefit or any earnings related compensation, in circumstances where that other gross income may be taken into account in determining the person's entitlement to or eligibility for that benefit or compensation, or in determining the amount of that benefit or compensation, the amount of that other gross income so received during that period.

(7)
Where the result of any comparison carried out under subsection (4) indicates that any person who is an applicant for any benefit or for earnings related compensation is receiving any gross income from any source, and that gross income may be taken into account in determining the person's entitlement to or eligibility for that benefit or compensation, or in determining the amount of that benefit or compensation, the Commissioner may, for the purpose of this section, supply details of that gross income to any authorised officer of the department for the time being responsible for the administration of the Social Security Act 1964 or, as the case may be, the Corporation.

(8)
The provisions of this section shall apply notwithstanding any other provision of this Act.

(9)
In this section, unless the context otherwise requires,—

authorised officer,—

(a)
In relation to the department for the time being responsible for the administration of the Social Security Act 1964, means any officer, employee, or agent of that Department who is authorised by the chief executive of that department to receive information supplied by the Commissioner under this section:

(b)
In relation to the Corporation, means any officer, employee, or agent of the Corporation who is authorised by the Managing Director or Chief Executive of the Corporation to receive information supplied by the Commissioner under this section:

beneficiary means any person who is receiving, or has received, any benefit or any earnings related compensation; and includes an applicant for a benefit or for earnings related compensation:

beneficiary information, in relation to a beneficiary, means information that—

(a)
Identifies the beneficiary, which may include the beneficiary's tax file number; and

(b)
Identifies any benefit or earnings related compensation that the beneficiary is receiving, or has received, or for which the beneficiary has applied, including, in the case of any benefit or earnings related compensation that the beneficiary is receiving or has received, the dates on which payment of the benefit or compensation commenced and (where applicable) the date on which that payment ceased:

Corporation means the Accident Compensation Corporation or the Accident Rehabilitation and Compensation Insurance Corporation:

earnings related compensation means—

(a)
Compensation payable under the Accident Compensation Act 1982; and

(b)
Any compensation for loss of earnings payable under sections 38, 39, and 43 of the Accident Rehabilitation and Compensation Insurance Act 1992, and any vocational rehabilitation allowance payable under section 25 of that Act, and any compensation for loss of potential earning capacity payable under section 45 or section 46 of that Act, and any weekly compensation payable under section 58, section 59, or section 60 of that Act, and any payments continued to be paid under section 137, section 138, or section 145 of that Act (excluding any payments continued under section 143 of that Act in relation to section 68 of the Accident Compensation Act 1982); and

 (c)
Any weekly compensation payable under the Accident Insurance Act 1998.

Appendix 6:
Extracts from statutes relevant to IRD/MSD Community Services Card
TAX ADMINISTRATION ACT 1994

83
Disclosure of information for purposes of entitlement card

(1)
The purpose of this section is to facilitate the exchange of information between the Inland Revenue Department and the [department for the time being responsible for the administration of the Social Security Act 1964]—

(a)
For the purpose of enabling the [chief executive of that department] to issue entitlement cards; and

(b)
For the purpose of verifying the entitlement or eligibility of any cardholder to or for an entitlement card.

(2)
For the purpose of subsection (1)(a), on request from the chief executive of the department for the time being responsible for the administration of the Social Security Act 1964, the Commissioner may, at any time, supply to any authorised officer of the department all or any of the following information that is held by the Department in relation to a Part KD credit for the year commencing on 1 April 1990 or any subsequent year:

(a)
The names and addresses of persons in receipt of that credit of tax; and

(b)
The tax file number of each person in receipt of that credit of tax; and

(c)
The number of children to which that credit of tax relates; and

(d)
Whether that credit of tax is a full credit or a partial credit; and

(e)
The expected net income of the qualifying person, or the combined expected net income of the qualifying person and his or her spouse, which is used to determine that credit of tax; and

(f)
The net income of the qualifying person, or the combined net income of the qualifying person and his or her spouse, which is used to determine that credit of tax; and

(g)
The amounts of all credits of tax by instalments payable to the qualifying person, or the combined amounts of all credits of tax by instalments payable to the qualifying person and his or her spouse; and

(h)
The amounts of the credits of tax for the income year that are payable to the qualifying person, or the combined amounts of the credits of tax for the income year that are payable to the qualifying person and his or her spouse; and

(i)
The birth date of each child to which that credit of tax relates.

(3)
For the purpose of subsection (1)(b), any officer or employee or agent of the department for the time being responsible for the administration of the Social Security Act 1964 authorised in that behalf by the chief executive of that department may from time to time supply to the Commissioner any cardholder information held by that Department.

(4)
Where, in relation to any person, cardholder information is supplied to the Commissioner under subsection (3), the Commissioner may cause a comparison of the information to be made with any information held by the Department and which relates to that person.

(5)
Where the result of any comparison carried out under subsection (4) indicates that a cardholder is receiving, or has, during the previous income year, received, any gross income from any source, and that gross income may be, or might have been, taken into account in determining the cardholder's entitlement to or eligibility for an entitlement card, the Commissioner may, for the purpose of subsection (1)(b), supply details of that gross income to any authorised officer of the department for the time being responsible for the administration of the Social Security Act 1964.

(6)
The provisions of this section shall apply notwithstanding any other provision of this Act.

(7)
In this section, unless the context otherwise requires,—

authorised officer, in relation to the department for the time being responsible for the administration of the Social Security Act 1964, means any officer, employee, or agent of that Department who is authorised by the chief executive of that department to receive information supplied by the Commissioner under this section:

cardholder means an individual who holds an entitlement card; and includes an applicant for an entitlement card:

cardholder information, in relation to a cardholder, means information that identifies the cardholder, which may include the cardholder's tax file number:

entitlement card means a card issued under regulations made under section 132A of the Social Security Act 1964:

income year, in relation to any person, means,—

(a)
Where the person furnishes a return of income under section 38 for an accounting year ending with an annual balance date other than 31 March, a year ending with that annual balance date; or

(b)
In any other case, a year ending with 31 March.

SOCIAL SECURITY ACT 1964

132A
Regulations providing for issue and use of entitlement cards

(1)
Without limiting the general power to make regulations conferred by section 132 of this Act, the Governor-General may from time to time, by Order in Council, make regulations for all or any of the following purposes:

(a)
Providing for the issue of entitlement cards to various classes of persons:

(b)
Prescribing the classes of persons eligible to be issued with entitlement cards:

(c)
Prescribing and regulating the use of entitlement cards, including (but not limited to)—

(i)
Their use to obtain payment of any benefit, allowance, or payment under this Act:

(ii)
Their use as evidence that the holder or a dependent spouse or child of the holder is exempt from any obligation under this Act or any regulations made under this Act:

(iii)
Their use to obtain any payment or exemption from payment in consideration of services supplied to the holder of the entitlement card, or his or her dependent spouse or child, whether those services are supplied under this Act, any other Act, or otherwise:

(iv)
Placing time limits on the validity of entitlement cards:

(v)
Placing obligations on holders to return entitlement cards to the Department:

(vi)
Any other conditions relating to their use.

(d)
Prescribing offences relating to the improper use of entitlement cards (other than a use which constitutes an offence under section 127 of this Act), or for their non-return after their expiry, and the amounts of fines that may be imposed in respect of any such offences, which fines shall be an amount not exceeding $1,000 and, where the offence is a continuing one, a further amount not exceeding $50 for every day or part of a day during which the offence has continued.

(2)
For the avoidance of doubt it is hereby declared that regulations made under this section may provide for entitlement cards to have a magnetic stripe on them, which may contain all or any of the following information:

(a)
The cardholder's name:

(b)
An identifying number assigned by the Department to the cardholder:

(c)
A number or code indicating the cardholder's class of eligibility for the card:

(d)
An identifying number assigned to the card:

(e)
The commencement and expiry dates of the card:

(f)
A code number for mailing purposes. 

Appendix 7:
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IMMIGRATION ACT 1987

141A
Disclosure of immigration information

(1)
In this section, unless the context otherwise requires, the term benefit has the same meaning as in section 3(1) of the Social Security Act 1964; and includes—

(a)
A lump sum payable under section 61DB or section 61DC or section 61DD of that Act:

(b)
Any special assistance granted out of the Crown Bank Account from money appropriated by Parliament under section 124(1)(d) or (da) of that Act.

(2)
The purpose of this section is to facilitate the disclosure of information by the Department of Labour to the department for the time being responsible for the administration of the Social Security Act 1964 for the purposes of verifying—

(a)
The entitlement or eligibility of any person to or for any benefit; or

(b)
The amount of any benefit to which any person is or was entitled or for which any person is or was eligible.

(3)
For the purpose of this section, the chief executive of the department for the time being responsible for the administration of the Social Security Act 1964 may from time to time, in accordance with arrangements made from time to time between that chief executive and the chief executive of the Department of Labour, request the chief executive of the Department of Labour to supply, in respect of the following persons, the information specified in subsection (4):

(a)
Persons whom the chief executive of the Department of Labour believes are in New Zealand unlawfully:

(b)
Persons who are in New Zealand lawfully but only by virtue of being the holder of a temporary permit [or limited purpose permit] of whatever type.

(4)
The information referred to in subsection (3) is as follows:

(a)
The person's full name:

(b)
Any aliases known to be used by the person:

(c)
The person's date of birth:

(d)
The person's nationality:

(e)
The person's address (if known):

(f)
The expiry date of any permit granted to the person.

(5)
On receipt of a request made under subsection (3), the chief executive of the Department of Labour may, for the purpose of this section, supply the information requested to any officer or employee or agent of the department for the time being responsible for the administration of the Social Security Act 1964 who is authorised for the purpose by the chief executive of that department.

(6)
Information supplied pursuant to a request made under subsection (3) may be supplied in such form as is determined by agreement between the chief executive of the Department of Labour and the chief executive of the department for the time being responsible for the administration of the Social Security Act 1964.] 

� 	I have referred to the department for the time being responsible for the administration of the Social Security Act 1964 as the Ministry of Social Development, although it was earlier known as the Department of Social Welfare, the New Zealand Income Support Services and Department of Work and Income.


� 	Report by the Privacy Commissioner to the Minister of Justice pursuant to section 106 of the Privacy Act 1993 in relation to a review of the operation of the Customs Match and Commencement-cessation Match, 21 May 1999 (hereafter “the First Report”).


� 	The Guidelines are set out in abbreviated form as subheadings throughout the report and in full in Appendix 3.


�  	In general refer to Privacy Act Part X.


� 	See Privacy Act, sections 13(1)(f), 98 and 99.


� 	See Privacy Act, sections 97, 99 – 105, 107 – 109, Fourth Schedule.


� 	See Privacy Act, section 106.


� 	This match has formerly been referred to as the “Corrections/WINZ Penal Institutions Match”, the “Corrections/NZISS Match” or simply “the Corrections Match”.


� 	The number of match runs was 13 in 1994/95 but the programme attained the approximately weekly frequency thereafter with 49 runs in 1995/96, 50 in 1996/97, 49 in 1997/98, 50 in 1998/99 and 53 in 1999/2000.


� 	This Act itself has since repealed by the Accident Insurance Act 1998 and authority for a Corrections/ACC Inmates Match (not yet operating) is to be found in Accident Insurance Act 1998, section 353.  


�  	Department of Corrections internal memorandum, 13 October 1999.


� 	[Name removed by request, October 2011, from version to be published on website], National Data Match Centre, MSD, source agency questionnaire, 22 December 1999.  


� 	See in particular a Prime Ministerial Committee on Reform of Social Assistance, Authorisation of Information Sharing in the Tax and Social Assistance Areas, PMR(91)61, 28 May 1991, paragraph 58.


� 	See Privacy Commissioner, Annual Reports 1997/98, table 11, page 73 and 2000/01, table 10 page 75.  


� 	Figures contained in Peter Mulligan, Department for Courts, Source Agency Questionnaire, 20 December 1999.


� 	First Report, paras 3.3.13 – 3.3.14.


� 	It would not necessarily have been seen as an important issue with this programme, as I understand the authorising enactment merely regularised what was already an existing practice.


� 	Response to Question 20 of the User Agency Questionnaire completed by Barry Davis, Corporate Secretary, ACC, September 1999.


� 	Formerly referred to as the “IRD/WINZ Community Services Card Match”, the “IRD/NZISS Community Services Card Match” or the “Community Services Card Match”.





� 	Figures contained in Ashley Wardle, Inland Revenue Department, Source Agency Questionnaire, September 1999.


� 	Response to Question 23 in questionnaire.


�  	E-mail from Manager, Fraud Unit, ACC to Office of the Privacy Commissioner, 27 February 2002.


� 	Formerly referred to as the “IRD/WINZ Community Services Card Match”, the “IRD/NZISS Community Services Card Match” or the “Community Services Card Match”.


�  	Telephone conversation between J Blakeley, Office of the Privacy Commissioner and C Doughty, Manager, Community Services Card Centre, on 12 March 2002.


� 	The frequency of matching runs was as follows: October 1992 - June 1993 - 7 matches; 1993/94 - 37 matches, (until July 1994 the two parts of a match were reported separately); 1994/95 - 26 matches; 1995/96 - 28 matches; 1996/97 - 24 matches; 1997/98 - 25 matches; 1998/99 - 29 matches; 1999/2000 - [check] matches.


� 	Letter from Privacy Commissioner to Manager, Community Services Card Centre, 26 November 1992.


� 	Ross Gillett, Manager, National Community Services Card Centre, User Agency Questionnaire, 14 December 1999.


�  	Response to Question 19, Source Agency Questionnaire.


�   2000 and 2002 E-mail of 13 March 2002 from Ashley Wardle, Information Exchange Officer, IRD,  attachment.


� 	Response to Question 21, User Agency Questionnaire.


� 	Memorandum “Community Services Card Match with Inland Revenue” from Policy Analyst, Community Services Card Centre, 19 February 2002.


�  Processing of the IRD Tape for Family Support Card Renewals, Application Forms and Decline Letters


�  	Letter from New Business and Reporting Officer, NDMC to Data Matching Compliance Officer, Office of the Privacy Commissioner, 11 July 2000, sent under cover of letter dated 10 December 2001.


� 	Report dated 27 May 1991 to the Prime Ministerial Committee On the Reform of Social Assistance� from Mark Prebble, Manager, Change Team on Targeting Social Assistance


�  	Letter from Graeme Buchanan, Department of Labour to the Privacy Commissioner, 3 September 1992.


� 	Inaccuracy of list of overstayers, report by the Privacy Commissioner to the Minister of Justice in relation to the information matching programme between the Chief Registrar of Electors and the New Zealand Immigration Service date 14 January 1998.


� 	Telephone conversation between J. Blakeley, Office of the Privacy Commissioner and C. Neal, Sector Manager, Audit Office, 4 February 2002.


� 	Ibidem





