Privacy Commissioner
Te Mana Matapono Matatapu

Protecting
your personal
information
Know Your Privacy Rights
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Personal information

is any information that

is about you or could
identify you. Your name is the most basic
example, but that's just the beginning.

Other examples include your address,
your contact details, your employment
or medical records, bank details, a
picture of your face, your NHI number, or
sometimes even your opinions on social
media. All sorts of things can contain
personal information, including notes,
emails, recordings, photos and scans,
whether they are in hard copy or digital.

The Privacy Act 2020 rules how
organisations, government departments
and businesses can collect, store, use and
share your information. It ensures that:
you know when and why your
information is being collected
your information is used and
shared appropriately
your information is kept safe and secure
you can have your information

Almost all organisations and businesses
must follow the Privacy Act. This includes
hospitals, government departments,
clubs, schools, churches, shops and more.
In most cases, the Privacy Act does not
apply to domestic affairs. This changes
when personal information involved

is used in a highly offensive way.



Protecting your
personal information

When an organisation takes
information about you, they need

to be clear about what they are
gathering and what they will use it for.

They must not share your information
without your knowledge and

must make sure your information

is accurate and kept securely.

When a business, government
department or organisation has
information about you, they must let
you see it whenever you ask. When
they no longer need your information,
they need to safely destroy it.

All sorts of things can contain
personal information, including
notes, emails, recordings,
photos and scans, whether
they are in hard copy or digital.
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Special protections for
your health information

There are extra protections in place

for your personal information when it
involves your health or disability support
information. Everything your doctor or
other health organisation holds about
your health is health information. Health
agencies include medical centres,
hospitals, ACC and health insurers. Health
information is very broad and can include
your prescriptions, notes, diagnoses, test
results and records of conversations.

Doctors, nurses and specialists directly
associated with your care will be able

to see your health information so that
they can best care for you. People
working for health and disability support
agencies such as Te Whatu Ora - Health
New Zealand, Whaikaha - Ministry of
Disabled People, ACC or Te Aka Whai
Ora — Maori Health Authority may also
be able to see your information if they
need it to help you or manage services.

Health organisations must tell you who
is going to see your health information
and why. If you're not sure what's going
to happen with your information, ask
your doctor or other health professional.



Others may be given access to your

records in special circumstances, such as:
your parents or guardians
if you are under 16
if you are unconscious or otherwise
unable to give consent, someone
who is speaking for you (like a
person with a power of attorney)
your insurance company, as long
as you have given it permission
Police, in certain cases if there's
good reason and they specifically
need it

You have the right to speak up if
you're concerned about who gets your
information, but sometimes the law
allows it to be disclosed even

where you disagree.

You should at least know what's
happening, and it's important for
health professionals to know

if you don’t want your
information shared.

Health organisations
must tell you who is
going to see your health
information and why.




You have the right to
your own information

Under the Privacy Act you can ask any
organisation for the information they
hold about you, and for them to correct
it if it's wrong. This right extends to
small and large businesses, government
departments, schools, sports clubs,
charities, and community groups.

@ You can request your information
via email, letter, phone or in
person, or you can do it online
using our AboutMe tool at

@ Www.privacy.org.nz/aboutme

What a breach of your
privacy looks like

Here are some of the ways that

an organisation or business

could breach your privacy:

- Your information is given to
someone you didn't authorise
(for example, by delivering your
letter to the wrong house)

- Wrong information is held about
you (for example, a record of a
debt that you never had)

- Your information is taken without
your knowledge (for example, a
video camera in your workplace
that you weren't told about)

- You ask for your information and
the business refuses to give it to
you, or refuses to correct it



What to do if you feel your
privacy has been breached

Always talk first to the organisation
concerned to give them a chance to put
things right for you. You can contact
them direct, or via our website.

Please speak up if:

) you have been refused
access to your information
or the agency has refused to
correct your information

you think the agency has
wrongly disclosed your
information to someone

}») you think your information has
been used inappropriately or
without checking that it is right

}») you think your information
has not been safely stored

If you're not satisfied with
the response, you can make
a complaint to us.
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How to make a complaint
to the Office of the
Privacy Commissioner

It's simple, and free.

You can lodge a complaint with
us direct at www.privacy.org.nz/
your-rights/making-a-complaint

‘ Call our enquiries line
on 0800 803 909

For other enquiries, visit www.privacy.
org.nz/about-us/contact/enquiry-form

To find out more about
! your privacy rights, visit
WWW.privacy.org.nz
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