
1 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

Report of the
Privacy Commissioner
for the year ended 30 June 1999

Presented to the House of Representatives

pursuant to Section 24 of the Privacy Act 1993

Privacy Commissioner
Te Mana Matapono Matatapu

1 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999



A.11 2

Report of the Privacy Commissioner for the year ended 30 June 1999

Letter to Minister

November 1999

Hon Tony Ryall MP
Minister of Justice
WELLINGTON

I tender my report as Privacy Commissioner for the year ended
30 June 1999.

B H Slane
Privacy Commissioner



3 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

Contents

I. Introduction ............................................................................ 8

REVIEW OF THE ACT ............................................................ 8
Electronic commerce ............................................................. 9
Development of policy proposals ........................................ 10
Visit of Bruce Phillips .......................................................... 11
Co-operation ........................................................................ 13

II. Office and functions of the Privacy Commissioner ........... 14

GENERAL ............................................................................. 14
REVIEW OF THE OPERATION OF THE ACT ....................... 16
STAFF.................................................................................... 19

III. Report on Activities ............................................................. 21

GENERAL ............................................................................. 21
Information matching ......................................................... 21
Growth of data matching .................................................... 22
Capital equipment ............................................................... 23
Complaints funding ............................................................ 23
Enquiries .............................................................................. 25
Major databases ................................................................... 26
Workshops ........................................................................... 28

CODES OF PRACTICE.......................................................... 30
Amendments to, and review of, Health Information
Privacy Code 1994 ............................................................... 30
Notices under EDS Information Privacy Code 1997 ........... 31
Regulations Review Committee Inquiry into Instruments
Deemed to be Regulations ................................................... 32

COMPLAINTS ...................................................................... 33
Complaints received ............................................................ 33
Queued complaints.............................................................. 35
Investigation of complaints ................................................. 36
Complaints involving access ............................................... 38
Access outcomes .................................................................. 39
Complaints involving disclosure ......................................... 40
Disclosure outcomes ............................................................ 42
Other alleged breaches ........................................................ 42
Principle 1 ............................................................................ 43
Principle 4 ............................................................................ 43
Top 10 respondents ............................................................. 44



A.11 4

Report of the Privacy Commissioner for the year ended 30 June 1999

Complaints Review Tribunal ............................................... 47

EDUCATION AND PUBLICITY ............................................ 48
Seminars, conferences and workshops ................................ 48
Printed resources .................................................................. 49
Publicity ............................................................................... 50
Newsletter ............................................................................ 51

ENQUIRIES ........................................................................... 52
Enquiries received ................................................................ 52
Enquiry topics ...................................................................... 53
Website ................................................................................. 54

SECTION 54 AUTHORISATIONS ......................................... 55
Auckland Healthcare Ltd ..................................................... 56
New Zealand Meat Board ..................................................... 56
Age Concern Auckland Inc .................................................. 57
BOC Gases New Zealand Retirement Plan .......................... 58
Use of the section ................................................................ 59

LEGISLATION ...................................................................... 60
Accident Insurance Bill ........................................................ 60
Accident Insurance (Insurer Returns) Regulations 1999 ..... 61
Assisted Human Reproduction Bill ...................................... 62
Broadcasting Amendment (No 2) Bill ................................. 64
Computer crimes ................................................................. 65
Immigration Amendment Bill ............................................. 65
Mental Health (Compulsory Assessment and Treatment
Amendment Bill .................................................................. 67
New Zealand Security Intelligence Service Act.................... 68
Personal Property Securities Bill .......................................... 69
Roads Bill ............................................................................. 70
Sale of Liquor Amendment (No 2) Bill ................................ 72
Spent convictions ................................................................ 72
Tax Administration Act ....................................................... 73
Transport Accident Investigation Bill .................................. 74
Rating Valuations Act 1998 ................................................. 75

INTERNATIONAL DIMENSION ........................................... 76
EU Directive on Data Protection ......................................... 77
Regional and international gatherings ................................ 78

FUNCTIONS UNDER OTHER ENACTMENTS ..................... 81
Complaints under other legislation .................................... 81



5 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

Approval of agreements ....................................................... 82
Consultations ...................................................................... 83
Appointment to other bodies .............................................. 85

IV. Information Matching........................................................... 86

INTRODUCTION ................................................................. 86
Nature of information matching and controls ................... 86
Terminology used in this report .......................................... 89
Report on a review of two information matching
provisions ............................................................................ 90
Other reports to the Minister of Justice .............................. 91
General comments about the WINZ programmes .............. 93

PROGRAMME BY PROGRAMME REPORTS......................... 95
Introduction ........................................................................ 95

Matches with WINZ as user agency
Corrections/WINZ/Penal Institutions Match ...................... 97
Customs/WINZ Arrivals/Departures Match ........................ 99
IRD/WINZ Commencement/Cessation Match ................. 101
IRD/WINZ Debtor Address Match ..................................... 104
Section 11A Social Security Act ......................................... 106
IRD/WINZ Community Services Card Match ................... 107
Tertiary Institutions/WINZ Student Allowance Match ..... 109

Discontinued matches with NZISS as user agency
Education/NZISS Student Allowance Match ..................... 114
NZES/NZISS Match ............................................................ 117

Matches with other departments as user agency
WINZ/Court Fines Defaulters Address Match ................... 120
WINZ/IRD Family Support Match ..................................... 123
NZIS/Electorate Enrolment Centre Match ........................ 125
IRD/ACC Earnings Match .................................................. 126
IRD/Accident Insurance Regulator Employer
Compliance Match ............................................................ 127

Matches which have not yet commenced operating
IRD/Accident Insurance Regulator Sanction
Assessment Match ............................................................. 130
IRD/Courts Fines Defaulters Address Match ..................... 131
Corrections/ACC Inmates Match ...................................... 131
ACC/IRD Independent Family Tax Credit Match ............. 133
Labour/WINZ Immigration Match .................................... 134

V. Financial Statements ......................................................... 135



A.11 6

Report of the Privacy Commissioner for the year ended 30 June 1999

Figures and Tables

Complaints

Table 1 Complaints Received and Closed................................ 33

Table 2 Complaints Involving Access as a Percentage of
Total Complaints 1995-99 ........................................... 38

Table 3 Complaints Involving Access by Sector 1995-99 ....... 39

Table 4 Access Complaints by Outcome 1998/99 ................... 39

Table 5 Complaints Involving Disclosure as a Percentage
of Total Complaints 1995-99 ...................................... 41

Table 6 Complaints Involving Disclosure by Sector
1995-99 ........................................................................ 41

Table 7 Disclosure Complaints by Outcome 1998/99 ............. 42

Table 8 Alleged Breaches Other than Access/Disclosure
1997-99 ........................................................................ 43

Table 9 Top 10 Respondents by Alleged Breaches
1998/99 ........................................................................ 45

Table 10 Top 10 Respondents by Outcome 1998/99 ................. 46

Figure 1 Complaints 1998/99 .................................................... 34

Enquiries

Table 1 Enquiries 1995-1999 .................................................... 52

Functions Under Other Enactments

Table 1 Consultations with the Ombudsmen
1993-98 ........................................................................ 84



7 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

Information Matching

Table 1 Combined Totals of the Four Main WINZ NDMC
Programmes ................................................................. 93

Table 2 Corrections/WINZ Penal Institutions Match
– 1998/99 Results ......................................................... 98

Table 3 Customs/WINZ/Arrivals/Departures Match
– 1997/99 Results ....................................................... 100

Table 4 IRD/WINZ Commencement/Cessation Match
– 1998/99 Results ....................................................... 102

Table 5 IRD/WINZ Debtor Address Match
– 1996-99 Results. ...................................................... 105

Table 6 Section 11A Social Security Act
– 1998/99 Results ....................................................... 107

Table 7 Tertiary Institutions/WINZ Student Allowance
Match – 1998/99 Results ........................................... 113

Table 8 Education/NZISS Student Allowance Match
– 1998/99 Results. ...................................................... 115

Table 9 Education/NZISS Student Allowance Match –
Breakdown of Debt Established 1998/99 .................. 116

Table 10 WINZ/Courts Fines Defaulters Address Match
– 1998/99 Results ....................................................... 121

Table 11 WINZ/IRD Family Support Match
– 1996-1999 Results ................................................... 123



A.11 8

Report of the Privacy Commissioner for the year ended 30 June 1999

I. Introduction

REVIEW OF THE ACT

The most challenging undertaking for the year was the comple-
tion of the review of the operation of the Act.  Considerable re-
sources were put into this because it was considered that the first
such review should be a thorough one.  It had always been intended
that there would be wide consultation.  This indeed took place.  I
visited a number of centres and arranged meetings with people who
had made submissions and brought them together so that there
was an exchange of views among those attending the meetings.
These meetings were fruitful from my point of view and revealed
very little underlying dissatisfaction with the idea of the Act or in
the general way it was implemented.

The review of the Act resulted in a large number of recommen-
dations to bring the Act up to date, enhance individual rights, re-
duce compliance costs, and to help New Zealand meet the adequacy
test of the European Union data protection directive and to make
the Act more accessible and easier to use.  These proposals were
made available to the Ministry of Justice in draft form early in the
year.  I was disappointed that, because of the shorter legislative year
for the election, it was expected it might be difficult to give priority
to any work on the recommendations.  I felt however that there
were some urgent matters which could be attended to in relation to
the EU adequacy which could probably have been dealt with in
non-controversial legislation by agreement with all parties in the
House.  Unfortunately the green light was not given to move in this
direction.

I also suggested that concern for personal safety and home inva-
sion could support action being taken to protect people at risk whose
address details were accessible on public registers.  Some families
will be at risk.  Allowing easy access by those with criminal inten-
tions enables the ready location of the target.  It is therefore sensi-
ble to provide for the removal of such address details from public
search in appropriate cases.  This accords with a strong public feel-
ing that databases such as the motor vehicle register should not be
accessible to criminals who want to get the address of a vehicle to
steal, or to violent people wanting to trace someone or to stalk or
intimidate.  I believe that New Zealanders do not think that their
information on public registers should be generally made available
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in bulk for use for marketing purposes.  All these recommendations
would have accorded with current public safety concerns but none
was taken up.  I am confident that when time is available for con-
sideration of the recommendations the need for some action will
become evident.

The review report, Necessary and Desirable: Privacy Act 1993
Review, has been purchased by a number of agencies as the com-
mentary on comparative provisions overseas and on almost every
section in the Act have made it useful for those who work with the
Act who want some insight as to the reasons for a particular section
and why it is drafted the way it is.  I believe the office has produced
a resource that is unequalled in the review of any other legislation
and I am grateful for the dedication of Blair Stewart in pursuing
and completing the project.  The report, which is valuable now,
will be valuable for a long period.  Funding for the carrying out of
the review and the publication of the report was declined.

Electronic commerce

Strong leadership by OECD Ministers and business leaders was a
boost for international recognition of information privacy issues.
In October 1998 the OECD Ministerial Declaration on the Protec-
tion of Privacy on Global Networks made it abundantly clear that
privacy issues are real.  The OECD guidelines are not some sort of
politically correct obstruction to good information practice but a
sound basis for defining it.  They are seen by OECD nations as pro-
moting the free flow of information.  Furthermore they recognise
the concerns of consumers about the risks to their personal infor-
mation in electronic commerce.   People do understand the impor-
tance of information privacy.  It is remarkable how many people
correctly identify a privacy issue for themselves when something
has gone wrong.

This seems to show that the New Zealand law, firmly based on
the guidelines, accords with normal notions of privacy of one’s per-
sonal information.  Privacy may be hard to define but loss of it
seems to be readily recognised.  Increasingly agencies have come to
recognise these rights in relation to their staff and customers and
make a feature of them.

People oriented organisations recognise that individuals do not
want surprises about what happens to their personal information.
Openness, frankness and clarity of purpose are also hallmarks of
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successful organisations.  It is however important that privacy be
regarded as an ingredient in the development of policy, the design
of systems and the development of software.

Development of policy proposals

I am concerned that there have now been some examples in the
public sector of the development of policy without privacy consid-
erations being identified at an early stage and taken into account.
Putting policy forward at a high level of general principle for Cabi-
net approval without indicating that there were important unre-
solved issues which were not to be tackled until a later stage should
not occur.

The devil, of course, is in the detail.  When these proposals do
reach me and I, or the Assistant Commissioner, start to ask about
the way in which the information will be collected, what informa-
tion will be required, the purposes to which it will be put, who will
have access to it, what will be publicly accessible, we are met with a
statement that these matters are to be sorted out later.  I do not
believe that this is a valid method of policy making.  The implica-
tions for people need to be identified from the start.  It is essentially
undemocratic in my view for a department or ministry to ask min-
isters to determine policy without flagging the privacy and other
impacts on individuals.  Certainly to put this forward without high-
lighting the possibility of trouble later is not a satisfactory basis for
Cabinet to make decisions.  I think it is therefore necessary to fac-
tor privacy issues into the policy making.  This will generally result
in little change in the attainment of the objectives of the policy but
may affect radically the way in which that policy is to be imple-
mented.

I have been impressed however in general with the willingness
of Government agencies in contact with our office to address issues
in a helpful way and to try and develop an approach which will
meet privacy considerations without affecting the free flow of in-
formation essential for the purpose of the proposal.

Early discussion of proposals is welcomed and a good deal of
time is spent on discussing matters which may not arise again in
the form of legislation for some years.  The office will always be
interested in the amount of personal information that is being col-
lected and will test whether all the information is needed for the
purposes of the project.  I cannot accept that with the Privacy Act
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in place it is appropriate to collect information on the basis that it
might be useful to have the information for unspecified uses later
on.

Visit of Bruce Phillips

During the year the Canadian Privacy Commissioner, Bruce
Phillips, visited New Zealand for the purposes of speaking at the
Privacy Issues Forum.  Mr Phillips has spent a lifetime as a reporter
and was Chairman of the press gallery in the House of Commons as
well as the political editor for a television channel after a lifetime of
newspaper work.  I therefore thought it was a useful opportunity to
bring him to New Zealand where there had been a long-standing
campaign by the newspaper industry to discredit the Privacy Act
and to suggest that privacy considerations should always come sec-
ond to what they considered to be freedom of speech.  In his an-
nual report this year Mr Phillips set out his views:

“Defenders of a private life are often accused of interfering
with an “open” society, as if freedom of information and a free
press obliges everyone to live in metaphorical glass houses.  Cer-
tainly government must be open and accountable to its citizens,
allowing us to draw conclusions about the quality of govern-
ment policy and administration.  And the media has the right
and responsibility to report on matters of public interest, guided
(one fervently hopes) by a concern for accuracy and fairness.
But there is no obligation in a free society for individuals’ lives
to become an open book for government, the media, or their
neighbours.  Some evidently choose to bare more than many of
us care to know – witness some prime time TV.  But what we can
share about our lives, and with whom, are choices only the indi-
vidual can make.  Respect for one another’s boundaries is the
hallmark of free societies…”

“Perhaps not enough people yet realize that privacy and free-
dom are inextricably linked; one cannot exist without the other.
Those who doubt the proposition are invited to consider this: if
you would measure the degree of freedom extant in a society,
look first to the degree of privacy enjoyed by its inhabitants.
The relationship is striking...”

“Is privacy dead?  Assuredly it is struggling, but struggle is the
eternal and unchanging fate of all freedoms.  Freedoms, once
lost, can only be regained at the cost of great effort and pain.
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None can say with certainty that freedom will not be lost here.
But if freedom survives at all, so too will privacy, because by
definition freedom cannot exist without the right to a life free of
surveillance and regimentation.”

Mr Phillips was invited by the National Press Club to speak at a
luncheon in Wellington and was subsequently interviewed by Ra-
dio New Zealand.  However, no reporters were sent to cover his
speech to the National Press Club, and only one Wellington paper
had a reporter telephone him for an interview while he was at the
forum in their city – to establish how a journalist could possibly be
a Privacy Commissioner.  The interview did not appear.

I am disappointed that given an opportunity to confront these
issues the New Zealand newspapers failed to report Mr Phillips’ views,
although individual journalists met him and enjoyed his discus-
sions of the issues.

During the Forum the Minister of Justice and Attorney General,
the Hon Doug Graham also set out his views on the Privacy Act:

“After five years of the Privacy Act it is useful to reflect upon
our experiences of the Act.  When the Government introduced
the Privacy of Information Bill into Parliament in August 1991 it
met with considerable opposition.  Concern was expressed by
many sectors that did not think that they could work with the
proposed information privacy principles.  It is interesting to note
that many of those who were opposed at that time have since
managed to incorporate the Act’s approach into their business
practices. The Act continues to come in for a lot of criticism.
However, the frequent wrongful citing of the Privacy Act is not a
criticism of the Act itself rather an indicator of poor training or
bad public relations.  Critics often miss the key focus of the Act
– namely that it is about individuals being able to access infor-
mation about themselves, rather than being concerned with pre-
venting the flow of information...”

“The Act’s principled approach is unusual but it provides guid-
ance for agencies in establishing good information handling prac-
tices.  The protection of individual privacy interests can have
some positive spin-offs for business if approached in a sensible
and constructive manner.  The information privacy principles
encourage fair and open dealings with customers and clients
which must be seen as positively enhancing service levels. Some
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sectors in particular have benefited from the implementation of
good information handling practices…”

“If there were no Privacy Act, business would still need to
deal with privacy concerns and information handling issues but
these would be addressed in a haphazard and ad hoc manner.
Arguments can be made that compliance with the Privacy Act is
cheaper than having no Act and having to respond to public
concerns without a proper mechanism to do so.”

The Privacy Act does enhance personal freedom and autonomy
increasingly at risk from the intrusive society. With some changes I
have proposed, the Act is well-placed to continue to protect the
personal freedom of the individual as we leave the Nineties. But it
will require all the vigilance and all the determination of the Office
of the Privacy Commissioner and of its talented staff and such re-
sources as can be mustered.

Co-operation

My office maintains close and courteous relationships with a
number of crown agencies and Parliamentary offices. The conse-
quent exchange of information is useful for all concerned.  Co-op-
erative activities are also undertaken with the Human Rights Com-
mission, the Race Relations Conciliator and the Ombudsmen.  The
Ombudsmen have developed a case management system which they
have made available to other agencies.  The system is one that has
proved itself over the years and is well suited to the work of this
office.

I want to record my appreciation of the permission so readily
granted by the Chief Ombudsman, Sir Brian Elwood, to use the soft-
ware in this office when our new computers are installed.
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II. Office and functions of the

Privacy Commissioner

GENERAL

The Privacy Commissioner is independent of the Executive. This
means I am, and can be seen to be, free from influence by the Ex-
ecutive when investigating complaints.  This is important because I
am from time to time called on to investigate complaints against
Ministers or their departments and ministries.  My independence is
also important for some of my other roles, such as examining the
privacy implications of proposed new laws and information match-
ing programmes.

I have a responsibility to report to Parliament through the Min-
ister of Justice, and am accountable for my functions as a crown
entity under the Public Finance Act.

When exercising my functions, the Privacy Act requires me to
have regard to the information privacy principles and to the pro-
tection of the human rights and social interests that compete with
privacy.  This includes the general desirability of a free flow of in-
formation and the recognition of the right of government and busi-
ness to achieve their objectives in an efficient way.  I must also take
account of international obligations accepted by New Zealand, in-
cluding those concerning the international technology of commu-
nications, and consider any developing general international guide-
lines which are relevant to the better protection of individual pri-
vacy.

One of my functions is to receive and investigate complaints
and provide an independent opinion as to whether there has been
an interference with privacy.  I do not act as an advocate for either
party: my role is impartial and investigative.  My role also includes
acting as an conciliator to try to resolve complaints.  Complaints
made to my office may be referred to the Proceedings Commissioner
(appointed under the Human Rights Act), who may bring civil pro-
ceedings before the Complaints Review Tribunal.  I refer very few
complaints to the Proceedings Commissioner, as most of them are
resolved satisfactorily during my investigation process.

I also have a function of promoting by education and publicity
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an understanding and acceptance of the information privacy prin-
ciples.  I have had an enquiries team available to answer questions
and have for several years maintained a toll free enquiries line so
that people may make enquiries without charge from anywhere in
New Zealand.  This service has had to be restricted and many callers
must now leave messages, which are usually responded to within
one or two days.

As part of my educative role, I have maintained a website from
which people may download information about the Privacy Act at
no charge.  My website contains many publications, including codes
of practice, casenotes, fact sheets, speeches and reports.  The website
was rebuilt during the year to bring it into line with users expecta-
tions.  It is a powerful tool for my office, and many enquirers are
directed to it for the information they require.

I also conduct workshops and seminars and maintain open com-
munication with the news media.

Another of my responsibilities is to monitor government infor-
mation matching programmes which must be carried out in ac-
cordance with the provisions of the Privacy Act.

I have a function of issuing codes of practice which can modify
the information privacy principles by:

• prescribing more stringent or less stringent standards than are
prescribed by the principles;

• exempting any action from a principle, either unconditionally
or subject to any prescribed conditions.

A code may also prescribe how the information privacy princi-
ples are to be applied or complied with.

One of my functions is to make public statements on matters
affecting privacy.  Speaking publicly on issues I may act as a privacy
advocate, but must have regard to wider considerations.  One of my
most significant roles is to comment on legislative, policy or ad-
ministrative proposals that have some impact on the privacy of the
individual or classes of individuals.  Many of my recommendations
are adopted by government departments, cabinet committees or by
select committees in the course of their consideration of policy and
legislative proposals.  In every case I have had to balance privacy
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interests against the interests that compete with privacy.

Other functions of the Privacy Commissioner are found in sec-
tion 13 of the Act.  They include:

• monitoring compliance with the public register privacy princi-
ples;

• making suggestions to any person in relation to the need for, or
the desirability of, action by that person in the interests of the
privacy of the individual;

• reporting to the Prime Minister on any matter that should be
drawn to her attention and, particularly, the need for and the
desirability of taking legislative, administrative or other action
to give protection or better protection to the privacy of the indi-
vidual.

REVIEW OF THE OPERATION OF THE ACT

Section 26 requires the Privacy Commissioner to review the op-
eration of the Act as soon as practicable after it has been in force for
three years.  The findings of the review are reported to the Minister
of Justice along with any recommendations about necessary or de-
sirable amendments.  The review was a major undertaking during
last year and the first six months of this.

In last year’s report I mentioned some of the preparatory steps
and consultation that had been undertaken.  At the start of this
year much of the report had been written but I continued consulta-
tions with organisations that might be affected by proposed recom-
mendations or that had specialist  knowledge of matters affected by
such recommendations.  In July 1998 I passed a virtually complete
draft report to the Ministry of Justice so that the Ministry might
become familiar with it prior to the time that I submitted the final-
ised report to the Minster.  This was designed to assist the Ministry
in its task of offering preliminary advice to the Minister on matters
raised in the report.

I submitted my 437 page report, Necessary and Desirable:  Privacy
Act 1993 Review, to the Rt. Hon. Sir Douglas Graham in December
1998.  It was tabled in Parliament on 15 December and made pub-
licly available for sale.  I am sure that the attractively presented and
durable report will prove useful in the coming years, both as a refer-
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ence work and as a resource in relation to any proposed amend-
ments that might result.

At the same time, I released a 40 page highlights booklet ex-
plaining certain themes in the report and setting out all 154 recom-
mendations.  The text of the highlights booklet and recommenda-
tions were also made available immediately on my website.  Some
themes of the review as noted in the highlights booklet included:

• public registers, direct marketing and unrelated uses

• personal safety and protection from harassment

• computer crime

• convictions and medical records

• third party demands

• browsing confidential databases

• rethinking the exceptions:  Parliament, Ombudsmen, Royal Com-
missions, news media and international

• intelligence organisations:  reducing exemptions

• information privacy principles, withholding of information,
codes of practice and offences

• data matching.

In each of these areas and others, the report canvassed the is-
sues, options, submissions and offered recommendations for im-
provement.  A number of the recommendations will have signifi-
cance for the better protection of privacy and efficient operation of
the Act.  However, many of the others are minor in nature and
could be characterised as fine tuning to make a good Act better.

Much of the initial print media coverage following the release of
the report concentrated on proposals concerning:

• public registers;

• direct marketing.
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I offered 16 recommendations in relation to public registers.
Among those catching the news media’s attention were proposals
to protect people who fear for their safety if details of their wherea-
bouts are released from public registers.  There was also consider-
able media interest in ideas to constrain bulk release of register in-
formation for secondary purposes, such as profiling and direct mar-
keting.

Direct marketing was the subject of a specific recommendation.
I proposed that information privacy principle 7 be amended to pro-
vide a new entitlement to individuals:  to have their details removed
from, or blocked on direct marketing lists.  This suggestion was based
on a requirement in the data protection laws of all 15 European
Union countries.

Among other mass media coverage were articles discussing the
need for new laws to criminalise hacking into personal information
on computers.  The media also covered the desirability of applying
further privacy principles to the country’s intelligence agencies.

Beyond the mass media, there was also coverage in specialist
publications.  The Australian journal Privacy Law & Policy Reporter
devoted its entire December 1998 issue to the report.  This under-
lines the significance the New Zealand Privacy Act assumes in dis-
cussion of data protection issues in our region.  Human Rights Law
and Practice also devoted considerable space to discussing aspects of
the report.

In early 1999, I gave a series of briefings in Auckland, Welling-
ton and Christchurch to people interested in the report’s recom-
mendations.  Participants were mainly drawn from those who had
made submissions or purchased the report.  Specialist briefings were
also given to agencies involved in data matching and consumer
protection.

The report remains with the Minister.  It is up to the Govern-
ment to decide which of the recommendations it wishes to imple-
ment. I would encourage it to consider the issues, and make its
decisions concerning implementation, as soon as possible.  Parlia-
ment has required, through the enactment of section 26, that there
be periodic reviews of the operation of the legislation.  The matter
is not meaningfully completed until Government decisions are taken
on the desirability of implementing change.
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I particularly urge action in respect of the few small issues that
call into question New Zealand’s case for “adequacy” in terms of
the European Union Directive on Data Protection.  It would be a
great pity if a lack of government action on fairly minor issues were
to jeopardise the advantages that might otherwise accrue to New
Zealand data processors, and businesses engaged in electronic com-
merce.  There is a possibility that New Zealand will miss out on
inclusion in any initial “white list” of countries offering adequate
data protection.  I am confident that implementation of certain
recommendations in the report would strengthen New Zealand’s
case.

STAFF

Staff are employed by the Privacy Commissioner in the Auck-
land and Wellington offices. The manager for investigations is based
in the Auckland office and is assisted by a complaints team leader
in each office.  The Assistant Commissioner reports directly to the
Commissioner and has an officer reporting to him.

The enquiries officers, executive officer and accounts clerk re-
port directly to the Privacy Commissioner.

As in previous years, the volume and nature of the work required
a great deal of all who were employed.  Although the number of
incoming complaints has dropped, the increasing length of the
queue has put considerable pressure on the Manager Investigations,
the Complaints Team Leader and the investigating officers.  They
have maintained high standards in their work and have maintained
a rapport with the agencies they commonly come into contact with.

The enquiries team has dealt with a significant increase in en-
quiries with patience and dedication.

The office has again been well served by its support staff, with-
out whom the work of managers and staff would be considerably
more difficult.
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At 30 June 1999 the following staff were located in offices in
Auckland and Wellington.

Susan Allison Librarian (part-time)
Marilyn Andrew Support staff (part-time)
Eleanor Cooley Support staff
Heather Day Investigating officer
Michelle Donovan Investigating officer
Margaret Gibbons Support staff
Sandra Kelman Investigating officer
Sarah Kerkin Executive officer
Kristin Langdon Complaints team leader
Eve Larsen Support staff
Ian MacDonald Enquiries officer
Tania Makani Enquiries officer
Deborah Marshall Manager, Investigations
Sharon Newton Support staff
Glenda Osborne Accounts clerk (part-time)
David Parry Investigating officer
Wendy Proffitt Privacy policy officer
Amir Shrestha Support staff
Silke Simon Complaints team leader
Blair Stewart Assistant Commissioner

I have also been well served by Gary Bulog, Susan Pilgrim,
Robert Stevens and Graham Wear who have been engaged in le-
gal, advising, investigative or publication work for me.
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III. Report on Activities

GENERAL

Information matching

One of the first activities of the Privacy Commissioner under the
Privacy Commissioner Act 1991, which preceded the passing of the
Privacy Act 1993, was responsibility for monitoring information
matching between Government agencies.  In the first full year there
were three authorised information matching programmes opera-
tive.  This year the report is on 19 information matching programmes
of which two are being discontinued.  This is the first time the re-
port of those activities could be regarded as optimistic.  Previous
criticisms of the unreliability of figures supplied by the Department
of Social Welfare were almost invariably dismissed by Ministers as
of no importance.  This year I am happy to be able to report on the
considerable efforts made to improve the quality of data supplied
to me and consequently the quality of reports made to Parliament
by me under the Act.

There is still some way to go.  In particular I think it is unfortu-
nate that figures relating to the collection of overpayments detected
by information matching are not fully reliable.  This is important
in retrospect because great promises were made as to the savings
which would be achieved by information matching.  The calcula-
tion of amounts overpaid is only one step.  The real benefit should
be the elimination and reduction of overpayments by early detec-
tion, by information directed to beneficiaries, by the deterrent
effect of the programmes and by good administrative practice within
departments.

I do not believe that mere awareness of information matching is
a sufficient deterrent.  For instance, the number of significant
overpayments to people on the unemployment benefit who com-
mence work really needs analysis and action to ensure that by di-
rect information to beneficiaries, those who are moving on to em-
ployment are aware that they must notify the Department of the
date of commencement of employment and be clear that amounts
overpaid will have to be recovered.  It may well be that such people
need some bridge to employment having regard to the delay in
receiving the first pay. I am pleased to observe that some
overpayments of less than one-week are no longer being established
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as overpayments for subsequent recovery action.  A more formal-
ised approach to bridging the return to employment could result in
substantive administrative savings and a better relationship with
beneficiaries who may more willingly approach the department
before commencing work so that benefits can be terminated on
time.  The administrative costs thus saved and the avoidance of the
collection costs and of unrecovered debt would be substantial.

I am also concerned at the continued description of overpayments
as benefit crime or benefit fraud, as I believe that these terms do
not accurately characterise some of the situations which occur with
overpayments.  The Department chooses to credit accounts rather
than pay by cheque, so there is no cheque to be returned if it is not
properly payable.  If the system later identifies the amount over-
paid and notifies the individual, use of the term “benefit fraud” or
“crime” is premature.  One wonders what is achieved by stigmatis-
ing beneficiaries as criminals in these circumstances and whether it
does not have an adverse effect.

Growth of data matching

The monitoring of data matching which has grown five fold has
been conducted in my office at the expense of other operations.
We understand that is in accordance with Treasury policy that such
“core” activities should not receive any increased vote.  However,
in a small office reordering of priorities simply means that some
important functions are not carried out.  In my case this is a factor
which has led to my inability to develop codes of practice which
are awaiting my attention.

A proposal has been before the Minister of Justice for funding
the assessment and monitoring activities of my office in relation to
information matching, and indeed in appraising and reporting to
Parliament on new proposals.  It is proposed that the monitoring
costs should be met by those departments that are proposing to
carry out the information matching activities and who will benefit
from them.  In most cases large sums are involved in setting up the
programme and then to operate it.  The monitoring costs are by
comparison very small.  Monitoring is comparable to auditing and
it is usual for the organisation being audited to pay the cost of the
auditors.

I believe this approach will receive a sympathetic response from
both Ministers and departments.  Departments are aware how
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difficult it is for my office to drop other activities in order to take up
urgent assessments of proposed information matching programmes,
and the limited help which I have been able to offer agencies in
developing better reporting techniques and setting up appropriate
reporting programmes.

Allied to this is the need for my office to be able to employ suit-
ably qualified contractors to provide technical expertise both in
relation to information matching and in relation to information
technology issues which arise in other major sectors of concern such
as health.

Capital equipment

It was heartening however to receive advice from the Ministry
of Justice that a long standing request for funding to replace com-
puters and to establish a management information system had been
approved in the supplementary estimates.  This amount of $180,000
was made available at the end of the financial year and will be spent
in the first six months of the new year.  It is worth noting that this
is the first capital provided to the Privacy Commissioner.  The of-
fice has never received any funding for working capital or for the
purchase of assets.  It has always seemed remarkable that a Crown
entity can be set up without capital and expected to fund itself out
of current grants and provide its own working capital by not spend-
ing grants calculated as necessary for the carrying out of its func-
tion.

Complaints funding

Lack of funding for complaints had a profound effect on the
office this year.  Once it was clear from the 1998 budget that no
further funding would be made available to my office during the
year it became necessary to reduce the resources expended on com-
plaints to a level for which funds were provided.  In fact complaints
functions had partly been funded out of accumulated funds and
this could no longer continue because the funds were exhausted.
During the year departing complaints investigating staff were not
replaced.  Similarly support staff were reduced.

The office has taken an open and frank approach with complain-
ants by making it clear that full investigations cannot be commenced
in all but the most urgent of cases until an investigating officer
becomes available.  The alternative was to allocate work which would



A.11 24

Report of the Privacy Commissioner for the year ended 30 June 1999

be carried out inefficiently by over burdened staff.  This is not an
acceptable way of managing the work.

The formation of the “queue” has however highlighted an addi-
tional cost.  A great deal of time is taken in dealing with people
about the fact that their complaint is not being dealt with and dis-
cussing alternatives for action.  I estimate that the cost of adminis-
tering the queue is equivalent to the employment of another inves-
tigating officer.

By informal means it has been possible in the last year to bring
to a conclusion some 46% of complaints without their being allo-
cated to an investigating officer for formal investigation.  Fifty-four
per cent remain in a queue awaiting an investigating officer.  This
process has put an enormous strain on the Manager Investigations
and the Complaints Team Leader and cannot continue indefinitely.
The consequence is that we now have a growing core of serious
complaints that require investigation which will be longer and more
difficult to resolve.  The apparent clearance rate is therefore mis-
leading and gives an impression that the office is coping better than
it is.

At the end of the year I received advice that additional annual
funding of $200,000 plus GST would be made available from 1999/
2000 for the purpose of reducing the backlog of complaints.  This
showed a lack of understanding of the actual situation which I had
thought had been made clear.  The extra $200,000 will not have
any effect on the arrears  as it is insufficient to allow me to meet the
current level of complaints.

A strategy was therefore developed for the coming year which
will involve taking selected complaints which would normally be
investigated and, after consultation with parties, declining to in-
vestigate them so the complainant can issue civil proceedings in
the Complaints Review Tribunal.  I expect this will mean that some
complainants who feel inadequate in such a forum will not take
the case any further and others will proceed there where the proc-
ess is more expensive.  This will be more costly for respondent agen-
cies - nearly half of which are taxpayer funded.  Some legal aid
requests will be made.  If enough people can be persuaded to forego
their rights to an investigation under the Act (including businesses
seeking to be vindicated) it may be possible to reduce the queue
over a number of years.  It is, however, a fact that the additional
$200,000 together with the funding normally available for com-
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plaints, will not meet the current level of complaints being received.
It is therefore necessary for me to identify cases which would other-
wise warrant investigation to see if it is possible for them to also be
dealt with by litigation.  I appreciate that the costs to the taxpayer
of a three person tribunal hearing will be higher than the cost of
my investigation in most cases, but I cannot continue with a queue
that is so long as to deprive both complainants and respondents of
their rights to have their disputes resolved.

It is my view that this office being required to adopt this proce-
dure is unfair to those who have complaints before this body.  Sub-
stantially larger sums are available for investigation of complaints
in the Human Rights Commission, the Office of the Ombudsmen,
and the Health and Disability Commissioner.  It seems strange to
me that comparable funding is not available for this office.  I can-
not believe that Parliament could have expected Governments to
have allowed this situation to develop.

I regret that these actions will result in a higher level of compli-
ance costs.  Other unfortunate effects can be that businesses and
public agencies that genuinely thought they were entitled to with-
hold documents or to defend a case, will find that the passing of
time has increased the loss suffered by the complainant and, on
losing the case, will be faced with additional damages and probably
an award of costs as well as having to pay for legal representation.

The Consumers Institute has highlighted this office as being the
worst office for arrears and I am unable to explain why this office’s
complaints functions have been so inadequately funded other than
its comparatively recent jurisdiction.

Enquiries

During the year a number of situations arose where it was clear
that investigation of a particular complaint would not necessarily
be the best approach to deal with what appeared to be a problem
with an agency’s handling of personal information.  I have increas-
ingly made use of the power to have a Commissioner initiated in-
vestigation, or to conduct an enquiry under section 13(1)(m).  In
this way I intend to use these provisions both to enquire into par-
ticular events that have occurred, as well as to ascertain what is
planned in relation to the handling of personal information in cer-
tain situations.  I am hopeful that this approach will reduce the
need for complaints later.  While costly initially, it should in the
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end help to keep the complaints level down.

My office does not lightly take up a complaint and considerable
time is taken with some complainants to explain that their com-
plaint is unlikely to bring about the result that they desire.  This is
a long-standing policy and as precedents developed it was more
readily a solution to dealing with some complaints.  While usually
a complaint is promptly notified, in some cases if the complaint is
not pursued after initial discussion with my office, the agency would
not be aware it had been made.  I believe this is a useful way to
reduce compliance costs for industry.  I believe that the approach
of the office is appreciated.  There is no complaint which is pursued
without thought as to the desirability of doing so and without fre-
quent review as to whether or not complaint investigation should
continue.  I have appreciated, along with my staff, the ready coop-
eration of the vast majority of agencies which have complaints
lodged against them and their willingness to approach these
matters in a conciliatory way.  I believe that most agencies are will-
ing to accommodate reasonable complaints and to try to come to
some resolution of them.  Some are willing also to try and accom-
modate unreasonable complaints as well.

When alternative disputes resolution systems are being evalu-
ated, I believe this inquisitorial approach will be shown to be more
effective than one based on adversarial proceedings whether before
an informal tribunal or a court.  Analysis of the complainants
before this office have shown that with 839 complaints closed within
jurisdiction this year, only some 13 dissatisfied complaints have
referred their complaint to the Complaints Review Tribunal.  I con-
sider that is an indication of the effectiveness of the complaints
process.  I think it is also a credit to the Act itself that critics are able
to point to only two or three cases out of some 4,500 now com-
pleted where a controversial conclusion has been arrived at.  I know
of no similar legislation that has not brought about some contro-
versy.

Major databases

It is necessary for practical business reasons to operate some
databases containing personal information on the basis of ready
accessibility by a large number of staff.  These situations can occur
in banks, hospitals, social welfare organisations and police.

Principle 5 of the Privacy Act requires agencies to ensure that
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information is protected by such security safeguards as it is reason-
able in the circumstances to take against loss or unauthorised
access, use, modification, or disclosure or in fact any other misuse.

I indicated at the commencement of the Act that the security
standards to be applied have to be flexible initially because the Act
had come in to force at short notice.  I also indicated that over the
years when enhancements were being made to computer systems,
care should be taken to bear the requirements of principle 5 in mind.
Many agencies have taken practical steps such as establishing the
means to detect who has had access to individuals’ accounts.  Pro-
viding adequate audit trails gives me confidence that it would be
possible to deal with browsing or the obtaining of information for
wrongful uses.

I was perturbed however to learn that there have been examples
of the sale of information from Government owned databases.  In
some cases it has been said that consideration was given to provid-
ing adequate audit trails and the means to detect unauthorised ac-
cess to particular information, but these have been rejected on the
grounds of cost.  I believe New Zealanders are entitled to a better
attitude in these cases.  Efficiency gains have been made by the
institution of computer handling of personal data.  These savings
should not be at the cost of the people whose intimate personal
details are held there.

I have drawn attention in my review of the Act to the need to
take measures to deal with browsing and have made some recom-
mendations for amendments to the Privacy Act in that respect.  In
the meantime, I believe it behoves every institution that is develop-
ing an enhancement to its computer operational systems or devel-
oping new ones, to take the legal requirement of principle 5 seri-
ously.  In my opinion it is also necessary to make provision for
particular cases where information is particularly sensitive.  A
number of agencies categorise certain types of information and keep
it where it is not available for general search.  In a small country it
may be necessary to take particular steps to protect people’s infor-
mation from friends and relatives working in the same institution,
or to recognise that some information about some people will be of
particular interest to those unscrupulous enough to access it for
gossip or more sinister purposes.  Computer professionals in my
experience are aware of these issues and it is to be hoped that they
will receive a sympathetic and understanding ear from management.
In the absence of satisfactory steps being taken, substantial losses
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may be incurred should such data be improperly dealt with.  An
example might be the sale of address information which could be
extensive and could give rise to claims from large numbers of indi-
viduals.  While the satisfaction of individual claims might not be
costly, collectively organisations may regret that they did not take
preventive steps early enough.

Workshops

I have been pleased with the development of the health infor-
mation workshops and particularly of the mental health informa-
tion workshops.  I have found that when workshops are taken to
health and hospital services there is an immediate improvement in
the way in which the Act is applied.  I appreciate that hospitals
have been under considerable pressure regarding funding and this
has caused training programmes to fall behind.  However, I am also
concerned that the quality of training in some of those organisa-
tions is such that the staff are still attributing to the Privacy Act,
policies which they have the right to establish themselves.  For in-
stance, in relation to mental health information, agencies can de-
velop their own reasonable policies on making information avail-
able to members of a patient’s family, caregivers or others.  It is
therefore inappropriate for such agencies to declare that they were
bound not to hand over information “because of the Privacy Act”
with the implication that, but for the Act, they would have handed
over that information.  Investigation in a number of cases has shown
that the policy was not to hand out such information.  Reference to
the Act was inappropriate.  Health agencies should accept responsi-
bility for the agency’s own policies in relation to patient informa-
tion.  The availability of the Guidance Notes for Agencies in the Mental
Health Sector has made a considerable difference, although it was
disconcerting to find as a result of a survey by the Mental Health
Commission, that distribution of these notes is uneven in such in-
stitutions.

Heartened by the response to this publication, my office had at
the end of the year almost completed the preparation of a similar
publication for all health agencies.  Both publications concentrate
on grouping certain types of information together so that those
with a problem can look and find the answer to their question within
two or three pages of the text.

I hope to accompany this new publication with a programme of
training for hospitals and to persuade them that it would be appro-
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priate to fund a video which could be used more informally by a
number of agencies to keep professional staff up to date.  It is clear
that in the health sector there is a tendency to cite a belief in the
provisions of the Health Information Privacy Code that is not based
on having read it.  The fault does not lie in the Code or in the Act or
in my office, but with the lack of training that is being given.  I also
have concerns that failure to continue education is placing some
major health agencies at risk of substantial claims.
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CODES OF PRACTICE

Under Part VI of the Privacy Act I may issue codes of practice in
relation to agencies, information, activities, industries, professions
or callings.  Codes may also be issued under Part VII in relation to
public registers.  I issued no new codes of practice during the year
but the following codes, issued under Part VI in previous years and
reported on in earlier annual reports, remained in force:

• Health Information Privacy Code 1994;

• Superannuation Schemes Unique Identifier Code 1995;

• EDS Information Privacy Code 1997;

• Justice Sector Unique Identifier Code 1998.

Amendments to, and review of, Health Information Privacy Code

1994

In last year’s report I mentioned that I had released two pro-
posed amendments to the Code, primarily to address technical is-
sues.  The consultation on both sets of amendments continued into
the beginning of this year and in August I issued a composite amend-
ment.

A number of the small changes introduced by the amendment
simply corrected errors, provided clarification, or reflected health
sector reforms or amendments to relevant legislation.  However,
there were also several more substantive amendments including:

• expressly providing that a health agency is permitted to disclose
to an individual’s principal caregiver the fact that the individual
is released from compulsory status under mental health legisla-
tion;

• removing provision for notices to be issued by the Director-
General of Health permitting agencies to reassign a National
Health Index number as a unique identifier. This follows my
concern at the expansion of common numbering systems
throughout the health sector and beyond, and the unsatisfac-
tory nature of the notice procedure.

Back in 1994, I included a provision in the Code requiring a
review by July 1999.  I did this to reassure the health sector that
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such a significant code would be reassessed after a period to ensure
that it remained appropriate, relevant and effective.  In fact, my
attitude throughout the Code’s five years of operation has been to
encourage stakeholders to contact me if they perceived the Code
warranted amendment.  I have been willing to use the amendment
procedures where appropriate without waiting for this five year re-
view.

In February I publicly invited comments on the Code.  Very few
submissions were received, and in June I announced that I did not
intend to make any changes to the Code as a result of the review.
Nonetheless, I took note of the comments made in submissions
and will utilise some of them in a revision of the commentary which
I plan for later in the calendar year.  It is my impression that there
has been general satisfaction in the health sector with the drafting
and operation of the Health Information Privacy Code, and that it
has appropriately tailored the requirements of the Act to the needs
of the sector.  That is not, in any sense, to suggest that there are few
privacy problems in the health sector - there clearly are - merely
that the legal framework established by the Code offers a satisfac-
tory set of rules.

I remain willing to consider changes to the Code at any time. It
is likely that changes will also be necessary to deal with other changes
in the law such as accident compensation.

Notices under EDS Information Privacy Code 1997

This code established processes to be followed if certain speci-
fied personal information held by EDS on behalf of certain govern-
ment entities (called “designated agencies”), is transferred off-shore
for processing. The code requires notice to be given by the relevant
designated agency to the Privacy Commissioner of any proposed
transfer.  The first notice from a designated agency was received
during the year about the occasional, but routine, transfer of data
to the USA following processing problems.  Essentially, a “machine
dump” of data is sent to overseas experts for investigation and analy-
sis.  Although no further notices were received during the year, I
understand that several further designated agencies were in the same
position as the agency which had given notice to me.  Accordingly,
my office pursued the matter with EDS and all the specified agen-
cies.  EDS undertook not to transfer further information from other
agencies until the authorisation and notice processes had been com-
pleted.
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Regulations Review Committee Inquiry into Instruments

Deemed to be Regulations

During the year the Regulations Review Committee of Parlia-
ment conducted an inquiry into forms of delegated legislation,
which although not issued by the Executive Council and published
as “regulations” in the ordinary series, are nonetheless deemed to
be “regulations” for the purpose of the Regulations (Disallowance)
Act 1989.  Codes of practice that I issue under the Privacy Act fall
within this category.  (As a result, codes are tabled in Parliament,
subject to review by the Regulations Review Committee, and could
be disallowed by the House of Representatives - as if they were “regu-
lations”).

The Committee’s inquiry was timely: non-traditional forms of
delegated legislation have become very popular in recent years.  In
my evidence to the Committee I explained how the Privacy Act
addresses some of the issues of interest to the Committee in rela-
tion to codes of practice, and detailed the practical procedures for
consultation and publication that I have adopted.  I outlined the
interaction between various pieces of delegated legislation and the
requirements of the Privacy Act itself.  I also drew the Committee’s
attention to the fact that the Cabinet Office Manual requires
explicit consideration of the matter of compliance with the infor-
mation privacy principles when issuing traditional regulations.  No
similar formal requirement applies when making other forms of
delegated legislation, and this can be problematic if the resulting
laws inadvertently, or unreasonably, intrude upon privacy.  It is de-
sirable, in my opinion, for any information privacy problems to be
identified before delegated legislation is issued, rather than being
discovered after the event through complaints to my office or the
Regulations Review Committee.
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COMPLAINTS

Complaints received

Table 1 shows the complaints received and closed during the
year. I received slightly fewer complaints than last year but this is
not entirely surprising.  The Act has been in force for over six years
and agencies should now be aware of their obligations, and have
staff and processes in place to deal with privacy issues as they arise.
I had always expected that a plateau would be reached after some
years of increasing levels of complaints. The plateau is, in my view,
about 1200 to 1300 complaints per annum.

As I will discuss later in this report, the lack of resources pro-
vided to my office has meant that complaints have to be placed in
a “queue” system and it can be over 12 months before an investi-
gating officer will be assigned to a complaint. This delay is another
reason for falling complaint numbers: some people are discouraged
from lodging a complaint. They effectively give up their rights.
Although some complaints are treated with urgency, I have to limit
the number so treated otherwise some complainants would never
get to the front of the queue.

On the experience of longer established bodies overseas, com-
plaints tend to increase in complexity as they steady or reduce
slightly in numbers. That has occurred in New Zealand. They re-
quire more time and effort and fewer of them are being handled
now.

Figure 1 represents the flow of incoming complaints and the
complaints disposed of during the financial year.

99-5991DESOLCDNADEVIECERSTNIALPMOC:1ELBAT

59/4991 69/5991 79/6991 89/7991 99/8991

deviecerstnialpmoC 778 399 0021 8801 3001
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FIGURE 1: COMPLAINTS 1998/99
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During the year, 1003 new complaints were received. At the end
of the year, 1176 complaints were current (under investigation).  Of
those, 796 were in the queue waiting to be assigned to an investi-
gating officer.  This figure has increased from last year, despite fewer
incoming complaints and a higher closure rate.  This figure is ex-
pected to increase over the next twelve months as the more readily
resolvable complaints are closed, leaving a core of more difficult
and complex complaints for investigation.

Only 6 per cent of the closed complaints were outside my juris-
diction, indicating that most complainants are aware of the nature
of my jurisdiction.

The proportion of complaints closed by investigating officers is
lower (54%) than last year (66%), due in part to budgetary con-
straints which did not allow for replacement of staff members who
left. It also indicates that the more readily resolved complaints are
being closed in the queue, leaving the investigating officers with
complaints that are more complex and more difficult to resolve.
This trend is expected to continue over the next 12 months.

It was possible to resolve 84% of complaints without forming a
final opinion.  This is consistent with figures from previous years. It
indicates the willingness of parties to reach a conclusion acceptable
to both with the assistance of my investigating staff. This “alterna-
tive” dispute resolution process is not often acknowledged in the
plethora of material on dispute resolution.

Queued complaints

Complaints have been received for some years at a greater rate
than I could investigate with the resources provided to me. To as-
sign new complaints immediately to investigating officers would
result in an unmanageable workload for those officers who each
handle on average 40 to 50 complaints at a time. Investigating of-
ficers also contribute to the education function of the office. While
some complaints had to be dealt with urgently, most were placed in
a queue to be allocated as existing complaints were closed. At the
end of this year 796 complaints were in the queue and a complain-
ant would have to wait about 14 months for an investigating of-
ficer to be assigned.

However, the queue is not left idle. Investigations Manager,
Deborah Marshall, and senior staff attempt to resolve as many
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queued complaints as possible before they are assigned to investi-
gating officers. The complaint is first assessed and on some occa-
sions it is possible to resolve the matter immediately with the par-
ties, especially if the complaint is similar to one previously investi-
gated by the office. The outcome of that complaint can be explained
and often the complainant advises they do not wish to proceed
with the matter. Very often liaison between the complainant and
the respondent agency will result in settlement of the complaint.
This year 411 (46%) complaints were closed in the queue before
being assigned to an investigating officer.

Examples of complaints closed while in the queue:

• A local authority sent a questionnaire to its tenants and included
questions about their physical disabilities and mental health.
The complainant considered the questions were unnecessary and
intrusive. The local authority explained that its housing service
was targeted and based primarily on socio-economic factors.
Further, it was contracted to the local Health Funding Authority
to provide support and some supervision to allow tenants to live
independently. The questions were designed to assist in devel-
oping policies and criteria. I decided that further investigation
of the complaint would not be a good use of my resources.

• A seafarer requested access to a doctor’s report held about him by
a government agency.  The agency refused to provide him with
the information as it considered it had been supplied under a
‘promise of confidentiality.’ After contact from my office the
agency contacted the doctor concerned and he advised he had no
objection to the information being supplied. The complainant
received the information and was satisfied with that outcome.

Investigation of complaints

Complaints not resolved while in the queue are eventually as-
signed to an investigating officer.

Many of the complaints investigated can be settled without the
need for me to form an opinion on the substance of the complaint.
Section 74 of the Privacy Act provides that I may attempt to secure a
settlement between the parties, where it appears possible, and I have
incorporated this into my investigation procedure. Where appropri-
ate, I may also attempt to obtain a formal assurance against the rep-
etition of the action which is the subject matter of the complaint.
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Settlement can be achieved in a number of ways.  In some cases
an explanation of some action is given or an apology is offered and,
if the complainant is satisfied, I may close the file.  Other cases may
involve the payment of compensation or some other restorative
action being undertaken. Complaints involving access to informa-
tion are often resolved once the individual receives the informa-
tion requested. In other cases, the delay in getting access may have
caused some loss to the requester.

In some cases I may establish that the facts given by the com-
plainant are inaccurate and conclude that further investigation of
the complaint is unnecessary or unwarranted in the circumstances.
In other cases the agency realises it is in breach and takes steps to
resolve the complaint. In such cases I may discontinue my investi-
gation without forming a provisional opinion.

If settlement is not achieved I may give my provisional opinion
on the complaint. That may serve to resolve the complaint so that
settlement can be achieved at this stage. If not, I may give my final
opinion on whether the complaint has substance. I will usually try
to obtain a settlement at this stage.

Of the 839 complaints which were closed within my jurisdic-
tion, 708 were resolved without my having to form a final opinion
on the substance of the complaint.

The following are examples of the sort of settlements offered
during the year:

• An employer had suspicions that his employee (the complain-
ant), had been stealing from the firm. The employer disclosed
his suspicions about the complainant to the complainant’s wife,
who was a relative of the employer. The employer had not men-
tioned his suspicions to the complainant. The employer admit-
ted that the disclosure should not have taken place and offered
grocery vouchers in settlement. This was just before Christmas
and the complainant accepted the vouchers as satisfactory set-
tlement of his complaint.

• A bank offered an airline luxury mystery weekend for two for a
disclosure of information from the complainants’ bank account
to one of their children.

• A man who had been covertly videotaping women in a chang-
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ing room (and who had been investigated previously for such an
action before the Privacy Act came into force) offered a financial
settlement to the women involved and also gave a written un-
dertaking to me not to repeat the action. Should the action reccur
I would consider referring the matter to the Complaints Review
Tribunal.

• A government department changed its forms to collect extra in-
formation from requesters in order to satisfy itself that requests
for criminal conviction lists were being made by the individual
concerned.

Complaints involving access

The right of access to personal information is an important right.
It increases accountability in public and private sector agencies. Use
of the right of correction helps to ensure that decisions affecting
people are made on the basis of accurate and up to date informa-
tion.

Access complaints are often simply calls for review of a decision
not to make available some or all of the personal information to a
requester. Figures for access complaints are taken from those com-
plaints that are closed within jurisdiction and involve access.  Com-
plaints that involved breaches of other principles as well as princi-
ple 6 have also been included. Many access complaints are resolved
after further information has been made available. Forty-three per-
cent of complaints received this year involved an access review.

LATOTFOEGATNECREPASASSECCAGNIVLOVNISTNIALPMOC:2ELBAT

99-5991STNIALPMOC

59/4991
)%(

69/5991
)%(

79/6991
)%(

89/7991
)%(

99/8991
)%(

sseccA 24 63 04 23 34

sseccanoN 85 46 06 86 75
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Access outcomes

Where I consider an agency has a proper basis for the decision to
withhold information requested I form the opinion that the com-
plaint has “no substance.”  Nine per cent of access complaints had
no substance. In 63 per cent of access complaints the investigation
was discontinued.

99-5991ROTCESYBSSECCAGNIVLOVNISTNIALPMOC:3ELBAT

59/4991
)%(

69/5991
)%(

79/6991
)%(

89/7991
)%(

99/8991
)%(

rotceSetavirP 14 94 55 94 14

rotceScilbuP 95 15 54 15 95

59/4991 69/5991 79/6991 89/7991 99/8991

rotceSetavirP 051 671 652 071 841

rotceScilbuP 812 181 602 971 212

latoT 863 753 264 943 063

99/8991EMOCTUOYBSTNIALPMOCSSECCA:4ELBAT

emoctuO rebmuN

ecnatsbus-noinipO 91

ecnatsbuson-noinipO 13

tnemeltteS 48

deunitnocsidnoitagitsevnI 622

latoT 063

The “investigation discontinued” figure includes complaints in
which:

• I have exercised my discretion to discontinue the investigation;

• the individual was satisfied with action taken by the respondent
and did not want any further action taken;

• there were other outcomes, including no further contact from
the complainant or referral to another agency.
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It must be borne in mind that requesters have no way of telling
whether they have received all the information about themselves
or, in many cases, of telling whether a withholding ground has been
correctly applied. It is only the intervention of my office, which
views the files and considers the withholding grounds, that can
establish whether or not the review was justified. In many of the
cases listed as “discontinued”, my intervention has resulted in fur-
ther information being made available, or an explanation has been
given for the lack of further information. In such cases I do not
usually find it necessary to make a final finding of substance.

Respondent agencies are becoming more aware of the entitle-
ments to access which the Privacy Act provides to individuals. They
are also becoming more familiar with the grounds under the Act to
withhold information.  However, I still receive a number of com-
plaints alleging that agencies are not responding to requests within
the 20 working day period required by the Act.  Some examples of
access complaints investigated during the year are:

• An animal welfare organisation investigated the complainant for
cruelty to animals. The complainant wanted access to the in-
formant information held by the organisation which had led
them to commence the investigation. The organisation had found
in the complainant’s favour. The organisation supplied a sum-
mary of the information received, but withheld information
which would identify the informant. I formed the final opinion
that in this case the information could be withheld, as the or-
ganisation relied on the free flow of information to carry out its
statutory function of protecting animals. Disclosure of inform-
ant information could have a chilling effect on the supply of
information in the future.

 • The Police advised the complainant and my office that all the
information relating to the criminal charges the complainant
was facing had been provided under the ‘discovery’ process. Af-
ter the proceedings had been completed, however, they wrote to
the complainant supplying 72 documents not previously pro-
vided.

Complaints involving disclosure

These complaints involve allegations of disclosure contrary to
information privacy principle 11.  Disclosure complaints form a
significant proportion of the complaints received by me.
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Figures for disclosure complaints are taken from those complaints
that are closed within jurisdiction and involve disclosure.  Com-
plaints that involved breaches of other principles as well as princi-
ple 11 have also been included.
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59/4991 69/5991 79/6991 89/7991 99/8991

etavirP 602 052 172 591 681

cilbuP 301 201 001 501 031

latoT 903 253 173 003 613

Some typical complaints about disclosure are as follows:

• A Church official disclosed information about the complainant
to a congregation, asking the congregation to pray for the com-
plainant and the complainant’s spouse.  Information disclosed
included details about their marital difficulties. The Church
agreed to apologise.

• A psychiatrist disclosed sensitive health information about the
complainant to four separate agencies, including the complain-
ant’s children’s school. The hospital concerned admitted the dis-
closures were too wide and made a monetary settlement of $8,000
to the complainant.
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Disclosure Outcomes

99/8991EMOCTUOYBSTNIALPMOCERUSOLCSID:7ELBAT

emoctuO rebmuN

ecnatsbus-noinipO 81

ecnatsbuson-noinipO 54

tnemeltteS 13

deunitnocsidnoitagitsevnI 222

latoT 613

The “investigation discontinued” figure includes complaints in
which:

• I exercised my discretion to discontinue the investigation;

• the individual did not want any further action taken;

• there were a number of other outcomes, including no further
contact from the complainant or referral to another agency.

Other alleged breaches

The information privacy principles are concerned with the col-
lection, use, storage and disclosure of information.  Individuals may
find that information held about them is inaccurate and request
correction (principle 7). Complaints may arise due to the nature of
the information collected (principle 1) or the means by which the
information is collected (principle 4).  Some agencies are subject to
complaints when it appears that they have not taken adequate steps
to safeguard information they hold (principle 5).

This table includes complaints made about breaches of the prin-
ciples and Health Information Privacy Code rules other than prin-
ciple 6 (access) and principle 11 (disclosure).  It includes complaints
made under s 22F of the Health Act and complaints made about
breaches of information matching provisions.  The figures are taken
from complaints that are closed within jurisdiction.
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Principle 1

• The new driver licence application form requested details of cer-
tain medical conditions of which the applicant had been made
aware in the last five years. In fact, the information collected
should have been those conditions which affected the applicant’s
ability to drive, and an undertaking was made to correct the form
accordingly.

Principle 4

• An electrician had been asked by ACC for information about
clients he was doing work for in their home.  He decided to tape
record (without their knowledge) a conversation he had with
them about the sort of work they had been undertaking them-
selves.  ACC had not asked for any tape recording to be done
and accepted that the conversation was recorded by unfair means.
It refused to use the contents of the recording for its investiga-
tion.

99-7991ERUSOLCSID/SSECCANAHTREHTOSEHCAERBDEGELLA:8ELBAT
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Top 10 respondents

It would not be wise to look at the number of complaints re-
ceived against individual agencies and conclude that those agen-
cies must be lacking in Privacy Act compliance.  Some agencies will,
by the very nature of their dealings with the public and the sensi-
tive nature of the information they hold, be subject to more com-
plaints than other agencies.

The complaints included in these tables comprise the complaints
made against these agencies which were closed within jurisdiction
in the 1998/99 financial year.

The complaints against the Department of Social Welfare include
complaints against NZ Income Support Service (prior to becoming
part of WINZ) and the Children, Young Persons and their Families
Agency.

The outcome table (table 10) shows the total number of com-
plaints received together with the outcome of the complaint.  Some
of the results are self-explanatory but others could benefit from some
explanation:

• “Investigation discontinued” indicates that I exercised my dis-
cretion to discontinue under s 71.

• “Other resolution” indicates that the complaint was resolved to
the parties’ satisfaction, although a settlement was not reached.

• “Other” is a catch-all category which includes a number of out-
comes.  Most frequently the complaints in this category were
closed because the complainant did not wish to continue.  Other
outcomes include no further contact from the complainant or
referral to another agency.

It is important to note the outcomes of complaints to the top 10
respondents, especially where complaints have been settled or where
individuals do not require any further action from me.  These out-
comes indicate the willingness of the organisation to admit fault,
where appropriate, and to address the issue to the satisfaction of
the complainant.
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Complaints Review Tribunal

If my staff have not brought about a settlement, I may refer com-
plaints which in my opinion have substance to the Proceedings
Commissioner with a view to instituting proceedings before the
Complaints Review Tribunal.  If I do not do this, I tell complainants
of their right to take their own proceedings in the Complaints Re-
view Tribunal.

Last year I referred two complaints to the Proceedings Commis-
sioner to consider whether civil proceedings should be issued.

Thirteen complainants commenced proceedings in the Tribunal
after I:

• concluded that the complaint did not have substance; or

• concluded that the complaint had substance and could not be
settled but I decided not to refer them to the Proceedings Com-
missioner for civil proceedings; or

 • discontinued my investigation.

All but one of those complaints have been disposed of during
the year:

• 6 claims were dismissed;
• 1 claim established a breach;
• 2 claims were settled;
• 3 claims were struck out.
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EDUCATION AND PUBLICITY

Seminars, conferences and workshops

As in previous years, I received a number of requests from agen-
cies for seminars and conference addresses.  I attended eleven con-
ferences through the year and gave a number of speeches to other
organisations.

The fifth annual Privacy Issues Forum was held in Wellington in
September and was attended by 171 people.  It attracted a number
of international speakers including the Privacy Commissioners of
Canada and Hong Kong.  It was followed by a day of problem-solv-
ing workshops for privacy officers, and both days were warmly re-
ceived.  I look on the events as useful and important for those work-
ing with the Act.  They bring together people working in the field,
from policy analysts, students and lobbyists, to privacy officers,
departmental legal advisers and my own staff.  They provide an
opportunity to network, to discuss problem issues and to hear about
international developments.

As in previous years, I continued to answer enquiries from the
media.  In doing so, I have given guidance on the proper way to
frame official information requests and to identify situations where
the Privacy Act is wrongly given as a reason for non-disclosure of
personal information. I am pleased to provide this service to the
Press. Newspapers continue to report refusals of reporters’ requests
by public sector agencies as based on the Privacy Act (when actu-
ally I find the Act was not referred to) in ignorance of the fact that
such a request must be considered under the Official Information
Act. There is a lack of understanding that that Act has always had
powers to protect the privacy of individuals. When these are in-
voked by an agency an assumption is made that “privacy” must
mean “the Privacy Act” and another urban myth about the Privacy
Act is born.

Forty-one seminars and workshops were presented during the
year by qualified and experienced staff from my office.

A full day workshop aimed specifically at the mental health sec-
tor was developed to complement the mental health guidance notes
and provide clear and practical help to mental health professionals
confronting privacy issues.  The workshop was presented three times
as part of my workshop programme in Auckland and Wellington.
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It was also presented six times as an in-house workshop at a number
of health agencies that sought training for their mental health staff.
Generally when the courses have been held a much better under-
standing of the Code results. Agencies cease blaming the Privacy
Act for their own disclosure policies and take responsibility for their
information practices.

I also organised a series of health and mental health workshops
in Christchurch, which were presented by Kathryn Dalziel a
Christchurch-based lawyer.  Those workshops were very well re-
ceived.

The workshops have been a success this year in terms of partici-
pant satisfaction.  My staff consistently receive good evaluations as
presenters and the workshops consistently meet participants’ ex-
pectations.  I have been pleased with the growth in demand for in-
house training.  I particularly like sending my staff into organisa-
tions to provide in-house training.  By developing materials and
exercises specifically for the organisation concerned, they gain a
better insight into the particular issues the organisation has, which
means they can give more specific help to resolve those issues.  They
also build up good rapport with employees there, which means is-
sues are more likely to be addressed at an early stage before they
become complaints.

Printed resources

I continued my practice of releasing compilations of materials
produced by my office.  Two general compilations were released
comprising papers, submissions and speeches.

During the year I released thirteen case notes on complaints I
had investigated.  Work was completed on a cumulative index of
case notes.  The index has been a useful resource to people working
with privacy on a day to day basis.  Case notes are indexed in a
number of ways, including sector and provision, making it easy to
find relevant precedent.

The objective of the case notes is to report some of the opinions
I have reached on complaints, or to illustrate the types of com-
plaints I receive and the approach I took on them.  Some record a
conclusion I reached for the first time on an interpretation of the
Act.  In other cases, the application of the law might have been
quite straightforward but the principles were being applied to a new
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set of facts, or in a setting that demonstrated a facet of the applica-
tion of the Act that may not otherwise have been understood.  Other
case notes have been issued to provide a representative illustration
of the opinions I have reached.

My case notes are widely distributed to law journals, media, pri-
vacy officers and others interested in privacy issues.  They are often
published in Private Word and are available free of charge from my
office and on my website.

This year I also released a compilation of decisions of the Com-
plaints Review Tribunal from 1997-1999, including two High Court
judgments on appeal.  As these decisions will not necessarily be
reported in law reports, but will have an impact on my approach to
complaints, I felt it important for people to be able to readily access
the Tribunal’s decisions.

Publicity

Privacy issues continued to generate much publicity during the year.

A Court of Appeal case found that the New Zealand Security In-
telligence Service had no power under the current law to break into
private homes. This led to new legislation being passed authorising
such activities.

The new accident insurance regime generated much publicity
and concerns were expressed about the collection of sensitive health
information by private insurers. Likewise, aspects of the new driver
licence regime were widely reported.

The criminal “discovery” process was highlighted when a Court
of Appeal judge warned that cases could be dismissed for abuse of
process if defence lawyers were not given full discovery of relevant
information held by the Police. I received complaints from defend-
ants, and solicitors acting on their behalf, alleging that informa-
tion was being withheld prior to Court proceedings or after pro-
ceedings, when the individuals concerned were collating informa-
tion for possible appeals.

In the information technology area the use of biometrics, for
example fingerprint scanning for identification purposes, generated
some publicity. Publicity about the privacy implications of the
Internet, including “e-commerce” was also topical.



51 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

With the exception of two newspapers, editorials based on er-
rors of fact seemed to diminish with my review of the Act recom-
mending continuation of the exemption for the media. Most news-
papers are more careful in such comment. I believe there is a reali-
sation by some editors that privacy of information has a real value
and past policies of ridiculing privacy concerns and suggesting the
Act produced incongruous outcomes was simply no longer cred-
ible.

Newsletter

Private Word, the newsletter, has continued to be an effective
forum to discuss privacy issues and publicise the activities of the
office.  Due to increasing demand, the average print run has in-
creased to 5,100 copies and I had to limit Private Word to bi-monthly
issues to curb the increasing costs of production and distribution.
It has gone a long way to counter mischievous editorial comment
and inaccurate representations of privacy law and practice in the
press.

Private Word is available on my website and can be downloaded
free of charge.  I am happy for Private Word to be copied and for the
written content to be republished in other magazines providing the
source is acknowledged.
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ENQUIRIES

I have two full time enquiries officers who answer written and
telephone enquiries made to my office.  Many enquiries are from
individuals seeking information about their entitlements under the
Act, for example, whether or not they are able to view notes held
about them by their GP.  I also receive enquiries from agencies hold-
ing information seeking clarification of their obligations under the
Act.  Agencies that may collect information often seek advice prior
to the collection and Government agencies often enquire about the
interaction of their relevant statute with certain provisions of the
Privacy Act.

Enquiries can turn into complaints where, for example, indi-
viduals have sought advice as to their entitlements and claim that
agencies have disregarded those rights.  However enquiries are also
an efficient way of reducing complaints: in many cases an enquir-
ies officer is able to provide information to an individual and the
agency concerned which allows the privacy issue to be resolved
between the parties.

Enquiries received

Due to funding constraints I was unable to replace an enquiries
officer who left last year and therefore my enquiries section was
reduced from three to two full time staff.  As a result, many tel-
ephone enquiries were diverted to an answerphone system which
means there is no longer a fulltime “on demand” telephone enquir-
ies service. This accounts for the substantial drop in telephone en-
quiries made last year.  I received 6,356 telephone enquiries and
615 written enquiries last year.  This is a total of 6,971 enquiries,
down from 11,141 for the year 1997-1998 (the high point for en-
quiries so far).  The figures for last year therefore show an average of

9991-5991SEIRIUQNE:1ELBAT

69/5991 79/6991 89/7991 99/8991

enohpeleT * 0448 606,01 6536

nettirW * 595 535 516

latoT 002,01 5309 141,11 1796

htnomrep.vA 058 357 829 085

elbaliavatonserugif*
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580 enquiries received per month.  Of the 6,971 enquiries received
last year 6,955 were answered during the year.

Enquiry topics

As in previous years, enquiries covered a very wide range of top-
ics.  Early in the year I received a number of enquiries from indi-
viduals concerned about Government departments and consumer
satisfaction surveys carried out for the departments by outside agen-
cies.  In particular, individuals who had confidential telephone
numbers were concerned that their contact details had been passed
to contractors acting on behalf of Government departments.

As in previous years I received a number of enquiries from indi-
viduals who had been told that certain actions were done, or could
not be done “because of the Privacy Act.”  My staff are instructed to
ring the agency concerned to clarify which particular part of the Pri-
vacy Act requires them to do an action or prevents them from doing
an action.  In many cases the agency advised that it was the agency’s
own policy that governed the action to be taken but that it was easier
to blame the Privacy Act than to explain the policy to the individu-
als.  In other cases the agencies were genuinely confused as to the
relevance of the Privacy Act to their particular situation and the
enquiries staff were able to assist them. In other cases reference to
the Act was incorrect: public sector agencies must respond to requests
by third parties for personal information under the Official Informa-
tion Act.

In March 1999 I received a number of enquiries from individu-
als who alleged their complete medical history had been sent to
their employer by ACC.  In some cases the individual concerned
had sought a review of an ACC decision and they alleged that in-
stead of sending health information relevant only to their work
related injury, complete files had been sent.

Other enquiries concerned a Council’s policy of referring all of
its six year old library debts to a debt collection agency.  Many of
the enquirers alleged they were not aware they had a debt to the
library until contacted by the collection agency.

A number of enquiries were received about information held on
the Motor Vehicle Register. Enquirers expressed concern that the in-
formation was so readily available to members of the public and that
there were only limited circumstances in which individuals could have
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their personal information protected under the policy of the Registrar.

The new Accident Insurance regime prompted enquiries about
the level of information being collected by employers and private
insurers.

In June of this year there were a number of enquiries about the
new driver licence legislation with enquirers expressing concern
about having:

• to apply for the new licences

• to pay for the new licences

• to allow a photograph to be taken

• a photograph stored digitally

• a signature stored digitally.

As in previous years we continued to receive enquiries about:

• employment

• credit reporting

• accessing health files

• informant information

Website

The website operated by my office has continued to be a popular
means of obtaining information.  Fact sheets, case notes, reports on
proposed legislation, speeches and Private Word are all available on
the website.

Many written enquiries are also received and returned by email.
Fact sheets and other information can be attached to such responses.

My enquiries staff, along with the investigating officers, are also
involved in the education function of the Office.
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SECTION 54 AUTHORISATIONS

Section 54 allows me to authorise certain actions that would oth-
erwise breach information privacy principles 2, 10 or 11.  I am re-
quired to consider whether, in the special circumstances of the case,
any interference with the privacy of an individual that could result
from the action in question is substantially outweighed by either:

• the public interest in that action; or

• the clear benefit to the individual concerned which would result
from the action in question.

Detailed guidelines are available upon request from my office
for any agency considering applying for an authorisation.  Three
applications for authorisations were carried over from last year, with
seven new applications received this year.  One of the ten remained
under consideration at the end of the year.

I suspended action on one of the completed applications.  While
seeking more information the applicant reached an interim solu-
tion that obviated the immediate need for an exemption.  However
the applicant noted that the need could arise again in the future.

One application was withdrawn after I pointed out a number of
problems with granting it, and I declined three of the applications.

In one, the applicant had asked for an exemption from informa-
tion privacy principle 5, which I am not empowered to grant.  An
exemption was also requested from principle 11 but I took no fur-
ther action after my request for further information to allow me to
assess the application was not responded to.

The second applicant sought an exemption from information
privacy principle 2 which it wanted to operate retrospectively. I was
not minded to grant this.  The applicant also sought an exemption
under information privacy principle 10, but I was not satisfied that
it would have been breached in the circumstances.

The third applicant asked for an authorisation to allow another agency
to disclose information to it.  In declining the application, I noted that
the agency did not jointly apply and did not appear to be willing to
disclose the information to the applicant in any case. An authorisation
cannot be used to compel disclosure of desired information.
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I also noted that it was not clear that the disclosure would in-
volve a clear benefit to the people concerned that would outweigh
any interference with their privacy that could result.  Nor did there
appear to be any public interest in disclosure that would outweigh
to a substantial degree any interference with privacy that could re-
sult.  For these reasons, I declined the application.

I granted four applications.

Auckland Healthcare Ltd

Auckland Healthcare requested an authorisation to allow it to
disclose information to ACC so that ACC could establish the pa-
tients on Auckland Healthcare’s waiting list for whom it had to take
financial responsibility.  I initially authorised the data match on 1
October 1996, but it never took place.  Auckland Healthcare pro-
posed to disclose more updated information and required a new
authorisation to allow it to do so.

I granted the new authorisation for the same reasons and under
the same conditions as the original authorisation.

The remaining three authorisations were granted under section
54(1)(b). This section allows me to authorise an agency to disclose
personal information, even though that disclosure would otherwise
be in breach of principle 11, if I am satisfied in the circumstances of
the case that the disclosure involves a clear benefit to the individual
concerned that outweighs any interference with the privacy of the
individual that could result from that disclosure.

New Zealand Meat Board

The New Zealand Meat Board requested an authorisation on be-
half of 23 meat processors, which would allow them to disclose
their levy payer list to the Board.  The Meat Board is a statutory
body established under the Meat Board Act 1997, and one of its
functions is to account to livestock farmers on the Board’s activities
and its use of levy money and other resources.  Other statutory
obligations on the Board include the obligation to make reasonable
efforts to consult livestock farmers, in accordance with its state-
ment of strategic and consultative intent, about the Meat Board’s
activities, and to hold meetings of livestock farmers - both regional
and annual.



57 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

The Board was also required to submit a plan based on its opera-
tion, without specific statutory backing, as a result of the producer
board amendment legislation.  The Board planned to conduct a
referendum on the issue but had only a very small number of farm-
ers on its mailing list.  It tried, unsuccessfully, to increase the num-
bers of farmers on its mailing list using other methods.  The Board
proposed to use the levy payer lists to give all eligible livestock farm-
ers the opportunity to register on the Board’s electoral roll.

The 23 meat processors had agreed to disclose to the Board their
levy payers lists via an intermediary, provided that was authorised
by the Privacy Commissioner.  The intermediary would compile a
single mailing list of levy payers and forward that to the Meat Board.

I considered that there was a benefit to the farmers concerned in
being alerted to their entitlement to vote.  I also considered there
was a benefit to those farmers in being allowed to express a view on
the producer board’s reform.  The Meat Board undertook to remove
the names of any of the farmers who did not wish to be on its
mailing list and to regularly give them the opportunity to have their
names deleted from the mailing list. I considered this would miti-
gate any interference with privacy that could occur.  I was satisfied
that there was a clear benefit to the individuals concerned that out-
weighed any interference with their privacy that could result from
the disclosure.

I granted an authorisation to each of the 23 meat processors who
had indicated their willingness to participate in this process.  I
granted the authorisation on a number of conditions, including
limitations as to the purpose of the disclosure and a requirement
that the intermediary sign an undertaking to securely destroy all
copies of the levy payers lists together with the compiled list.

Age Concern Auckland Inc

Age Concern Auckland Inc requested an authorisation to allow
it to advertise by name and last known address, for former and cur-
rent clients who were entitled to a share of money paid in restitu-
tion by a former employee.  Age Concern did not have current ad-
dresses for the former clients and did not have contact details for
next of kin, welfare guardians or other persons legally authorised to
act on behalf of a few current clients, none of whom were legally
competent.
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Age Concern made largely unsuccessful attempts to contact the
former clients.  It sought my authorisation under section 54 to place
an advertisement in the New Zealand Herald and suburban newspa-
pers in the Auckland region.  The advertisement would include the
name and last known address of each former and current member
for whom details were sought.

I accepted that there was a clear benefit to the individuals con-
cerned in being alerted to the fact that they had entitlements to a
proportion of the sum paid in restitution.  I considered this benefit
outweighed any interference with the privacy of those individuals.

I granted an authorisation to allow the disclosure on the condi-
tion that, if Age Concerned learned of the whereabouts of any of
the former or current clients before the advertisement was placed,
it would take all reasonable steps to ensure that information relat-
ing to those people would not be included in the advertisement.

BOC Gases New Zealand Retirement Plan

The trustees of the BOC Gases New Zealand Retirement Plan re-
quested an authorisation to allow them to advertise for former em-
ployees who were entitled to a lump sum from the staff pension
fund.  The trustees did not have current addresses for some 84 peo-
ple who had left the company prior to the restructuring of the staff
pension fund to a new superannuation scheme.  Each of those former
employees was entitled to a lump sum out of the surplus of the
fund.

The trustees proposed to place advertisements in newspapers in
Auckland, Wellington, Christchurch and such other regional news-
papers as were deemed appropriate.  The regional newspapers to be
selected were based on the number of employers whose former ad-
dresses were in a particular region.  There was to be one advertise-
ment in each newspaper which would include the names and last
known address (in the form of suburb and city or town) of each of
the former members, the year in which they left the company, and
the fact that it would be to their financial advantage if they re-
sponded.  The trustees proposed to advertise on a regional basis
rather than disclosing the full list in each newspaper.  The trustees
had already taken some steps to contact the former members.

I accepted that there was a clear benefit to individuals concerned
in being alerted to the fact that they had certain entitlements un-
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der the pension fund.  If the money remained unclaimed it was to
be paid to the company and would be held in trust for a further
three years, but the company would be under no obligation to search
for the former member. Without the advertisement the individuals
would be unlikely to receive a benefit to which they were entitled.
I was satisfied that this was a clear benefit that outweighed any
interference with their privacy that could result from the disclo-
sure.

I granted an authorisation to allow the disclosure on the condi-
tion that the advertisement be placed only after the trustees had
taken certain specified steps - which would not involve publication
- to trace former employees.  I also required that the trustees make
reasonable efforts to ensure that the information about any former
employee who was located in the interim would be removed from
the text of the advertisement before it was placed.

Use of the section

This provision is important as a safety valve because it allows me
to authorise actions that might otherwise be a breach of certain
principles. It can be useful when some disclosure ought to be made
in the public interest when there is a duty under the Act not to
disclose, perhaps because of a failure on the agency’s part to pro-
vide for all eventualities.
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LEGISLATION

Legislation has significant potential to impact on the privacy of
individuals - frequently detrimental in effect, occasionally benefi-
cial.  One of my functions is to examine any proposed legislation
that may affect the privacy of individuals and to report to the Min-
ister of Justice the results of that examination.  During the year I
submitted 10 formal reports to the Minister on bills then before
Parliament.  These reports are available from my office and are posted
on my website.  They are often followed up with an appearance
before a select committee.  Occasionally I submit reports directly to
select committees, often at the explicit request of a committee.  On
one occasion, on a matter concerning the Accident Insurance Bill, I
formally complained directly to the Regulations Review Commit-
tee, which has a special function under the Standing Orders of Par-
liament to receive complaints.

The Cabinet Office Manual requires Departments to signify com-
pliance with the principles and requirements of the Privacy Act when
seeking the introduction of a bill into Parliament or when propos-
ing the issue of regulations.  Accordingly, I am frequently consulted
by Departments concerning new proposals.  I mention below a small
selection of the legislative matters upon which I have commented
during the year.

Accident Insurance Bill

This bill, which privatised workers’ compensation, was one of
the most significant, and controversial, pieces of legislation during
the year.  Unfortunately, for a small office such as mine it is difficult
to scrutinise the many features of a large piece of legislation such as
this during a busy period.  I have little doubt that there are signifi-
cant privacy issues that will arise from the new law which have not
yet been subject to study.  Nonetheless, I was involved in scrutinis-
ing, and drawing attention to, some aspects of the bill, one of which
I mention here.  Two other aspects, concerning an information
matching programme established under the bill, and the Accident
Insurance (Insurer Returns) Regulations issued under the legisla-
tion, are mentioned elsewhere in this report.

In November I reported my concerns to the Minister about a
clause in the bill, which would make it an offence not to provide
requested information to an insurer.   I was concerned that such a
potentially broad ranging offence provision should be created.  I
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questioned whether it was needed at all and suggested that, if it
was, it should nonetheless be narrowed or modified.

The clause was modelled upon a provision in earlier accident
compensation legislation.  However, the earlier provisions were lim-
ited solely to requests for information made by a public body, the
ACC, whereas the new provision has been broadened to encompass
demands made by private insurance companies.  I was unaware of
insurance companies, in respect to the rest of their business, need-
ing offence provisions of this sort.  The explanatory note to the bill
provided no reason for why the provision was needed.  It is gener-
ally undesirable to create an offence based on a discretionary re-
quirement to produce information exercised by persons who are
not subject to statutory controls.  The Select Committee tinkered
with the clause but left it fundamentally the same.  I will follow
with interest how insurance companies utilise their coercive pow-
ers in practice.

Accident Insurance (Insurer Returns) Regulations 1999

These regulations were made under the Accident Insurance Act
1998 that privatised workers’ compensation.  Employers are required
under the statute to take out insurance policies for their workforce
with an approved insurance company.  The Act authorises the es-
tablishment of an accident insurance database furnished with in-
formation from the approved insurers as specified in regulations.
Among other things, the regulations specify the returns required
on every insurance claim in relation to persons who suffer personal
injury.  One of the requirements was that the person’s ethnicity be
given.

I was consulted in relation to the making of the regulations.
Concerns that I held in relation to ethnicity were not assuaged in
the process and my reservations were explicitly recorded in the rel-
evant Cabinet committee paper.  I also took up my concerns di-
rectly with the Chief Executive of the Department of Labour and
the Minister of Justice.  I was concerned that the regulations would
compel the collection of ethnicity on all relevant claim forms by
private insurers.  I questioned what purpose the details were needed
for.  I was not satisfied that the requirement was consistent with
the approach of the information privacy principles and preferred
that details of race not be collected at all.    As an alternative, I
suggested that individuals be given the option to refuse to answer
any questions concerning ethnicity.
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I noted that information about ethnicity would be collected by
insurers on claim forms that would be copied to the individual’s
employer.  Ethnicity information is not actually obtained for insur-
ers or employers, or intended to be used by them, but the method
of collection would mean that both would have the information.
The possibility therefore arose of the use of the information for
purposes other than the one intended - including discriminatory
purposes.  I was also concerned that a refusal to supply ethnic in-
formation might lead to a denial or delay in medical services, acci-
dent compensation, or the opportunity for rehabilitation.  Experi-
ence in other collections of ethnic information suggested that many
New Zealanders object to providing details of their ethnic origin.
Such concerns are strongly held by some individuals in both ma-
jority and minority racial groups.

The regulations were duly made and immediately brought into
force.  I therefore urgently lodged a complaint with the Regulations
Review Committee of Parliament alleging that the regulations un-
duly trespassed on personal rights and liberties because of their ef-
fect on individual privacy.  The Race Relations Conciliator supported
my complaint.

The matter had not been determined by the end of the reporting
year.  However, shortly afterwards the Regulations Review Commit-
tee took evidence on the complaint. In August the Committee de-
livered its report upholding my complaint that the regulations tres-
passed unduly on personal rights and liberties.  In an extremely
rare move, the Committee recommended that the Government re-
voke the offending clause in the regulations.

Assisted Human Reproduction Bill

Rapid advances in biotechnologies have, over the last decade,
given rise to a variety of new legal and ethical challenges.  There
have been gradual advances in assisted human reproductive (AHR)
technology over a generation and rapid advances in recent years.
Many would argue that society has not reacted sufficiently quickly
even to the older, and more easily understood, technologies such as
donor insemination.  Far more challenging are the sophisticated
techniques such as in-vitro fertilisation.  Practices such as surro-
gacy also trouble many people.

I was first consulted in relation to these issues by the Ministerial
Committee on Assisted Reproductive Technologies in 1993.  I had
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discussions with, and made submissions to, that Committee and
promoted public discussion of the issues through the 1994 Privacy
Issues Forum.  I was consulted by the Ministry of Justice in the de-
velopment of the bill, which attempts to address some of the diffi-
cult issues in this area while seeking to respect information privacy
principles.

The bill provides for an information scheme intended to pro-
mote a policy of openness with respect to children born from pro-
cedures involving donated gametes.  The scheme implemented by
the bill contained the following features of note:

• donors of gametes and recipients of AHR services will be made
aware, as a precondition to donating and receiving services, that
information will be selected and retained so that the children
born as a result of donated materials (“donor children”) will have
access to their genetic origins;

• providers of AHR services will be required to collect certain in-
formation from donors and about donor children and to retain
this information for a period of 50 years unless their business
ceases to continue in some form;

• where a donor child is born, providers will forward specified in-
formation to the Registrar-General which will be held indefi-
nitely and accessed via a central register;

• donor children will be entitled to have access to identifying do-
nor information held by providers and the Registrar-General upon
turning 18;

• donors will be entitled to find out if a donation has resulted in a
birth, but will not have access to identifying information about
a donor child until the child turns 25, unless the child expressly
consents to donor access after turning 18;

• donor children and donors will have access to non-identifying
information about each other prior to the child attaining the
age of 18 years;

• the Privacy Commissioner will have jurisdiction to deal with
complaints relating to matters such as denial of access or wrong-
ful disclosure of personal information.
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I generally supported the approach of the bill.  Nonetheless, I
had some remaining concerns and provided a report to the Minis-
ter in January 1999.  Among other recommendations, I suggested
that the matter of AHR service providers going out of business be
more closely addressed.  It seemed to me that if the object of the
legislation is to be achieved, there ought to be a duty upon such
providers to make arrangements for their records to be appropri-
ately maintained for the specified period of 50 years regardless of
whether they continued to provide AHR services.  By way of anal-
ogy, lawyers who practice on their own account are expected to
make arrangements to ensure continued secure storage of wills and
deeds in the event that they die or are unable to continue to prac-
tice.  The bill remained before a select committee at the end of the
year.

Broadcasting Amendment (No 2) Bill

Broadcasting legislation since 1976 has enabled complaints to
be laid against broadcasters for breach of privacy.  Since 1989, these
complaints have been received by the Broadcasting Standards Au-
thority.  This bill proposed empowering the BSA to issue codes of
practice in relation to privacy.  This would bring the framework for
setting privacy standards for broadcasters and complaints processes,
into line with the framework existing for some other types of com-
plaint handled by the BSA.

The bill provided for consultation between the BSA and Privacy
Commissioner to encourage the development and observance of
codes of broadcasting practice relating to matters of privacy.  In a
report to the Minister, I noted my support for this process since it
would assist in ensuring satisfactory interaction between two pieces
of legislation, both of which touch upon privacy and, in different
ways, the actions of broadcasters.  Furthermore, consultation pro-
vides an effective and straightforward way to ensure that the spe-
cialist privacy expertise of the Privacy Commissioner and this of-
fice is utilised to best effect in contributing to the development of
privacy standards set and administered by another body.

I was therefore perplexed by the Select Committee’s decision to
delete the consultation requirement from the bill.  It was especially
puzzling given the public concern about the broadcast media’s han-
dling of privacy matters in a series of incidents during the year - sev-
eral of which involved the exploitation of children.  I am also aware
that there has been some dissatisfaction expressed about the coher-
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ence and approach of the BSA’s articulation of privacy standards in its
existing non-statutory “privacy principles”.  I was confident that statu-
tory consultation offered some promise for the development of effec-
tive and appropriate privacy standards for broadcasters.

Computer crimes

During consultation on the review of the operation of the Pri-
vacy Act, I raised the question of the adequacy of New Zealand’s
criminal laws as they related to computers.  In many overseas pri-
vacy or data protection laws there are specific “computer crimes”.  I
concluded that the Privacy Act was probably not the appropriate
place for new computer crime offences, but that there was a strong
case to legislate in respect of persons who hack into computer sys-
tems to review information to which they are not entitled and, oc-
casionally, to cause mayhem.  My calls for new computer crime
provisions have been echoed by the Law Commission and it ap-
pears that attention may now be given to the matter.  However,
similar recommendations were made eight years ago by the Crimes
Consultative Committee without any resulting law change.  In ad-
dition to any risk to privacy, New Zealand business may be preju-
diced by the absence of computer crime offences as we move more
rapidly into an era of electronic commerce.

Immigration Amendment Bill

At the request of the Social Services Committee of Parliament, I
prepared a report in relation to this bill and appeared before the
Committee to give evidence.  The bill inserted a new part into the
Immigration Act 1987 establishing special procedures in cases in-
volving serious security concerns.  The explanatory note to the bill
stated that:

“The immigration decision-making process and fairness gen-
erally require the individual concerned to have access to any in-
formation held about them.  This requirement sometimes stops
the NZ Security Intelligence Service from providing classified se-
curity information on an immigration applicant for decision even
though the information may have a direct bearing on the matter.
The bill therefore establishes a special security process to allow
such classified security information to be considered in immigra-
tion decisions without putting the classified nature of that infor-
mation at risk, while ensuring that the rights of the individual are
protected through a process of independent scrutiny.”
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The bill brought into sharp relief a classic information privacy
dilemma: the conflict between an individual’s desire to know the
information held about him or her which will be used to base a
decision affecting his or her interests and the State’s desire to use
such information against the individual while keeping it secret from
him or her.  The stakes are high since the individual’s liberty is
directly at issue.  National security may also be at stake.

In terms of information handling, the proposal essentially was
that:

• a new class of information is defined, known as “classified secu-
rity information”;

• classified security information will be provided by the NZSIS and
will be used in making certain decisions with important conse-
quences for the individual (freezing legal proceedings, taking into
custody etc);

• classified security information will be withheld from the indi-
vidual despite being used in decisions in relation to that indi-
vidual.

The proposal was of concern to me.  Placing an individual in
custody in reliance upon certain information, and using that same
information in an expedited process to take significant and adverse
decisions affecting that individual, while at the same time with-
holding that information from the individual and thereby denying
him or her the opportunity to challenge or explain it, are funda-
mentally at variance with normal fair information practices.

Notwithstanding the clear information privacy implications, and
indeed an explicit reference to the Privacy Act, I was not consulted
on the proposal in advance of the bill being introduced into Parlia-
ment.  I was not, for example, briefed by the Department of Labour
as to the perceived risks, or the shortcomings in the existing law or
how the new law was intended to operate.  I therefore urged cau-
tion about such a dramatic proposal.  It fell to Parliament, as al-
ways, to be fully satisfied as to the need for the law and the en-
croachment upon individual liberties.

I offered my view of the matters that the Committee ought to
consider.  I recommended that the Committee satisfy itself as to the
existence of a serious risk and that it should also consider any avail-
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able alternatives that do not trespass so significantly on personal
liberties.  I criticised an aspect of the definition of “classified secu-
rity information” which would have allowed information sourced
from New Zealand government departments to be withheld under
a blanket of national security, simply by passing the information
first to the NZSIS.  My recommendation to remedy that particular
concern was accepted by the Committee, but otherwise the law was
largely enacted as introduced.  No provision was made to compen-
sate innocent individuals harmed by the operation of the provi-
sions.

Mental Health (Compulsory Assessment and Treatment

Amendment Bill

In my work as Privacy Commissioner I have a number of deal-
ings involving the mental health sector.  This is unsurprising given
that health and disability information is generally very sensitive,
and information about individuals’ mental health especially so.  The
information privacy principles, as modified by the Health Informa-
tion Privacy Code 1994, govern the collection, holding, retention,
use and disclosure of health information by health agencies.  Ac-
cordingly, unless specially overridden by another law such as the
mental health legislation, the Code will be relevant to the handling
of health information by mental health service providers and pro-
fessionals.

In February I reported to the Minister in relation to this bill.  My
comments concerned the process of consultation with a person,
family or whanau in relation to the exercise of powers under the
Act.  Consultation inevitably involves a disclosure of information
in the process of seeking input.  Although the involvement of fam-
ily is often appropriate and I expect, usually beneficial, I nonethe-
less held some concerns about a new clause which sought to make
consultation compulsory.  My report canvassed a number of issues
from privacy, practical and drafting perspectives and recommended
that the clause in question be deleted or, at the very least, its in-
tended application be made more certain and the practical implica-
tions sorted out.  My concerns were echoed by a number of bodies
involved in mental health issues and the Select Committee did drop
the clause.  It was replaced with a more limited provision.

The bill also amended the Victims of Offences Act to allow vic-
tims to be notified of the escape or release of compulsorily detained
persons from hospital.  I welcomed the change, which was a pro-
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portionate response to a particular problem.  Typically, a victim
may have been the subject of violence, or threatened violence, and
the matter has been taken up with the police.  However, at some
point in dealing with the matter, the offender has quite properly
been diverted into the mental health system rather than to prison.
Some victims who have spoken with my office have welcomed such
offenders being diverted for treatment, rather than simply being
punished, but remain fearful nonetheless concerning the person’s
release.  When the release is planned, such victims wish to prepare
themselves rather than, say, unexpectedly confronting the person
on the street. Unplanned release is an added fear that may differ
little, from the victim’s perspective, whether the escape is from a
prison or a mental health facility.

New Zealand Security Intelligence Service Act

In 1999 I had the unusual experience of submitting two reports
on Bills amending the 1969 statute under which the Security Intelli-
gence Service operates.

Both bills concerned the power of the SIS to intercept private com-
munications.  The particular reason for the first bill was a finding by
the Court of Appeal that it would be unlawful for the SIS to break
into premises in order to intercept communications or seize docu-
ments.  In my report I made a number of recommendations, includ-
ing that the process for obtaining ministerial interception warrants
should be replaced by a judicial warrant process.  Judicial warrants
are currently used for law enforcement interception and I believe
this would also be appropriate for interceptions for the purpose of
national security.  The Government was not willing to go that far
but, in a significant move which I applauded, it introduced a second
bill to establish a Commissioner of Security Warrants (being a retired
Judge of the High Court) who would grant interception warrants
jointly with the Minister in charge of the SIS.

In addition to recommendations touching upon other matters, I
presented a case in both reports for enhanced reporting to Parlia-
ment in relation to interception and other activities by the SIS.  In
recommending enhanced reporting, I continued a theme in a
number of my reports touching upon interception of private com-
munications in the area of telecommunications, radiocommuni-
cations and law enforcement.  While some investigative and intel-
ligence gathering activities necessarily have to be kept secret while
they are ongoing, it nonetheless seemed desirable to me that there
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be some general level of public reporting to enhance accountabil-
ity.  Furthermore the SIS’s activities do not begin and end at covert
surveillance.  For example, the Service also undertakes vetting of
hundreds of civil servants annually. This is an activity having an
importance for the privacy of the individuals concerned which ought
to be reported on each year.

I was pleased that the Intelligence and Security Committee ac-
cepted my recommendation concerning enhanced public report-
ing.  After 44 years of existence the NZ Security Intelligence Service
will, for the very first time, produce an annual report next year.
The SIS will deliver the report to the Prime Minister and an edited
version, excluding material that is sensitive for security reasons,
will be tabled in Parliament and made public.  Together with other
new accountability requirements introduced by the two bills amend-
ing the 1969 Act, public reporting is an important step in enhanc-
ing Open Government.

Personal Property Securities Bill

This bill proposed combining three existing public registers into
a single “super register” of personal property securities.  I took a
close interest in the proposal since the character of the existing
registers would significantly alter as a result, and the effect on pri-
vacy was likely to be detrimental.  For example, under existing law
a search could be made of a motor vehicle to see if it is subject to a
charge.  The new register might, conversely, have allowed a search
in relation to an individual to see which vehicles (and other chat-
tels) that person owned that are subject to charges.  Furthermore, it
became apparent fairly late in the proposal’s development that offi-
cials wanted the register to be available for accessing through the
Internet - which raised novel information privacy and security is-
sues.

The Select Committee studying this bill put considerable effort
into addressing the privacy issues.  At the Committee’s request, I
provided a report on some of the issues.  I also obtained informed
comments from a variety of Canadian provincial Information and
Privacy Commissioners and Ombudsmen on the position with simi-
lar Canadian registers. These were forwarded to the Committee to
assist its work.

The Select Committee had not reported back at the end of the
period under review.  In the report presented shortly afterwards,
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the Committee amended the statutory scheme to better define the
purpose of the register, the arrangements for releasing personal in-
formation from it, and to place constraints upon incompatible uses.
Notwithstanding the work undertaken by officials and the Select
Committee on the bill, this project provides an example of how
policy processes sometimes fail to be utilised to best effect.  In par-
ticular, the policy work on the significant privacy issues raised by
the project ought to have been undertaken by the Ministry of Com-
merce before the introduction of the bill.  I urged that it do so, but
the bill was nonetheless introduced with many questions unan-
swered.  An example of a fundamental question which was not able
to be answered by the Ministry at the time that the bill was intro-
duced, related to the proposed content of the register.  This was not
apparent from the bill but was intended to be set out later in regu-
lations.  It is extremely difficult to sensibly comment on major pro-
posals when only the high level principles are known and not the
down-to-earth fundamentals.

Once a proposed framework to address the privacy issues was
developed by the Select Committee, there was no opportunity for
submissions to be taken.  Had the amendments been introduced by
a Government Supplementary Order Paper, it would have been pos-
sible to seek public submissions. This might have led to more thor-
oughly considered and better law.  It is remarkable how proposals
such as this can languish for many years, but once before Parlia-
ment a pressing case can suddenly be made to fast-track a bill for
some perceived reason of urgency.  It remains to be seen how effec-
tive this measure will be in reconciling expectations of privacy with
a desire for business efficiency. With more business and govern-
ment being conducted electronically, it is essential for policymakers
to get to grips with social interests that compete with efficiency -
one of which is privacy.  There is a danger that officials can become
over enthusiastic about the merits of particular technology and
downplay the consequences or alternatives to their preferred plans.

Roads Bill

During the year the Ministry of Transport released a discussion
document and a draft Roads Bill, raising ideas for reforming road
funding.  This built upon work by a committee concerning road
pricing, to which I had earlier made submissions.  The proposals
will, if adopted, have major significance for all New Zealanders.
Robust debate on the proposals was continuing at the end of the
year.  There were two matters of special interest in relation to indi-
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vidual privacy related to:

• electronic road tolling and;

• the Register of Motor Vehicles.

In a system that has been in operation since the 1920s, roads
with national significance are funded through general taxation,
while local roads are the responsibilities of districts, and are funded
from property rates.  “User pays” is a feature of our system since
significant revenue is collected through road user charges levied on
diesel vehicles, and through petrol tax paid by other motorists.  There
has generally been no “user pays” link to particular sections of road,
except in the case of a few bridges and tunnels.

Proponents of change advocate a funding system, which would
link particular parts of the roading network to the vehicles that use
them.  A variety of payment arrangements are under consideration.
Some, such as regional petrol taxes, have no privacy implications.
However, close attention is being paid to more sophisticated tech-
niques known as “electronic road tolling” or “intelligent transporta-
tion systems”.  These technologies monitor the road use of motor
vehicles and collect a charge for that use.  As the road tolling is done
electronically, rather than by traditional cash payment, there are sig-
nificant privacy issues concerning the tracking of movement of indi-
viduals, the loss of privacy and anonymity, and the creation of vast
new databases of interest to third parties.

The Ministry of Transport is aware of privacy concerns and is con-
sidering ways in which they can be addressed in the legal framework
for any new road funding system.  Central to this is a proposed legal
requirement that roading organisations offer an anonymity option
in any electronic road tolling system that is established.  I continue
to take a close interest in the Ministry’s proposals.

The other aspect of the Roads Bill concerns the Register of Motor
Vehicles.  New Zealand is unusual in having this government regis-
ter open for search for a nominal fee over the counter at any Post
Shop.  Many countries keep their equivalent register tightly closed.
I continue to get many expressions of concern from worried or an-
noyed people at having their personal details so easily accessible by
strangers.  The draft bill proposes reforming the law applying to the
register in a way that better protects privacy while retaining its gen-
erally open character.
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Sale of Liquor Amendment (No 2) Bill

This bill implemented the report of an advisory committee that
had reviewed the liquor laws.  In 1996, I made a submission to that
committee touching upon the matter of identification cards, which
had been raised in a discussion paper in the context of the purchase
of liquor, or consumption of liquor on licensed premises, by under-
age persons.  The committee rejected a national ID card as a propor-
tionate response to the issue but suggested better use of proof-of-
age documents.  In November 1998 I reported to the Minister of
Justice in relation to the bill in which I discussed the information
privacy implications of the proof-of-age document approach.  I ex-
plained that while I had significant concerns about the establish-
ment of a de facto national ID card I was not opposed to the estab-
lishment of single purpose identification or proof-of-age documents.
I was concerned that the new photo driver licence not be proposed
as the sole identification document and instead urged the recogni-
tion of a reasonable choice of available proof-of-age documents.

Spent convictions

In New Zealand there is no legislative regime that enables former
offenders to put their convictions behind them by placing limits
on the disclosure and use of criminal record information.  Many
other countries have regimes to allow convictions for certain of-
fences to become “spent” after a specified period during which the
person has not been convicted of any further offence.  Such “spent
conviction regimes” have a number of positive benefits in terms of
protecting the privacy interests of persons and ensuring the crimi-
nal justice system does not operate in a way that is unduly harsh.
They also contribute to the rehabilitation of offenders, which is of
benefit to society.

During the year officials gave further study to crafting a possible
regime suitable for New Zealand.   Unfortunately consideration was
discontinued at the end of the year.  I urge the Government to ad-
dress the issue as the absence of a spent convictions regime means
that unwarranted hardship continues to be visited upon certain
persons many years after an event.  Sometimes the effect of the
disclosure, or use, of conviction information in particular cases years
after the event can have serious consequences. Further, it does not
serve any useful purpose in terms of protecting society or legiti-
mate punishment of the original offender.  The existence of a spent
convictions regime would also give useful guidance to the depart-
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ments that maintain records of criminal convictions.

This matter inter-relates with another problem that I reported
on in my review of the operation of the Privacy Act.  This is the
practice, which has grown spectacularly since 1993, of third parties
requiring individuals to authorise the release of a “Wanganui Com-
puter” printout of their criminal history (or lack thereof).  Such
coerced access requests were unlawful until 1993, and a number of
problems have resulted from the lifting of the prohibition.  What is
required is a more controlled process enabling recent relevant con-
victions to be fed into suitably controlled national vetting proc-
esses, rather than the wholesale coerced disclosure of recent and
old criminal convictions of all types - whether relevant to a particu-
lar position or not.

Tax Administration Act

The secrecy clause in the legislation under which the Inland Rev-
enue Department operates is an important protection for the confi-
dentiality of taxpayer records.  However, because the existing clause
appears in a very broad form, it has the incidental effect of largely
ousting individual taxpayers’ rights of access under the Privacy Act.
If a taxpayer seeks access to personal information held about him
or her by IRD, the Commissioner of Inland Revenue is not obliged
to release it, but may exercise discretion within the terms of the
secrecy provision to release the information to the individual con-
cerned.

I have consistently taken the view that the individual concerned
ought to have a right to information held by IRD in the same way
that individuals have such rights against other agencies in the pub-
lic and private sectors.  It seems to me that the purpose of the se-
crecy clause was not to deny the individual a right of access, but to
prohibit unnecessary disclosures to third parties.  It also provides
an essential safeguard to taxpayer secrecy by enabling the IRD to
resist demands for access to individual taxpayer records under the
Official Information Act or other statutory powers.

I first took up the matter when the child support legislation ad-
ministered by IRD was under review in 1994.  I raised the matter in
a further report to the Minister of Justice when the Tax Administra-
tion Act 1994 was before Parliament.  Again I took the matter up in
relation to the enactment of an information matching provision
providing for information exchange between another department
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and IRD.  In that last case, Parliament enacted a specific subsection
preserving Privacy Act access rights.

This year, I have once again pursued the matter.  First, I wrote to
the Minister of Revenue in the context of a controversy reported in
the media in which the secrecy provision had been publicly raised
by the Department.  Later in the year I was invited by the Finance
and Expenditure Committee to provide input to its Inquiry into
the Powers and Operations of the IRD.  I provided a report to the
Committee in May and followed this with an appearance before
the Committee in June.

In my opinion a reform to the provision to facilitate individual
access, and normal review of the withholding of information, will
enhance individual rights while continuing to ensure fundamental
taxpayer secrecy.  Individual access is also an important tool to en-
sure that powerful departments of state are accountable to the indi-
vidual citizens whose lives they affect.

Late in 1999, outside the reporting period, the Finance and Ex-
penditure Committee completed its inquiry and recommended an
amendment to IRD’s secrecy provision in order to allow for access
under information privacy principle 6.

Transport Accident Investigation Bill

In my 1996 Annual Report I mentioned that the Transport Se-
lect Committee asked me to submit a report on the use of cockpit
voice recorder data in the context of the Civil Aviation Law Reform
Bill then before the Committee.  While there is a good case for CVR,
normal expectations of privacy require that aircrew be made aware
of the purposes for which the recording equipment is established
and that the resultant use of the recordings is limited to those pur-
poses.

During this year, the Transport Accident Investigation Amend-
ment Bill was introduced to control the disclosure and use of CVR
recordings and certain other records.  The overwhelming objective
was to enhance aviation safety and to encourage the full co-opera-
tion with transport accident investigations by all parties.  With one
reservation, I fully supported the legislation. The bill was consist-
ent with, and implemented, the International Civil Aviation Or-
ganisation Convention. The bill remained before a select commit-
tee at the end of the year. However, later in 1999 it was reported
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back with a number of improvements that addressed my concerns
and it ultimately passed into law.

Rating Valuations Act 1998

I mentioned in last year’s annual report that a constant stream
of letters is received in my office expressing concern at the release
of bulk information from government and local body registers for
commercial use – primarily direct marketing.  Concerns have been
expressed to me not only by individuals and community groups
but also by the agencies maintaining public registers themselves.

I offered a recommendation in my review of the operation of
the Privacy Act to directly address the issue.  This would involve a
new public register privacy principle constraining the bulk release
of addresses and telephone numbers from public registers for any
purposes other than those for which the register is maintained.
However, pending any general resolution of this issue, I continue
to pursue the issue as new laws are passed establishing, consolidat-
ing or continuing public registers.  In this vein, I raised the matter
with the Government Administration Committee that was study-
ing the Rating Valuations Bill in mid-1998.  As a result, the Select
Committee recommended, and Parliament enacted, a provision in
the Rating Valuations Act 1998 empowering the making of regula-
tions:

“Prescribing limitations or prohibitions on the bulk of provi-
sion of district valuation roll information for purposes outside
the purposes of the Act or the Rating Powers Act 1988 or related
legislation, or to persons not having responsibility for the rela-
tion to the administration of this Act or the Rating Powers Act
1988 or related legislation.”

I believe this offers a promising solution to the problems that
have been manifested previously in relation to the bulk sale of valu-
ation data.  Unfortunately, regulations addressing this matter were
not included in the implementation stage of the new Act.  I am
somewhat concerned that even by the end of the year no such regu-
lations have been issued.
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INTERNATIONAL DIMENSION

Section 14 of the Privacy Act directs me in the performance of
my functions, and the exercise of  my powers, to:

• take account of international obligations accepted by New Zea-
land, including those concerning the international technology
of communications;

• consider any developing international guidelines relevant to the
better protection of individual privacy.

The two principal sets of international obligations accepted by
New Zealand are those contained in the United Nations Interna-
tional Covenant on Civil and Political Rights and in guidelines de-
veloped by the Organisation of Economic Co-operation and Devel-
opment (OECD).  Indeed, the Privacy Act is described in its long
title as an Act to promote and protect individual privacy in general
accordance with the 1980 OECD Guidelines Governing the Protec-
tion of Privacy and Transborder Flows of Personal Data.

The main international and transnational bodies involved in
setting or applying international standards for privacy and data
protection are the OECD, Council of Europe and European Union
(EU).  The UN is also involved through the General Assembly, the
Human Rights Committee, and its specialised agencies such as the
International Labour Organisation and International Civil Aviation
Organisation.  In the last couple of years the International Stand-
ards Organisation has been examining whether the standards ap-
proach can be suitably adapted to data protection and the protec-
tion of privacy.  Various other international organisations and group-
ings have been studying, or addressing, privacy issues as an aspect
affecting global electronic commerce.  For example, APEC and the
World Trade Organisation have both considered aspects of data pro-
tection in this context.

Developments during the year have included a continuation of
work on the OECD Guidelines on Consumer Protection in Elec-
tronic Commerce.  Although the focus of those guidelines lies else-
where, the protection of consumers’ privacy in accordance with the
OECD Guidelines of 1980 is explicitly acknowledged as necessary
in electronic commerce.  There is evidence that a lack of consumer
trust in the protection of personal data in transactions undertaken
on the Internet is presently inhibiting the take-up of e-commerce.
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Consistent and enforceable privacy rights are seen as a key element
in any strategy to facilitate commerce on the Internet.  Input was
also given by my office to the OECD in relation to the development
of an easy-to-use privacy policy generator suitable for businesses to
use with their web sites.

Periodically New Zealand reports to the UN Human Rights Com-
mittee on the measures it has taken to ensure the protection of
human rights, including the right to respect for privacy.  Comments
were made during the year to the Ministry of Foreign Affairs and
Trade in relation to a draft report covering the years 1994-96.

EU Directive on Data Protection

I have written about the EU Directive on the Protection of Indi-
viduals with Regard to the Processing of Personal Data and on the
Free Movement of Such Data many times in past annual reports.
The EU is a powerful and affluent trading bloc whose standards
cannot be ignored by a small country like New Zealand.  Most rel-
evant in this respect are the data export controls which are now
mandatory in all 15 EU countries.  These require EU to prohibit
transfers of personal data to “third countries” (that is, countries
outside the European Economic Area) which do not provide “ad-
equate protection” to data received from Europe.

New Zealand, through the farsighted enactment of the broadly
based Privacy Act, has been placed in a favourable position with
respect to the adequacy test in the EU Directive compared with com-
petitor trading countries such as Australia and those in Asia and
North America (not to mention other jurisdictions in the Pacific,
South America and Africa).  However, while the fundamentals are
in place in the Privacy Act to secure a prompt ruling from the EU
that New Zealand’s data protection controls are “adequate”, there
remain two shortcomings.  These were identified in my review of
the operation of the Act and highlighted in a study completed for
the European Commission during the year which examined several
jurisdictions, including New Zealand.

The first shortcoming in our law is clear cut.  It is a minor matter
which could be put right quickly and simply by a small legislative
amendment to section 34 of the Act.  This section limits access rights
under information privacy principle 6 to New Zealand citizens and
permanent residents and anyone else in New Zealand.  As a conse-
quence, Europeans living in Europe have no enforceable rights to
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access their personal information while they remain outside New
Zealand.

That small matter jeopardises our claim to adequacy under the
EU Directive, and should be put right urgently.  This is an issue
which I addressed directly in a report to the Minister of Justice in
December 1998 and raised with the Ministry of Justice six months
earlier.  It is of significant concern to me that virtually no action
has been taken on the matter by the Ministry or Government other
than to open a limited dialogue, at my urging, with the EU.

The second matter is somewhat less straightforward, but none-
theless needs to be faced up to by the Government.  It relates to a
concern by the Europeans that data transfers could be routed through
jurisdictions with adequate privacy laws to jurisdictions without
those protections.  Accordingly, the EU considers that to offer ad-
equate protection to personal data, a country’s privacy law must
itself prohibit export of personal data to jurisdictions providing no
adequate protection.  The New Zealand Privacy Act, although con-
taining general controls on disclosures of personal information,
contains no data export controls of the type expected by the EU.

To be confident of securing EU recognition as offering “ad-
equacy”, and to avoid impediments in transfers of data from the
EU and the growing number of countries which also have data ex-
port controls, the New Zealand Government will have to address
this matter.  It appears that both Canada and Australia are poised to
enact privacy laws covering the private sector which will include
data export controls.  It would be better if the matter is addressed
earlier rather than later if we are not to squander our competitive
advantage in this area sooner than we need to.  There is room to
consider broader or narrower data export controls, but I am disap-
pointed that the examination of options does not even appear to
have commenced since my report in December 1998.

Regional and international gatherings

The international conference of Privacy and Data Protection
Commissioners is valuable to my work.  The annual conference is
an opportunity to learn of developments in other countries with
privacy laws based upon similar principles.  In September 1998, I
attended the meeting held in Santiago de Compostela at which I
presented a paper on the commercial use of public register data.
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The office was represented at a meeting of the Privacy Agencies
of New Zealand and Australia (PANZA) in Adelaide at which infor-
mation of interest was shared on a wide variety of topics. The As-
sistant Commissioner also participated in a meeting of the British
and Irish Data Protection Authorities.

During the year I participated, at the request of the Hong Kong
Privacy Commissioner for Personal Data, on the programme com-
mittee for the 21st International Conference of Privacy and Data
Protection Commissioners scheduled to be held in Hong Kong in
September 1999.  This will be the largest, and most important, pri-
vacy gathering ever to have been assembled in the Asia Pacific re-
gion.  For that reason, my office in conjunction with the Australian
Federal Office of the Privacy Commissioner, worked during the year
on preparing the Second Asia Pacific Forum on Privacy and Data
Protection. The forum will be held in Hong Kong immediately pre-
ceding the international conference.

I consider it important to bring developing countries in our re-
gion, particularly those from the Pacific Islands, into the debate
concerning global data protection given the potential implications
of the EU Directive on their economies and the increasing impor-
tance of electronic commerce to successful trading nations.  The
regional forum and international conference will be ideal
opportunites for that to occur.

In October 1998 the OECD convened a meeting of Ministers in
Ottawa to consider electronic commerce.

This was notable for the acceptance of privacy concerns as a sig-
nificant barrier to the development of electronic commerce.  This
was accepted not only by Governments but by large international
corporations who were also represented at the meeting.  The Minis-
ters concluded a Declaration on the Protection of Privacy on Global
Networks that reaffirmed the OECD Guidelines which form the basis
of the New Zealand information privacy principles.  It was particu-
larly significant that business could see the advantages of some
uniformity in approach among countries to ensure that privacy
concerns were dealt with in a consistent way.  However there was
no unanimity on how this ought to be achieved.  The result was
acceptance of both self-regulation and laws to deal with such is-
sues.  Heavy lobbying pressure from the United States made the
mention of privacy laws almost unacceptable.  In fact, neither the
Canadian Prime Minister nor the Minister of Industry who was pre-



A.11 80

Report of the Privacy Commissioner for the year ended 30 June 1999

siding over the conference referred in their opening remarks to the
fact that the Federal Government of Canada had introduced an elec-
tronic commerce privacy bill to the House of Representatives only a
week earlier.

Nevertheless consumer and other business interests acknowl-
edged that privacy issues were real, and that the failure to deal with
them would inhibit the development of electronic commerce.  Al-
though there were further promises from the United States to have
effective self-regulation privacy, experts were agreed that this had
so far been a failure and American business was not addressing the
issue of an independent complaints mechanism and a satisfactory
set of remedies where breaches of individual information privacy
occurred.  New Zealand is fortunate in avoiding the prescriptive
detailed laws of early European countries’ data protection legisla-
tion. We enjoy a considerable advantage in uniform law which op-
erates horizontally over the whole of the economy rather than in-
consistent sectoral legislation which is to be found throughout the
United States.

The OECD is not a human rights organisation.  The fact that it
finds privacy values genuine and a barrier to the development of
electronic commerce unless they are adequately met should be a
strong indicator to New Zealand burgeoning e-commerce web sites
to promote their privacy protective policies and the consumer pro-
tection available under the Privacy Act.

In fact many have not yet published a privacy statement and I
expect to take steps in the coming year to promote the use of the
OECD’s Privacy Policy Generator. I have worked with the Secretariat
of the OECD in Paris on this project and consider it will be a unique
educational tool for the development of privacy policies for busi-
nesses.
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FUNCTIONS UNDER OTHER ENACTMENTS

A number of functions, powers and duties are conferred or im-
posed upon me by enactments other than the Privacy Act.  The
statutory provisions in question tend to be of four types:

• complaint mechanisms;

• requirements for my approval to agreements;

• obligations to consult with me; and

• my appointment to other bodies.

It can be convenient for a Government, or for Parliament, to
confer functions on the Privacy Commissioner in another law for
several reasons.  For example, a proposal contained in that law might
raise public concerns.  Without abandoning the basic proposal, con-
ferring a special “watchdog” role upon the Commissioner may al-
lay public concern and allow the proposal to proceed.  Typically,
this might involve requiring a public agency to consult with the
Privacy Commissioner in the implementation of a new scheme.  A
complaints role might be conferred upon the Commissioner in an-
ticipation of exceptional circumstances if there is a worry that new
powers might be used in an unexpected or unreasonable way or
that something might go wrong.  Placing a complaints function
with the Commissioner is cheaper than creating a special new pro-
cedure, or complaints body, especially when complaints are expected
to arise only rarely.

Complaints under other legislation

Although comparatively few complaints were received under my
alternative complaints jurisdictions, each fulfils an important check
on the exercise of particular statutory powers.  The mere existence
of a right to complain about the effect on privacy from the exercise
of another statutory function can lead to additional care being taken
by statutory officials in the exercise of their powers - including de-
veloping processes and safeguards to ensure that complaints do not
arise.

I am empowered to receive complaints under section 22F of the
Health Act 1956 about a failure or refusal to transfer health records
between health agencies or to an individual’s representative.  This
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function has been discussed in more detail in earlier annual reports.
Twelve complaints alleging refusal to provide health records under
section 22F were received this year.

Part VI of the Domestic Violence Act 1995 gives me jurisdiction
to investigate complaints against refusals by registrars to suppress
residential details on certain public registers following an applica-
tion from someone who has had a protection order and fears for his
or her personal safety if those details were to be released. No com-
plaints under the Domestic Violence Act were received this year.

Section 11B of the Social Security Act 1964 provides that a per-
son may complain to the Privacy Commissioner about a breach of a
code of conduct issued by the Director-General of Social Welfare
under that section (now the Chief Executive of Work and Income
New Zealand).  Part VIII of the Privacy Act applies to such com-
plaints as if the code of conduct were a code of practice under the
Privacy Act.  The code of conduct governs demands by Work and
Income New Zealand to supply information or documents about
beneficiaries under section 11.  Two complaints were received al-
leging breaches of the code of conduct.

Approval of agreements

Section 35 of the Passports Act requires the Privacy Commis-
sioner’s approval to be obtained in relation to agreements for the
supply of information from the passports database by the Depart-
ment of Internal Affairs to the New Zealand Customs Service.  My
approval is also required for any changes to that agreement.  No
agreements have been approved to date, although last year my of-
fice made comments on a draft agreement, suggesting a number of
changes.  Towards the end of the year a revised draft agreement was
received 16 months after my office provided initial comments on
the draft agreement.  My office provided further comments but at
the end of the year no finalised agreement had been tendered to
me for my approval.  I understand that information has been sup-
plied, and continues to be supplied, without any agreement ap-
proved by me.  However, I expect that a revised agreement will be
able to be placed before me for my approval in the near future.

Similarly, section 36 of the Passports Act requires the Privacy
Commissioner’s approval to be obtained in relation to agreements
for the supply of information from the New Zealand passports da-
tabase to Australia.  I have not approved any agreements or changes
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to any existing agreements, during the year.

However, an agreement was signed in late 1995 between the Sec-
retary of Internal Affairs and the Secretary of the Department of
Immigration and Ethnic Affairs of Australia.  My approval was not
sought, although it is required and is a responsibility of the Secre-
tary of Internal Affairs.  Last year my office commented on that
agreement, suggesting a number of changes.  Two days before the
end of the year a revised draft agreement was received 17 months
after my office commented on the 1995 agreement.  However, a
significant number of my office’s previous comments had not been
adequately incorporated into the revised agreement, so it was not
capable of being approved by me without further revision.  I under-
stand that information has been supplied, and continues to be sup-
plied, pursuant to the 1995 agreement notwithstanding that I have
not approved it and could not approve it in its current form.  This is
unsatisfactory some four years after the agreement was signed with-
out my approval.  I am expecting that the Department of Internal
Affairs will be able to provide me with a satisfactory agreement for
my approval in the coming year.

I regard as serious the fact that information from the passports
database continues to be supplied in the absence of the approvals
required by sections 35 and 36 of the Passports Act.

Consultations

Other statutory officers have to, on occasion, form views that
will have a bearing on individual privacy.  Some statutes require
officers to consult with me on relevant matters.

Occasionally the consultation occurs at the implementation stage
of a particular scheme and then is not necessarily repeated on any
on-going basis.  For example, the Financial Transactions Reporting
Act 1996 required the Commissioner of Police to consult with me
in respect of the preparation of suspicious transaction reporting
guidelines.  I was consulted in respect of the first such set of guide-
lines, which were issued in 1996. However, because of the nature of
moneylaundering, and the diversity of financial institutions that
are subject to obligations under the Act, the Police are developing
more specialised guidelines for particular sectors.  There has been
some consultation during the year on guidelines for law practition-
ers.

Last year I was consulted on the issue of the first code of conduct
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issued under section 11B of the Social Security Act.  That code pro-
vided that the Department of Social Welfare review it, once it had
been in force for a year.  Section 11B(3) of the Social Security Act
provides that the code of conduct may be amended, or revoked and
a new code issued, in consultation with the Privacy Commissioner.

Work and Income New Zealand (WINZ) approached my office
in August about the review of the code of conduct. After consulting
my office about the review process, WINZ sent out material for con-
sultation with a wide range of agencies in November, requesting
views on the content and use of the code, together with any pro-
posals for change. In late March this year, after examining the sub-
missions received by WINZ, my office provided comments on the
content and use of the code, and made suggestions for changes to
the code and procedures. WINZ had not provided its proposals for
changes to the code before the end of the year.

The Official Information Act 1982 and the Local Government
Official Information and Meetings Act 1987 require the Ombuds-
men to consult with the Privacy Commissioner in relation to re-
view of official information access requests where privacy is a possi-
ble ground for withholding information.  During the year 66 for-
mal consultations under the two Acts were completed.

I have seen my role to endeavour to “add value” to the work of
the Ombudsmen in reviewing the withholding of information un-
der the freedom of information legislation.  In some cases I agree
with the Ombudsman’s preliminary assessment.  In many cases,
my comments and suggestions have been in whole or part adopted
by the Ombudsman in his final opinion.  My role is a consultative
one and I do not see it as narrowly advocating a privacy viewpoint.

89-3991NEMSDUBMOEHTHTIWSNOITATLUSNOC:1ELBAT
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Although fewer consultations were completed this year, the time
spent on them did not diminish noticeably.  A significant propor-
tion of the consultations involved many hours work assessing large
files from which most, if not all, of the requested information had
been withheld.  I have also noticed this trend in many of the com-
plaints involving access that fall within my jurisdiction.

It is of concern to me that some public sector agencies, when
faced with a request, consistently fail to deal with it in accordance
with the Official Information Act and the Privacy Act.  Rather than
balancing the competing interests and making a careful assessment
of the information to be released, some agencies simply withhold
all or most of the file.  Their analysis of the competing privacy and
public interests can be rudimentary or, worse, non-existent.  This
trend is disturbing, given that access rights are not new.  Agencies
have had a number of years to become used to the regime imposed
by the Official Information Act and the Privacy Act.

At a practical level, this overly simplistic response has impacted
on the workload of the Ombudsmen and my office.  Rather than
simply reviewing the decision, our staff have more to do by way of
identifying the information at issue, and assessing and balancing
the competing interests.  I have only one staff member available to
work on consultations with the Ombudsmen, so this trend has af-
fected my ability to respond in a timely fashion.

I have also noticed a growing disparity in the responses given by
different branches of the same agency.   Lack of consistency in ap-
proach is of some concern, and I have contacted some agencies to
suggest privacy training would be in order.

Appointment to other bodies

Under the Human Rights Act 1993 I am, by virtue of my ap-
pointment as Privacy Commissioner, also a Human Rights Com-
missioner.  As such, I participate in the meetings of Human Rights
Commission.  I attended eight formal meetings of the Commission
during the year.
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IV. Information Matching

INTRODUCTION

This has been a busy year in relation to my information match-
ing oversight functions.  Several new information matching pro-
grammes were authorised, some of which had unusual features and
others which were implemented with great rapidity.  Although two
programmes were discontinued, the total number of programmes
monitored at some stage over the year has grown. With new pro-
posals arising every year, the workload is set to expand.  During the
year I completed the first operational review of a batch of informa-
tion matching provisions.  Information matching complaints are
also running at the highest level since matching began.

Nature of information matching and controls

Information matching, often referred to as data matching, usu-
ally involves the computerised comparison of two or more sets of
records with the objective of seeking out any records which relate
to the same individual in order to detect cases of interest.  Match-
ing can be done manually with paper files but, as a practical matter,
time and cost precludes this.  The technique has particular attrac-
tions in detecting fraud, waste and abuse in government pro-
grammes.  The information matching with which I am concerned
in relation to my functions under Part X of the Privacy Act relates
to cases in which adverse action is to be taken against an individual.

Data matching is perceived to have negative effects on personal
privacy by, amongst other things:

• using information which has been obtained for one purpose for
an unrelated purpose;

• “fishing” into Government records concerning innocent citizens
with the hope of finding some wrongdoing by someone;

• taking automated decisions affecting individuals without human
intervention;

• requiring innocent people to prove their lack of guilt due to er-
rors caused by the matching process;
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• multiplying the effects on individuals of errors in some Govern-
ment databases.

To address the risks, Part X of the Privacy Act, together with in-
formation matching provisions in other laws, authorise and regu-
late the practice of information matching.  They do this through
controls directed at:

• authorisation – ensuring that only programmes which appear to
be well justified in the public interest are approved;

• operation – ensuring that programmes are operated consistently
with fair information practices and that individuals are not “pre-
sumed guilty until they prove their innocence”;

• evaluation – subjecting programmes to periodic reviews so that
discontinuance can be considered, unless it can be demonstrated
that there are continuing benefits and that matching can be
operated consistently with fair information practices.

Section 105 of the Act requires me to report annually in relation
to each authorised programme carried out during the year.  This
year’s report covers 19 authorised programmes although two of those
had been discontinued by year end.  Two of the matches which
have previously commenced did not actually operate this year.  With
so many matches being reported on I have included a small sum-
mary table of each match to direct readers to certain basic features
of the match including:

• the information matching provision – the statutory authority
for operating the match;

• the year first authorised – this may be under an earlier statute
than the one currently applying to the programme;

• the year the match commenced – in some cases this is many
years after first being authorised;

• whether the match utilises unique identifiers – this is prohibited
unless expressly authorised in an information matching provi-
sion or otherwise essential to the success of the programme;

• whether the match involves the disclosure of information
through the use of on-line computer connections – this is gener-
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ally prohibited although the Privacy Commissioner has the power
to authorise on-line connections in particular cases.

I have classified each programme by one or more of eight pri-
mary purposes, namely:

• detection of errors in programme administration (e.g. erroneous
assessment of benefit amounts, multiple invoicing);

• confirmation of eligibility or continuing eligibility for a benefit pro-
gramme, or compliance with a requirement of a programme;

• detection of illegal behaviour by taxpayers, benefit recipients, Gov-
ernment employees etc (e.g. fraudulent or multiple claims, un-
reported income or assets, impersonation, omissions, unau-
thorised use, improper conduct, conflict of interest);

• monitoring of grants and contract award processes;

• location of persons with a debt to a Government agency;

• identification of persons eligible for a benefit but not currently claim-
ing that benefit;

• data quality audit;

• updating of data in one set of records based on data in another
set.

A number of matches have more than one purpose under this
classification.

Use of that classification gives a simple overall picture of the
current use of information matching.  The currently authorised in-
formation matching programmes, or those operated at some stage
during the year, have or had the following purposes:

• confirmation of eligibility or continuing eligibility - 12 pro-
grammes;

• detection of illegal behaviour - 7 programmes;

• updating of data - 4 programmes;
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• detection of errors - 3 programmes;

• location of persons - 3 programmes;

• identification of persons eligible for a benefit but not currently
claiming - 1 programme.

While there have been programmes to detect illegal behaviour
and confirm eligibility  for some years now, the use of matching
programmes to update records is a fairly recent development.

Terminology used in this report

As far as possible I have tried to avoid some of the jargon and
technical expressions which necessarily arise in a specialised area
such as information matching.  However, some technical language
necessarily remains and if the text does not sufficiently explain a
particular matter, readers are encouraged to refer to Part X of the
Privacy Act, particularly the definitions set out in s.97, or to previ-
ous annual reports.  Extensive explanation and discussion is also
found in the two detailed reports submitted during the year to the
Minister of Justice:

• Necessary and Desirable: Privacy Act 1993 Review, November 1998;
and

• Review of Statutory Authorities for Information Matching, May 1999.

In the balance of this part of the report, I use several abbrevia-
tions and acronyms.  The main abbreviations are set out below:

ACC Accident Compensation Corporation
(known from 1992-1998 as the
Accident Rehabilitation and
Compensation Insurance Corporation)

Courts Department for Courts
Corrections Department of Corrections
Customs NZ Customs Service
DSW Department of Social Welfare
Education Ministry of Education
EEC Electoral Enrolment Centre
IMPIA Information Matching Privacy Impact

Assessment
IRD Inland Revenue Department
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NDMC National Data Match Centre of WINZ
NZIS New Zealand Immigration Service
NZISS New Zealand Income Support Service
Regulator Accident Insurance Regulator
SAL, SWIFTT
and TRACE Various WINZ databases
TFN Tax file number (colloquially known as

the IRD Number)
WINZ Department of Work and Income

(commonly known as Work and
Income New Zealand)

Report on a review of two information matching provisions

Section 106 of the Privacy Act requires me at periodic intervals
to review the operation of every information matching provision
and consider whether or not, in my opinion as Privacy Commis-
sioner:

• the authority conferred by each information matching provi-
sion should be continued; and

• any amendments to the provision are necessary or desirable.

I am required to report my findings to the Minister of Justice
who lays a copy of the report before the House of Representatives.

During the year I completed my first review under s.106.    I had
decided to undertake the reviews of all information matching au-
thorities in batches, with the first batch constituting those pro-
grammes which had been authorised in 1991 and which had be-
come operational by 1993.  Subsequent reviews will complete the
balance of the 1991 programmes and others authorised since.  In
May 1999 I submitted a report to the Minister in relation to a re-
view of the operation of the Customs Match and the Commence-
ment/Cessation Match.

I concluded that the authority establishing the Customs Match
should be continued.  However, I was not entirely comfortable with
the evidence of the quantifiable benefits and believed that these
should be more accurately assessed in subsequent annual reports
and for the next s.106 review.  I also recommended repeal of
s.103(1A) of the Privacy Act as this provision, essentially part of the
information matching provision is, in my opinion, both unneces-
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sary and objectionable.  The subsection allows adverse action to be
taken against individuals solely on the basis of a discrepancy re-
vealed by an information matching programme without giving the
individual an opportunity to challenge the data.  Essentially, the
provision not only assumes someone to be guilty until they estab-
lish their innocence, but also allows adverse action to be taken
against the individual on the basis of that assumed guilt without
any prior notice.

I also concluded that the statutory authority establishing the
Commencement/Cessation match should be continued.  I had no
recommendation to amend that provision, although I did observe
that there may be a case for re-examining departmental practice
concerning the very small overpayments generated as a result of a
difference of a few days between commencement of employment
and cessation of the payment of a benefit.  I am pleased that WINZ
is now resolving this very issue.

Other reports to the Minister of Justice

During the year I submitted two other reports to the Minister of
Justice bearing upon information matching.

A chapter of Necessary and Desirable: Privacy Act 1993 Review was
devoted to Part X of the Privacy Act governing information match-
ing.  I made 23 recommendations for amendment to Part X and to
the Fourth Schedule, which contains the information matching
rules.  Many of the recommendations involved “fine tuning” to
make a complex part of the Act somewhat easier to work with for
both my office and departments operating information matching
programmes.  Other recommendations dealt with substantive mat-
ters, including a recommendation that individuals be allowed 10
working days in which to respond to a notice of adverse action
rather than the 5 working days presently provided for.

The other report was submitted in November 1998 and concerned
a proposed information matching programme between IRD and the
Accident Insurance Regulator.  The programme was an integral part
of the privatisation of workers’ compensation and established a
mechanism to ensure that employers took out, or were assigned, an
accident insurance policy as required by the new Accident Insur-
ance Act.  This programme got underway during this year and I
report further on it below.
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As with other new information matching programmes, the de-
partment responsible for the programme undertook preparation of
an information matching privacy impact assessment (IMPIA).  This
assessment explained the proposed programme’s objectives and the
manner in which it would be operated in compliance with the infor-
mation matching rules.  The Government wished to enact and im-
plement the new accident insurance scheme extremely rapidly and
it became apparent to me that I would not have the available re-
source to scrutinise the proposal, and closely follow the implementa-
tion of the programme to ensure compliance with the information
matching controls, without some assistance.  I was therefore pleased
to reach agreement with the Department of Labour that the costs of
my engaging a contractor to work on this matter would be met.  This
arrangement did not impinge on my independence but was of ben-
efit to both the Department (including the new Regulator’s office)
and my office.  Indeed, I believe the arrangement contributed con-
siderably to a fairly smooth implementation of a major new infor-
mation matching programme, with special complexities, in a very
short space of time.  The success of that initiative confirms my view
that a major portion of my information matching monitoring activi-
ties should be funded by charges on the specified agencies running,
and benefiting from, the programmes.

That was the sole report on a new match that I submitted to the
Minister of Justice during the year even though two other informa-
tion matching provisions were added to the Third Schedule of the
Privacy Act. The two information matching provisions underpin-
ning the Tertiary Institutions/WINZ Student Allowance Match were
actually a reinsertion of provisions which had earlier been in the
Third Schedule of the Privacy Commissioner Act 1991.1  In that
sense their inclusion in the Privacy Act was a correction of a legisla-
tive oversight rather than a significant substantive change.  In spite
of this, no information matching programme had ever been oper-
ated under the earlier provisions included in the Privacy Commis-
sioner Act and so I had the relevant department, now WINZ, pre-
pare an IMPIA.  This document was examined and was the subject

1) Sections 226A and 238B of the Education Act were first included as information
matching provisions in the Third Schedule of the Privacy Commissioner Act
1991.  The provisions were inserted on 25 June 1993 after the Privacy Act 1993
had been passed on 17 May a few days before it came into force on 1 July.
During that period the Privacy Commissioner Act remained in force but through
an oversight the sections were not carried over in the Third Schedule to the
Privacy Act.  The provisions were reinserted in 1998 by the Employment Serv-
ices and Income Support (Integrated Administration) Act 1998.
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of discussion with the Department.  However, on this occasion,
partly due to competing calls on available resources, no specific
report to the Minister was prepared.

General comments about the WINZ programmes

The figures for the last two years of the major WINZ information
matching programmes operated by the National Data Match Cen-
tre (NDMC) show a fairly consistent pattern.  Major changes from
earlier years of reporting included the decline and then cessation of
figures for prospective savings, reorganisation to centralise most of
the follow-up work once an information match has been made,
calculation of costs, virtual elimination of applying penalties to
information matching cases, and the methods of estimating actual
recovery of debts established.  The new pattern of financial per-
formance revealed is as follows:

CMDNZNIWNIAMRUOFEHTFOSLATOTDENIBMOC:1ELBAT

SEMMARGORP 2

89/7991 99/8991

rebmun-dehsilbatsetnemyaprevO 865,33 915,23

tnuoma-dehsilbatsestnemyaprevO 564,273,03$ 954,233,53$

rebmun-deilppaseitlaneP 82 51

rebmun-deilppaseitlaneP 839,61$ 446,7$

tnuoma-derevocerstbeD 758,954,8$ 810,1679,8$

tnuoma-noitarepofotsoC 798,512,8$ 088,174,9$

These figures suggest that:

• the payments estimated to have been actually recovered through
these information matching programmes do not quite cover the
costs of operating them;

• each year the debt owed to WINZ for overpayments grows by
over $20 million through the operation of the programme; and

2) This table combines the amounts for the Customs/WINZ Arrivals/Departures,
Corrections/WINZ Penal Institutions, IRD/WINZ Commencement/Cessation and
Education/NZISS Student Allowance Programmes.
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• penalties – at one stage running close to $10 million per year on
information matching cases, are now a rarity in this area.

Prior to 1997/98, the estimation of debts actually recovered (i.e.
payments received to pay off the overpayments established by in-
formation matching) was – to say the least – highly debatable.  Fig-
ures of $15 million and $16 million a year were produced but did
not seem trustworthy.  A revised method of calculating the esti-
mated recoveries was introduced for the 1997/98 year and contin-
ued into 1998/99.  This method produced estimated recovery fig-
ures of $8,459,857 and $8,973,018 respectively.

For some five years now I have been asking WINZ and its pred-
ecessors to introduce a system that records the actual recoveries of
debts that have arisen from information matching.  The latest report
I have received about this says “WINZ information technology unit
is still scoping system enhancements, which includes determining
recoveries of data match debt”.  Plainly very little progress has been
made in this direction.  I am not satisfied by estimates of the recover-
ies, because the figures for costs and recoveries are to my mind just as
important as the reporting of “overpayment debts” established.

The information matching programmes conducted by WINZ have
all been justified by promises of making enormous monetary sav-
ings by cutting back on what the Department now routinely calls
“benefit fraud” or “benefit crime” and recovering overpayments.
Initially, the figures produced for overpayment debts established in
each year were added on a formula basis as “prospective savings”.
Prospective savings were an estimate of the further overpayments
of benefits which would have continued into the future if the in-
formation programme had not spotted and put a stop to the indi-
vidual “benefit fraud” cases.  The estimation of prospective savings
was far from robust and, in response to probing from my office
about the calculation of these figures, the estimates were substan-
tially reduced and are now not produced to me at all.  Given the
real difficulty in making such assessments, I do not consider that
“prospective savings” figures should be a significant component in
the accounting for (and financial justification of) information
matching programmes, although I do accept that some of the
overpayments may otherwise have continued for a period.

It is appropriate to finish these general comments with a “pat on
the back” for the National Data Match Centre for the vastly im-
proved reports that are now submitted to me in relation to the op-
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eration of the core WINZ programmes.  In earlier annual reports I
roundly criticised the standard of reports from the predecessors to
WINZ, namely DSW and NZ Income Support Service.  However,
improvements started to appear last year and are now quite notice-
able.  Thanks to improvements put in train by NZISS, and NDMC
staff, the reports are now far more detailed and coherent.  The re-
ported figures are more trustworthy and are accompanied by better
and more informative commentary than has been the case in previ-
ous years.  There is more improvement yet to be achieved but I
commend the NDMC on improvements so far, and encourage the
maintenance and enhancement of quality reporting.  It is crucial
that quality reporting be carried on each year, since it is important
to review the operation of each programme every five years or so to
determine trends and enduring usefulness, rather than simply con-
centrating on a single year’s performance.

PROGRAMME BY PROGRAMME REPORTS

Introduction

The following material reports on each of the authorised infor-
mation matching programmes in operation and four programmes
which have been authorised but which are not yet fully operational.
A report is also included for the programme carried out under s.11A
of the Social Security Act.  Although that section is not an informa-
tion matching provision, I am required pursuant to it to report on
the matches carried out under the section as if it were.

For the purposes of this report I have given each programme a
title.  With the increasing number of programmes - including mul-
tiple programmes with different characteristics operated between
the same agencies - it has been necessary to develop a system of
nomenclature.  In 1993 it was simple for my staff, and the officials
with whom they dealt, simply to speak of “the” address match for
instance.  Now there are three such matches.

Each of the titles used in this report begin with the names of the
agencies involved (referred to as “specified agencies” in the Privacy
Act) and in most cases this is followed by a description.  I have
adopted the convention of naming the agency whose only role is as
a source of information to be matched first.  The agency making
use of the discrepancies produced by the match is named second.
For example, in the “WINZ/Courts Fines Defaulters Address Match”
the role of WINZ is to supply the information to be matched with
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data from the Department for Courts but it does not use the results
to take action against any individual.  The Department for Courts
uses the discrepancies for its purposes.  The programme is further
described as an “address match” which means that addresses are
disclosed to the Department for Courts to enable matched indi-
viduals to be traced.  In this case, the addresses being sought are
those of “fines defaulters”.  In some cases the titles of programmes
have changed from those used in earlier years.  For convenience,
previous names are also given.

Each entry commences with a table setting out basic informa-
tion about the programme.  A description of the purposes of the
programme and the manner in which it is carried out follows.  In
each entry there is a discussion of notable issues arising from the
operation of the match during the year and, in most cases, a table
of results and some brief commentary on those results.

The reports are set out in the following order:

Matches with WINZ as user agency

• Corrections/WINZ Penal Institutions Match
• Customs/WINZ Arrivals/Departures Match
• IRD/WINZ Commencement/Cessation Match
• IRD/WINZ Debtor Address Match
• Section 11A Social Security Act Match
• IRD/WINZ Community Services Card Match
• Tertiary Institutions/WINZ Student Allowance Match
• Education/NZISS Student Allowance Match
• NZES/NZISS Match

Matches with other departments as user agency

• WINZ/Courts Fines Defaulters Address Match
• WINZ/IRD Family Support Match
• NZ Immigration Service/Electoral Enrolment Centre Match
• IRD/ACC Earners Match
• IRD/Accident Insurance Regulator Employer Compliance Match

Matches which have not yet commenced operating

• IRD/Accident Insurance Regulator Sanction Assessment Match
• IRD/Courts Fines Defaulters Address Match
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• Corrections/ACC Inmates Match
• ACC/IRD Independent Family Tax Credit Match
• Labour/WINZ Immigration Match

Matches with WINZ as user agency

The Corrections/WINZ Penal Institutions Match3 is designed to
detect beneficiaries receiving income support who are imprisoned
and are therefore ineligible for benefits.  The programme operates
by a weekly transfer of information about all newly admitted in-
mates from the Department of Corrections to WINZ.

The information is compared by name and date of birth.  Matched
individuals are sent a notice advising them that, unless they pro-
duce proof to the contrary, the benefits which they are receiving
from WINZ will cease and any overpayment found to have been
made will be established as a debt to be repaid to WINZ.

Small improvements in the operation and reporting of this match-
ing programme have been implemented during the year.  In particu-
lar, the programme should now be more effective at dealing with
alias names; more effort is being made by Corrections to notify WINZ
of all alias names known to be used by individuals taken into prison.

HCTAMSNOITUTITSNILANEP/ZNIW/SNOITCERROC
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3) An effort has been made this year in this report to use accurate and descriptive
titles for each match.  This has meant a slight change in title in a number of
cases.  Furthermore, this year the principal agency conducting information
matching has changed its name to Work and Income NZ, abbreviated to WINZ.
To assist in comparison with material in earlier annual reports, the previous
names used for particular programmes are given in footnotes.  The “Correc-
tions/WINZ Penal Institutions Match” has formerly been referred to as the “Cor-
rections/NZISS Match” or simply the “Corrections Match”.
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Results

Some issues remain about the addressing of s.103 notices under
this match and the arrangements for recipients to respond to WINZ
challenging such notices.  Essentially, notices are currently addressed
and sent to the person at the prison advised by Corrections as relat-
ing to the matching record.  My office has raised the issue with the
Department of how that practice deals with the possibility of the
wrong individual being matched.  Under the existing arrangement,
if an inmate with similar name and date of birth details as a benefici-
ary is wrongly matched, the notice advising of adverse action will be
sent to the inmate whereas adverse action will actually be taken in
respect of the beneficiary.  On the other hand, simply sending no-
tices to the address held on WINZ records is not a satisfactory solu-
tion either, since this may mean that the notice is never received at
all by the inmate when the information has been correctly matched.
A solution conducive to protecting the individual’s interests would
be to continue to send the notice to the institution but to also post a
copy to the home address held on WINZ records (or vice versa).

One of the practical ways of responding to a WINZ notice is to
call a free-phone number given in the letter.  WINZ advises that pres-
ently an inmate requires a prison officer to approve a call to the De-
partment’s number.  The NDMC has applied to Corrections to have
its 0800 number included in the select global list that any prisoner is
able to call.  That request has not yet been approved.  The giving of,
and responding to, notices is an issue I may take up next year.
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On the basis of the information supplied, but subject to the com-
ments concerning the giving of s.103 notices, I am satisfied that
this programme has generally been conducted in accordance with
the requirements of ss.99 to 103 and the information matching rules.

The Customs/WINZ Arrivals/Departures Match4 is designed to
detect those who travel overseas while receiving a benefit.  Some
benefits, such as unemployment, may not be paid at all when the
individual is overseas.  Others, such as superannuation, may be paid
for only a specified period while the individual is overseas.  This
period varies from benefit to benefit.

The programme operates by a transfer of passenger arrival and
departure information once a week from NZ Customs Service to
WINZ.  The information is compared with WINZ’s database of ben-
eficiaries by name, date of birth, and gender.  The information pro-
vided to WINZ also includes passport number, flight number, coun-
try of citizenship, and dates of arrival or departure.

WINZ then checks its records to determine whether there has
been an explanation given for the journey overseas.  If there is no
explanation, the matched individual is sent a notice advising that,
unless they produce proof to the contrary, the WINZ benefit may
cease and any overpayment will be recovered from the individual.
Where a benefit may be paid for a certain period while the indi-
vidual is overseas, WINZ does not issue a notice of adverse action
until the requisite period passes and the individual remains out of
New Zealand.

HCTAMSERUTRAPED/SLAVIRRAZNIW/SMOTSUC
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4) Formerly referred to as the “Customs/NZISS Match”, “Customs/DSW Match” or
simply the “Customs Match”.
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Results

The number of records compared, and both the number and value
of overpayment debts established, show a substantial increase over
previous years.

Numerically, the most frequent form of overpayment debt iden-
tified by this match is an unemployment benefit, with a median
overpayment value of $337; there were over 10,000 such
overpayments totaling over $4 million.  At the other end of the
scale there were 68 overpayments of superannuation identified but
these had a median value of $5,114 and a total of $312,850.  A New
Zealand superannuitant can legitimately be out of the country for
up to 30 weeks but as soon as that period of absence is exceeded,
the whole of the superannuation paid during the absence becomes
repayable, hence the high median figure.

This match was in the first batch of programmes that I reviewed
under s.106 of the Act.  This is a review that I am required to under-
take at periodic intervals to consider whether a particular informa-
tion matching programme should be continued or if any amend-
ments to the law establishing the programme should be made.  I
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101 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

concluded that the Customs Match should be continued, although
for the next review I would wish to see more specific and reliable
evidence as to the costs and benefits.  I also recommended repeal of
the provision allowing adverse action to be taken under this match
without giving notice to the individual affected.

On the basis of the information supplied, I am satisfied that this
programme has generally been conducted in accordance with the
requirements of ss.99-103 of the Privacy Act and the information
matching rules.  This is subject to my general comments about re-
ports made by WINZ.

The IRD/WINZ Commencement/Cessation Match6 is designed
to detect those who are receiving a benefit and working at the same
time.  The programme operates by an exchange of information six
times a year between the Inland Revenue Department and WINZ.
WINZ provides the names of individuals receiving income support
to IRD to compare with those people recorded on its database.  Where
a match is found, the matched individual’s details of income and
the periods of income are passed to WINZ.  Any matched individu-
als are then investigated further by WINZ to determine whether the
individual has earned amounts over the limit set for the relevant
benefit.  A check of the records held by WINZ is done to determine
whether there is already an explanation for the match on WINZ’s
records.  If there is no explanation, the matched individual is sent a
notice advising that, unless they produce proof to the contrary, the
presumed employer will be contacted to confirm dates of employ-
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6) Formerly referred to as the “IRD/NZISS Commencement/Cessation Match”, the
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ment and amounts earned.  If the employer confirms these matters,
then the WINZ benefit may cease, and any calculated overpayment
will be established as a debt to be recovered from the individual.

The individuals whose names are submitted to the matching
programme are chosen in one of three ways:

• all those individuals who commence or cease receiving a benefit
in the period since the last match;

• any Area Benefit Crime unit may nominate specific individuals
whom they are investigating;

• one sixth of all those enrolled with WINZ.

This last group will be a different sixth of those enrolled for each
match per year, so that in the course of 12 months all those enrolled
with WINZ will have had their records matched with IRD at least once.

Results

This programme continues to be the most important in terms of
the number of positive matches and the scale of adverse action taken.
Perhaps because a substantial number of the records sent by WINZ
for matching with Inland Revenue data are selected on the basis of
some suspicion by WINZ of over-claiming by the individuals con-
cerned, the “strike rate” of positive matches for each hundred records
compared is far higher than it is for the Customs or Education match-
ing programmes.
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The substantial majority of overpayment debt numbers and value
established are in relation to the unemployment benefit.  The larg-
est single debt established was over $30,000 but the median debt
value in unemployment benefit cases was $858.

The number of overpayments established by this programme has
increased by some 17% over the 1997/98 figures, but the total value
of the overpayments grew by over 45% to this year’s $24 million.
The average individual overpayment debt established grew from
$1,348 to $1,677.  WINZ Data Match Centre suggests that one rea-
son for this more effective performance in establishing higher debts
is that they now tend to “legitimise” (and not pursue) those cases
where an initial screening of a positive match shows that any over-
payment would be for less than one week of benefit receipt.  By
concentrating their effort on investigating and establishing debts
for the more serious or significant cases of overclaiming, the chances
are reduced of such a case still remaining unresolved at the expiry
of the Privacy Act time limits for taking action.

This approach to the allocation of investigative resources is in
line with some of my own formal observations:7 not only is it a
more productive use of staff effort, but it also puts the focus of this
information matching programme where it should be – on the de-
tection and deterrence of conscious wrongdoing.  Furthermore, this
new screening policy will eliminate a good proportion of the re-
quests made to employers for further information to confirm an
individual’s pay details.  In doing so, this saves an invisible cost to
the country of operating such information matching programmes:
compliance by employers with requests by the department.

During the year there have been five complaints concerning the
operation of the Commencement/Cessation Match.  In one of these
complaints I concluded that there was a breach of relevant infor-
mation matching requirements, namely ss.101 and 103 of the Pri-
vacy Act.  The remaining complaints are queued for investigation,
are in investigation, or have been discontinued.

The Commencement/Cessation Match was one of the programmes
that I reviewed during the year under s.106 of the Privacy Act.  I con-
cluded that the programme should be continued and did not recom-
mend any amendments to the information matching provision.

7) Report by the Privacy Commissioner to the Minister of Justice, Review of Statu-
tory Authorities for Information Matching, 21 May 1999, paragraphs 4.1.5 –
4.1.7 and 4.4.3 – 4.4.6.
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Given that several complaints remain under investigation, and
the fact that I have found an interference with privacy in at least
one case, I am unable to give an unqualified assurance that this
programme has been operated in accordance with ss.99 to 103 of
the Act and the information matching rules.
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The IRD/WINZ Address Match8 is designed to provide WINZ with
up to date addresses from IRD for those who owe money to WINZ.
These debts arise due to benefit overpayments having been estab-
lished.  The debtors traced through the programme are debtors who
are not currently receiving a benefit and for whom WINZ has lost
contact.  The programme is one part of WINZ’s process of collecting
debts established by the other WINZ information matching pro-
grammes, as well as from other WINZ operations.

Results

It can be seen in Table 5 that a larger number of records were
matched this year than in 1996/97.  Of the records matched, a fairly
high proportion were found “useable”, a high 27.5% of the records
sent for matching or 30.9% of the records actually matched.  A match
or hit is considered “useable” if as a result of an automatic scan by
the TRACE computer system it is not excluded.   TRACE excludes
data returned from IRD from being added to a debtor record if:

• no residential address and no employer details were supplied
by IRD;

• the debtor is deceased;

8) Formerly referred to as the “IRD/NZISS Address Match”, the “IRD/DSW Address
Match” or simply the “Address Match”.
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• enforcement has ceased;

• the customer balance owing is below an enforcement threshold;

• details supplied by IRD are identical to those details already held
by TRACE; or

• the customer is no longer on IRD monitor.

However, while technically “useable”, most of the matches were
not especially useful.  This can be seen by the fact that s.103 letters
were sent out in only a tiny fraction of cases: 8,534 cases out of
94,115 useable matches. This represents only 9.1% which was far
lower than the figures in the previous two years.  Although no in-
vestigation has been undertaken to establish why this was, WINZ
suggested that it may be due to the fact that during the year there
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was an emphasis on working through a portfolio of especially old
debt (some 50,000 odd records, many of which originated under
the Liable Parent Contribution Scheme which has not operated for
more than 10 years).  In such cases the match may well produce a
“useable” record, in the sense that it differs from the information
currently held on the TRACE system, but on checking the new data
it may simply reveal that the address produced by IRD is one al-
ready known to WINZ - perhaps an even older address than the one
on WINZ’s records.

On the basis of the information reported to me, I am of the opin-
ion that the programme has been operated in accordance with ss.99
to 103 of the Act and the information matching rules.

Section 11A of the Social Security Act 1964 authorises WINZ to
request information from employers about their employees or a
specified class of employees (including former employees).  The in-
formation may include names and addresses and tax file numbers.
Section 11A(3) prevents WINZ requesting information from the same
employer within a 12 month period.  The information thus ob-
tained may then be compared with records of social security ben-
efits paid out.  Any discrepancies found are dealt with in terms of
section 11A.  Sections 11A(6) and (7) bring the operation of the
information matching programme under Part X of the Privacy Act.

Results

The most remarkable feature of the 1998/99 results would appear
to be the dramatic drop in reported savings.  As will be seen from the
table, the net savings attributed to the match for the 1998/99 year
were merely a quarter of the savings claimed for the previous year.
Clearly there is a correlation with the fact that this year far fewer
programmes were approved and, more importantly, actually brought
to completion.  The total number of employees checked was a mere
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8,021 compared with last year’s 26,008.  However, as the Department
has explained to my staff, and is apparent from figures given in my
earlier annual reports, last year’s figure is actually the aberration rather
this year’s.  The number of programmes approved and carried out,
and the general level of savings achieved this year, is in line with pre-
1997/98 figures.  The Department was unable to explain why an es-
pecially large number of matching programmes were carried out last
year, since there have apparently been no changes in relevant poli-
cies (notwithstanding the reorganisation of NZISS into WINZ).

On the basis of the information supplied, I am satisfied that this
programme has been generally conducted in accordance with the
requirements of ss.99 to 103 of the Privacy Act and the information
matching rules.
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The IRD/WINZ Community Services Card Match10 is an infor-
mation matching programme in which the Inland Revenue Depart-
ment supplies WINZ with tax credit information, for the purpose of
allowing WINZ to identify those individuals whose income is at a
level which makes them eligible for a Community Services Card
(CSC).  A CSC entitles the holder to subsidised health care.

When the CSC was developed, the decision was taken to use the
same criteria for families with dependant children as those used by
IRD to assess eligibility for family support.  The information match-
ing programme allowed costs to be saved by automating assessment
and issue of CSCs for this group of people.  Information matches
usually occur fortnightly.  The number of cases in each run varies,
with on average about 10,000 cases each time.

The information provided by IRD is matched against the income
limits for the card.  The income limits vary depending upon the
number of dependant children.  Each exchange generates:

• a letter to a person matched advising that he or she is over the
income threshold for a card; or

• a letter advising that the person is within the threshold for the
card and enclosing an application form for a card which may be
completed and returned; or

• if a current CSC is already held, a renewal flag is placed upon
SWIFTT, the Department’s computer system, so that when the
existing card expires a new card is automatically generated for
eligible cardholders.

The way in which the programme has been operated to date
means that there is no adverse action taken as a result of this pro-
gramme.  An individual is offered a Community Services Card if
they are successfully matched by the programme.  The programme
is not presently used to identify persons who hold, but are no longer
eligible for a card.

I have not required any formal reports from WINZ or IRD for the
operation of this programme.

This programme operates between Work and Income NZ and
tertiary institutions or other educational service providers.  The

10) Formerly referred to as the “IRD/NZISS Community Services Card Match”, or
the “Community Services Card Match”.
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match allows information about the enrolment status of those who
have applied for student allowances to be passed to WINZ to check
entitlements.  This programme replaces the now discontinued Edu-
cation/NZISS Match formerly operated under s.307A of the Educa-
tion Act (noted below).

Purpose of programme

The purpose of the programme is to enable WINZ to obtain the
enrolment information required to assess a student’s entitlement
to receive a student allowance payable in terms of the criteria pre-
scribed under regulations.  The data provided by institutions ena-
bles WINZ to:

• verify that a student is undertaking a programme of study which
has been approved by the Ministry of Education for student al-
lowance purposes;

• determine whether the student is full time;

• confirm start and end dates of the student’s programme; and

• confirm any vacation periods exceeding three weeks during the
student’s period of study

Upon receipt of data from an institution, WINZ decides whether
to grant an allowance, decline an allowance on the grounds that
the student is not enrolled in an approved programme of study, or
decline an allowance on the grounds that the student is not study-
ing full-time.   This part of the matching programme is known by
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the participants as Verification of Study (VOS).

The other key purpose of the match is to provide WINZ with the
study results of students who have received payment of an allow-
ance.  Students must pass more then half of the programme for
which they received an allowance, otherwise their future entitle-
ment to any allowances is suspended.  This part of the programme
is known by the participants as Results of Study (ROS).  Although
the framework for ROS has been put in place, that part of the pro-
gramme did not operate during the year.  It is planned to be imple-
mented in 2000.

Operation of programme

Under considerable pressure on the agencies involved and within
tight timeframes the programme was put in place in time to allow
matching to commence on 21 December 1998.  WINZ adopted two
processes to carry out the match.  The larger institutions, such as
universities, participated in an electronic matching process while
the smaller institutions, such as private training institutions and
secondary schools, used a manual process.  Both processes involve
the exchange of the same data items to achieve the same outcomes.

The manual process entails requests from WINZ being sent to
the institution in a letter and the institution replying by mail or
fax. By comparison, the electronic process allows institutions to dial
into a mail-box to obtain an electronic request. When the institu-
tion has processed the request, it is returned to the same mail-box
for WINZ to transfer to SAL. (SAL is WINZ’s computer database de-
veloped specifically for the assessment and payment of student al-
lowances).

WINZ advised that neither the manual nor electronic processes
used on-line computer connections.  From July to September 1998
the Department considered the use of on-line computer connec-
tions. This would have required an application to the Privacy Com-
missioner for a specific approval under information matching rule
3.  Some correspondence was entered into on the subject.  How-
ever, ultimately the Department chose not to apply and instead
pursued the programme without on-line computer connections.

WINZ issues the first VOS request to an institution once a stu-
dent’s application is pre-approved and three weeks before the start
date of the student programme.  Pre-approval for this purpose means



111 A.11

Report of the Privacy Commissioner for the year ended 30 June 1999

that WINZ has received a signed application with supporting docu-
mentation and has determined that the applicant meets all the basic
eligibility criteria as to age, residential status, and income.  The insti-
tution can respond to the request in one of two ways:

• Unknown – the institution is unable to match the details of the
person as provided by WINZ. This arises particularly where stu-
dents decide not to pursue their enrolment but have not advised
WINZ of this (but might also apply if a false application was
made);

• Positive Match – where the institution has a record of a person
with the same details as specified by WINZ in the request. The
institution provides a “pending” response if the student’s enro-
lment is not yet finalised and a “confirmed” response if it is.

Where an institution fails to reply or replies with an unknown
or pending response, WINZ later issues a reminder VOS request.  A
number of VOS requests may therefore be made of an institution in
respect of a single application. A second or further VOS request was
required in just under half of all applications in the first three months
of operation (dropping to just over a quarter in the final three
months of the year). Six or more requests were made in about 5% of
cases throughout the entire period.

Multiple source agencies

There are a fluctuating number of tertiary and educational insti-
tutions involved in this programme.  In the first 6 months, the
number of institutions that were asked for data moved from 644 to
525.  The large number of institutions involved in the matching
programme is an unusual feature of this match.  For this reason, a
novel approach was taken in the legislation implementing the pro-
gramme.  Normally, any agency participating in an authorised pro-
gramme is expressly listed in the definition of “specified agency” in
s.97 of the Privacy Act.  However, in this case the agencies involved
in the programme are respectively described rather than named as:

“The department for the time being responsible for the ad-
ministration of the Social Security Act 1964.”

“Any tertiary institution, secondary school or private train-
ing establishment (as those terms are defined in the Education
Act 1989) to which section 226A or 238B of that Act applies as
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from time to time notified to the Commissioner by the depart-
ment for the time being responsible for the administration of
the Social Security Act 1964.”

The provision anticipates WINZ notifying me of the identity of
the source agencies before undertaking matching.  There is also an
obligation under s.99 of the Act to ensure that a copy of the rel-
evant information matching agreement is forwarded to me “forth-
with”.  A match involving more then 500 institutions is unusual
and I would, of course, wish to be both flexible and accommodat-
ing to the Department in meeting its statutory responsibilities.
However, I was only provided with copies of the executed informa-
tion matching agreements in late May 1999, after my staff had re-
minded the department of their responsibility.  This was some 5
months after matching had begun.

Section 99 prohibits the disclosure of information pursuant to
an information matching provision until a written information
matching agreement between the agencies in question is in place.
In this regard, I note that all the information matching agreements
have “December 98” printed upon them.  The precise date on which
they were executed has not been entered in most cases.  In those
cases where the educational institution has inserted a date, it was
frequently within January, February or March 1999.  In a few cases
WINZ has date stamped returned executed agreements as March
1999.  In such circumstances, it is not clear how the Department
could have legally begun matching with any such agency, if indeed
it did, from December onwards.

Executing information matching agreements should not be seen
as a matter of no importance.  For tertiary institutions participating
in the routine exchange and matching of records it is important
that they fully understand what is required of them to ensure that
the matching runs smoothly, data quality is maintained and pri-
vacy preserved.  However, in the absence of particular complaints I
will likely not pursue any question of compliance with s.99.

I appreciate the Department’s difficulties in dealing with hun-
dreds of small agencies in this exercise in a short space of time.  I
am aware of some adverse publicity during the process in which,
for example, some schools apparently felt that they were being pres-
sured to sign a document that they either did not understand or
held concerns about.  The experience does perhaps reinforce a point
I have made elsewhere: Part X of the Privacy Act is now required to
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cope with matches having quite different characteristics from those
first enacted in 1991.  With goodwill, flexibility, and time to work
through the issues, Part X adequately copes with the new challenges
posed. Nevertheless, I believe that implementation of my recom-
mendations in the review of the operation of the Privacy Act will
go some way towards introducing a degree of flexibility to cope
with new types of matches, while still strongly protecting the fair
information practices embedded in the information matching con-
trols.

Results

WINZ submitted two reports in relation to the operation of this
match.  The first covered the period from 21 December 1998 to 31
March 1999.  This was received on 22 May 1999.  The second cov-
ered from 1 April to 30 June 1999 and was only received on 11
October as this report was being finalised.

While the narrative report for the first period was useful there
was a paucity of necessary figures (such as a breakdown of the out-
come of challenges to s.103 notices issued).  While some figures
have been supplied for the latter period, they were received too late
to be properly checked and analysed.  The second report also did
not summarise the position over the full year’s operation and there-
fore does not provide a complete picture for my purposes.

Accordingly, the following table provides only very basic statis-
tics even though some other figures were provided for the second
period.  It will hopefully be possible in the next annual report to
provide a complete breakdown for both this year and 1999/2000.
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A number of developments are expected in relation to this match
during the coming year.  For example, the ROS matching will be-
gin.  There is also expected to be an extension of matching activity
to encompass student loans as well as student allowances (in a sepa-
rate matching programme but essentially involving the same agen-
cies).

Given the serious matters noted concerning the information
matching agreements I am not in a position to offer an assurance
concerning compliance with s.99(1) and (4).  Subject to the com-
ments in relation to the reports so far submitted by the Depart-
ment, which do not as yet give me a complete picture for the six
months in operation, I have no reason to believe that the programme
was not carried out in accordance with ss.100-103 of the Privacy
Act and the information matching rules.

Discontinued matches with NZISS as user agency

The Education/NZISS Student Allowance Match11 was designed
to detect those on unemployment or sickness benefits who were
also receiving a student allowance or studying full-time.  The pro-
gramme sought to prevent “double-dipping” and was carried out
three times a year since 1992.

The programme was operated by NZISS forwarding a diskette
with the names of those receiving the relevant benefits to the Min-
istry of Education.  The student allowance database held by the
Ministry was compared with that of NZISS, using the tax file number
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11) Formerly referred to as the “Education/NZISS Match” or simply the “Education
Match”.
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as the only basis for a match.  Any matches were then returned to
NZISS by the Ministry of Education.  NZISS checked the enrolment
status of matched individuals with the relevant tertiary institution.
Individuals for whom full-time enrolment was confirmed were sent
a notice advising them that, unless they produced proof to the con-
trary, the benefit they were receiving from NZISS would cease and
any overpayment found to have been made would be established
as a debt to be repaid to NZISS.

The programme ceased to be an authorised information match-
ing programme on 1 October 1998 with the establishment of the
new Department of Work and Income - combining the former roles
of NZ Employment Service and NZISS.  WINZ took over the payment
of student allowances from 1 January 1999.  The Education Match as
it has been to date will no longer take place.  However, there is a new
Tertiary Institution/WINZ Student Allowance Match (see above).

During the 1998/99 year there were four match runs.  Three of
these occurred in September 1998.  A fourth run occurred on 21 De-
cember 1998.  The December match, the last ever, was operated after
WINZ had been established but days before it assumed responsibility
from the Ministry of Education for the processing of student allow-
ances.  The last match, strictly speaking, occurred after the match had
ceased to be an authorised information matching programme.  None-
theless, for the sake of completeness the following table summarises
some details for all four of these matches carried out during the year.

HCTAMECNAWOLLATNEDUTSSSIZN/NOITACUDE:8ELBAT

STLUSER99/8991– ( tasa A13 tsugu )9991

derapmocsdrocerforebmuN 552,838

sehctam"evitisop"forebmuN 242,92

NFTfoesuelpitlumoteuddevomersdroceR 679,62

gnineercs/noitacifirevrehtrufgniriuqersdroceR 662,2

dedaolton(gnineercs/noitacifirevrehtrufgniriuqersdroceR
)esabatadCMDNotni

956,1

esabatadCMDNotnidedaolsdrocerforedniameR 706

The following table sets out the reported debt that was established.
It is understood that these figures include debt established as a result of
the December 1998 match run, carried out after s.307A of the Education
Act ceased to be an authorised information matching provision.
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The Department imposed no penalties during the period.

The Department advised that Quality Assurance Officers detected
two education records that had a debt established incorrectly.  As
the Departmental system did not allow a record outcome to be
changed once committed, the records had their monetary amounts
reduced to one cent.

During the year there were three complaints in relation to the
operation of this programme.  In two complaints I found that there
had been a breach of Part X of the Privacy Act (relating to informa-
tion matching) and in one of these cases this amounted to an inter-
ference with privacy.  At the end of the year one complaint remains
under investigation.

I had intended this year to review the operation of this pro-
gramme under s.106 of the Act with the first batch of reviews cov-
ering those information matching programmes authorised in 1991
that were in operation by 1993.  However, once I was advised that
this programme would be discontinued in late 1998 I concluded
that it would not be worthwhile to complete a review of this match.

Given the complaints in respect of the operation of this pro-
gramme, including one in which I reached the opinion that there
had been an interference with privacy, I cannot give an assurance
that this programme has been operated in full accordance with the
requirements of ss.99 to 103 of the Privacy Act and the information
matching rules.

NWODKAERB–HCTAMECNAWOLLATNEDUTSSSIZN/NOITACUDE:9ELBAT

99/8991DEHSILBATSETBEDFO ( tasa A13 tsugu )9991

epyTtifeneB rebmuN:tbeD tnuomA:tbeD

tnemyolpmenU 624 47.624,120,1

ssenkciS 1 63.715,2

gniniarT 31 56.069,33

BPD 1 44.908,1

LATOT 144 91.417,950,1
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The information exchange between NZ Employment Service and
NZISS took place several times a day and was designed to allow
each department to keep up-to-date records of those registered with
both departments essentially to:

• administer the “work-test” and mandatory interview pro-
grammes; and

• maintain the job-seekers’ register through lapsings.

The information exchanged included details uniquely identify-
ing an individual, whether the individual had received a work-tested
benefit, whether the individual had failed a work-test, lapse of an
individual’s enrolment with NZES, and so forth.  The information
flowed in both directions.

The programme was discontinued as an authorised information
matching programme with the creation of the new Department of
Work and Income on 1 October 1998. WINZ brought together func-
tions formerly undertaken separately by NZES and NZISS.

Observations on the NZES/NZISS Match

Although there is a single statutory definition of “information
matching” there are, in fact, a variety of potential match types, each
having slightly different characteristics.  The NZES/NZISS Match
had some features which differed significantly from those previ-
ously authorised in New Zealand (which had primarily fallen within
the categories of “detection of illegal behaviour” and “location of

HCTAMSSIZN/SEZN
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persons”).  The NZES/NZISS Match was the first which could be
characterised principally as involving “confirmation of continuing
eligibility” and “updating of data”.  Furthermore, the match was
the first to anticipate data linkage, through on-line computer con-
nections, as an integral part of the programme.

With the novel characteristics of this match in mind, I had been
willing to explore alternatives to the standard unqualified applica-
tion of Part X of the Act.  For example, in June 1996 I granted an
authorisation under information matching rule 3(1) to permit the
use of on-line computer connections, normally prohibited.  This
permission was continued by a series of limited period approvals.
The final one was given on 1 March 1998 and allowed the use of
on-line computer connections until 1 October 1998 when the match
ceased to be an authorised information matching programme.

I have no power to dispense with most aspects of Part X (nor
would I wish to).  Accordingly, when the departments identified
significant difficulties in complying with the notice requirements
under s.103 of the Act, consideration was given by those depart-
ments to amending the Social Security Act, in essence to override
certain requirements of the Privacy Act.  Although the rights of
beneficiaries were diminished somewhat by the resulting amend-
ment, I was satisfied that a suitable set of protections was substi-
tuted.  Had the match not been discontinued, it would have been
my intention to closely observe the operation of the programme to
see that the substitute arrangements did in fact provide an appro-
priate level of data protection.

I observed in last year’s annual report that NZISS had indicated
problems with its ability to report to me in terms of s.104.  Difficul-
ties could well have been anticipated given the novelty and com-
plexity of the programme involving, for instance, electronic trans-
mission, exchange of data in both directions, frequent matching,
and so forth.  The Department pleaded practical difficulties in terms
of the effort and cost of reprogramming its computer to provide
reports on the operation of the match.  Ultimately, the issue was
resolved by the announcement of the merger of NZISS and NZES
into WINZ.  Given the intended discontinuance of the match as an
authorised information matching programme, it seemed inappro-
priate to commit resources to computer reprogramming to gener-
ate the necessary reports for just a short time.  However, that does
mean that there is a paucity of reported information on this match.
This makes it difficult for me to fulfil my reporting requirements
under s.105, or to obtain a clear picture of whether the automated
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data link worked satisfactorily from the perspective of cost effec-
tiveness or in terms of fair information practice.

Although the regular s.104 reports were not provided, there was
some detailed scrutiny of the programme.  As a condition of the
approvals for on-line computer connections, I required both agen-
cies to undertake internal audits to confirm compliance with appli-
cable requirements.  That worked in a very positive fashion.  The
audits uncovered problems in some areas, generally of a minor na-
ture, and reassurance of compliance in others.  Recommendations
for improving compliance were made and carried into effect.

I remain of the view that Part X of the Act established a suitable
framework for the authorisation and regulation of a wide range of
public sector information matching programmes.  However, some
pressure is placed on Part X - which is fairly detailed and in some
cases quite prescriptive - when matches with characteristics quite
different to those anticipated in 1991 are authorised.  I am confi-
dent that given time and goodwill on the part of departments, the
challenges of ensuring this match’s proper compliance with Part X,
including reporting, would have been met.  Public officials are re-
sourceful and committed to meeting their legal requirements.  How-
ever, I have recommended in my review of the operation of the
Privacy Act that there be consideration of reform of the informa-
tion matching rules, and aspects of Part X, to cater to a wider range
of match types.  Such reform would build upon experience gained
in New Zealand since 1991.

Unfortunately, this programme illustrates what has been a re-
curring problem with some programmes authorised since 1991.
That is, departments sometimes see Privacy Act compliance as a
matter to be addressed after the computer programming has been
completed.  This is quite wrong and can lead to significant delays
in putting things right and at a cost that becomes problematic.  De-
partments undertaking authorised matches must realise that Part X
compliance is an essential feature of what they are require to de-
liver.  Reporting on the operation of the match is part of that and
should be built into the design and implementation of the pro-
gramme.

In my opinion, departments ought to obtain similar types of re-
ports themselves for internal purposes partly to assure compliance
with their legal responsibilities, but also to confirm that what they
are undertaking is in fact being achieved cost effectively.  As a State
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Services Commission inquiry into the 1997 amendment to this in-
formation matching provision (undertaken at the Prime Minister’s
request) noted, problems were caused as a result of officials failing to
appreciate what was involved in Part X compliance.  As the Cabinet
paper noted, “ensuring compliance with the Privacy Act was critical
to the successful implementation of the Government’s policy”.  No
doubt various lessons have been learned, but one important one is
that departments need to get to grips with Privacy Act compliance
issues early in the design of a programme.  My office will continue to
assist departments in that regard as far as my resources allow.

During the year there were three complaints regarding the op-
eration of this programme.  In one of those complaints I reached
the opinion that there had been a breach of the information match-
ing controls in the Privacy Act. The other complaints remained under
investigation at the end of the year.

Given the complaints and the lack of detailed reports from the
Department on the operation of this match during the period, I am
unable to give an assurance that the programme complied with ss.99
to 103 of the Act and the information matching rules during the year.

Matches with other departments as user agency

HCTAMSSERDDASRETLUAFEDSENIFTRUOC/ZNIW
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The WINZ/Courts Fines Defaulters Address Match12 is an infor-
mation matching programme in which the Department for Courts
is to be supplied with address information by Work and Income NZ
concerning fines defaulters who receive income support.  The pur-
pose of the programme is to locate those who owe fines in order to
enable recovery of outstanding amounts.

12) Formerly referred to as the “NZISS/Courts Address Match”.
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Results

HCTAMSSERDDASRETLUAFEDSENIFSTRUOC/ZNIW:01ELBAT

STLUSER99/8991– ( tasa 1 yluJ )9991

snurgnihctaM 2

gnihctamrofZNIWottnessemaN 081,76

dehctamsemaN 050,31

sehctamelbaesU 459,21

nevigtcAycavirPehtfo301.srednusecitoN 601,21

egnellahclufsseccusybderaelC 835,1

Although this programme was authorised in 1996, matching only
started in December 1997/January 1998, when three tiny test
matches, involving 100 records each, took place.  Later in 1998,
further small test matches were carried out.  However it was only in
1999 that large scale matching really began.  Only two significant
match runs were completed this year.  A further large match was
undertaken shortly before the end of the financial year but no ac-
tion was taken on the results during the reporting period.

It is too early to sensibly assess the performance of the match by
reference to recoveries that can be attributed to the new addresses
obtained.  However, reporting procedures established by Courts will
make the position clearer by the time of next year’s annual report.
I understand that it had been intended to operate the match
monthly, with 13 runs allowed for in the information matching
agreement. At present this has not been achieved, with matching
still being done on an ad hoc basis. I have been advised that Courts
now considers six runs sufficient in the coming year.

From the above table, it may be noted that useable matches were
obtained for about one-fifth of the names submitted for matching.
Of those, a fairly significant number were cleared by successful chal-
lenge – that is, in response to a notice given by the Department as
required under s.103 of the Privacy Act, 1,538 individuals satisfied
the Department that no action should be taken because an incor-
rect person had been identified, no fines were outstanding, or the
recipient of the notice was deceased etc.

Last year’s annual report noted that the information matching
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provision under which this programme is carried out has been
amended to allow WINZ to disclose telephone numbers, as well as
addresses, to Courts.  Given that a significant problem of inaccu-
racy in the telephone numbers held by WINZ had already been iden-
tified, I expressed some concern at this move.  Courts has advised
that the information matching agreement does not presently pro-
vide for the disclosure of telephone numbers and that at present
Courts solely receives address information.  I would wish to see
quantifiable improvements in data quality before telephone num-
bers are routinely disclosed.

In June 1999 the largest of the matching runs was attempted.
This involved 43,165 names being sent for matching.  This match
run was attempted three times before processing was successful.  The
same set of names was provided for each of the three attempts and
the resultant data from the unsuccessful attempts were destroyed.
The first attempt was unsuccessful due to incorrect header format
date.  The header format was corrected and the run rescheduled,
but unfortunately the correction process led to corruption in the
date of birth field.  The second attempt was processed successfully
but produced a very large volume of rejected records which, upon
investigation, revealed the date of birth problem.  After further cor-
rections to the core data, a third attempt at processing the same
information produced an acceptable result.

Such experiences emphasise the care that needs to be taken in
undertaking data matching as well as the processes leading up to the
match and those following.  This provides a good example of the
careful implementation of a match. Pilot matches were carried out
before the programme was approved to provide data on which
policymakers could judge the programme’s likely usefulness, followed
by test matches after approval to ensure that technical processes pro-
vided sound and accurate results before full-scale matching.  It should
sound a note of caution to other departments who may be tempted
to take short-cuts in developing matching programmes or who as-
sume that it is always a simple and technically straightforward proc-
ess.  There are no shortcuts: careful attention to detail is essential to
ensure successful programmes which comply with the Privacy Act
and ensure public confidence through the avoidance of mass error.

On the basis of the information supplied to me by the Depart-
ment, I am satisfied that this programme has been conducted in
accordance with the requirements of ss.99 to 103 of the Privacy Act
and the information matching rules.
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The WINZ/IRD Family Support Match13 is designed to prevent
people “double-dipping” by receiving family tax credits from both
IRD and WINZ.  IRD periodically sends records to WINZ which car-
ries out the process of comparison.  Where there is a positive match,
the person’s details are referred back to IRD to use the results to take
adverse action.

In this programme, IRD is both a “source agency” and “user
agency”, with WINZ being the “matching agency” (i.e. carrying out
the automated process of comparison).  As a rule of thumb, it is
often most convenient for the agency with the smaller number of
records to be compared, to disclose those records to the agency with
the larger database to carry out the process of comparison.

Results

STLUSER9991-6991HCTAMTROPPUSYLIMAFDRI/ZNIW:11ELBAT

79/6991
32-51snuR

89/7991
23-42snuR

99/8991 41

14-33snuR

rofZNIWotDRIybtnessesaC
gnihctam

834,846 032,797 457,878

ZNIWybdehctamsesaC 783,6 792,6 988,6

nekatnoitcaesrevdafosesaC 790,5 729,4 425,5

DRIybderrucnistsoC 260,963$ 710,835$ 891,064$

)detamitse(sgnivaS 51 824,375,9$ 562,735,21$ 890,365,41$

HCTAMTROPPUSYLIMAFDRI/ZNIW
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13) Formerly referred to as the “NZISS/IRD Child Support Match” or “the Family
Support Match”.  Sometimes referred to by departments as “the Double-Dip-
ping Programme”.
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Last year I observed that approximately 150,000 more cases (in-
dividual names) were sent by IRD for matching than in previous
years.  However, in that year the number of cases of “double-dip-
ping” was no higher numerically than previous years.  This year
there has been a further increase of 80,000 in the number of cases
sent for matching.  This puts the number of names being matched
at approximately 220,000 higher than the level that had been gen-
erally operating since 1995.  However, unlike last year’s small dip in
the number of cases of apparent double-dipping identified, this year
the number of cases in which it appeared appropriate to commence
adverse action has climbed to 5,524. This is the highest figure yet
achieved and is roughly 500 more cases than the usual number of
cases.

WINZ did detect at least one instance where a positive match
resulted in identifying the wrong person.  This came about due to
the WINZ SWIFTT database holding more than one person with
the same tax file number (TFN).  The programme attempted a match
by comparing the TFNs held on the IRD tape against the tax file
numbers held on SWIFTT.  A match was found based on the TFN,
then the programme attempted to match the surname and first ini-
tial and date of birth details, or one of those details, and was suc-
cessful.  This second stage would often be expected to eliminate
such wrong matches.  The programme then checked whether the
client had received family support from WINZ during the last two
payment periods - which the person had.  The “wrong” customer
was picked, but because all the matching criteria were met, a posi-
tive match was reported.  WINZ does not believe this situation hap-
pens very often.  WINZ is involved in a process of “cleansing” the
number of inaccurate TFNs on its SWIFTT database and therefore is
confident that the chances of this happening in future are dimin-
ishing.

On the basis of the information supplied, I am satisfied that this
programme has been conducted in general accordance with the re-
quirements of ss.99 to 103 of the Privacy Act and the information
matching rules.

14) 1998/99 figures as advised by IRD on 8 October 1999.
15) Calculated by determining the amount of the payments stopped, multiplied by

the number of fortnights left in the customer’s tax year, ie to the end of March
(when the payment ought normally be stopped/reviewed because of the filing
of a tax return).
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The Electoral Match is designed to identify individuals who are
enrolled to vote in general elections without the necessary residence
qualification.  Information is provided by NZ Immigration Service
(NZIS) to the Electoral Enrolment Centre (EEC) of all overstayers
and visitors who are recorded as being present in New Zealand.  From
time to time (generally once a year), EEC obtains from NZIS the
lists of overstayers and visitors.  This information is compared with
the electoral roll to identify those who are both enrolled and also
listed as either visitors to New Zealand or overstayers.

Details of any names matched are sent to the Registrar of Elec-
tors in the electoral district in which the individual is enrolled.  The
matched individuals are sent a notice of adverse action advising
that unless proof to the contrary is produced (for example, evidence
of citizenship) the person may be deleted from the electoral roll.  If
there is no reply to the notice, a procedure established in section 96
of the Electoral Act is followed.  If the individual cannot produce
the necessary evidence or does not reply to the notice, he or she is
deleted from the electoral roll.  If the notice cannot be served, the
individual is placed on the “dormant roll” which indicates that their
vote will be taken on election day, but it will not be counted unless
proof of eligibility to vote is later produced.

Continuing data quality issue

As noted in last year’s annual report, I had submitted a special
report to the Minister of Justice in January 1998 expressing disquiet
about the inaccuracy of source data being used in the electoral match.
I was concerned that an Auditor-General audit in 1997 had found
the list of overstayers, used for comparison purposes in the match,
to be “very inaccurate”, despite the need for improvement having
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been identified in a 1994 audit.  Given the fundamental impor-
tance of the right to vote in a democracy, I considered that caution
must be exercised before allowing unreliable data to provide the
basis for commencing a process for disqualifying an elector.  As re-
ported last year, based upon reassurances from officials, the Minis-
ter declined to suspend the match.  In fact, no matching was under-
taken during the 1998/99 year.   As the match did not operate dur-
ing the year, there are no results to report.  It is intended that a
match be conducted prior to the 1999 general election.

During the year my staff met with officials from the Electoral
Enrolment Centre and NZ Immigration Service to discuss the data
quality matter, and several other reporting and operational mat-
ters.  At the meeting my staff asked NZIS to provide information
about, and regular reports on, data quality improvements in respect
of the overstayer list.  Disappointingly, NZIS provided no such re-
ports despite reminders.  However, in October 1999, in the prepara-
tion for this report, my staff were advised orally that NZIS concen-
trated during the 1998/99 year on identifying the key problems caus-
ing the data quality problems.  The Service was now satisfied of the
principal cause of the problems but, during the year had not taken
any significant steps to resolve the problem.  It is understood that
the steps that may need to be taken involve the NZ Customs Serv-
ice, which supplies passenger movement data, and therefore is not
within the control of NZIS.  My staff were further advised that in
preparation for a match to be held after the end of the financial
year, before the 1999 General Election, NZIS would separate infor-
mation on the overstayer list by reference to its reliability and only
pass to the EEC “confirmed” overstayer information.  This is a mat-
ter I will consider further in the new year.

HCTAMSGNINRAECCA/DRI
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In late 1997, ACC conducted a test run of the IRD/ACC Earnings
Match16 to obtain employment information to help detect individu-
als fraudulently receiving ACC compensation while also receiving
income.  The individuals whose names were submitted were from a
narrow group of ACC compensation recipients, and I was advised
that the run was a test of ACC’s systems.  Some adverse action was
taken.  ACC has advised that the match produced some problems
which require them to make some fundamental changes to its plans.
I was advised that the programme did not operate during this year.

This new information matching programme is designed to al-
low the Accident Insurance Regulator to identify employers not
complying with the requirement to purchase accident insurance.
It does this by obtaining details of all employers’ information from
the Inland Revenue Department. This information is matched with
information received from insurance companies as to whether those
persons have accident insurance.  Adverse action in the form of a
penalty may be imposed by the Regulator in cases where the failure
to be insured is verified.

HCTAMECNAILPMOCREYOLPMEROTALUGERECNARUSNITNEDICCA/DRI
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16) Formerly referred to as the “IRD/ACC Match” or simply “the ACC Match”.

Operation and results of first match

Unusually, the initial operation of this information matching
programme was a vital part of the implementation of a new scheme.
The opening to competition of the employers’ accident insurance
market terminated the old ACC coverage for employers at the end
of June 1999.  As of 1 July 1999, any person or company which was
an employer was required to have in place an employment acci-
dent insurance policy, or would be allocated to a new state-owned
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insurer (At Work Insurance Ltd commonly styled “@Work”) for such
insurance cover.  The most reliable record of current employers re-
sided in Inland Revenue. The Accident Insurance Act 1998 provides
that the Regulator can obtain details of employers from IRD and
can compare those details with details of the employers that the
insurance companies report have insurance contracts in place.  This
will be an ongoing process of checking, carried out periodically.

However, the same mechanism of information matching was used
during May and June 1998 to identify and write to all those em-
ployers who had not already taken out insurance policies in the
private sector to advise them of their obligations, and of the immi-
nent allocation to @Work if they did not have another policy in
place by 25 June 1999.  The matching programme was then run
again immediately after 25 June to produce a list of employers to be
passed to @Work.

An initial match was carried out on 22 May 1999, using details
supplied from IRD of 232,916 apparent employers.  Information
from insurers at that date showed only 1,246 had already taken out
private insurance cover.  After removing from the list of employers
some 2,801 who had already notified the Regulator that they had
ceased to be employers, a mail-out went to 228,869 apparent em-
ployers.  That mail-out advised of the new accident insurance re-
quirements, but also invited any recipient of the letter who was no
longer an employer to send back a declaration to that effect.  A
further match was carried out on 16 June 1999 in respect of a fur-
ther 4,467 persons or companies who, according to IRD records,
had been identified as employers since the data had been compiled
for the May match.  Of these, 3,986 apparent employers were writ-
ten to by the Regulator.

By 25 June, the Regulator had received from the insurers the de-
tails of 121,582 employers who appeared to have taken out private
sector insurance, which compared with the total of 237,383 employ-
ers according to IRD.  By the end of June 1999, the Regulator had
received 36,071 declarations that the apparent employer either never
had been, or had ceased to be, an employer.  3,844 instances of incor-
rect or changed addresses had also been received by that date.  There
were 121,359 persons or companies who appeared to be employers
and who appeared not to have taken out unemployment accident
insurance policies in the private sector.  Details of those apparently
uninsured employers were passed to @Work for that company to is-
sue cover and contact their newly allocated clients.
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Not surprisingly, insurance companies had been seeing frenetic
activity by employers entering into insurance contracts just before
the 25 June deadline, and it emerged that a substantial number of
policies issued by the private sector insurance companies had still
not been reported to the Regulator for the 25 June match.  Upon
receiving proof that cover had been put in place before the dead-
line, the Regulator withdrew such an employer from the allocation
to @Work.  Similarly, the Regulator continued to receive details of
persons and companies which had appeared on the IRD lists as
employers but were not employing anyone as at 1 July 1999.  By
these means, the total number of “employers” allocated to @Work
reduced from 121,359 to 99,978 within a week of the 25 June match.
At 7 September, the @Work allocation total had reduced to 74,153
(some 31.8% of all the employers written to by the Regulator dur-
ing May and June).

Analysis and auditing by the Regulator of the insurance policies
reported by the private insurance companies has revealed a signifi-
cant number of employers who appear to have taken out policies
with two or more insurers, either through the error of brokers or
through different sections of the employer’s organisation having
made parallel but independent arrangements.  This phenomenon
is responsible for the fact that the number of reportedly insured
employers, when added to the number of employers allocated to
@Work as otherwise uninsured, substantially exceeds the total
number of employers initially reported by IRD.  The Regulator has
initiated action by the insurance companies concerned to resolve
these situations.

The cost of the information matching work carried out by the
Regulator in May and June 1999 is reported as totalling $193,234.
The bulk of this sum is accounted for by the printing and postage of
the large number of notification letters, amounting to $147,391.  That
latter cost can be regarded as essentially a cost of direct mailing infor-
mation to employers affected by the statutory changes. It also carried
out the function under s.103 of the Privacy Act of giving persons
who were going to be allocated to @Work the opportunity to show
why this would not have been appropriate - for instance because
they had ceased to be employers by the relevant date.

On the basis of the information supplied, I am satisfied that this
programme has been conducted in accordance with the require-
ments of ss.99 to 103 of the Privacy Act and the information match-
ing rules.
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Matches which have not yet commenced operating
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This information matching programme, authorised by s.371
of the Accident Insurance Act 1998, forms part of the process used
by the Accident Insurance Regulator to enforce the requirement that
every employer maintains approved insurance for workplace acci-
dents.  Sections 384 to 391 of that Act allow the Regulator to charge
an employer a civil penalty in respect of a period in which the em-
ployer has failed to have such insurance, and provides for that pen-
alty to be a multiple of the premium which the employer would
have had to pay for that insurance over the period concerned.  In
order to calculate such a premium, and therefore such a penalty,
the Regulator must know the classification of the industry in which
the employer was operating and the total taxable earnings and
number of employees working for that employer at that time.  This
information is held by IRD, and the Accident Insurance Act allows
for IRD to pass the information to the Regulator upon request and
by a process covered by the information matching provisions of
the Privacy Act.

The introduction of the new workplace accident insurance re-
gime took effect from 1 July 1999, meaning that this programme
did not commence within the 1998/99 reporting period.  However,
the Regulator has been in contact with my office to discuss the pro-
posed operation of the programme.
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The IRD/Courts Fines Defaulters Address Match is similar in pur-
pose and nature to the earlier authorised WINZ/Courts Fines De-
faulters Address Match. It is an information matching programme
in which the Department for Courts is to be supplied with address
and telephone information by IRD concerning those fines default-
ers for whom IRD has details.  The purpose of the programme is to
locate those who owe fines in order to enable recovery of outstand-
ing amounts.  The programme is intended to complement the ad-
dress match with WINZ since WINZ is more likely to have current
address information for persons outside the workforce (that is, re-
ceiving income support), whereas IRD’s records are likely to be bet-
ter in relation to people in employment who are paying tax.

The programme has not yet commenced operating.  However,
there have been some discussions with Courts during the year con-
cerning the format of reports to be given to the Privacy Commis-
sioner once matching begins.
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During the year, the Accident Compensation Corporation en-
tered into an information matching agreement with the Depart-
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ment of Corrections to provide for the disclosure of inmate details
by Corrections to ACC for comparison with the records of people
receiving accident compensation.  The purpose of the Corrections/
ACC Inmates Match17 is to enforce the provision, now contained in
s.122 of the Accident Insurance Act 1998, which disentitles inmates
from receiving accident compensation during imprisonment.

The match did not operate during the year although prepara-
tory work was undertaken for a pilot match to assess compliance
levels among long and short term inmates.  The pilot match was
delayed several times and was thought likely to be undertaken after
the end of this financial year. An issue has been raised with ACC
about the addressing of notices of adverse action. This is essentially
as outlined above in relation to the Corrections/WINZ Penal Insti-
tutions match: if a notice is solely sent to a prison, it provides no
safeguard in the event of records being wrongly matched.

It may be noted that statutory authority for this information
matching programme has existed since 1992 but ACC has chosen
not to initiate a match during those seven years.  The statutory
authority under which the programme is authorised is a very broad
one and also authorises new matching programmes between ACC
and the Department of Labour, NZ Customs Service, WINZ, Minis-
try of Health, the Health Funding Authority and any hospital and
health service.  The provision is not as precise as most other infor-
mation matching provisions in detailing the nature of matching
with each or any of those entities or in specifying in detail the in-
formation which would be disclosed in a particular case.

It may therefore be that this provision represents some risk to
privacy that has not yet been assessed in the detail that later provi-
sions have under the information privacy impact assessment proc-
ess established in 1996.  I note that the Department has not made
use of the provision to date and has been very thorough in its care-
ful design of pilot matches to test how worthwhile the matching
programme with Corrections might be.  However, without wishing
to be alarmist, it is sobering to note that without any further Parlia-
mentary enactment, this single section could provide authority for
a significant array of new matching programmes with attendant
disclosure of sensitive information, including medical information.

17) Formerly referred to as the “Correction/ACC Match”.
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The law authorising this programme seeks to facilitate the ex-
change of information between ACC and IRD for the purpose of
verifying entitlement to the Independent Family Tax Credit (IFTC).
Section 46A of the Tax Administration Act provides that ACC must,
on request from IRD provide, in respect of each person receiving
weekly compensation continuously for three months or more, that
person’s name and address, tax file number, and date of birth and
the periods for which the person has been receiving weekly com-
pensation for three months or more.  The section further empowers
IRD to compare the information with IRD information in order to
assess that person’s entitlement or their spouse’s entitlement to the
IFTC.

The programme was authorised by a provision introduced in the
Tax Reduction and Social Policy Bill in 1996.  I reported to the Min-
ister in respect of that programme in April of that year concluding
that the proposed programme generally complied with the infor-
mation matching guidelines.  There was an issue about the denial
of access rights through IRD’s secrecy provision but this was largely
resolved by expressly preserving Privacy Act access rights in the in-
formation matching provision.

No information matching agreement has been entered into in
relation to this match.  The programme has not yet begun.
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I have not previously reported on the Labour/WINZ Immigra-
tion Match since it has not yet operated.  The provision authorises
the Department of Labour, which in this context will mean the NZ
Immigration Service, to disclose information about people believed
to be unlawfully in New Zealand, or lawfully here only by virtue of
being on a temporary or limited purpose permit to WINZ, in order
to verify entitlement to a benefit.

I will look at the statutory authority for this match during the
coming year as part of the second batch of reviews being carried
out under s.106 of the Act.  Questions may need to be asked about
the continuing need for an information matching provision which
has not been utilised for matching in eight years.
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Statement of Responsibility

In terms of section 42 of the Public Finance Act 1989.

1.  I accept responsibility for the preparation of these financial state-
ments and the judgments used therein, and

2.  I have been responsible for establishing and maintaining a sys-
tem of internal control designed to provide reasonable assur-
ance as to the integrity and reliability of financial reporting, and

3.  I am of the opinion that these financial statements fairly reflect
the financial position of the Office of the Privacy Commissioner
for the period ended 30 June 1999.

B H Slane

PRIVACY COMMISSIONER
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Privacy Commissioner

Statement of Accounting Policies

for the year ended 30 June 1999

REPORTING ENTITY

The Privacy Commissioner is a crown entity as defined by the
Public Finance Act 1989.

These are the financial statements of the Privacy Commissioner
prepared pursuant to sections 41 and 42 of the Public Finance Act
1989.

MEASUREMENT SYSTEM

The general accounting systems recognised as appropriate for
the measurement and reporting of results and financial position on
an historical cost basis have been followed.

ACCOUNTING POLICIES

The following accounting policies, which materially affect the
measurement of the financial performance and the financial posi-
tion on an historical cost basis, have been followed.

Budget figures

The Budget figures are those adopted by the Privacy Commis-
sioner at the beginning of the financial year.

Revenue

The Privacy Commissioner derives revenue from the provision
of services to Parliament, for services to third parties and inter-
est on its deposits.   Such revenue is recognised when earned and
reported in the financial period to which it relates.

Debtors

Debtors are stated at their estimated realisable value.
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Leases

Operating lease payments, where the lessors effectively retain
substantially all the risks and benefits of ownership of the leased
item are charged as expenses in the periods in which they are
incurred.

Fixed assets

Fixed Assets are stated at their cost price less accumulated depre-
ciation.

Depreciation

Fixed Assets are depreciated on a straight-line basis over the use-
ful life of the asset.   The estimated useful lives are:

Furniture and Fittings 5 Years
Office Equipment 5 Years

Employee entitlements

Provision is made in the financial statements for the Privacy
Commissioner’s liability in respect of annual leave.   Annual leave
has been calculated on an actual entitlement basis at current
rates of pay.

Financial instruments

The Privacy Commissioner is party to financial instruments as
part of its normal operations.   These financial instruments in-
clude bank accounts, short-term deposits, debtors and creditors.
All financial instruments are recognised in the Statement of Fi-
nancial Position and all revenue and expenses in relation to fi-
nancial instruments are recognised in the Statement of Finan-
cial Performance.

Goods and Services Tax (GST)

The financial statements are shown exclusive of GST.   The
amount of GST owing to or from the Inland Revenue Depart-
ment at balance date, being the difference between output GST
and input GST, is included as either a debtor or creditor (as ap-
propriate).
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Commitments

Future expenses and liabilities to be incurred on contracts that
have been entered into at balance date are disclosed as commit-
ments to the extent that these are equally unperformed obliga-
tions.

Contingent liabilities

Contingent liabilities are disclosed at the point that the contin-
gency is evident.

Inventory

Publications inventory held for sale is valued at the lower of cost,
determined on a first in first out basis, or net realisable value.

CHANGES IN ACCOUNTING POLICIES

There have been no changes in Accounting Policies since the
date of the last audited financial statements.
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STATEMENT OF FINANCIAL PERFORMANCE

FOR THE YEAR ENDED 30 JUNE 1999

1997/98 Note 1998/99 1998/99
Actual Actual Budget

$ $ $

INCOME

1,764,444 Operating Grant 1,764,444 1,764,444

120,118 Other Income 146,198 185,020

18,387 Interest 9,661 9,735

1,902,949 TOTAL INCOME 1,920,303 1,959,199

EXPENSES

0 Review of the Privacy Act 59,146 64,000

56,778 Marketing/Newsletter 65,609 126,900

6,500 Audit Fees 7,000 6,500

65,170 Depreciation 65,524 65,000

171,901 Rental Expense 210,787 189,816

657,848 Operating expenses 438,137 476,312

1,124,170 Staff Expenses 1 1,013,270 1,087,285

2,082,367 TOTAL EXPENSES 1,859,473 2,015,813

(179,418) NET OPERATING (DEFICIT)/SURPLUS 60,830 (56,614)

The accompanying notes and accounting policies form an integral part of these financial statements.
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STATEMENT OF MOVEMENT IN EQUITY

FOR THE YEAR ENDED 30 JUNE 1999

1997/98 Note 1998/99 1998/99
Actual Actual Budget

$ $ $

129,226 Equity at 1 July 1998 (50,192) (50,192)

(179,418) Excess of Income over Expenses for the year 60,830 (56,614)

– Capital Injection 181,000 –

(179,418) Total recognised Revenue and

Expenses for the year 241,830 (56,614)

(50,192) Equity at 30 June 1999 191,638 (106,806)

The accompanying notes and accounting policies form an integral part of these financial statements.
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STATEMENT OF FINANCIAL POSITION

AS AT 30 JUNE 1998

1997/98 Note 1998/99 1998/99
Actual Actual Budget

$ $ $

(50,192) Surplus from operations 10,638 (106,806)

– Capital Injection 181,000 –

(50,192) EQUITY 191,638 (106,806)

Represented by:

ASSETS

Current Assets

450 Cash on Hand 450 450

53,730 Countrywide Bank 253,637 62,116

14,811 Debtors 23,842 14,811

20,788 Inventory 29,678 20,788

5,658 Prepayments 8,001 5,658

95,437 Total Current Assets 315,608 103,823

87,946 Fixed Assets 2 31,479 22,946

183,383 Total Assets 347,087 126,769

LIABILITIES

Current Liabilities

233,575 Sundry Creditors 3 155,449 233,575

233,575 Total Current Liabilities 155,449 233,575

(50,192) NET ASSETS 191,638 (106,806)

The accompanying notes and accounting policies form an integral part of these financial statements.

B H Slane

Privacy Commissioner 28 October 1999
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STATEMENT OF CASH FLOWS

FOR THE YEAR ENDED 30 JUNE 1999

1997/98 Note 1998/99 1998/99
Actual Actual Budget

$ $ $

CASH FLOWS FROM OPERATING ACTIVITIES:

Cash was provided from:

1,764,444 Government Grant 1,764,444 1,764,444

99,718 Other Income 137,167 185,020

18,387 Interest 9,661 9,735

1,882,549 1,911,272 1,959,199

Cash was applied to:

881,375 Payments to Suppliers 812,221 863,529

1,103,143 Payments to Employees 1,060,960 1,087,285

(59,112) Payments of GST 10,127 -

1,925,406 1,883,308 1,950,814

(42,857) Net Cash Flows applied to operating activities 27,964 8,385

CASH FLOWS FROM INVESTING ACTIVITIES

Cash was applied to:

1,495 Purchase of Fixed Assets 9,057 –

(1,495) Net Cash Flows applied to Investing Activities (9,057) –

CASH FLOWS FROM FINANCING ACTIVITIES

Cash was provided from:

– Capital Injection 181,000 –

– Net Cash Flows applied to Financing Activities 181,000 –

(44,352) Net decrease in cash held 199,907 8,385

98,532 Plus opening cash 54,180 54,180

54,180 Closing Cash Balance 254,087 62,565

450 Cash on Hand 450 450

31,717 Countrywide Bank 33,335 62,115

22,013 Countrywide Bank - Deposit 220,302 -

54,180 254,087 62,565

The accompanying notes and accounting policies form an integral part of these financial statements.
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RECONCILIATION OF NET SURPLUS FROM OPERATIONS WITH

THE NET CASH FLOWS FROM OPERATING ACTIVITIES

FOR THE YEAR ENDED 30 JUNE 1999

1997/98 Note 1998/99 1998/99
Actual Actual Budget

$ $ $

(179,418) Net surplus/ (deficit) from operations 60,830 (56,614)

Add (less) non-cash Item:

65,170 Depreciation 65,524 64,999

65,170 Total non-cash items 65,524 64,999

Add (less) movements in working capital items:

95,066 Increase/(Decrease) in Creditors (78,126) –

328 (Increase)/Decrease in Prepayments (2,343) –

(20,788) (Increase)/Decrease in Inventory (8,890) –

(3,215) (Increase)/Decrease in Debtors (9,031) –

71,391 (98,390) –

(42,857) Net Cash Flows from Operations 27,964 8,385

The accompanying notes and accounting policies form an integral part of these financial statements.
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STATEMENT OF COMMITMENTS

AS AT 30 JUNE 1999

1999 1998
$ $

Capital Commitments approved and contracted Nil Nil

Non-cancellable operating lease commitments, payable:

Less than one year 211,606 161,243

one - two years 213,611 123,588

two - five years 187,500 104,760

greater than five years 208,333 –

821,050 389,591

Other non-cancellable contracts:

At balance date the Privacy Commissioner had not entered into any non-cancellable

contracts.

The accompanying notes and accounting policies form an integral part of these financial statements.

STATEMENT OF CONTINGENT LIABILITIES

AS AT 30 JUNE 1999

There are no known contingent liabilities as at 30 June 1999.
There were no contingent liabilities as at 30 June 1998.
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NOTES TO THE FINANCIAL STATEMENTS

FOR THE YEAR ENDED 30 JUNE 1999

Note 1: STAFF EXPENSES

The total remuneration of the Privacy Commissioner was $160,770

Note 2: FIXED ASSETS
1997/98 1998/99

Cost/$ Accum Closing Cost/$ Accum Closing
Depn/$ Bk Val/$ Depn/$ Bk Val/$

Office Equipment 276,318 144,421 77,829 286,870 255,900 30,970

Furniture & Fittings 48,038 28,314 10,117 48,038 47,529 509

324,356 172,735 87,946 334,908 303,429 31,479

Note 3: SUNDRY CREDITORS

1997/98 1998/99

91,800 Accruals - Wages and Holiday pay 45,006

73,393 Trade Creditors 23,998

Accruals 28,190

68,382 GST 58,255

233,575 TOTAL SUNDRY CREDITORS 155,449

Note 4: FINANCIAL INSTRUMENTS

The Privacy Commissioner is party to financial instruments as
part of its normal operations.   These financial instruments include
bank accounts, short term deposits, debtors, and creditors.

4.1 CREDIT RISK

Credit risk is the risk that a third party will default on its obliga-
tions to the Privacy Commissioner, causing the Commissioner
to incur a loss.   In the normal course of its business the Com-
missioner incurs credit risk from debtors and transactions with
financial institutions.  The Privacy Commissioner does not gen-
erally require security from debtors.  The maximum exposure to
credit risk at the 30 June 1999 is:

1997/98 $ 1998/99 $

53,730 Bank Balances 253,637

14,811 Debtors 13,347

68,541 266,984
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STATEMENT OF OBJECTIVES,

STATEMENT OF PERFORMANCE

For the year ended 30 June 1999

Output - operations of the Privacy Commissioner

OBJECTIVE 1

• To peruse and report upon proposed legislation.

Performance Indicators

• To peruse proposals for legislation and, having identified those
upon which useful input can be made with comments on impli-
cations for privacy of the individual, to make those comments
where practicable to do so in time for consideration by depart-
ments, Ministers or select committees.

• Comments are to be made by the Commissioner or a suitably
qualified staff member.

Performance Measures

• Provide comments in respect of proposed legislation within tar-
get times set by the Commissioner.

Actual Achievement

• Submissions, reports or comments were made within the target
time on all  legislative proposals on which the office could use-
fully comment by the Commissioner or a suitably qualified staff
member.

OBJECTIVE 2

• To issue and, as appropriate, review codes of practice.

9991 8991

$ $

tuptuognicudorpfotsoclatoT 374,958,1 694,660,2
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Performance Indicators

• To consider proposals for codes of practice, provide guidance in
the preparation of draft codes and to conduct sector and public
consultation, carrying out all tasks by suitably qualified staff and
within the time target set by the Commissioner.

• To carry out reviews of all temporary codes issued within one
year so as to bring permanent codes into effect (where warranted)
as soon as the temporary code expires.

Performance Measures

• Meet all requests for issue of codes within any set target time.

• Complete issue of permanent codes in time for expiry of tempo-
rary code.

Actual Achievement

• No temporary codes expired during the period.

• No application was submitted under section 47(2) for a code to
be issued by the Commissioner.

• Consultation was completed in respect of two proposed amend-
ments to the Health Information Privacy Code 1994 which were
publicly released the previous year.  Both were issued in August
as a composite amendment.

• A review of the Health Information Privacy Code 1994 was com-
menced and completed.

OBJECTIVE 3

• To handle complaints of interference with privacy.

• To consult with the Ombudsman under the Official Information
Act and the Local Government Official Information and Meet-
ings Act.

Performance Indicators

• To receive, notify, investigate and resolve all complaints by use
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of suitably qualified staff under appropriate supervision as to
quality and timeliness.

• To provide comment to the Ombudsmen on reviews of the with-
holding of official information to protect the privacy of natural
persons or deceased natural persons.

Performance Measures

• Within the resources of the Office, to undertake all phases of
complaints handling with experienced and qualified staff work-
ing under appropriate supervision of timeliness and quality.

• To complete the processing of 630 complaints.

• Number of consultations.

Actual Achievement

• All complaints received by the Office were handled by suitably
qualified staff working under supervision and each complaint
was subject to full review by the Privacy Commissioner prior to
its completion.

• During the year 1,003 complaints were received, jurisdiction as-
sessed and accepted for investigation.  Over the same period 895
complaints were resolved or action upon them discontinued and
the files closed.

• During the year 66 formal consultations with the Ombudsmen
were completed.

OBJECTIVE 4

To increase awareness and understanding of the Privacy Act.

Performance Indicators

• To provide enquirers with appropriate information given by suit-
ably qualified staff.

detcejorP lautcA
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• Within the resources of the Office, to present seminars and work-
shops to interest groups within the main population centres and
elsewhere as warranted.

• To make speeches and other public statements which are of con-
sistently high quality.

Performance Measures

• Numbers of enquiries received and answered by telephone, mail
and visits.

• Preparation and issue of printed material to answer routine or
general enquiries.

• Numbers and locations of seminars and workshops presented by
suitably qualified staff.

• Speeches and public statements made by appropriate staff.

Actual Achievement

• 6,971 enquiries were formally logged.  Of these 6,356 telephone
enquiries were answered.  615 written enquiries were received
during the year, of which 599 were answered.  Trained staff an-
swered all of these enquiries.  In addition there were a number
of unrecorded informal enquiries, visits and requests for printed
materials which are not formally logged as enquiries.

• Guidance was provided to a number of agencies in more specific
terms on the preparation of their own compliance procedures
and documents in the course of responding to enquiries and re-
solving complaints; no separate figures were recorded for this
activity.

• Fact sheets prepared by senior staff covering the Act and the
Health Information Privacy Code 1994 were supplied on request.

• Regular issues of Private Word, the Office newsletter were mailed
to a significant proportion of people on the Office mailing lists.

detcejorP lautcA
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• The average print run is 5,000 copies.

• Two general compilations of material were issued, comprising
papers, submissions and speeches.  A second volume of Com-
plaints Review Tribunal cases, including two High Court appeals,
was also released.

• A fully indexed compilation of case notes was produced.

• The website was rebuilt to bring it in line with the best current
standards.

• Thirteen case notes were published on the Commissioner’s in-
vestigations.

• Thirty-one seminars and workshops, and twelve speeches were
presented during the year by qualified and experienced staff of
the office.

• A Privacy Issues Forum was held in Wellington and was attended
by 171 people.

• All media statements and the majority of public speeches were
made by the Privacy Commissioner personally.

OBJECTIVE 5

• To monitor and report on information matching

• To review statutory authorities for information matching.

Performance Indicators

• To receive, peruse and question the agreements and periodic re-
ports from agencies undertaking information matching.

• To review and report as soon as practicable after 1 February 1994
on the operation of information matching provisions.

Performance Measures

• Inclusion in the Annual Report of a report on the operation of
the information matching programmes during the year.
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• Provision of a report to the Minister of Justice on the operation
of the information matching provisions soon after February 1994.

Actual Achievement

• A full report on the information matching programmes oper-
ated in the year 1998/99 is contained in this annual report.

• The first batch of reviews of the operation of information match-
ing provisions was completed with a report submitted to the Min-
ister of Justice in May.  Preliminary work commenced on a sec-
ond batch of reviews intended to be completed in the next fi-
nancial year.
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