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|. Introduction

Failure of agenciesto explain themselves

In the submissions made to me during my review of the operation of
the Privacy Act, the only common criticism of the operation of the Act
was that it was being wrongly cited to fob off people with legitimate
requests. Essentially the criticism was that the agencies concerned either
wrongly cited the Privacy Act or were oblivioustoits application and took
no responsibility for their own policies. In many cases they were either
unaware of what their staff weretelling people or cared little about the bad
public relations this created. My message has been clear: in most cases
agenciescan set their own palicies, so“blaming” theAct isnot appropriate.

Many busi nesses and Government agenciesmakeapoint of emphasising
their commitment to servicefor their clients, customersor those who have
to use their services. Telling such people that the Privacy Act prevents
them from doing something when that is not the case undermines any
commitment to openness or fair information practices.

During the year my staff and | followed up a number of cases where
our attention was drawn to this sort of behaviour. 1n some caseswe found
that managers were unaware that the expression “because of the Privacy
Act” was being tendered as an explanation in situations where it was not
applicable or where a more informative explanation was warranted.

The most common of these was where the request ought to have been
dealt with under our freedom of information laws, the Official Information
Act or the Local Government Official Information and Meetings Act.
This highlightsthe failure of training about the Official Information Act
in public sector agencies.

One recommendation which came out of arecent Law Commission
report was for the Ministry of Justice to take a more active education
rolein relation to the Official Information Act.

A significant role of my workshopsisto explain therelationship which
is comparatively straightforward. Very often we have found attendees
to have a good understanding of the Privacy Act but to have never been
trained adequately in dealing with Official Information Act requests. As
aresult of training and advice on the office hotline to individuals, the
prevalence of this excuse has tended to drop off during the year.

Privacy and Freedom of Information
These situations have been put forward to support a suggestion that



9 A.ll

there ought to be a Freedom of Information Commissioner. Thisis a
role which is used in some Canadian jurisdictions to promote systemic
dissemination of publicly held information aswell asdeal withindividual
complaints. Insome provincial jurisdictionswhere privacy and freedom
of information laws apply only to the provincial government apparatus,
the same Commissioner deals with both privacy and information.

However, privacy and freedom of information are not obverse sides
of the same coin, as the Canadian Federal Privacy Commissioner has
pointed out. Privacy is a fundamental human right. Freedom of
information contributes and isvery important to democratic government.
(There is some commonality in that many FOI laws give a right to
individuals to access their own information, as did our Official
Information Act until that right passed into the Privacy Actin 1993.) In
practical terms, the promotion of accountability of the Government and
the participation of people in ademocratic process should not generally
reguire the dissemination of persona information about identifiable
citizens. When personal information is involved in third party access
reguests, privacy considerations have to be taken into account.

Some newspapers have promoted the idea that my role is to be a
zealot who pursues privacy issues to the detriment of freedom of
information. Thisof courseisanonsense, aswould be seen from reading
section 14 of the Privacy Act which requires me to have regard to social
interests which compete with privacy, including the desirability of afree
flow of information and the need for government and business to carry
out their functions efficiently.

Indl of thereportson new legid ation and the consultations undertaken
with Government officialson new proposalsmy staff and | haveto baance
these competing interests. We cannot and do not put privacy forward as
the only issue to be considered.

Similarly, an information commissioner would have to have regard
to privacy values.

People who are fobbed off are encouraged by my office to question
whether or not it is the agency’s own policies or the Act which requires
the agency to take the position it espouses. They are encouraged to seek
precisereasonsfor an agency’sactions. They are al so advised to contact
the privacy officer of the agency if in any doubt. Of course, in many
cases, there are good public interest reasons for there to be Privacy Act
consequencesfor unanticipated disclosuresof information. But to suggest
that information is not being disclosed because of the Privacy Act rather
impliestothelistener that, but for the Privacy Act, theinformation would
be readily made available. In many cases, investigation has revealed
that the agency has never disclosed such information either routinely or
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in response to specific requests.

Information can always be used for the purposes for which it was
obtained and if that involves disclosure, it will be in accordance with
principle 11 or some other enactment. This reliance on purpose does
entail responsibility to ensurethat open information practicesare applied
to personal information, and this seemsto be aproblem for some agencies,
which look on privacy concerns as arisk to be managed, rather than as
an integral part of information management.

Health information: areal public concern

Theissue aso crops up in the health sector, where training has been a
real issue. | am planning to undertake moretraining initiativesin that area.

Open information practices are particularly important in the health
sector. A survey | commissioned during the year revealed that very
large sums of money have been expended on planning and devel oping
schemes for gathering people’s health records into new information
flows to meet perceived efficiency needs. In most cases, little or no
consultation has taken place with my office and | have been unable to
put resources into exploring the technological and privacy issues
involved in these plans.

There are significant risks for the Government, which is the major
funder of such proposals, because in the end these schemes will depend
on public acceptance and confidence. | do not believethat that confidence
can truly be assured at present. It seems remarkable that funds are so
readily availablein the health sector to progress unpublished planswithout
taking the public into confidence or providing adequately for those whose
sensibilitiesabout their persona information causethemto distrust further
gathering of that information away from the providers with whom they
choose to deal.

Much money expended on these proposals could be wasted if they
proceed without the design incorporating proper privacy protections.
They may exceed statutory powers or so offend privacy principles that
codes of practice may becomenecessary. That waswhy last year | sought
funding especially devoted to thisarea. Because of economic constraints
the Government declined to make any further provision.

Thetask of aPrivacy Commissioner in these circumstancesisto bring
such proposals out into the daylight and to examine them for
considerations besides the busi ness efficiency which hasdriven them. It
is smply not good enough at this stage of our development to have
proposalsto gather sensitiveinformation for unspecified purposes because
it might be useful to have these records in the future.
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Resourcing

The review of the operation of the Act which | chose to carry out in
an open and comprehensive way was a large undertaking for a small
office. Thisactivity, whichistobecarried out at fiveyearly intervals, is
not specifically funded. Therefore during the year | had to defer work
on some other areas which are now becoming very urgent. | am obliged
under the Act to review the case for continuing existing provisions for
information matching and the first of these reportswill be completed in
the coming year.

Work has been deferred in relation to codes of practice which have
been proposed for telecommunications and credit reporting. Both of
these are large undertakings and will involve the weighing of some
competing interests.

| am heartened by the degree of public support this office has been
receiving. Thereisan enormous amount of goodwill for the work that
my staff are carrying out and much greater realisation of the importance
to an agency of the integrity of its information and of its information
handling policies and practices.

Privacy issues would exist whether or not there was a Privacy Act.
They would have to be dealt with and there would be costs involved in
doing so. | believe the compliance costs borne by industry and
Government under the Privacy Act are probably very little more than
they would havein dealing with the uncharted territory of fair information
practices. Thisismade so much easier by the existence of theinformation
privacy principles. Itisclear from developmentsin Australiainvolving
voluntary self regulation that such schemes, if they are to be effective,
do not produce compliance costs lower than a statutory regime.

1. Officeand functions of the
Privacy Commissioner

The Privacy Commissioner is independent of the Executive. This
means that | am, and can be seen to be, free from influence by the
Executive when investigating complaints. This is important because |
amfromtimeto time called onto investigate complaintsagainst Ministers
or their departments and ministries. My independenceis also important
for some of my other roles, such as examining the privacy implications
of proposed new laws and information matching programmes.

| have aresponsibility to report to Parliament through the Minister of
Justice, and am accountable for my functionsasacrown entity under the
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Public Finance Act.

When exercising my functions, the Privacy Act requires me to have
regard to the information privacy principles and to the protection of the
human rightsand social intereststhat compete with privacy. Thisincludes
the genera desirability of afree flow of information and the recognition
of the right of government and business to achieve their objectivesin an
efficientway. | must al so take account of international obligationsaccepted
by New Zea and, including those concerning the international technology
of communications, and consider any developing genera international
guidelineswhich arerelevant to the better protection of individual privacy.

One of my functions is to receive and investigate complaints and
provide an independent opinion as to whether there has been an
interference with privacy. | do not act as an advocate for either party:
my roleisimpartial and investigative. My role also includes acting asa
conciliator to try to resolve complaints. Complaints made to my office
may be referred to the Proceedings Commissioner (appointed under the
Human Rights Act), who may bring civil proceedings before the
Complaints Review Tribunal. | refer very few complaints to the
Proceedings Commissioner, as most of them are resolved satisfactorily
during my investigation process.

| also have a function of promoting by education and publicity an
understanding and acceptance of the information privacy principles. |
have had an enquiries team available to answer questions and have for
several years maintained a toll free hotline so that people may make
enquiries without charge from anywhere in New Zealand. This service
has had to be restricted.

Aspart of my educativerole, | have maintained awebsite fromwhich
people may download information about the Privacy Act at no charge.
My website contains many publications, including codes of practice,
casenotes, fact sheets, speeches and reports. During the final half of the
year, my website was being rebuilt and the new website was expected to
be online early in the next year.

| also conduct workshops and seminars and maintain open
communication with the news media.

Another of my responsibilitiesisto monitor government information
matching programmes which must be carried out in accordance with the
provisions of the Privacy Act.

| have a function of issuing codes of practice which can modify the
information privacy principles by:
» prescribing more stringent or less stringent standards than are
prescribed by the principles;
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* exempting any action from a principle, either unconditionally or
subject to any prescribed conditions.

A code may aso prescribe how the information privacy principles
areto be applied or complied with.

One of my functionsisto make public statements on matters affecting
privacy. Speaking publicly onissues| may act asaprivacy advocate, but
must have regard to wider considerations. One of my most significant
rolesisto comment onlegidative, policy or administrative proposalswhich
have someimpact on the privacy of theindividua or classesof individuals.
Many of my recommendations are adopted by government departments,
cabinet committees or by select committees in the course of their
consideration of policy and legidative proposals. Inevery casel have had
to balance privacy interests against theinterestswhich competewith privacy.

Other functions of the Privacy Commissioner are found in section 13
of the Act. They include:

» monitoring compliance with the public register privacy principles;
» making suggestions to any person in relation to the need for, or the

desirability of, action by that person in the interests of the privacy of
the individual;

* reporting to the Prime Minister on any matter that should be drawn to
her attention and, particularly, the need for and the desirability of
taking legislative, administrative or other action to give protection or
better protection to the privacy of the individual.

REVIEW OF THE OPERATION OF THE ACT

Section 26(1) requires the Privacy Commissioner to review the
operation of theAct as soon as practicabl e after theAct hasbeenin force
for three years, and thereafter at intervals of not more than five years.
Thereview must conclude with areport to the Minister of Justice on the
findings and make recommendations about any necessary or desirable
amendments to the Act. The first such review has been a major
undertaking during the year.

Preparatory steps were taken during 1995 and 1996. Enquiries were
made of overseas Commissioners about recent reviews of their own
legidation, and a study was made of the notable features of overseas
laws and recent international instruments. In August 1996 | wroteto the
chief executives of Government departments seeking ideasfor thereview
and their initial impressions of the Act’s operation. In January 1997 a
similar letter went to representative bodies in the private sector. In
February, aquestionnaire concerning Part X of the Act wascirculated to
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agencies participating in authorised information matching programmes.

Section 26 does not require the review to be conducted in any particular
way. However, | decided very early onto consult fully. Giventhe nature
of the Privacy Act, this meant consultation not only with Government
and business but with the public aswell. | advised the Minister of Justice
of my intention to undertake public consultation and a statement to this
effect was made by the Minister in Parliament in August 1996. The
public phase of the review started about the time of the Act’s fourth
anniversary, with the report expected to befinalised and submitted to the
Minister of Justice shortly after the fifth.

Many people with useful experience with the Act might have been
discouraged by a single large consultation document, so my office
released 12 discussion papers over a period of several months, allowing
peopl e to choose to contribute according to their experience or interest.
AsTable 1 shows, thefirst eight papers corresponded to relevant Parts of
the Act while the balance considered the themes of compliance and
administration costs, interaction with other laws, intelligence
organisations and the Act, and new privacy protections. The discussion
papers drew primarily on ideas and issues generated or identified within
my office, or in responses from departments and representative bodies
to my earlier letters and the information matching questionnaire.

TABLE 1: DISCUSSION PAPERSAND NUMBERS OF SUBMISSIONS

No. Title 1M909n7th released rSeuct;ri\?lijjions
DP1 Structure and scope July 47
DP2 Information privacy principles August 47
DP3 Access and correction August 50
DP4 Codes of practice and exemptions | August 21
DP5 Public register privacy issues September 31
DP6 Complaints and investigation September 29
DP7 Information matching September 13
DP8 Law enforcement information July 31
DP9 Compliance & administration costs | September 27
DP10 | Interaction with other laws August 34
DP11 | Intelligence organisations August 25
DP12 | New privacy protections September 27
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| was pleased with the response. While submissions were received
beyond the closing date of 10 November 1997, most were to hand by
February 1998. The submissions were acknowledged, numbered and
compiled into four volumes, which were provided to the Ministry of
Justice in February 1998 and have been available for public inspection
or purchase from my office since then.

| held a series of public consultation meetings in November in the
four main centres, allowing people who had made written submissions
to elaborate upon issues of concern. | then held a further series of
meetings between myself, my staff, and invited experts during December.
A consultation meeting was aso held with local government.

During thefirst half of 1998 | continued to study the submissionsand
research the issues raised. In some cases, further details were solicited
from people who had made submissions. In others, specialist drafting
or technical advice was sought. As material was prepared, | further
consulted with peoplewho had relevant expertise and with some agencies
which might be specifically affected by recommendations under
consideration. Much of the report had been written by the end of the
year and | expected to submit it to the Minister of Justicein thefirst half
of 1998/99.

STAFF

Staff are employed by the Privacy Commissioner in the Auckland
and Wellington offices. | have had the benefit of an acting general
manager on a short term contract who has had responsibility in relation
to both offices. The manager for investigationsis based in the Auckland
office and is assisted by a complaints team leader in each office. The
Manager, Codes and L egidlation reports directly to the Commissioner
and has an officer reporting to him.

The enquiries officers, executive officer and accounts clerk report
directly to the Privacy Commissioner.

Asin previous years, the volume and nature of the work required a
great deal of all who wereemployed. Although the number of incoming
complaints has dropped, the length of the queue has put considerable
pressure on the Manager Investigations and the investigating officers.
They have maintained high standardsin their work and have maintained
arapport with the agencies they commonly come into contact with.

The enquiries team has dealt with a significant increase in enquiries
with patience and dedication.

The office hasagain been well served by itssupport staff, without whom
the work of managers and staff would be considerably more difficult.
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At 30 June 1998 thefollowing staff werelocated in officesin Auckland

and Wellington.

Marilyn Andrew
Wendy Bertram
Joanne Cairns
Heather Day
Terence Debenham
Michelle Donovan
Frances Ermerins
Margaret Gibbons
Sandra Kelman
Sarah Kerkin
Kristin Langdon
Eve Larsen

lan MacDonald
Tania Makani
Deborah Marshall
Sharon Newton
Glenda Osborne
David Parry
Gillian Rook
Amir Shrestha
Silke Simon

Blair Stewart
Joanne Torrens
Marjorie Warwick
Michael Wilson

Support staff (part-time)
Codes and legidation officer
Investigating officer
Investigating officer

Senior enquiries officer
Investigating officer (part-time)
Support staff

Support staff

Investigating officer
Executive officer
Complaints team |leader
Support staff (part-time)
Enquiries officer

Enquiries officer

Manager, Investigations
Support staff

Accounts clerk (part-time)
Investigating officer

Support staff

Support staff

Complaints team |leader
Manager, Codes and Legislation
Support staff (part-time)
Librarian (part-time)
Investigating officer

| have also been well served by Gary Bulog, Susan Pilgrim, Robert
Stevens, Graham Wear and Janice Lowe who have been engaged in
legal, advising, investigative or publication work for me.
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II1. Report on activities

GENERAL

The lack of resources to process complaints and reviews have led to
real injustices and second-class treatment of people with privacy
complaints compared with those who make complaints under the Official
Information Act, the Ombudsmen Act, the Human Rights Act or the
Health and Disability Commissioner Act. There isno doubt that some
people do not pursue a complaint because of the delay of about a year
which would be entailed in many cases beforeit could be allocated to an
investigating officer. In these circumstances | believe that the 9% drop
in new complaints should not be regarded as a good result for
underfunding. The dissatisfaction that those complainants have with
the agency continues, and the agency may or may not be aware of it.

Often the agencies would prefer to have the matter resolved in a
reasonable time under the non-adversarial approach taken by my office
with an emphasis on conciliation, rather than to |eave the sore to fester.
In some cases only a small amount of time would need to be spent to
bring about aresolution. Many busi nesses have expressed disappoi ntment
that we cannot resolve complaints because they are ready to have them
dealt with and my officeis not.

Since the beginning of this office, the emphasis has been on
encouraging compliance by agencies rather than promoting complaints
from members of the public. | do not believe that encouragement of
complaintswould produce better outcomes. But complaints do highlight
deficienciesin systems.  Some good compliance work is carried out by
my investigating officerswhen dealing with such complaints. Therefore
some of the expenditure on complaints investigation could realy be
regarded as an education function.

One of the reasons | believe it is not necessary to educate every
member of the public about privacy rights is that most people, in the
experience of this office, have a pretty good idea when something has
gone wrong with their personal information that there has been abreach
of their privacy. We do not have alarge number of approaches made to
the office where there is no question of having any jurisdiction or where
the complaint istrivial or vexatious.

I must record again my gratitude to members of my staff for theway in
which they have engaged in the activities of the office. In complaints
investigation agreat ded of diplomacy and firmnessisnecessary, but | believe
inthevast mgjority of casesboth partiescometo accept theimpartia position
of the office even if one or other of them might fed that the conclusion



A.ll 18

reached is not correct. Although sometimes government departments with
new policy proposalsmay consider the Privacy Act smply asaproblemto
be overridden by another law, my Manager, Codes and Legidation or his
legidation officer have been able to persuade them that there are better
waysof going about their objectives or to suggest acompromisethat would
achieve their objective while minimising the invasion of privacy.
Departments have expressed their appreciation of the approach taken.

CODESOF PRACTICE

Under Part VI of the Privacy Act | may issue codes of practice in
relation to agencies, information, activities, industries, professions or
callings. During the year | issued one new code of practice and began
consultation on amendments to another. | did not issue any codes of
practicein relation to public registers under Part VII of the Act.

Health Information Privacy Code 1994

The Health Information Privacy Code 1994 remainsin effect and, in
my view, has continued to provide a satisfactory set of rules for
maintaining privacy in relation to the sensitive personal information
obtained, held and used in the health sector. In 1998 | released two
proposed amendmentsto the Code, primarily to addresstechnical issues.
These amendments had not been issued at the end of the year.

Superannuation Schemes Unique I dentifier Code 1995

This Code, which was outlined in an earlier report, remainsin force.
| did not receive any complaintsin relation to the Code and did not make
any amendments.

EDS Information Privacy Code 1997

This Code, outlined in last year’s report, came into force on 1 July
1997 and will remain in force until 30 June 2000. | did not receive any
complaints and did not make any amendments.

The Code establishes proceduresto be followed if specified personal
information is to be transferred off-shore for processing and requires
notice be given to the Privacy Commissioner of any proposed transfer.
Some communications were received during the year about the transfer
of data from one designated agency to the USA for analysis following
processing problems. The matter remained under consideration at the
end of the year.
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Justice Sector Unique Identifier Code 1998

In February 1998 | released the Justi ce Sector Unique I dentifier Code
for public consultation. It wasissued on 3 April and cameinto force on
30 June.

Sincethemid-1970sall justice sector agencieshaverelied onasingle
integrated computer system for storing and processing law enforcement
information. Thissystem, formerly known asthe “Wanganui Computer
System”, allowed justice sector agencies to record and access details
about individuals being processed through the criminal justice system
by means of acommon identifier known as the personal record number
(PRN). The PRN ensured that key data, such as criminal history, were
ascribed to the correct individual .

From June 1998, all justice sector agencies will be moving from the
present integrated computer system to their own independent information
systems. The process is expected to be complete by December 1999.

Accurate identification of individuals moving through the criminal
justice system is of significant importance to the maintenance of the
law, the operational needs of law enforcement agencies, and for the
individuals concerned. The use of asingleidentifier withinthe criminal
justice system was therefore desired and would, in some respects,
continue the practice followed under the Wanganui Computer Centre
Act 1976 withthe PRN. However, assignment of ashared identifier was
precluded by information privacy principle 12. The Code addressed
agencies compliance difficultiesby permitting asingle uniqueidentifier
to be assigned by all agencies within the criminal justice sector.

The controlled use of ashared identifier could contributeto the protection
of privacy in two respects. First, it would guard against the possibility of
incorrect information being associated with the wrong individual (for
example, acorviction being recorded against thewrong John Smith). Second,
it would removetheneed for an individua’ s name and addressto accompany
records being transferred on-line between justice sector agencies.

The unique identifier was origindly to be called the “ Justice Offender
Reference Number”. As a result of consultation, it was retitled “Law
Enforcement Agency Reference Number” (LEARN) to avoid theassociation
of accused personswith an identifier using theword “ offender” before they
had been convicted. The LEARN may not be used for other purposes such
asidentification of victims, witnesses, licensed drivers or firearm owners.

Regulations Review Committee

Codes of practice issued under the Privacy Act are deemed to be
regulationsfor the purpose of the Regulations (Disallowance) Act 1989.
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This provides safeguardsin case a Commissioner makes an unexpected
or unreasonable use of the code of practice power.

Thefirst safeguard involves the disallowance procedure provided by
the 1989 Act itself, which enables members of Parliament to seek to
have Parliament disallow or amend a code of practice. That procedure
has not been used in respect of any code of practice issued under the
Privacy Act.

A second set of safeguards arises because, as deemed “regulation”,
codes of practice are subject to scrutiny by the Regulations Review
Committee of Parliament. That Committee can examinearegulation on
acomplaint by amember of the public or agency or onitsown initiative.
The Committee has not received any complaints about a Privacy Act
code. However, all regulations are referred on a routine basis to the
Committee, which peruses them and may, on occasion, ask for some
explanation of a provision or commence a more thorough inquiry. In
this way, the Committee has considered several codes.

In 1995, the Committee made some informal inquiries of the Office
of the Privacy Commissioner concerning theissue of the GCS Information
Privacy Code 1995. The Committee wished to know whether | had been
asked toissuethat code of practice or whether it was of my owninitiative.
This year, the Regulations Review Committee inquired of the Privacy
Commissioner as to the purpose of the Justice Sector Unique I dentifier
Code. | offered adetailed response which satisfied the Committee. The
Chairperson of the Committee took the opportunity to commend my
office on the plain language drafting of the code.

COMPLAINTS

Complaintsreceived

Figure 1 showsthe outcome of the complaints on hand at the beginning
of the year (790) and those received during the year (1082). Of these,
804 were closed during the year and 1068 were current at 30 June 1998.

The number of complaints | received during the year showed a
decrease from last year of just over 9%, which was not entirely
unexpected. As agencies become more familiar with the Act and have
policies and staff training in place to ensure compliance, the number of
incoming complaintsshould level off. Itisalso possiblethat the decrease
has been influenced by the implementation of the queuing system. |
have made no secret of the fact that | am insufficiently resourced to
investigate the complaints | have on hand. | should not be surprised if
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FIGURE 1: COMPLAINTS RECEIVED AND CLOSED 1995 -98
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FIGURE 2: ANALYSIS OF COMPLAINTS PROCESSED IN THE YEAR
ENDED 30 JUNE 1998
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the prospect of waiting nearly ayear for an investigation has dissuaded
some people from making a complaint.

It should not be concluded from the analysis (figure 2) that only 28
of the complaints had substance. The Act requires me to try to settle
complaints between the parties wherever possible and to seek an
assurance against repetition of the action that isthe subject-matter of the
complaint. A large proportion of the complaints which did not proceed
to a final opinion had merit which was recognised by the agency
concerned and significant settlements were reached in many cases.

Queued complaints

Complaintshave beenreceived at agreater ratethan | could investigate
with the resources provided to me. To assign new complaintsimmediately
to investigating officers would quickly result in an unmanageable
workload for those officers who each handle on average 40 to 50 current
complaints at a time. While some complaints had to be dealt with
urgently, most were placed in a queue to be allocated as existing
complaintswere closed. At the year end, complainants could wait about
eleven months from making the complaint until an investigating officer
was assigned to their case.

FIGURE 3: NUMBER OF COMPLAINTS IN QUEUE BY MONTH TO
JUNE 1998
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The queue continues to grow and in an effort to control this | have
sought to resolve as many complaints as possible at an early stage. This
does not occur without effort on the part of my staff.

| review each complaint as it comes in and my staff may attempt to
resolve the matter informally by telephoning either or both parties and
suggesting away of settling the matter. In some cases it is possible to
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write to the complainant outlining the relevant provisions of theAct and
suggesting, based on previous cases investigated by me, the possible
outcome of theinvestigation. Some complai nants choose not to continue
with their complaint at thisstage. In other casesit ispossible, oncefurther
information isreceived from the complainant or respondent, to settlethe
matter before it is assigned to an investigating officer.

If the complaint cannot be quickly and informally resolved, | writeto
both parties acknowl edging the complaint and advising them of the queue
system. Therespondent isgiven brief details of the complaint and invited
to try to resolvethe matter in theinterim. My staff will assist in effecting
any resolution. Some agencies are energetic in their attemptsto sort the
matter out, realising that a quick resolution will, in the end, save them
the time and resources involved in being a party to an investigation. A
speedy responseisal so seen by some complainantsasapositiveindication
of that agency’s commitment to privacy iSsues.

Examples of early resolution of complaints:

» A complainant made an appointment to see abank officer at her bank
to discuss her redundancy and the financial problems flowing from
it. She aleged that the interview took place within the hearing of
other customers waiting for service. Having been notified of the
complaint, the bank contacted the complainant and apologised. The
bank advised that renovations would separate the waiting area from
the personal bankers by a partition. The bank also proposed to give
staff additional Privacy Act training and would remind staff to ask
customerswhether they wanted interviewsto be conducted in aprivate
meeting room. The complainant was satisfied with the bank’s actions.

* A complainant’s prescription was part-filled by a pharmacist, but he
did not have sufficient stock to complete the prescription. It was
arranged that the complainant would return on another day to pick up
the rest of the medication. That evening the pharmacist’s assistant
delivered the medication to the complainant’s home, explaining that
she lived nearby and the pharmacist had been concerned that, as the
complainant lived in arural area, it might be inconvenient for her to
return to the pharmacy. The complainant considered that the
pharmacist’s use of information on the prescription form relating to
her home address amounted to an interference with her privacy. My
staff wrote to the complainant, explaining that for there to be an
interference with privacy a privacy principle would have to be
breached and some harm to the complainant would have to arise from
the breach. Although the complainant had been annoyed at the visit,
it was not considered that thiswas sufficient harm and | discontinued
the investigation.
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I nvestigation of complaints

Complaints which are not resolved are eventually assigned to an
investigating officer. Both partiesareadvised of theinvestigating officer's
name and are given information about the investigation procedure. They
are encouraged to contact the investigating officer to discuss possible
settlement options.

Many of the complaintsinvestigated can be settled without the need
for me to form an opinion on the substance of the complaint. Section 74
of the Privacy Act provides that | may attempt to secure a settlement
between the parties, where it appears possible, and | have incorporated
this into my investigation procedure. Where appropriate, | may also
attempt to obtain a formal assurance against the repetition of the action
which is the subject matter of the complaint.

Settlement can be achieved in a number of ways. In some cases an
explanation of some action is given or an apology is offered and, if the
complainant is satisfied, | may close the file. Other cases may involve
the payment of some compensation or some other restorative action
undertaken. Complaints involving access to information are often
resolved oncetheindividual receivestheinformation requested. (In other
cases the delay may have caused the requester aloss.)

In some cases, | may establish that the facts given by the complainant
are inaccurate and conclude that further investigation of the complaint is
unnecessary or unwarranted in the circumstances. In such cases | would
discontinue my investigation without forming a provisional opinion.
Similarly, where an explanation seems on investigation to be credible, |
advise the complainant accordingly. The complainant may be satisfied
with the explanation, which may be accompanied by an acknowledgment
of the reasonabl eness of the complai nant’s attitude, and not want the matter
to proceed further. | am continually impressed by how many complainants
will accept amodest settlement despite the outrage they fedl at the action
of theagency. It should not be thought that these cases are minor or of no
importance. | believe the settlements refl ect reasonabl eness on the part of
many complainants, particularly when met with aconciliatory stancefrom
agencies and is a credit to the non-adversarial nature of the process.

If settlement is not achieved | give my provisional opinion on the
complaint. That may resolve the complaint but, if not, I may give afinal
opinion on whether the complaint has substance. | will usualy try to
obtain a settlement at that stage.

Of the 765 complaints which were closed within my jurisdiction,
644 were closed without my having to form a final opinion on the
substance of the complaint.
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Thefollowing examplesindicatethe sort of settlementsroutinely achieved:

* A complainant resigned from hisemployment. Hisformer employer
then sent a letter to affiliated organisations advising them of the
cessation of the complainant’s employment and detailing perceived
inadequacies of hiswork performance. The former employer agreed
to amonetary settlement of the complaint without conceding whether
or not the disclosure had been made in breach of the Privacy Act.

* Two complainants alleged that serious allegations held on their
daughter’sfile by the Department of Social Welfare were inaccurate.
They wanted the Department to destroy the information. The
Department was not prepared to destroy the letter in question as it
considered the information might be needed in the future. However
the Department offered to place the letter in a sealed envel ope with
instruction that it not be opened without the authority of a specified
senior member of staff. In this way the letter would not be read
routinely in conjunction with the daughter’s file. The complainants
were satisfied with this arrangement.

* A bank inadvertently sent information about acomplainant to another
of the bank’s customers. The complainant had reasons for wanting
to keep his financial information confidential and was distressed by
the disclosure. The bank apologised to the complainant and paid
$3,000 in settlement of his complaint.

In 158 complaints | gave aprovisional opinion. In 37 instances my
staff were able to resolve the matter before | needed to arrive at afina
opinion.

Of the 121 complaints in which | proceeded to a fina opinion, |
concluded in 28 cases that the complaint had substance in whole or in
part. In many of these cases, following the final opinion, it was not
necessary to take any further action. With some, further efforts were
made to secure a settlement.

Access complaints

The right of access to personal information is an important right. It
increases accountability in public and private sector agencies. Use of the
right of correction helps to ensure that decisions affecting people are
made on the basis of accurate and up to date information.

Access complaints are essentidly callsfor review of adecision not to
make available some or dl persona information to arequester. Many are
resolved after further information has been made available. Thirty-two
per cent of complaintsreceived thisyear involved an accessreview. Forty-
nine per cent of those complaintswere made against private sector agencies.
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FIGURE 4: COMPLAINTS INVOLVING ACCESSASA PERCENTAGE OF
TOTAL COMPLAINTS 1995-98
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TABLE 2: ACCESS COMPLAINTS BY SECTOR 1995-98

1994/95 | 1995/96 | 1996/97 | 1997/98

Private Sector 150 176 256 170
Public Sector 218 181 206 179
Total 368 357 462 349

Five years have passed since the Privacy Act cameinto forceanditis
of concern to me that some agencies still do not appear to be aware of
people'sright of access to personal information. However, complaints
involving access are at a dightly lower level than in any previous year
and the lowest as a proportion of total complaints. Many complaintsare
made to me alleging that arequest for information has been made to an
agency and either no response has been received or the request has been
refused inappropriately. Many of these requests are in the health sector,
which could improveitsrecord in thisarea. For example:

* A complainant asked adoctor for information held about her and did
not receive a response to her request. The doctor was contacted by
my office. He had not responded to the request because he had been
concerned that access to the complainant’s notes might affect her
psychiatric condition. He then sought advice from other health
professionals and subsequently made the entire file available to her.

» The complainant requested access to notes held about her by her GP.
Her request was refused but no explanation was given. The GP was
contacted and it appeared that shewas not aware of the provisions of
the Health Information Privacy Code which gave the complainant a
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right to access, subject to certain withholding grounds. A copy of the
relevant provision was sent by facsimile to the GP, who then made
the information available to the complainant.

TABLE 3: ACCESS COMPLAINTSBY OUTCOME 1997/98

Outcome Number
Opinion — substance 18
Opinion — no substance 46
Settlement 71
Investigation discontinued 214
349

Where | consider an agency has a proper basis for the decision to
withhold information requested | form the opinion that the complaint
has “no substance”. Thirteen per cent of access complaints had no
substance. In 61% of access complaints the investigation was
discontinued. Many of these casesinvolved adispute between the agency
and requester about what information existed or had been made available.
In such cases the agency might provide an explanation to me, which is
passed to the complainant. Often | receive no further correspondence
from the complainant and the investigation is discontinued.

Alternatively, the agency might provide me with reasons for
withholding theinformation. | am then able to write to the complainant
outlining the likely outcome of further investigation, based on previous
cases | haveinvestigated. Again, many complainants do not require any
further action from my office at that stage.

In other cases, | might consider that in all the circumstancesit would
be inappropriate to continue the investigation, perhaps where the
respondent has made significant efforts to resolve the matter but the
complainant remains dissatisfied. This might occur where the Privacy
Act issueis but one small part of the dispute between the parties.

It must be bornein mind that requesters have no way of telling whether
they havereceived all theinformation about themselves or, in many cases,
of telling whether awithholding ground has been correctly applied. Itis
only the intervention of my office which views the files and considers
withholding grounds that can establish whether or not the review was
justified.

In many cases listed as discontinued my intervention has resulted in



A.ll 28

further information being made available. Insuch cases| do not usually
find it necessary to make afinal finding of substance.

The procedure in my office, based on that of the Ombudsmen, isthe
only effective way of dealing with access. Under the Privacy Act
complainants who are dissatisfied with the outcome can refer the
complaint to the Complaints Review Tribunal and can claim damages
for any lossor harm they have suffered. Thisisaconsiderable advantage
over the Official Information Act.

Disclosure of infor mation

FIGURE 5: COMPLAINTSABOUT DISCLOSURE OF INFORMATION
1995-98
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These complaints involve allegations of disclosure contrary to
information privacy principle 11. Disclosure complaintscontinuetoform
a significant proportion of the complaints received by me. Complaints
against the private sector are the lowest so far. The public sector
complaints have been consistent at about 100 over the last four years.

TABLE 4: DISCLOSURE COMPLAINTSBY SECTOR 1995-98

1994/95 | 1995/96 | 1996/97 | 1997/98
Private Sector 206 250 271 195
Public Sector 103 102 100 105
Total 309 352 371 300
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Some typical complaints about disclosure are as follows:

A Council video-recorded the complainant watering her garden on a
day when people in her area were banned from doing so. She
understood that the film was to be used for Council purposes. She
later found out that the film had been used in a national television
news broadcast and complained that the Council had disclosed the
film to the television company involved. The matter was settled by
way of monetary payment to the complainant.

A private investigator obtained details about a complainant and her
post office box from the agency involved in renting the boxes. The
agency admitted that the disclosure had been in breach of principle
11 of the Act and, by way of settlement, offered the complainant five
years free use of the post office box. The complainant was satisfied
with this offer.

TABLE 5: DISCLOSURE COMPLAINTS BY OUTCOME 1997/98

Outcome Number
Opinion — substance 10
Opinion — no substance 39
Settlement 46
Investigation discontinued 205
300

Complaints other than access/disclosure

Theinformation privacy principlesare concerned with the collection,

use and disclosure of information. Individuals obtaining access to
information may find that the information is inaccurate and request
correction (principle 7). Complaints may arise due to the nature of the
information collected (principle 1) or the means by which theinformation
was collected (principle 4). Some agencies are subject to complaints
when it appears that they have not taken adequate steps to safeguard the
information they hold (principle 5).

Principle 1

A complainant was asked to fill in an application formto join aclub.
He complained that the form asked him to provide his date of birth
because he did not consider this information was necessary for the
purposes of the club. The club explained that whileit did not require
the date of birth, the information was collected as some benefits
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TABLE 6: ALLEGED BREACHES OTHER THAN ACCESS/ DISCLOSURE

1997/98
Provision* b’?\gggr?gs
Principle 1 30
Principle 2 36
Principle 3 39
Principle 4 39
Principle 5 62
Principle 7 25
Principle 8 62
Principle 9 10
Principle 10 23
Principle 12 2

* includes complaints under Health
Information Privacy Code 1994

became available to members at a certain age. The club offered to
process the complainant’s application without him providing an age
or date of birth and | discontinued my investigation on that basis.

Principle 4

e A complainant made a claim on his insurance policy and was asked
to complete a form giving the insurance company authorisation to
pass his claim details to the Claims Register. The complainant
understood that if he did not sign this authorisation his claim would
not be looked upon favourably. The insurance company explained
that as the Claims Register was a new initiative by insurance
companies to combat insurance fraud, existing policy holders were
to be asked to authorise their claims to be entered onto the Register.
New policy holders would be advised at the time the policy was
proposed that the insurance company intended to pass all claims to
the Register. The insurance company decided to meet the claim and
advised me that the form sent to the complainant was an interim
measure and had been withdrawn. | discontinued the investigation.

Principle5

* A complainant’s former partner was a bank officer and, when she
changed address, her former partner ascertained her new address by
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accessing her bank detailsat work. The bank acknowledged that such
actionswere not expected from their employees and the complainant
did not require any further action to be taken.

Respondents

It would not be safe to look at the number of complaints received
against individual agencies and conclude that those agencies must be
lacking in Privacy Act compliance. Some agencies will, by the very
nature of their dealings with the public and the sensitive information
they hold, be subject to more complaints than other agencies. For
exampl e, the Department of Social Welfare attracted the most complaints
during the year, but it includes agencies such as New Zealand Income
Support Service and the Children, Young Persons and their Families
Service. It is perhaps not surprising that these agencies would attract a
certain number of complaints given the number of peoplethey deal with,
the nature of those dealings and the sensitivity of the information they
hold and the likelihood of access requests.

One notable feature of Table 7 is the significant gap between the
numbers of alleged breaches after the top two respondents (the
Department of Social Welfare and the Police) and the other respondents.

It is also interesting to note that the many enquiries | receive do not
necessarily translate into complaints. ACC, for example, is subject to
many callsto my enquiries hotline but the enquiries made do not translate
proportionately into complaints made against the agency. | cannot offer
an explanation for this. However, enquirers are encouraged to approach
the Privacy Officer of individual agenciesto attempt to resolve any matters
before they make acomplaint to my office. It may bethat many potential
complaints are resolved in this way. Given the length of time
complainants have to wait until | am in a position to investigate their
complaints, it isimportant for agenciesto make expeditiousand energetic
attempts to resolve matters at an early stage.

It is aso important to note the outcomes of complaints to the top 11
respondents (Table 8 below), especially where complaintshave been settled
or where individuals do not require any further action from me. These
outcomes indicate awillingness of the organisation to admit fault, where
appropriate, and to addresstheissueto the satisfaction of the complainant.

| attempt to resolve complaints and Table 8 illustrates the success
with which my investigating staff implement this policy. Even where |
am of the final opinion that the complaint has substance - the agency’s
actions have amounted to an interference with an individual’s privacy - |
still attempt to settle the matter at that stage. Of the five complaints
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against the Police where | formed the opinion that the complaint had
substance, | referred one to the Proceedings Commissioner as | was not
able to settle the matter. | would have referred three more but for the
fact that the complaints had arisen before all of the remedies became
available before the Complaints Review Tribunal.

Complaints Review Tribunal

If my staff have not brought about a settlement, | may refer complaints
which in my opinion have substance to the Proceedings Commissioner
withaview toinstituting civil proceedings before the Complaints Review
Tribunal. If | do not do this, | tell complainants of their right to take
their own proceedings in the Complaints Review Tribunal.

Last year | referred seven complaints to the Proceedings
Commissioner for consideration as to whether civil proceedings should
be issued. They remained under consideration by the Proceedings
Commissioner at the end of the year.

Eleven complainants commenced proceedings beforethe Tribunal after:
| concluded that the complaints did not have substance; or

| concluded that the complaints had substance and could not be settled
but did not refer them to the Proceedings Commissioner for civil
proceedings; or

| discontinued my investigation.

All but three of those complaints were disposed of during the year:
» Four claims were dismissed;

* Two claims were stayed;

* One claim was withdrawn;

* One claim was struck out.
Four casesd ready beforethe ComplaintsReview Tribuna werea so concluded:

¢ One clam was concluded after the Tribunal was satisfied that the
defendant had met its obligations;

* Three claims were dismissed.

EDUCATION AND PUBLICITY

Seminars, conferences and wor kshops

Asin previous years, | received a number of requests from agencies
for seminars and conference addresses. | attended nine conferences
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through the year and gave a number of speeches to other organisations.

The fourth annual Privacy 1ssues Forum was held in Auckland in July
and was attended by 158 people. It attracted a number of international
speakers, including Hon Justice Michael Kirby from the High Court of
Australia, and waswarmly received. | look on the Forum as an important
event for New Zeadland's privacy community. It brings together people
workinginthefield, from policy analystsand lobbyists, to privacy officers
and my own staff. It providesan opportunity to network, to discussproblem
issues and to hear about international developments.

Asin previous years, | continued to present seminars to newspaper
journalists. In these seminars, as well as in answering enquiries from
the media, | have given guidance on the proper way to frame official
information requests and to identify situations where the Privacy Act is
wrongly given as areason for non-disclosure of personal information.

Twenty-six seminars and workshops were presented during the year
by qualified and experienced staff from my office.

Thefirst stepsweretaken to devel op materia sfor afull day workshop
aimed specifically at the mental health sector. Work was not in final
form at the end of the year, but the workshop design is to complement
the mental health guidance notes and provide clear and practical help to
mental health professionals confronting privacy issues.

Printed resour ces

| continued my practice of releasing compilations of materials
produced by my office. Three general compilations were released
comprising papers, submissions and speeches. One was dedicated to
health issues, and the other two were of a more general nature. | also
released a specific compilation of information matching reports.

During the year | released 23 case notes on complaints | had
investigated. Work was started on a cumulative index of the case notes
issued to date which, when completed, will beauseful resourceto people
working with privacy on a day to day basis. | expected to publish the
index in the first quarter of the new financial year.

The objective of the case notes is to report some of the opinions |
have reached on complaints, or to illustrate the types of complaint |
received and the approach | took on them. Some record a conclusion |
reached for thefirst time on an interpretation of the Act. In other cases,
the application of the law might have been quite straightforward but the
principles were being applied to anew set of facts, or in a setting which
demonstrated a facet of the application of the Act which may not
otherwise have been understood. Other case notes have been issued to
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provide arepresentative illustration of the opinions | have reached.

My case notes are widely distributed to law journals, media, privacy
officersand othersinterested in privacy issues. They are often published
in Private Word and are available free of charge from my office and on
my website.

Thisyear | aso released acompilation of decisions of the Complaints
Review Tribunal from 1993-1997. Asthesedecisionswill not necessarily
be reported in law reports, but will have an impact on my approach to
complaints, | feltitimportant for peopleto be ableto accessthe Tribunal’s
decisions.

In my last annual report, | mentioned the mental health guidance
noteswhich had been commissioned by the Mental Health Commission.
The guidance noteswerelaunched by the Minister of Healthin September
1997 and were widely distributed, both by my office and by the Mental
Health Commission. | have done two reprints of the guidance notes as
demand for them has been high.

The guidance notes are intended to provide clear, accessible and
practical help to mental health professionals confronting privacy issues.
| intend to revisethem from timeto time to take account of professionals
experience of working with them. Although the guidance notes appear
to have been widely distributed, | am aware that some mental health
professional sdo not have accessto them and are still woefully uninformed
about the Privacy Act and other statutes which require or authorise the
disclosure of health information. Thereis a serious need for the Health
Funding Authority to ensure that adequate funding is provided to health
agencies to undertake training on information matters (especialy the
Officia InformationAct) or, if it isdoing so, to check theimplementation
and quality of the delivery of such services.

| have expressed thewillingnessof my staff to beinvolvedin suchtraining.

In the course of my work on the review of the Privacy Act thisyear, |
released the discussion papers in one volume, four volumes of the
submissions | had received, and four subject-specific compilations of
submissions. This has enhanced the openness of the process.

Publicity
Asin previous years, privacy has maintained a high profile.

Of particular interest during the year were proposalsin the heal th sector
for widespread assignment of unique identifiers, which would facilitate
tracking of patients through their health transactions. The spectre of
centralised health records was of concern to many enquirersto my office,
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as was the proposal by the Land Transport Safety Authority to introduce
driver licenceswith digital photographs for uses other than road safety.

The assignment of unique identifiers and collection of health data by
health fundersarises partly from changesto and the waysin which health
services will be delivered in the future. Currently, integrated care and
capitation are being mooted as possible directions. Whatever their final
form, the proponents of the proposals seem to think they will necessitate
the gathering of more information about patients and, possibly, the
centralisation of data repositories.

With this is a worrying trend for the funders of health services to
collect more and more detailed information about identifiable patients.
It is an issue which, while being widely discussed in the health sector
amongst the purchasers and providers, is not high in the public
consciousness. | am concerned that these issues, which raise significant
privacy concerns, have been discussed in a forum from which the
consumers of health services have been effectively excluded. In an
attempt to find out what was actually happening (asthiswas not evident),
I commissioned a report from Raobert Stevens, an Auckland barrister.
His report Medical Records Databases: Just What You Need? received
much mediaattention and raised public consciousness. Sincethat report
has been issued, the issue seems to have been debated more often in the
public arena and | have been invited to comment on proposals at an
earlier stage. But | fear there is still a desire to press ahead with
unannounced plans and to regard patient opinion asarisk to be managed
rather than as a key element of design.

The photo ID driver licenceissue received alot of public attentionin
early 1998. | have been concerned about this issue since 1995 and |
have had much contact with the Land Transport Safety Authority about
it over the past few years. | appeared before the Transport Select
Committee during its Auckland hearings, and have given numerous
interviews on television, radio and to newspapers.

I am concerned that the proposed licence, referred to in more detall
later inthisreport, carries privacy riskswhich havelittleto do with driver
licensing but much to do with creating the conditions for a de facto
national identification card. The Transport Select Committee’s report to
Parliament and the subsequent debates in the House and in the media
will continue to keep thisissue in public view.

Newsletter

Private Word, the office newsletter, has continued to be an effective
forum to discuss privacy issues and publicise the activities of my office.
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Due to increasing demand, the average print run has increased to 5,000
copies. | may have to consider limiting the frequency to curb the
increasing costs of production and distribution. It has gone along way
to counter mischievous editorial comment and i naccurate representations
of privacy law and practice and the press.

PrivateWord is avail able on my website and can be downloaded free
of charge. | am happy for Private Word to be copied and for the written
content to be republished in other magazines providing the source is
acknowledged.

ENQUIRIES

Wor kload

Theflow of enquiriesaccelerated to an averagerate of 928 per month.
The enquiries team received and answered 10,606 phone enquiries and
visitsfrom enquirers. Theteam also received 535 written enquiries, 429
of which were replied to during the year.

The total number of enquirieswas 11,141, which isthe highest yearly
total yet received and represents a substantial increase of 23% over the
previousyear. Itisclear, however, that in the coming year the service will
have to be reduced to remain within the resources available to the Office.

Enquiry topics

Asin previous years, enquiries covered avery wide range of topics.
However, a few are worthy of mention. A number of people were
concerned at the implications of changes to health funding on health
information. Some believed the widespread use of unique identifiers
and collection of information by health funders to be athreat to patient
confidentiality. | anticipate that enquiries on this topic will increase as
people become more aware of initiatives in the health sector.

A high proportion of enquiries related to people’s rights to request
accessto their own personal information. Other common enquiriesrel ated
to the alleged wrongful disclosure of personal information by agencies.

As in previous years, workplace drug testing was the subject of a
number of enquiries from both employers and employees. Similarly,
the introduction of video surveillance cameras in the workplace was a
common enquiry subject. It would appear that some employers are still
trying to introduce such practices into the workplace, having given little
or no thought to the Privacy Act implications.
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Other issues that were the subject of a number of enquiries were:
e Credit reporting

» Telemarketing

* Photo ID driver licences

 Electronic commerce

Frequently, enquiriesturned out to relate to the Privacy Act inonly a
minor way. Many enquiries raised issues which required statutes other
than the Privacy Act to be considered. Legidation attracting particular
attention included:

» Children, Young Persons and their Families Act 1989

* HeadthAct 1956

» Rating PowersAct 1988

» Broadcasting (Public Broadcasting Fees) Regulations 1989

The last of these raised some interesting issues. The Broadcasting
(Public Broadcasting Fees) Regulationsrequireretailersto provide New
Zealand on Air with information about people who have purchased
television sets, including their names and addresses. Yet retailers do not
seem to be advising purchasers of this disclosure, because many
purchasers have called my office after receiving — to their surprise — a
bill in the mail from New Zealand on Air.

Itisof concernto methat retailers do not seem to be informing their
customersthat thiswill happen. Information privacy principle 3 requires
agenciesto take reasonabl e stepsto inform people of anumber of matters,
including the intended recipients of the information, when information
is collected from them.

Some enquirers asked for the office’s comments on new proposals or
products or services. The response requested sometimesreally required
afurther understanding of matters other than the Privacy Act. On some
of theseissues, although assi stance was given, it was suggested that legal
advice be sought.

Website access for enquiries

The website operated by my office has continued to be a popular
means of obtaining information. Fact sheets, case notes, reports on
proposed legislation, speeches and Private Word are all available on the
website.

Work began thisyear on rebuilding thewebsite. Thewebsite contains
ahuge volume of information, not all of whichiseasy tofind. | decided
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torebuild and restructureit to ensurethat informationiseasily accessible.
The new website is expected to be up and running early in the new
financia year.

SECTION 54 AUTHORISATIONS

Section 54 allows meto authorise certain actions that would otherwise
breach information privacy principles 2, 10 or 11. | am required to
consider whether, in the special circumstances of the case, any
interferencewith privacy of anindividual that could result from theaction
in question is outweighed by either:

» the publicinterest in that action; or

* theclear benefit to theindividual concerned which would result from
the action in question.

Detailed guidelines are available upon request from my office for
any agency considering applying for an authorisation. Threeapplications
for authorisations were carried over from last year, with four new
applicationsthisyear. Three of the seven remained under consideration
at the end of the year.

In one of the compl eted applications, | was ableto suggest alternative
means to achieve the same result without breaching the information
privacy principles and without my specific authorisation.

| declined two of the applications. Inone, | was not satisfied that the
action in question would actually breach aninformation privacy principle.
| declined the other application on the basis that the action concerned
did not appear to be aone-off action and | was not satisfied that it would,
in any case, breach an information privacy principle. | consider that
section 54 is only appropriate for one-off actions which are unlikely to
recur. If an agency wantsto carry out an activity in relation to personal
information which would breach one of the privacy principles, the agency
would be better to consider asking meto issue acode of practice for that
particular activity.

| granted one application.

General Motors New Zealand Ltd

General MotorsNew Zealand Ltd (Holden) requested an authorisation
to alow it to advertise for former employees who were entitled to a
deferred pension. Holden is a trustee of the Holden NZ Ltd Pension
Plan. Members of the plan who left the company were entitled to elect
to receive a lump sum or, in some cases, a deferred or an immediate
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pension. Holden did not have current addresses for between 50 and 60
members who were entitled to a deferred pension. The Pension Plan
was due to be restructured, which would involve distribution of some
surplusto members. Thedistribution required the consent of all members,
which gave Holden another reason for wanting to locate the members
for whom it did not have current addresses.

Holden proposed to place advertisementsin newspapersin both New
Zealand and Australia which would include members names and last
known addressesin the form of suburb and city or town, and the year in
which they left Holden’s employment.

Section 54(1)(b) allows meto authorise an agency to disclose personal
information, even though that disclosure would otherwise be in breach
of principle 11, if | am satisfied in the special circumstances of the case
that the disclosure involves a clear benefit to the individual concerned
that outweighs any interference with the privacy of the individual that
could result from the disclosure.

| considered that there was an obvious benefit to the individuals
concerned in being alerted to the fact that they had certain entitlements
under the Pension Plan. | also saw a benefit in giving members an
opportunity to consent to the distribution of the surplus, asit could result
inanimmediate material gain. | was satisfied that thiswasaclear benefit
to the individuals concerned which outweighed any interference with
their privacy which could result from the disclosure.

| granted an authorisation to allow the disclosure on the condition
that Holden made reasonable efforts to ensure that information about
any member who was located would be removed from the text of the
advertisement and notice before they were next placed or sent. | further
required that the disclosure be made only once Holden had taken certain
specified steps, which would not involve publication, to trace members.

LEGISLATION

One of my functions is to examine any proposed legislation which
may affect the privacy of individuals and to report to the Minister of
Justice theresults of that examination. During the year | submitted nine
formal reportsto the Minister on bills before Parliament. These reports
are available from my office and are posted on my website. They are
often followed up with an appearance before a select committee.

The Cabinet Office Manual requires departments to signify
compliance with the information privacy principles, the public register
privacy principles, and theinformation matching guidelineswhen seeking
introduction of a bill into Parliament or when proposing the issue of
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regulations. Accordingly, | am frequently consulted by departments
concerning new proposals. | also make submissions to bodies such as
the Law Commission when particular laws are under review.

| mention below a selection of the legislative matters upon which |
commented during the year.

CompaniesAct 1993

The CompaniesAct 1993 introduced anew requirement for companies
to publish details in their annual reports of executive remuneration
exceeding $100,000. As existing companies were re-registered | was
contacted by a number of people in the corporate sector expressing
concern as to the effect of the law on their privacy and | concluded that
the matter warranted review.

| have become acutely aware in my role as Privacy Commissioner of
the sensitivity which many New Zealandersaccord detail sof their income.
New Zealanders do not wish other people to know their wages, salaries
or other incomes without their say-so. Clearly there are some people
who are quite happy for some of their income details to be known and
thisis quite consistent with notions of personal privacy sinceit is their
right to be open about their income if they so choose. However, it does
not follow that their lack of concern on the issue should dictate how
others preserve their privacy.

Thereisundoubtedly alegitimaterolefor publication of remuneration
of directors. | support the requirement to publish full details of
remuneration of directors including, in relation to executive directors,
details of all remuneration from a company, not smply directors’ fees.
Directors must be accountable to shareholders. However, employeesare
usually seen in asomewhat different light, owing their accountability to
the chief executive and directors, and not directly to the shareholders.

In November 1997, | reported to the Minister of Justice that the
mandatory publication of executive remuneration is detrimental to
individual privacy and that, if a scheme was considered necessary, a
substitute scheme could be devised which better accorded with privacy.

My report canvassed the existing requirements and the privacy issues
indisclosure of remuneration details. | highlighted what | believed to be
the shortcomings of the present provision and outlined elements of a
disclosure regime which would respect privacy. Any reform should, in
my view, require:

» aclear identification of the objectives of the publication of
remuneration details, for those objectives to be balanced against the
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loss of privacy (if any), and for any regime to be drafted so that the
infringement is no more intrusive on privacy than it need be (a
proportionality test);

 that theregime, asfar aspossible, aggregate information so details of
individual remuneration cannot beidentified (thismight requiresmply
thereport of global figuresfollowing aparticular formulaor by using
much wider bands than are presently used);

» whereit might be anticipated that asingleindividual’s remuneration
will beidentifiable, the mechanism for generalising the detail s (such
as banding) be such that the actual figure cannot be determined from
published details closer than 20%;

» the disclosure of the average movement of such remuneration
compared with previous years.

TheMinister of Justice copied my report to the Minister of Commerce
who has responsibility for the Companies Act. The Minister directed
his officials to assess how a review of the mandatory disclosure of
executive remuneration might be worked into the programme for on-
going review of company law.

Evidence (WitnessAnonymity) Amendment Bill

During the year | was consulted by the Ministry of Justice on the
preparation of a bill to protect witnesses in criminal proceedings by
extending the existing powers of courts to suppress the identity of
witnesses. After the bill’sintroduction into Parliament | made areport to
the Minister of Justice supporting the measure.

| considered the possible effects on privacy of:
» witnesses and their families; and
» accused persons.

The bill would enhance privacy interests of witnesses and their
families. It would allow the control of disclosure of personal information
in circumstances where it could lead to harm to a witness or his or her
family or property. On previous occasions, such as my report on the
Domestic Violence Bill, | had noted the links between freedom from
violence and the ability to exercise individual autonomy and enjoy
personal privacy.

With respect to the accused person, the bill would limit the right to
have access to certain personal information which would usually be
available pursuant to access rights under the Privacy Act. However, the
right of accessisnot absolute and there are avariety of existing grounds
for withholding information including where the disclosure of the
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information would be “likely to endanger the safety of any individual”.
| took this into account, and the special safeguards in the bill, in
concluding that any perceived limitation on current rights of access to
information was reasonable.

Health Occupational Registration ActsAmendment Bill

The eleven health occupational registration statutes affected by this
bill each contain registersof persons permitted to work within aparticular
health-related profession or occupation. | recommended to the Minister
of Justice that the opportunity be taken to create each of the statutory
registers as “public registers’ for the purposes of the Privacy Act by
adding them to the Act’s Second Schedule.

This bill was introduced into Parliament at a time when | was
examining avariety of public register issuesinthereview of the operation
of the Privacy Act. In particular, | had been studying the position of
those statutory registerswhich are open to public search but are not listed
in the Second Schedule. There are more than 150 such registers. Inthe
course of my review, | sought the opinion of the Ministry of Justice
which confirmed my view that there were no reasons to exclude these
statutory registers from the Schedule. It now appears appropriate to
start bringing such registersinto the Privacy Act public register regime.

TheMinister copied my report to the sel ect committee. | also showed
the report to the agencies maintaining the health registration statutes.
Several agencies contacted my office to indicate they supported the
proposal. The select committee reported back on the bill towards the
end of the year but, for various reasons, did not act on my
recommendations. There was some concern as to whether the bill was
the appropriate legidative vehiclefor making such change. Consideration
will likely be given in the new year to creating the registers as “public
registers’ by Order in Council.

Human Assisted Reproductive Technology Bill

During the year the Human Assisted Reproductive Technology Bill
remained before aselect committee. Amongst other things, thebill would
create new databases of information about donors of gametes (sperm or
ova) and confer rights on children born as a result of ART to find out
about their biological origins. The bill touched upon issueswhich | had
been considering for sometime through discussionswith the Ministerial
Committee on Assisted Reproductive Technology and the officials
committee which reviewed the MCART recommendations.
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Although | supported legislation to regulate the issues, | had some
misgivings about the bill. For example, it did not set out the particulars
which would have to be retained on the centralised records system. Nor
did the bill establish a procedure, such as a complaints mechanism, for
ensuring that rights of access and constraints on disclosure would be
exercised as intended.

| was aware that the Government intended to introduce its own
legidation on the subject. Given my limited resources and desire to use
themto best effect, | chosenot to prepareareport in respect of the member’s
bill and instead awaited the Government bill, which was expected to be
introduced into Parliament shortly after the end of the year.

Interpretation Bill

The Interpretation Bill will replace the Acts Interpretation Act 1924,
which is the main guide to statutory interpretation in New Zealand. |
submitted areport to the Minister of Justice supporting the provisionin
the bill which made it clear that it would apply, not only to statutes and
regulations, but also to other forms of delegated | egislation such ascodes
of practice issued under the Privacy Act. The earlier Act did not extend
to codes of practice, which were unknown in 1924. Benefit will accrue
from the new bill, as it has been difficult to ensure consistent and
appropriate rules for interpretation of codes of practice without relying
on the 1924 Act. Complications could arise if the 1924 Act applied to
theinterpretation of the information privacy principlesintheAct but not
to amodified set of principles contained in a code. The bill remained
before a select committee at the end of the year.

Land Transport Bill

The Land Transport Bill will consolidate and modernise transport
legidation. The controversial aspect from a privacy perspectivewasthe
proposal to change from the present paper lifetime licence to aten year
renewable credit card sized licence bearing a digitised photograph. The
implications of the proposal were so profound in privacy terms that |
urged the Land Transport Safety Authority (LTSA) to undertake a
thorough privacy impact assessment which would properly describe and
evaluate the proposal, and alternatives, in privacy terms so that an
informed decision could be taken. Unfortunately, a suitable privacy
impact assessment was not prepared or produced publicly at an
appropriate time to inform the public or decision makers on the matter.
Indeed, a privacy impact assessment by the LTSA inaninitial form was
prepared quite late in the policy formulation process to coincide with a
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government decision to proceed with aphoto I D driver licence. It caused
me considerable concern that the LTSA frequently referred to public
opinion surveyed without making the privacy issues available to
respondents.

My principal concern was the proposal to oblige driversto carry the
licence at all times while driving, meaning, in effect, that most adults
would haveto carry their licences at all times. Thiswould provide ideal
conditions for government agencies, police officers, retailers and other
businesses to ask for the card as standard identification in a variety of
dealings unrelated to road safety. Indeed, the provision in the bill to
issue proof of identity cardsto non-drivers confirmed my view that there
wasadeliberate desireto create the conditionsfor astate-backed identity
card without calling it thisin so many words. If New Zealand isto adopt
anational ID card it should be aconscious decision following aninformed
public debate, not an incidental consequence of road saf ety legislation.

| participated in public debate on the proposal and appeared before
the select committee studying the bill. | remained unconvinced asto the
road safety merits of this hugely expensive project. It would be a
significant imposition on many hundreds of thousands of law-abiding
licensed motorists to tackle a problem limited to a much smaller group
of unlicensed or disqualified drivers. Yet it has not been made clear how
the compulsory carrying of alicence by al drivers will affect that latter
group, since they already drive in the knowledge that they are breaking
thelaw. One cannat but suspect that random stopping or road-blocksto
check driver licences will be the eventual and inevitable outcome.

A good deal of the reporting of my position on the photo ID driver
licencewrongly characterised it asoutright opposition. | publicly queried
whether acase had been madefor the proposal based upon the significant
costs to privacy but was open to be persuaded. A proper justification
should have been demanded by anybody given thefinancia costs, which
| calculated to be in the region of $135 million in licence fees aone -
with every driver having to pay afurther fee every ten years. However,
given the LTSA's attitude, | resigned myself to what appeared to be the
inevitable introduction of the new licence and the detail of my report
was based upon an assumption that there would be a photo ID driver
licence.

Even on that basis there were plenty of issues. | raised questions on
such matters as who might have access to the computer database of
photographs of practically all adult New Zealanders. | questioned the
need to impose a mandatory obligation to carry the licence at al times.
The powers to detain drivers applied whether or not a card was carried,
so there appeared to be little benefit in the photograph on the licence. |
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also suggested that the penalties to be imposed upon otherwise licensed
and lawful drivers who failed to hold the licence when stopped by an
official seemed oppressive. My report to the Minister of Justicein March
1998 made six particular points:

 individuals should not have to pay for heightened state surveillance;

* individuals should not be obliged to carry identification
documentation;

 the Police should not be given the power to detain individuals for
identity checks;

« thebill should securethedigita photographsagainst uses unconnected
with road traffic enforcement;

» thedisplay of date of birth on the card should be voluntary;
 thebill should not establish the LTSA as a purveyor of 1D cards.

The bill had not been reported back from the select committee at the
end of the year. It was expected to be enacted late in 1998.

Privacy Act: Fifth Schedule

Key law enforcement agencies have for many years shared a law
enforcement system formerly known as the Wanganui Computer. The
Wanganui Computer was organi sed so that each category of information
held was identified as the responsibility of a named agency and other
law enforcement agencies needing the information were given rights to
access it on-line. The Wanganui Computer Centre Act 1976, which
governed such arrangements, was repealed with the enactment of the
Privacy Act 1993 but the Fifth Schedule continued the sharing
arrangements. There has been some change in the Fifth Schedule over
the years as the sector has been restructured and information sharing
needs have changed. During a transitional period, amendments could
be made by Order in Council. The Privacy (Fifth Schedule) Order 1997,
which cameinto effect at the end of the 1996/97 year, replaced theentire
schedulewith the one currently inforce. With the end of the transitional
arrangements amendments may now only be made by statute.

During the year, the Privacy Amendment Act 1998 made a small
change to the Fifth Schedule. The amendment added to the description
of police records an item relating to firearms licences which concerned
the particulars of persons authorised to posses firearms in accordance
with the Arms Act 1983. The new entry allowed the Department for
Courtsto have access to that information. Accessis limited to identity
details of personswho possessfirearmswherethat informationisrequired
for the purpose of serving protection orders made under the Domestic
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Violence Act 1995. Prior to the passage of the Domestic Violence Act
1995 firearms confiscation was not a standard condition in respect of
persons served with orders. However, under the Domestic Violence Act
firearms may be confiscated where the appropriate orders are served.
While bailiffs generally serve orders on defendants, in cases involving
firearms it is desirable for the police to serve the orders. Hence the
Department’s need to access firearms licence records.

Radiocommunications Amendment Bill

Thebill proposed to put the national frequency register on astatutory
basisand combineit with theregister of radio frequencies. The Ministry
also sought to establish amore satisfactory |egid ative basisfor protecting
privacy and enableagenerally freer flow of authorised information from
the register to groups representing amateur radio operators. | supported
the approach the Ministry had taken and in a report on the bill to the
Minister of Justice | discussed certain key provisions which:

» gpecified the purpose for which the register is kept;

» specified the search references for searching the register;

« outlined the purpose for which the register may be searched; and
» protected the residential addresses of natural persons.

Thebill remained before a select committee at the end of theyear. It
is a particularly interesting initiative as it is the first to allow people to
elect to havetheir detailsreleased to requesters. The main shortcoming,
in my view, wasthat the bill did not provide that the rel evant sections be
listed in the Second Schedule to the Privacy Act as “public register
provisions’. | recommended that it should.

The other aspect of interest in the bill concerned the creation of a
new statutory offence to make use of, to reproduce, or to disclose the
existence of, a radiocommunication which was not intended for the
recipient. The new offence is intended to protect the privacy of
radiocommunications and | supported the measure. It has particular
relevance to the undesirable practice of “scanning” private cellular and
cordless telephone calls.

Taxation (Remedial Provisions) Bill 1997

The use of thetax file number (popularly known as“the IRD number”)
isamatter of someimportancein privacy terms. Asanumber assigned by
the Government to practically all adult New Zealanders, its potential asa
national identification number raises privacy concerns. These privacy
concernsare increased because the number isused as apersonal identifier
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for tax records. Tax records are considered to be very sensitive in our
society as they contain, amongst other things, details of wealth, income,
expensesand relationships. Theuse of thetax file number by organisations
other than the IRD itself is a matter of concern, and is aso related to
concerns about information matching, data linkage and profiling.

Thetax file number was originally created for incometax purposes. It
was later brought into operation in respect of the Goods and Services Tax
introduced in 1985. Thebill would formally align the GST Act with other
taxation legislation to make it clear that the tax file number isthe unique
identifier to be used by IRD for both GST and incometax purposes. This
would bring the law into line with existing departmental practice.

One privacy concern with present departmental practice was
highlighted. The issue arises in respect of sole traders in business and
individuals. Traders are required to publish their GST number on
invoices. Accordingly, soletradersarerequired to publish their personal
tax file number on their invoices. Some sole traders have, over the last
few years, contacted me to express concern about this practice which
they believeriskstheir financial privacy or the security of their personal
information. A humber have been concerned at third parties having easy
access to their tax file number.

Inareport to the Minister onthebill | suggested that the |RD consider
the feasibility of enabling concerned soletradersto have aseparate GST
number issued to them if they wished. Of course, IRD would still be
able to link internally the records from that GST number to the
individual’s other tax recordsreferenced by thetax file number. Thebill
was enacted without adopting my suggestions. However, my report was
referred to the Department for further consideration.

TelecommunicationsAmendment Act 1997

This amendment was a late addition to the package of measures
contained in the Harassment and Criminal Associations Bill. While the
bill could generally be characterised as a major extension of the powers
of interception to the detriment of privacy, | considered this initiative
brought some benefit. | was consulted on the proposal prior to its
introduction and formally reported to the Minister on the matter in
September 1997.

The proposal related to the use of telephone analysers, which are
devices that can be attached to a telephone line to enable the recording
of datagenerated asaresult of telecommunications made using theline.
The data recorded, such as the number called and the time and duration
of the call, does not include the content of the communication.
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The use of telephone analysers raises privacy concerns. Since the
call data collected by the analysersis “ personal information” about the
subscriber or caller, the use of analysers for collecting personal
information and the use and disclosure of the information collected is
subject to theinformation privacy principles. Nonetheless, thisdoes not
adequately dispel the privacy concerns since the existence of
“maintenance of thelaw” exceptions|eavesthe matter unclear and largely
determined by the attitudes and policies of private telephone companies
and law enforcement authorities.

The measure placed the attachment of telephone analysers on afirm
statutory basis which involved:

» agenera prohibition on the attachment of telephone analysers except
for certain limited purposes with the agreement of the network
operator, primarily relating to the maintenance of the network and
the investigation of offences; and

e arequirement for the Police or New Zealand Customs Service to
obtain a“call datawarrant” before utilising a telephone analyser.

| supported the proposal as it seemed an appropriate and traditional
way of resolving the competing public interests relating to privacy and
maintenance of the law. The requirement to obtain a judicial warrant
means that an independent person is required to consider whether the
circumstances justified the attachment of a telephone analyser. Thisis
preferable to the previous position whereby such decisions were
informally agreed between two parties, the Police and network operator,
neither of whom could be characterised as disinterested. Privacy and
public accountability are further enhanced by arequirement to report to
Parliament on the number of warrants granted.

INTERNATIONAL DIMENSION

Today welivein an “information society”. Technology hasremoved
many previoustechnical barriersto thefreeflow of information between
people, computers, agencies and nations. Meanwhile, increased
globalisation in commerce hasled to interconnecting social and economic
networksin which people and placesarelinked by theflow of information
and money.

The international dimension is central to the Privacy Act. The Act
gives effect to New Zealand’s obligations under the International
Covenant on Civil and Political Rights. It isalso areaction to concerns
about the risks posed to privacy by computer databanks and other
accoutrements of the perceived surveillance society. Finaly, itisadirect
outcome of the OECD’seffortsto harmonisethelaws of developed trading
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nations to avoid unnecessary impediments to transborder flows of
personal data.

Much could be said about the international dimension of the year in
review but | will focus only on two aspects.

EU Directive on Data Protection

No-one interested in the protection of privacy in the 1990s can fail to
be aware of the significance of the European Union Directive on the
Protection of Individuals with Regard to the Processing of Personal Data
and on the Free Movement of Such Data (the EU Directive). The 15 EU
Stateshave now had three yearsto implement the 1995 Directivein national
law and some will have done so by the deadline of October 1998.

New Zealand isnot amember of the European Union and isnot bound
by EU Directives. However, we share many of our values with the
democratic states of Europe. Furthermore, the EU is a powerful and
affluent trading bloc whose standards cannot be ignored by a small
country like New Zealand. Most relevant in this respect are the data
export controlswhich will beimposed by EU countriesfrom October on
transfers of personal data to “third countries’ which do not provide
“adequate protection” to such data.

New Zealand, through the far-sighted enactment of the broadly-based
Privacy Act, is in afortunate position with respect to the EU Directive.
New Zealand business in general can be relatively sure that the
implementation of the Directivewill not impede our commerce. Similarly,
when European businesses and governmentstransmit personal datato New
Zealand for processing, they can be confident in the knowledge that the
Privacy Act provides adequate legal protection to the information.
Businessesin other third countries cannot operate with such certainty.

I have been somewhat disappointed that businesses and government
agencies which potentially benefit from our law do not seem to have
fully appreciated the matter. New Zealand presently isin a position of
comparative advantage, shared in our region only by Hong Kong - a
jurisdiction which understands the desirability of acting to avoid
impedimentsto itsinternational trade. | am unaware of businessesovertly
marketing the advantage of using New Zealand to process data. The
comparative advantage may not last for very much longer as other
jurisdictions legislate to bring privacy law to their private sectors.

During the year | examined the implications of the EU Directive for
our law in my first review of the operation of the Privacy Act. | am
confident that the Act generally offers adequate protection, but will make
some recommendations for amendment to address some particular
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concerns which have been uncovered. Meanwhile, | will continue to
keep the European Data Protection Commissioners informed about our
law and practice, as they are accorded a special role under the EU
Directive to provide advisory opinions on the adequacy of the privacy
protectionsin third countries.

Regional cooperation

Most countries of our type have data protection or information privacy
protection laws. All EU countries, and most other European countries,
have broadly-based data protection laws which cover both the public
and private sectors. Outside Europe, this model also exists in Quebec
and Hong Kong. Canada and Australia have federal privacy laws and a
mix of state and provincial privacy |aws, supplemented by sectoral laws
covering matters such ascredit reporting. Both countriesare devel oping
privacy standards for the private sector. Coverage of privacy law in the
USA ispatchy, with anumber of sectoral laws supplementing the Federa
Privacy Act of 1974.

Around the Pacific Rim there are information privacy laws, policies
or agencies of various sortsin at least the following jurisdictions:

» Commonwealth of Australia;

e Australian States of New South Wales and South Australia;
* Hong Kong Special Administrative Region;

e Taiwan;

* South Koreg;

* Russian Federation;

* Dominion of Canada;

e All Canadian provinces and territories;

* United States of America;

e State of Hawaii.

Therearealso sectoral lawsin variousjurisdictions, such asamedical
records privacy law passed in 1997 in the Australian Capital Territories.

The EU Directive means that the adequacy of the privacy lawsin our
region will be scrutinised over the next few years. Canada, Australia
and the USA have for anumber of years been studying what response, if
any, is appropriate for them. Others in our region seem to have been
biding their time in announcing any response. However, | understand
that Singapore and Malaysia are now considering adopting information
privacy laws.

There hasbeen littlediscussion so far onthe effect of the EU Directive
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on developing countries. With thefinancial assistance of the Ministry of
Foreign Affairsand Trade, | was able to play asmall part in fostering an
understanding of the implications by bringing officials from India, the
Philippines, Western Samoaand PapuaNew Guineato the Privacy | ssues
Forum and the associated meeting of Privacy Agencies of New Zealand
and Australia (PANZA). Naturally, alaw of the New Zealand type may
not suit these widely varying jurisdictions. However, | was assured by
the participants that they welcomed being informed on the New Zealand
model and the opportunity to study the approaches taken in Australia
and Hong Kong.

The PANZA meeting held in Auckland in 1997 also gave an
opportunity to discuss the state of privacy protectionin our region. The
Hong Kong Privacy Commissioner for Personal Datagave apresentation
on the position in several Asian countries. The subsequent PANZA
meeting held in Sydney in 1998 was al so enhanced by the participation
of the Hong Kong Deputy Commissioner and a standing invitation has
been issued for future participation.

In April 1998 the Hong Kong Privacy Commissioner convened the
First Asia-Pacific Forum on Privacy and Data Protection to which Privacy
Commissioners and appropriate officials in various jurisdictions were
invited. This very successful meeting was held in conjunction with the
23rd meeting of the International Working Group on Data Protection in
Telecommunications. The latter meeting brought together a variety of
European and North American experts who were able to share their
experiences and knowledge with the participants from the Asia-Pacific
region. Once again, | was grateful that the Ministry of Foreign Affairs
and Trade was ableto facilitate the participation of the PapuaNew Guinea
Attorney-General in those meetings.

PUBLIC REGISTERS

Part V11 of the Act establishesfour public register privacy principles,
providesfor theissue of public register codes of practice and establishes
acomplaintsjurisdiction. | have aremit to monitor compliance with the
public register privacy principles and keep them under review. Public
register issues also arise in my work of examining legislative proposals
for their effect on privacy.

The public register privacy principlesare not drawn directly from the
OECD guidelines. Nor do they have any precedent in overseaslegidation.
The principles are an original attempt to address the difficult privacy
issues arising from the establishment of statutory registers which are
open for public search.
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All countrieswith privacy laws have wrestled with the difficultiesin
preserving privacy while establishing and operating public registers.
Some jurisdictions have concentrated on crafting privacy sensitive
regimes in relation to particular registers. The New Zealand approach
has been to try to address the problem in a principled way based upon
the nature of open registers rather than addressing each register on a
case-by-case basis. However, our law alows for case-by-case tailoring
of privacy protection through the legislation establishing the register or
aPrivacy Act code of practice.

Second Schedulelist of public register provisions

The Second Schedule to the Privacy Act lists all those statutory
provisions which have been declared to be “ public register provisions’
for the purposes of the Privacy Act. The public register privacy principles
apply only to those registers maintained pursuant to the provisions|isted
in the Schedule. A review of all relevant legislation to see which other
registers might appropriately be added to the list has not yet been
undertaken. Accordingly, the Schedule lists only those considered by
the Select Committee when the Privacy Act 1993 was enacted, plus some
which have since been added. When | examinelegidlation creating new
registers, | often recommend that the responsible department consider
whether the relevant provisions should belisted in the Second Schedule.

No further public register provisions were added to the Second
Schedule thisyear. However, | recommended to the Minister of Justice
inareport on the Radiocommuni cationsAmendment Bill that the register
of radio frequencies should be declared to be a public register for the
purposes of the Privacy Act. Thebill contained several innovative features
which | supported, most notably:

» astatement of purposes relating to the right of public search to the
register; and
e an ability for licence holders to opt into the release of details for

non-statutory purposes, which related to a desire to alow address
lists to be released to associations representing amateur operators.

The bill remained before a select committee at the end of the year.

Suppression of detailson public registers

The enactment of the Domestic Violence Act 1995 was an important
development affecting abroad range of public registers. TheAct enables
people who obtain a protection order to apply to the agencies
administering certain public registersfor adirection that information on
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the register likely to disclose the person’s whereabouts not be made
available to the public where that would prejudice the person’s safety.
Where an application is declined the applicant may complain to the
Privacy Commissioner, and the details will be suppressed until the
complaint is dealt with.

The importance of the Domestic Violence Act isthat, like the public
register privacy principlesthemselves, it addresses privacy issuesarising
from the operation of public registersin abroadly based way rather than
focusing on asingle public register.

In my 1997 report on the Harassment and Criminal Associations Bill
I recommended that a similar approach be considered for people who
obtain arestraining order in relation to acts of harassment. The Justice
and Law Reform Committee reported:

“The Privacy Commissioner expressed concern that victims who
apply for restraining orders need their privacy protected, especially their
home address and phone number. These details can be disclosed on
public registers such as those under the Electoral and Births, Deaths,
and Marriages Registration Acts.

“Section 115 of the Electoral Act 1993 allows the Chief Registrar to
direct that a person’s name not be included on the electoral roll where
publication would be prejudicial to his or her persona safety. Where a
protection order under the DVA isenforced it is sufficient to produce the
order, without having to produce any further evidence. The proposed
restraining orders under the provisions in the Bill have a similar effect.
Therefore, we recommend anew clauseto amend the Electoral Act 1993
so that arestraining order made under the provisions in the Bill will be
sufficient to justify the protected person’s name being placed on the
unpublished roll.

“We note that the Privacy Commissioner suggested adapting Part VI
of the DVA to enable people who obtain restraining orders to get
directionsthat their personal details contained in public registersbe held
in a confidential list. We understand that as part of the Privacy
Commissioner’sreview of the Privacy Act 1993, adiscussion paper will
be released in the near future relating to the public register provisionsin
the DVA. The discussion paper may make a recommendation that will
affect Part VI of the DVA. Therefore, it seems preferable to defer the
decision of incorporating a regime similar to that in the DVA until the
outcome of the discussion paper is known. We consider it a preferable
alternative to recommend the interim measure as outlined above.”
[Emphasis added)]
| took the select committee’s comments to indicate that the members
saw the amendment to the Electoral Act as an interim measure pending
consideration of the merits and workability of some broader means to
suppress detail s of personswho obtain arestraining order. Aspart of my
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review of the Privacy Act | released a discussion paper touching on the
issue and, as aresult of studying the matter and submissions, expect to
offer an appropriate recommendation in my report due after the end of
the year.

Electoral roll

Anticipating areview of electoral law following the 1996 election, |
examined aspects of the Electoral Act which raised privacy issues and
reported to the Minister of Justice early in 1997. Theelectoral roll isthe
key administrative tool for the conduct of elections and most of the
comments in my report were directed to it. The electoral roll is one of
the most important public registers listed in the Second Schedule
covering, asit does, amost the entire adult population of New Zealand.

My report questioned the continuing need to collect occupation details
sinceit appeared that they are of little usein the administration of elections
but, once published, are available for non-electoral purposes. The main
electoral value of occupational details seemed to lie in enabling parties
to target their political information, so it seemed appropriate to me to
make the supply of thisinformation voluntary.

An dternativewould beto make occupation available only to approved
persons, such aspolitical partiesand researchers, but not to include them
on the published roll. The Electoral Law Committee’s report noted the
concern but, disappointingly, did not explain its recommendation that
provision of occupational details should continue to be compul sory.

Each electoral roll is reformated into a “habitation index” in which
the names of electors are shown under the numbers and addresses of the
streets or, in country areas, the localities in which they are shown to be
currently registered. Theresultisaroll which clearly indicatesthe names
of electors registered in each dwelling. The habitation index was
introduced in 1981 to enhance el ectoral administration and hasavaluable,
and very proper, role in administering elections, also enabling political
party canvassersto carry out roll checks and house calls.

My concern related to the sale of the habitation index for non-electoral
purposes. Regulations allow for the sale of the habitation index at $30
for those needing it for electoral purposes and at $100 for people with
no such relevant purpose. The result is that information collected by
compulsion of law, which must be published for electoral purposes, can
be reformated and sold without any limitation as to purpose. Thisis
quite at variance with the approach of theinformation privacy principles,
so | was pleased that the Electoral Law Committee recommended that
the sale of habitation indexesfor non-electoral purposes be discontinued.
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Using public registersfor direct marketing

A constant refrainin lettersto my office, and in submissionsreceived
in consultation on the review of the Act, is serious concern at therelease
of bulk information from registers for commercial use - primarily direct
marketing. Concerns have been expressed to me not only by individuals
and community groups but also by the agencies maintaining public
registers themselves.

Certain registers have been revealed as having a commercia value
and are subject to constant and continuing requests for bulk data which
isusedto createand sell direct marketing lists. For example, householders
erecting or altering abuilding must apply to their territorial authority for
a building consent. Councils create weekly or monthly lists of the
applications received, which are regularly requested by commercial
interests. Asaresult, people who have applied for consents receive, out
of the blue, solicitations from companies they have never dealt with
entreating them to purchase building supplies, productsor services. They
have been given no choice in this.

Similar issuesariseinrespect of the use of vauationrollsand raterecords.
For instance, in June 1998 it was revealed that thousands of Auckland
vauation records had been sold to a marketing company in Queendand, a
jurisdiction without privacy laws. Inthefirst wave of marketing, Auckland
property ownersreceived lettersinviting them to refinance their mortgages.
This raised both privacy and consumer protection concerns.

I hope to offer recommendations on this problem in my report on the
review of the operation of the Privacy Act. However, during the year there
were two promising developments in relation to the issue. The first
concerned the Radiocommunications Amendment Bill which, as aready
mentioned, adopted the novel approach of allowing individualsto opt into
certain secondary uses of register information. This means, for example,
that radio licence holders who do not wish to have their details shared
with clubs representing radio amateurs are able to authorise this.

The second development followed quite quickly upon the publicity
arising from the mass sal e of val uation datato the Queensland marketing
company. The select committee then studying the Rating Valuations
Bill included anew provision which will enable regulationsto prescribe
limitations or prohibitions on the bulk provision of district valuation roll
information for purposes outside the purposes of rating legislation.

| continue to follow such initiatives with interest.

FUNCTIONSUNDER OTHER ENACTMENTS
Occasionally | am required to exercise and perform functions, powers
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and duties which are conferred or imposed on me by other enactments.
These statutory provisions tend to be of four types:

e complaint mechanisms;

* requirements for my approval of agreements;
« obligations to consult with me; and

e my appointment to other bodies.

Complaintsunder other legislation

Although comparatively few complaints were received under my
aternative complaints jurisdictions, each fulfilled an important check
onthe exercise of particular statutory provisions. The mere existence of
aright to complain about the effect on privacy of the exercise of another
statutory function can lead to additional care being taken by statutory
officials in the exercise of those powers, including the devel opment of
processes and safeguards to ensure that complaints do not arise.

| am empowered to receive complaints under section 22F of the Health
Act 1956 about a failure or refusal to transfer health records between
health agencies or to an individual’s representative. This function was
discussed in more detail in an earlier annual report. Four complaints
were resolved during the period. Two were settled and one was
discontinued without my needing to form an opinion. | formed the
opinion that one complaint had substance.

Part VI of the Domestic Violence Act gives me the jurisdiction to
investigate complaints against refusal sby registrarsto suppressresidential
details on certain public registers following an application from someone
who has a protection order and fearsfor hisor her personal safety if those
details were to bereleased. | did not receive any complaints this year.

Section 11B of the Social Security Act 1964 provides that a person
may complain to the Privacy Commissioner about a breach of the code
of conduct issued by the Director-General of Social Welfare under that
section. Part VI of the Privacy Act appliesto such complaintsasif the
code of conduct were acode of practice under the Privacy Act. The code
of conduct governs demands by the Department of Social Welfare to
supply information or documents about beneficiaries under section 11.
The first such code came into force on 17 December 1997. | did not
receive any complaints during the year.

Approval of agreements
Section 35 of the Passports Act requires the Privacy Commissioner’s
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approval to be obtained in relation to agreements for the supply of
information from the passports database by the Department of Internal
Affairstothe New Zedand Customs Service. My approval isasorequired
for any changesto that agreement. No agreements have been approved to
date, athough my office made comments on adraft agreement during the
year. | understand that information has been supplied, and continuesto be
supplied, without any agreement approved by me.

Similarly, section 26 of the Passports Act requires the Privacy
Commissioner’s approval to be obtained in relation to agreements for
the supply of information from the New Zealand database to Austraia.
| have not approved any agreementsor changesto any existing agreements
during the year.

However, an agreement was signed in late 1995 between the Secretary
of Internal Affairs and the Secretary of the Department of Immigration
and Ethnic Affairs of Australia. My approva was not sought, although
itisrequired. During the year my office commented on that agreement,
suggesting anumber of changes. | understand that information has been
supplied, and continues to be supplied, pursuant to the 1995 agreement
notwithstanding that | have not approved it and that | am unlikely to
approve it in its current form.

| regard as seriousthefact that information from the passports database
continues to be supplied in the absence of the approvals required by
sections 35 and 36 of the Passports Act.

Consultations

Other statutory officers have, on occasion, to form aview on matters
which have abearing on privacy. Some statutesrequire officersto consult
with me on relevant matters.

Both the Privacy Act and the Health and Disability Commissioner
Act anticipate consultations between the two Commissioners on
appropriate complaints. Complaints may be referred from one
Commissioner to the other where more properly dealt with under the
other jurisdiction. Consultations on the transfer of complaints are dealt
with on an informal basis and no separate records are kept.

The Customs and Excise Act 1996 requires the Chief Executive of
the New Zealand Customs Service to consult with the Privacy
Commissioner in relation to agreements with overseas law enforcement
and customs agencies governing disclosure of information. Consultation
was commenced in relation to one agreement.

TheFinancia Transactions Reporting Act 1996 cameinto force during
the year. It requires the Commissioner of Police to consult with mein
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respect of the preparation of suspicious transaction reporting guidelines.
No consultations occurred during the year, although | understand that
the Police are developing a set of guidelines for law practitioners, on
which consultation will follow next year.

Section 11B of the Social Security Act (asamended in 1997) provides
for a code of conduct to be issued by the Director-General of Social
Welfarein consultation with the Privacy Commissioner. The codegoverns
demands made by the Department of Social Welfare under section 11
for information or documents about beneficiaries. The need for the code
of conduct wasidentified by the Parliamentary Inquiry into the Privilege
Provisions of section 11 of the Social Security Act undertaken by the
Socia Services Committee in 1994. This arose from public concern
about approachesmadeto educational and medical institutions by |ncome
Support officers seeking sensitive information about beneficiaries.

Asthere was limited opportunity for consultation before thefirst code
of conduct cameinto force on 17 December 1997, the Department agreed
to my suggestion that a clause requiring a review of the code after one
year be included in the code. | hope that, in the review, the Department
will fully consult with groups representing beneficiariesand agencieslikely
to be the subject of section 11 requests, such asthe Bankers' Association.

The Officia InformationAct 1982 and the Local Government Officia
Information and Meetings Act 1987 require the Ombudsmen to consult
with the Privacy Commissioner in relation to review of official
information access requests where privacy is a possible ground for
withholding information. During theyear 77 formal consultations under
the two Acts were compl eted.

TABLE 9: CONSULTATIONSWITH THE OMBUDSMEN 1993-98

Number of consultations
1993/94 22
1994/95 26
1995/96 60
1996/97 87
1997/98 77

| have seen my role to endeavour to “add value” to the work of the
Ombudsmen in reviewing the withholding of information under the
freedom of information legislation. In some cases | agree with the
Ombudsman’s preliminary assessment. In many cases, my comments
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and suggestions have been in whole or part adopted by the Ombudsman
in hisfinal opinion. My roleisaconsultativeoneand | do not seeitasa
narrowly advocating only a privacy viewpoint.

Severa cases over the past year have required me to consider whether
adultswho have been adopted should be able to access information about
their natural parents and siblings. These cases have sometimes arisen after
the natural parents’ death and have sometimes arisen in a context where
there has been contact between the natural parents and the adult requester.

The complexity of these cases has been compounded by the regime
of secrecy which governed adoptions prior to 1985, when the Adult
Adoption Information Act came into force. In some cases, requesters
have attempted to find the names of their birth fathers when this
information was not on their birth certificates, which meant the Adult
Adoption Information Act prevented their obtaining this information.
The Adult Adoption Information Act overrode both the Privacy Act and
the Official Information Act in this context.

Under the old regime the court records were subject to a statutory
requirement of confidentiality. Some requesters asked for information
from the Department of Social Welfare's records, which often closely
mirrored the court’s records. In those cases, the Ombudsman and |
concluded that any information identifying the parents or siblings should
bewithheld. Releasinginformationwhichis, toal intentsand purposes,
identical to the information on the court records would undermine the
statutory requirement to keep the court records confidential.

The Ombudsmen and | appreciated the difficulty faced by adult
reguesterswho had alegitimate reason for seeking accessto information
which would enable them to identify close family members, because
they did not have any lawful means of doing so. While this group may
be relatively small in terms of numbers, they have a significant human
need for information about their families of origin which cannot be
addressed inthe framework of the current legidative provisionsfor access
to adoption information. Statutory reform seems desirable.

In another consultation, an adult requester asked Social Welfare for
information about her natural mother, who had been fostered as a child.
Therequester’sadopting parents and mother had died and theinformation
dated back to early thiscentury. | advised the Ombudsman that | did not
consider it was necessary to withhold the information to protect privacy
inthiscase. | took into account the age of the material and the fact that
the subjects of the information had either consented to the release or had
died. Whiletheinformationwasof afairly superficia nature, | considered
it would givetherequester someinsight into thelife of her natural mother
asachild.
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Participation on other bodies

Pursuant to the Human Rights Act 1993 | am, by virtue of my
appointment as Privacy Commissioner, also a Human Rights
Commissioner. As such, | participate in the meetings of the Human
Rights Commission. | attended six formal meetings of the Commission
during theyear. During theyear | wasActing Proceedings Commissioner
onamatter concerning proceedings brought against abus company when
the Proceedings Commissioner was unable to act. With additional time
involved as a non-executive Commissioner with consultations and
discussions, this commitment was a significant one.

V. Information matching

INTRODUCTION

Nature of infor mation matching and controls

Information matching, often referred to as data matching, usually
involves the computerised comparison of two or more sets of records
with the objective of seeking out any records which relate to the same
individual in order to detect cases of interest. The process has been
referred to asatype of “ massdataveillance” having negative eff ectsupon
personal privacy by:

« using information which has been obtained for one purpose for an
unrelated purpose;

» “fishing” into government records concerning innocent citizens with
the hope of finding some wrongdoing;

» taking automated decisions affecting individuals without human
intervention;

» multiplying the effects on individuals of errorsin some government
databases.

Nonetheless, the technique is believed by many government
administrators to have the potential to identify fraud in government
programmes. For these, and other reasons, Part X of the Privacy Act,
together with the applicabl e information matching provisions, authorise
and regul ate the practice of information matching. They do thisthrough
controls directed at:

« authorisation - ensuring that only matches which appear to be well
justified in the public interest go ahead;
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 operation - ensuring that matches are operated consistently with fair
information practices and, given the nature of the technique, that
individualsarenot “presumed guilty until they provetheir innocence”;

» evaluation - subjecting matches to periodic review so that
discontinuance can be considered, unlessit can be demonstrated that
there are continuing benefits and that matching can be operated
consistently with fair information practices.

Section 105 of the Act requires me to report annually in relation to
each authorised programme carried out during the year. My 1993/94
annual report wasthefirstinwhich | did so. Threeinformation matching
programmes which had been authorised by earlier legislation had
commenced during that year. The number of authorised information
matching programmes has continued to grow since then. Inthisyear's
report there is material in relation to 11 operational matches. Several
more are expected shortly. With so many matches now being reported |
have included a small summary table with each match to direct readers
to certain basic features of the match including:

 theinformation matching provision;

» theyear authorised;

» theyear the match commenced;

» whether the match utilises unique identifiers; and

» whether the match involvesthe disclosure of information through the
use of on-line computer connections.

Thisyear | haveincluded aclassification based upon one devel oped by
Dr Roger Clarke of the Australian National University. Theeight primary
purposes for information matching used in this categorisation are:

» detection of errors in programme administration (eg. erroneous
assessment of benefit amounts, multiple invoicing);

» confirmation of continuing eligibility for a benefit programme, or
compliance with a requirement of a programme;

» detection of illegal behaviour by taxpayers, benefit recipients,
government employees, etc (eg. fraudulent or multiple claims,
unreported income or assets, impersonation, omissions, unauthorised
use, improper conduct, conflict of interest);

e monitoring of grants and contract award processes,

» location of personswith a debt to a government agency;

» identification of those eligible for a benefit but not currently
claiming;

» dataquality audit;
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e updating of data in one set of records based on datain another set.
Theclassificationisnot used in the Act and isnot significant in terms

of the requirements of Part X. However, it enables me to offer a useful

set of comparisons of the objectives of current matches. It will be seen

from the report that a number of matches have more than one purpose

under this classification. The present authorised information matching

programmes have the following purposes:

» confirmation of eligibility or continuing eligibility — 8 programmes,

 detection of illegal behaviour — 6 programmes,

 detection of errors—5 programmes,

 location of persons— 2 programmes,

e updating of data— 1 programme;

 identification of those eligible for a benefit not currently claiming —
1 programme.

Growth in infor mation matching in New Zealand

The Privacy Commissioner Act 1991 created a set of information
matching controls and listed the statutory provisions establishing each
authorised programme in a schedule. In 1993 the list of information
matching provisions was carried over into the Third Schedule of the
Privacy Act.

Itisnow seven yearssincethefirst information matching programmes
were specifically authorised by statutein 1991. Figure 6 showsthegrowth
in the number of authorised information matching provisions to the

FIGURE 6: INFORMATION MATCHING PROGRAMMES AUTHORISED
1991-1998
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present day. The graph maskstheamount of legidativeactivity inrelation
to information matching since there have been several information
matching provisionsrepealed and others amended or consolidated. Since
1995 there has been a build-up in work for my office in assessing new
information matching proposals against the Act’s information matching
guidelines. Several new programmes remained under consideration at
the end of the year.

The growth in the number of information matching provisions enacted
doesnot convey thefull scaleof theincreased information matching activity.
A number of information matching provisionsenacted in 1991 lay dormant
for several years and have only recently begun operation. Figure 7 shows
the number of authorised matching programmes operating in each of the
years from 1991 onwards. There has been a steady increase in activity
with adoubling of the programmesin operation since 1994. Thisincrease
has stretched the resources available in my office for carrying out the full
monitoring activities contemplated by theAct. Thishasbeen compounded
in recent years with further work on assessing new information matching
programmes, commencing thereview of existing provisionsunder section
106, and the investigation of new information matching complaints.

FIGURE 7: AUTHORISED INFORMATION MATCHING PROGRAMMES
OPERATING 1991-1998
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Reportsto the Minister of Justice during the year

In addition to this annual report on all the programmes carried out
during the year, | report to the Minister from time to time on specific
matters concerning particular programmes or proposed programmes.
During the year | made one report concerning a provision for a new
programme and another on an amendment to an existing provision
authorising a programme. | also reported to the Minister of Justice in
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relation to amatter of particular concern touching upon the operation of
the Electoral Match.

Amendment affecting the NZI SS'Courts Address Match

The Summary Proceedings Amendment Bill (No 3) proposed to
amend section 126A of the Social Security Act, whichistheinformation
matching provision authorising the programme between the Department
for Courts and the New Zealand Income Support Service (NZISS) to
find current addresses of fines defaulters. The existing authorisation
allows NZISS to disclose addresses of certain beneficiaries to the
Department for Courts. The amendment would allow the additional
disclosure of the telephone numbers of those beneficiaries.

Having examined the proposed amendment with reference to the six
information matching guidelines set out in section 98 of the Act, |
concluded that accuracy of theinformation wastheonly significant matter
of concern. The departmental assessment was that only 40% of the
telephone numbersheld were correct. 1t seemed inappropriatein principle
to useinformation which had been abtained for one purposefor adifferent
purpose after it had been allowed to become inaccurate and out of date,
especially whereit wasto be put to use by the State in the serious task of
seeking to enforce court imposed penalties.

Nonetheless, | did not seethe dataquality problem asbeing an absolute
bar to the amendment proceeding. If the data could be brought up to a
good reliable standard my concerns would disappear. Improving the
quality of the data would have the added benefit of enhancing the cost-
effectiveness of the match. The departmentsinvolved indicated that they
had plans for improving data quality and I recommended that:

» a methodology be established to verify the accuracy of existing
information held, with the results to act as a benchmark;

e NZISS take steps, prior to disclosing any telephone number
information to the Department for Courts, to make the information
morereliable; and

» the accuracy of the information be measured after such steps have
been taken to establish whether improvements have been achieved
and whether the information is generally “accurate and up to date”.
The bill was reported back from the select committee near the end of

the year. The departments convinced the committee that the database

had been made more accurate since my report had been written. The
amendment was enacted shortly after the end of the year.

New authorised information matching programme — IRD/ Courts
Aswell asamending section 126A Saocial Security Act, the Summary
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Proceedings Amendment Bill (No 3) introduced a new information
matching provision. The new provision would authorise IRD, following
a new match, to disclose address and telephone number information to
the Department for Courts for use in locating the whereabouts of a
taxpayer who isin default in the payment of afine.

The Department for Courts produced an information matching privacy
impact assessment (IMPIA) which described the proposal, the
Department’s justification for the programme and its views as to
compliancewith the Privacy Act. TheIMPIA contained information about
a pilot match the Department had undertaken in order to assist in the
calculation of thelikely benefits. The Department projected anet annual
benefit of $1,284,129 based upon the estimated strike rate calculated
from the pilot match and other data.

| examined the proposed provision with referenceto the six information
matching guidelines. | concluded that the programme related to a matter
of significant public importance and would be likely to result in monetary
savings which were both significant and quantifiable. | was satisfied that
the match could be operated in conformity with the information privacy
principles and information matching rules and that the programme was
not excessive in scale. Although | had insufficient information from the
Department as to aternatives to the programme to assess whether the
objectives could be achieved in other ways, the Department and select
committee studying the bill were satisfied on that point.

The bill had been reported from the select committee at the end of
the financial year and was expected to be passed shortly.

Inaccuracy of list of overstayers - Electoral Match

| submitted aspecial report to the Minister of Justicein January 1998
expressing concerns about the inaccuracy of source data being used in
the Electoral Match.

In 1995, beforethe Electoral Match wasinitialy authorised, | examined
the proposal and reported to the Minister of Justice. | had misgivingsasto
thedataquality of thelist of overstayersmaintained by the NZ Immigration
Service and queried the matter with the Department of Justice. The
Department of Justice advised methat the Immigration Servicewas satisfied
its information on persons in New Zealand unlawfully or on temporary
permits was “reasonably satisfactory”. | indicated in my report that this
was not as reassuring as | would like and that | expected the departments
to undertake checks on the quality of data for the new purpose before
undertaking full scale matching. Inaccurate data might lead to the
mismatching of people with the same names and cause distress and
humiliation to individuals required to justify their enrolments.



A.ll 68

The Auditor-General had undertaken an audit of the Immigration
Servicein 1994 and made anumber of recommendationsto improve the
existinginaccuracy of thelist of overstayers. In 1997 theAuditor-General
reported the results of a follow-up audit of the actions taken by the
Immigration Service to improve the accuracy of the overstayer list. He
concluded that the overstayer list remained “very inaccurate” and had
not improved since the 1994 audit.

My 1998 report to the Minister expressed my concern at theinaccuracy
of the source data used for this match and recommended temporary
suspension of the match pending improvement in dataquality. Sincethe
match is only carried out annually, | did not consider that a temporary
suspension would be especially problematic for the continued operation
of this match. Given the fundamental importance of the right to votein
ademocracy, | considered that caution must be exercised before allowing
unreliable data to provide the basis for the commencement of a process
for disqualifying an elector. If thisis at the possible cost of allowing a
few names to remain on the roll who are unqualified for residential
purposes this must, in my view, be part of the price to be paid until the
data can be made reliable.

| was disappointed that the Minister declined to suspend the match,
based upon reassurances from officialsthat sufficient safeguards existed
in the challenge processes. Confidence was expressed at the NZ
Immigration Service's plansto improve dataquality. Inmy view, notice
procedures enabling individuals to justify their enrolment when
challenged are no substitute for amatch carried out using more accurate
data. Itisessential that the normal presumption of “innocent until proven
guilty” is not allowed to be turned on its head through information
matching. Furthermore, the Immigration Service has had a number of
years to improve the data quality since the Auditor-General’s report of
1994 and to demonstrate such improvement. Reinstatement of the
match should follow results rather than promises.

| understand for technical reasons, concerning changes in computer
systems, that the information matching programme may not berun for a
while. | trust that the departments will use the time to ensure that when
matching is resumed it is based upon data of the quality that can be
characterised in terms of information privacy principle 8 as “accurate
and up to date”.

I nformation matching: activity at the Office of the Privacy
Commissioner

In February 1998 changes were made to the Privacy Commissioner’s
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team handling information matching matters. Blair Stewart, Manager,
Codes and Legislation, took on the responsibility for monitoring
information matching activity, which wasformerly undertaken by Robert
Stevens. Prior to this Blair Stewart had overseen the assessment of
proposals for new information matching programmes as part of his
legislative responsibility. The role was extended to the monitoring of
operating programmes and their periodic reassessment. Michael Wilson
assisted for two days aweek on information matching matters. Robert
Stevens continues to be used on an occasional contract basis for some
information matching projects.

Within these limited resources it has been difficult to cope with the
greatly expanded monitoring workload, together with the assessment of
the many new information matching legislative proposals which have
surfaced over the last few years. Expansion of matching activity shows
no sign of slowing.

One major activity during the year under review has been the review
of the operation of the Privacy Act pursuant to section 26. This has
included an examination of information matching issues and involved
therelease of aquestionnaireto all agencies participating ininformation
matching early in 1997 and a full public discussion paper on the topic
later that year. A number of recommendations bearing upon Part X are
expected in the Commissioner’s report to be released later in 1998.

One of the results of giving priority to the section 26 review has
been afurther delay in the review of information matching provisions
under section 106. That latter section requires me to review the
operation of each information matching provision and to report my
findings as soon as practicable after 1 January 1994. | repeatedly
deferred plans to conduct the review because | considered that the
paucity and unreliability of the figures available in relation to the key
programmes rendered the review impracticable. However, having lost
faith in promises of early improvement in reporting, | resolved to carry
out the review during 1996/97. While a start was made on that review
it was not completed in that year or indeed in this. | now intend to
undertake the section 106 review in more manageable batches, with
thefirst onesto be completed during the 1998/99 year. My first priority
will bein relation to the matches authorised in 1991, which have been
operating for several years since 1993. More recently authorised
matches will be reviewed in later batches.

Asresourcespermit | would liketo devote more attention to initiatives
designed to enhance compliance acrossthe board rather than those ssimply
directed at individual matches. Proposalsin thisregardinclude workshops
for policy advisers and officials involved in information matching, the
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development of an information matching manual and publication of
further guidance materials. Oneinitiative taken in March 1998 was the
first issue of an information matching bulletin intended to disseminate
basi cinformation and devel opmentsto staff across departmentsworking
inthearea. Two new compilations of materialsoninformation matching,
including dl reportsto the Minister and annual reports, werea so prepared
during the year.

Since NZISSisinvolved in many of the existing matches| will make
some general comments about the reports | have received from that
department before moving to the match by match discussion.

General comments about NZISSreports

In previous annual reports | have commented unfavourably on the
reports received from NZISS for their main information matching
programmes. There were numerous matters on which NZISS advised
they could not, or simply did not, report to me. Where figures were
reported to me | detected a variety of problems which called their
reliability into question.

This year some of those problems have been resolved. Onefactorin
the improved reliability of the figures may be the centralisation in late
1996 of NZISS's operation at their Lower Hutt “ Datamatch Centre”.
The Centreisin aposition to ensure that NZISS's policies for handling
responsesfrom beneficiariesare uniformly applied. Previoudly, dataentry
relied upon staff in district offices around the country who did not always
follow the same procedures.

However, some problems remain to be resolved with the reports. |
am advised by NZ| SSthat solutionsto these problems are complex. For
example, some of the information about which | have requested reports
isnot recorded by the computer used for processing information matching
results. Any solution would therefore involve changes to the computer
programme or NZISS's methods of operation.

My requirements for additional data or checks have languished for
several years in the “queue” of demands for changes to the NZISS
computer programmes. It appears that other priorities aways put data
matching computer modifications back.

An attempt to get around the problem this year by the Datamatch
Centreinvolved the purchase of a*“front-end” search programme which
was installed onto the database run by NZISS to retrieve otherwise
uncollated statistics. This programme was only partly successful,
although NZISS have reported a growing confidence in reports being
produced.
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In ageneral report to methisyear, NZISSincluded details of system
enhancements for the Datamatch Centre database. These include
safeguards to ensure the requirements of section 101 cannot be overrun
in error, preventive measures to ensure that updating records can only
take place within the permitted periods and other security measures.
These enhancements appear to be amongst anumber of initiativeswhich
are designed to improve the reliability of reports received in 1998/99.

Recoveries

The reliable reporting of recoveries has been a major deficiency in
previousyears' reports. Recoveriesof money, as opposed to debtsbeing
“established”, are carried out by the five Regiona Debt Collection Units
at NZISS. The National Debt Management Unit, which is responsible
for analysing debt recovery results from the Regional Units, has been
unable to re-code established debt data already held by NZISSto allow
the tracing of “datamatch” debt to determine whether, and in what
amounts, it is actually recovered by NZISS. Because “datamatch” debt
could not be separated from debt established by other means, the actual
recoveries obtained by NZISS from information matching could not be
ascertained with any assurance of accuracy.

To counter this, the National Debt Management Unit commenced a
new procedurefrom July 1997 which entailed encoding new dataentered
on the SWIFTT database with a certain code. After one year, debt
established since July 1997 should be traceable while the debtor is
currently receiving a benefit, to determine whether the information
matching debts are actually paid. This innovation is a laudable (if
overdue) attempt to overcome one of the major problems to date with
NZISS reporting of information matching results.

However, SWIFTT datarelates only to debts established against those
individuals currently receiving a benefit. As yet, “datamatch” debtors
who arenot currently receiving abenefit, and thusrecorded on adifferent
database (TRACE), cannot be tracked because, again, the data match
derived debt is not separated from the debt derived from other sources.
Nonetheless, NZISS has produced a series of estimates of debt recovered
for TRACE debtors. These estimates are an improvement in reliability
on previous years because the amount of debt transferred from SWIFTT
to TRACE can betracked to the point of transfer dueto the new encoding
system in SWIFTT. From there, NZISS have estimated the amounts
recovered.

The results of the SWIFTT and TRACE estimated recoveries and
totals are set out below. The SWIFTT recoveries include estimates of
recoveries from debts established before the new coding system was
commenced.
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TABLE 10: NZISSESTIMATE OF ACTUAL RECOVERIES 1997/98

Month Svaa”r:tZZt'i?rr?;gZ Ee}\:g ) Trac(gslt?i::;(t)e}/de)ries Total Recoveries
part measured)

July-97 $226,459 $474,092 $700,551
August $207,655 $509,463 $717,118
September $260,358 $454,468 $714,826
October $217,046 $500,597 $717,643
November $236,852 $446,389 $683,241
December $222,639 $470,450 $693,089
January-98 $212,802 $404,722 $617,524
February $227,013 $430,805 $657,818
March $290,008 $477,440 $767,448
April $231,535 $474,153 $705,688
May $233,783 $470,940 $704,723
June $266,272 $513,916 $780,188
TOTAL $2,832,422 $5,627,435 $8,459,857

The amounts recovered seem to be substantially less than the
amounts reported to me in previous years as recovered (see table 11).
In previousannual reports| have noted at somelength that the estimates
of recovery were disappointingly inaccurate, derived asthey were from
various estimates and guesses. The estimates for this year seem to be
more reliable since they are derived in part from some actual data
recorded by the SWIFTT database. While the amount of debt
established has not decreased, decreases in the level of reported
recoveries may well indicate a more realistic level of reporting rather
than any material changes in the actual amounts recovered. Overseas
experience suggests that the amounts recovered from data matching
are often considerably lessthan expected, and therefore previousyears
estimates may have erred on the side of optimism. It isdifficult to see
how NZISS will now be able to produce retrospectively any reliable
figures for those previous years.

Costs

The summary of costs provided to me this year was more detailed
thanin previousyears. NZISS brokethe costs down into several separate
headings, including the cost of notices of adverse action, staff time,
general expenses, overheads, and information technology costs. The
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figures were further broken down into monthly expenditure figures.

| have expressed dissatisfaction in the past about NZISS's failure to
break down the costs of these information matching programmes into
separatetotal sfor the various programmes, that is, Customs, Corrections,
Inland Revenue and Education. Centralisation has had some advantages
in respect of the information obtained from NZISSin other areas, but as
yet | am unaware of any positive effect in the area of breaking down
costs by matching programme.

Results

Set out below are the overall results for the combined totals of the

four main NZISS information matching programmes, namely:

e Customs/NZISS;

e CorrectiondNZISS;
Education/NZISS, and
IRD/NZISS Commencement/Cessation.

TABLE 11: COMBINED TOTALS OF THE FOUR MAIN NZISS

PROGRAMMES

Recoveries 1995-96 1996-97 1997-98
Overpayments

established — number 38,093 26,242 33,568
Ss‘izgﬁgfgg'ltzmoum $28,862,276 | $20,653,380 | $30,372,465
Penalties

imposed — number 11,548 5161 28
Fn?{,‘c?été?_ amount $9,983,951 $4,904,918 $16,938
l‘s’{g'bﬁseﬁ; Camount | $38846,227 | $25558,208 |  $30,389,403
Prospective ®
savings — number 3,934 1424 :
Prospective ®
savings — amount $10,145,554 $3,521,818 .
Recoveries $15,708,733@ $16,450,678@ $8,459,857%
Cost of operations $13,200,510 $9,855,461 $8,215,897*

® no longer calculated
@ estimated

® estimated, using new method of calculation
“ made up of Datamatch Centre costs added to Debt Recovery Unit costs
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PROGRAMME BY PROGRAMME REPORTS

I ntroduction

The following material reports on each of the authorised information
matching programmes in operation and two which have been authorised
but arenot yet fully operationa. A reportisasoincluded for theprogramme
carried out under section 11A of the Social Security Act. Although that
section is not an information matching provision, | am required to report
on the matches carried out under that section asif it were.

For the purposes of thisreport | have given each match atitle. Each
title commences with the names of the agencies involved and in some
casesthisisfollowed with adescription. | have adopted the convention
of first naming the agency whose only role is as a source of information
to be matched. The agency making use of the discrepancies produced
by the match is named second. For example, in the “NZISS/Courts
Address Match” the role of NZISS is to supply the information to be
matched with data from the Department for Courts but it does not use
the results to take action against any individual. The Department for
Courtsusesthediscrepanciesfor itspurposes. Inthiscase, theprogramme
is an “address match” which means that addresses are disclosed to the
Department for Courts to enable matched individuals to be traced.

Each entry commenceswith atabl e setting out basi ¢ information about
the match. A description of the purposes of the match and how it is
carried out follows. In the balance of each entry there is discussion of
notable issues arising from the operation of the match during the year, a
table of results and some brief commentary on those results.

The reports are set out in the following order:
Matches with NZISS as user agency

e Corrections/NZISS match

* Customs/NZISS match

» Education/NZISS match

¢ |RD/NZISS Commencement/Cessation match
* NZES/NZISS match

* |RD/NZISS Address match

» Section 11A Socia Security Act match

e |IRD/NZISS Community Services Card match
Matches with other departments as user agency
e NZISS/Courts Address match

e NZISYIRD Child Support match
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* NZ Immigration Service/Electoral Enrolment Centre match
* IRD/ACC match

CORRECTIONS/NZISS MATCH

Information matching provision Penal Institutions Act 1954, s.36F
Year authorised 1991

Commencement date April 1995

Match type  Detection of errors

» Confirmation of continuing eligibility
« Detection of illegal behaviour

Unique ldentifiers None

On-line transfers None

TheCorrections/NZISSMatch isdesigned to detect beneficiariesreceiving
Income Support who areimprisoned and arethereforeindigiblefor benefits.
The programme operates by aweekly transfer of information about all
newly admitted inmates from the Department of Correctionsto NZISS.

Theinformationiscompared by name and date of birth. Comparison
had also been madein previousyears by gender but that proved unreliable
because of different gender coding practices between the departments.
Matched individuals are sent a notice advising them that, unless they
produce proof to the contrary, the benefitswhich they are receiving from
NZISSwill cease and any overpayment found to have been madewill be
established as a debt to be repaid to NZISS.

Results
TABLE 12: CORRECTIONS/NZISS MATCH 1997/98

Corrections/NZISS Match
As at 30/6/98
TOTAL: 1997/98
number of runs 50 (for 1997/8)
number of records compared not available
number of “positive” matches 11,157
legitimate records (no adverse action taken) 4,296
notices of adverse action issued 8,662
mismatches 43
debts established 2,917
overpayments established $1,791,806
challenges 3
unresolved at 30/6/98 2,253
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These figures represent returns to 30 June 1998 on matching runs
carried out in 1997/98. The Datamatch Centre also processed someresults
from runs carried out in 1996/97 but for which processing was not
complete until this financial year. If the last quarter of this year is
extracted from the above figures and the last quarter of the previousyear
isinserted, for which processing is now complete, abetter “snapshot” of
the scale of the programme emerges.

TABLE 13: CORRECTIONS/NZISS MATCH:
LAST QUARTER 1996/97 — END THIRD QUARTER 1997/98

Corrections/NZISS Match

As at 30/6/98

TOTAL: Last quarter 1996/97 to end of Third Quarter 1997/98
number of runs 50
number of records compared not available
number of “positive” matches 11,231
legitimate records (no adverse action taken) 4,359
notices of adverse action issued 6,872
mismatches 44
debts established 3,713
overpayments established $2,168,973
challenges 3
unresolved at 30/6/98 1,316

The biggest difference between resultsin tables 12 and 13 isin the
amount of debt established (considerably higher in the second table)
and in the number of unresolved cases (considerably |ower in the second
table, including 317 cases from the last quarter of 1996/97, for which
the time limitsin section 101 may have expired). These differencesare
due to the fact that more runs have been completely processed in the
second table.

On the basis of the information supplied, | am satisfied that this
programme has been conducted in accordance with the requirements
of sections 99 to 103 of the Privacy Act and the information matching
rules. Thisissubject to my general comments about reports made by
NZISS.
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CUSTOMS/NZISS MATCH

Information matching provision Customs and Excise Act 1996, s.280

Year authorised 1991

Commencement date June 1992

Match type » Confirmation of continuing eligibility
« Detection of illegal behaviour

Unique Ildentifiers None

On-line transfers None

The Customs/NZISS Match is designed to detect those who travel
overseaswhilereceiving abenefit. Some benefits, such asunemployment,
may not be paid at all when the individual is overseas. Others, such as
superannuation, may be paid for only a specified period while the
individual isoverseas. This period varies from benefit to benefit.

Theprogramme operatesby atransfer of arrival and departureinformation
onceaweek from NZ Customs Service (Customs) to NZISSof thosearriving
in and departing from New Zedand. The information is compared with
NZISS's database of beneficiaries by name, date of birth, and gender. The
information provided to NZI SSa so includes passport number, flight number,
country of citizenship, and dates of arrival or departure.

NZISS then check their records to determine whether there is an
explanation known to NZISS for the journey overseas. If thereis no
explanation, the matched individual is sent anotice advising that, unless
they produce proof to the contrary, the NZISS benefit may cease and
any overpayment will berecovered from theindividual. Where abenefit
may be paid for acertain period whilethe individual isoverseas, NZISS
does not issue anotice of adverse action until the requisite period passes
and the individual remains out of New Zealand.

Section 103(1A)

The Customs/NZISS programme has a unique feature. Subsection
103(1A) permits NZISS to suspend immediately a person’s benefit if a
discrepancy arises pursuant to the Customs/NZI SSinformation matching
programme, provided a notice of adverse action is issued before or
immediately after the decision has been made to suspend the benefit.
This contrasts with the normal operation of section 103 whereby no
“adverse action” (such as stopping a benefit payment) may be taken
until 5 days after a notice of adverse action has been delivered.

Inintroducing subsection 103(1A) in mid-1993 the Government relied
upon advice from NZISS that the programme would be unworkable
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without this dispensation. However the provision has never been used
by NZISS and yet the programme is regarded by its users as one of the
more efficient and effective matches. | opposed the enactment of section
103(1A) and remain of the view that it should be repealed.

Publicity

Rule 1 of theinformation matching rules providesthat theindividuals
who will be affected by the information matching programme should be
advised of it by the agenciesinvolved taking all reasonabl e stepsto notify
them of the programme. These steps “may consist of or include public
notification”.

Recently NZISS updated itsinformation | eaflets describing the various
benefits. Under the heading “Departure overseas’ the new leaflets
referred, in passing, to the information matching programme with
Customs as a programme which “may” mean that departures overseas
will bemonitored. | consider that this point should be made moreclearly
in the leaflets and any other publicity materials, such as by saying that
departuresoverseas“ will” bemonitored by the programmes. Itispossible
that such statements may deter individuals from attempting to continue
to receiveincome while overseasif they know they “will” be monitored.
| have recommended that NZISS reconsider the wording on thispointin
the next update of their leaflets.

Notice in cases where the individual may be out of New Zealand for a
certain period before becoming ineligible for a benefit

NZISS does not issue notices of adverse action to those who depart
New Zealand who receive a benefit which is stopped only when the
person has been out of the country for acertain period and hasnot returned
within that period. In the case of superannuation, for example, the
recipient is permitted to be absent from New Zealand for six months
before the absence affects the entitlement to superannuation payments.
If therecipient is out of New Zealand for more than 30 weeks, the entire
benefit paid from the time the individual |eft the country must be repaid
by the individual. Thus when overpayments occur in the case of
superannuation payments, they will always be substantial. The
department may possibly diminish these overpayments by notifying
superannuitantsthat, unlessthey returnto New Zealand before acertain
date, they may forfeit some or all of their superannuation. | expect that
people going abroad for extended periods would frequently arrange for
their mail to be forwarded or monitored.

Results

These figures represent returns to 30 June 1998 on matching runs
carried out in 1997/98. The Datamatch Centre also processed someresults
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TABLE 14: CUSTOMS/NZISS MATCH 1997/98

Customs/NZISS Match

As at 30/6/98

TOTAL 1997/98

number of runs 52
number of records received from Customs 3,919,190
number of “positive” matches 23,888
legitimate records (no adverse action taken) 5,474
notices of adverse action forwarded 13,539
mismatches 35
debts established 10,429
overpayments established $5,240,816
challenges 9
unresolved at 30/6/98 5,099

TABLE 15: CUSTOMS/NZISS MATCH: LAST QUARTER 1996/97 - END
THIRD QUARTER 1997/98

Customs/NZISS Match

As at 30/6/98

TOTAL: Last quarter 1996/97 to end of Third Quarter 1997/98
number of runs 52
number of records received from Customs 3,993,281
number of “positive” matches 22,994
legitimate records (no adverse action taken) 5,275
notices of adverse action forwarded 17,719
mismatches 55
debts established 11,478
overpayments established $6,155,581
challenges 10
unresolved at 30/6/98 2,711

from runs carried out in 1996/97 for which processing was not complete
until thisfinancial year. If thelast quarter of thisyear is extracted from
the above figures and the last quarter of last year isinserted, for which
processing is now complete, a better “snapshot” of the scale of the
programme emerges.
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The biggest difference between these two sets of results is in the
amount of debt established (considerably higher in table 15) and in the
number of unresolved cases (considerably lower in table 15). These
differences are due to the fact that more runs have been completely
processed in table 15.

On the basis of the information supplied, | am satisfied that this
programme has been conducted in accordance with the requirements of
sections 99 to 103 and theinformation matching rules. Thisissubject to
my general comments about reports made by NZISS.

EDUCATION/NZISS MATCH

Information matching provision Education Act 1989, s.307A

Year authorised 1991
Commencement date October 1992
Match type  Detection of errors

« Confirmation of continuing eligibility
« Detection of illegal behaviour

Unique Identifiers Tax file number

On-line transfers None

The Education/NZISS Match is designed to detect those on the
unemployment or sickness benefits who are also receiving a student
allowance or studying full-time. The programmeis designed to prevent
“double-dipping”. Itiscarried out three times ayear.

The programme operates by NZISS forwarding a diskette with the
names of those receiving the relevant benefits to the Ministry of
Education. The student allowance database held by the Ministry is
compared with that of NZISS, using thetax file number asthe only basis
for amatch. Any matchesare then returned to NZISS by the Ministry of
Education.

NZISS checks the enrolment status of matched individuals with the
relevant tertiary institution. Individuals for whom full-time enrolment
is confirmed are sent a notice advising them that, unless they produce
proof to the contrary, the benefit they are receiving from NZISS will
cease and any overpayment found to have been made will be established
as a debt to be repaid to NZISS.

The programme operates much as it did in 1992 when it was first
instituted. | understand that the programmewill ceaseto be an authorised
information matching programme when the new department (to beknown
asWork and Income New Zealand) combines the roles of New Zealand
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Employment Service and NZISS and takes over the payment of student
allowances. This means that the Education Match as it has been to date
will no longer take place.

Matching criteria

The Education Match has operated by comparing information on each
department’s database by using the tax file number (TFN) to find
smilarities. NZISShaveindicated that this has caused difficultiesbecause
many students do not record their TFN properly. Many students would
no doubt be using such numbers for the first time. Thus, the match
produces relatively few discrepancies and is known by the Department
to beinefficient (apoint | return to below in the summary of some of the
results of this programme).

When questioned why the TFN alone was used, in a match in which
theInland Revenue Department isnot involved, NZI SShasawaysreplied
that the legidation does not provide for any other matching criteriato be
used. However the authorising section (section 307A of the Education
Act 1989) does not prevent other criteria being used. The section states
that theinformation which may be exchanged may includethe TEN, which
simply authorisesthe use of the TFN in amatch in which Inland Revenue
isnotinvolved. It doesnot limit the possible matching criteriatothe TFN.

Using the TFN as an identifier for a matching programme to which
Inland Revenue is not a party is a practice which | discourage. The
experienceof thisprogramme amply demonstratesits practical difficulties.

Summary of a selection of results

In the following two tables, | have set out the results of the information
matching programme asreported to mefor two runsof the Education/NZISS
match. The 12 month time limit prescribed in section 101(2) of the Privacy
Act hasexpired for both of these matching runs, sothefiguresare” complete”.
These are thelatest “13 month”, or completed, reports | have received.

| havereferred aboveto NZISS's comments concerning the efficiency
of thismatch. Thesetablesof resultsappear to bear out NZISS'sconcerns.

For example, in the results recorded for the run dated 15 December
1996, 202,396 recordswere compared. Only 118 positive matcheswere
found. Of these, 41 were“legitimate”, that is, an explanation wasfound
on NZISS'srecords which meant that no adverse action would be taken.
Six of the remainder were not proceeded with due to expiry of the time
limit in section 101(2).

The Datamatch Centre hasindicated to me the belief that alarge (but
unmeasured) number of potential matches are not detected because the
TFN is wrongly recorded by the student when registering with the
Ministry of Education. Thereisno evidenceto determinewhether these
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aremostly either deliberate or innocent errors. However, inview of this,
NZISS have indicated they consider the programme would run
considerably more efficiently if matching was by name or other criteria
in addition to the TFN.

As this match will be discontinued in the near future, at least in its
present form, there is no continuing need to address these issues.
However, the expected issuelatein 1998 of “IRD Information Cards’ to
student loan borrowers and youths between 15 and 18 who have a TFN
is a belated attempt to tackle the problem.

TABLE 16: EDUCATION/NZISS MATCH — 13 MONTH REPORT FOR RUN
DATED 30/9/96

Education /NZISS Match

13 month report (30/09/97) for run dated 30/9/96

Number of records compared 197,587
Number of “positive” matches 163
Legitimate records (no adverse action taken) 9
Notices of adverse action issued 154
Mismatches 2
Debts established (number) 92
Debts established (amount) $205,312
Challenges 0
Unresolved at 13 month date (not proceeded with) 3

TABLE 17: EDUCATION/NZISS MATCH - 13 MONTH REPORT FOR RUN
DATED 15/12/96

Education/NZISS Match

13 month report (15/12/97) for run dated 15/12/96

Number of records compared 202,396
Number of “positive” matches 118
Legitimate records (no adverse action taken) 41
Notices of adverse action issued 77
Mismatches 0
Debts established (number) 62
Debts established (amount) $143,945
Challenges 0
Unresolved at 13 month date (not proceeded with) 6
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Documentation of changes to the programme

NZISS has made a number of changes to the Education Match over
the last few years without updating the documentation supporting the
programme, namely the information matching agreement and the
Technical Standards Report. One change saw the programme expanded
to include ingtitutions in addition to the seven universities.

Aninformation matching agreement definesthetermsof thearrangement
between the parties to the information matching programme, in this case
NZISS and the Ministry of Education. It is required by section 99 of the
Privacy Act. Section 99(4) requiresthe agreement and any variationstoit to
be forwarded to me “forthwith”. The Technica Standards Report, required
by information matching rule 4, sets out the way in which the programme
operates. Rule 4(5) requires the Technical Standards Report and any
amendment to beforwarded to me. By thismeans, | am supposed to be kept
informed asto devel opmentsin theinformation matching programmes. That
did not happeninthiscase. Intheserespects, itisgpparent that theprogramme
has not complied with al of the obligations in sections 99 to 103 and the
information matching rules of the Privacy Act.

Complaints

I received two complaints about the operation of this matching
programme during the course of thisyear. They remain under investigation.

IRD/NZISS COMMENCEMENT/CESSATION MATCH

Information matching provision Tax Administration Act 1994, s.82

Year authorised 1991
Commencement date March 1993
Match type  Detection of errors

 Confirmation of continuing eligibility
« Detection of illegal behaviour

Unique Ildentifiers Tax file number
On-line transfers None

Thel RD/NZISS Commencement/Cessation Matchisdesigned to detect
those who are receiving a benefit and working a the same time. The
programme operates by an exchange of information six times a year
between the Inland Revenue Department (IRD) and NZISS. NZISS
provides the names of individuals receiving income support to IRD to
compare with those people recorded on its database. Where amatch is
found, the matched individud’s detailsof income and the periods of income
arepassedto NZISS. Any matched individualsaretheninvestigated further
by NZISS to determine whether the individual has earned amounts over
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thelimit set for therelevant benefit. A check of therecordsheld by NZISS
isdoneto determinewhether thereisalready an explanation for the match
on NZISS'srecords. If thereisno explanation, the matched individual is
sent a notice advising that, unless they produce proof to the contrary, the
presumed employer will be contacted to confirm dates of employment
and amounts earned. If the employer confirms these matters, then the
NZISS benefit may cease, and any calculated overpayment will be
established as a debt to be recovered from the individual.

The individuals whose names are submitted to the matching

programme are chosen by one of three ways:

« all those individuals who commence or cease receiving a benefit in
the period since the last match;

« any AreaBenefit Crime unit may nominate specific individual swhom
they are investigating;

» onesixth of al those enrolled with NZISS.

This last group will be a different sixth of those enrolled for each
match per year, so that in the course of 12 monthsall those enrolled with
NZISS will have had their records matched with IRD at |east once.

Summary of a selection of results

In the following tables, | have set out the results of the information
matching programme as reported to me for five matching runs of the IRD/
NZISS Commencement-Cessation match. The twelve month time limit
prescribed in section 101(2) of the Privacy Act has expired for all of these
matching runs, so thefiguresare”complete’. | have been advised that Runs
21 and 23 were abandoned because of difficulties in completing the pro-
ng of therunsat thetime of the centralisation of the Datamatch Centre.

TABLE 18: IRD/NZI SS COMMENCEMENT/CESSATION MATCH
13 MONTH REPORT FOR RUN 20

IRD/NZISS Commencement/Cessation Match

13 month report (3/11/97) for run 20 dated 3/10/96

number of records compared 102,334
number of “positive” matches 24,504
legitimate records (no adverse action taken) 17,090
notices of adverse action forwarded 7,414
mismatches 5
debts established (number) 1,347
debts established (amount) $1,211,830
challenges 102
unresolved at 13 month date (not proceeded with) 667
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TABLE 19: IRD/NZISS COMMENCEMENT/CESSATION MATCH

IRD/NZISS Commencement/Cessation Match
13 month report (15/2/98) for run 22 dated 15/1/97

number of records compared 168,937
number of “positive” matches 41,568
legitimate records (no adverse action taken) 27,296
notices of adverse action forwarded 14,272
mismatches 1
debts established (number) 2,189
debts established (amount) $2,330,920
challenges 190
unresolved at 13 month date (not proceeded with) 1,074

TABLE 20: IRD/COMMENCEMENT/CESSATION MATCH

13 MONTH REPORT FOR RUN 23

IRD/NZISS Commencement/Cessation Match
13 month report (22/4/98) for run 23 dated 22/3/97
Run abandoned before full investigation

number of records compared 125,018
number of “positive” matches 30,407
legitimate records (no adverse action taken) 30,113
notices of adverse action forwarded 294
mismatches 0
debts established (number) 13
debts established (amount) $7,710
challenges 0
unresolved at 13 month date (not proceeded with) 53
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TABLE 21: IRD/NZI SSCOMMENCEMENT/CESSATION MATCH
13 MONTH REPORT FOR RUN 24

IRD/NZISS Commencement/Cessation Match

13 month report (14/6/98) for run 24 dated 14/5/97

number of records compared 112,160
number of “positive” matches 28,647
legitimate records (no adverse action taken) 18,684
notices of adverse action forwarded 9,963
mismatches 1
debts established (number) 2,887
debts established (amount) $3,081,342
challenges 110
unresolved at 13 month date (not proceeded with) 2,355

On the basis of the information supplied, | am satisfied that this
programme has been conducted in accordance with the requirements of
sections 99 to 103 of the Privacy Act and theinformation matching rules.
Thisis subject to my general comments about reports made by NZISS.

NZES/NZISS MATCH

Information matching provision Social Security Act 1964, s.131A
Year authorised 1997
Commencement date 1997
Match type  Confirmation of continuing eligibility
« Updating of data
Unique ldentifiers SWIFTT (NZISS) number and
NZES number
On-line transfers Approvals granted (25 June 1996,
31 March 1998 and 1 May 1998)

Theinformation exchange between NZ Employment Service (NZES)
and NZI SStakes place several timesaday and isdesigned to allow each
department to keep up-to-date records of those registered with both
departments. Therecordsinclude whether theindividual had received a
work-tested benefit, whether the individual had failed a worktest, lapse
of anindividual’s enrolment with NZES, and so forth. The information
flowsin both directions.

Information exchangeis by means of an on-line computer connection,
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for which approval was granted by the Privacy Commissioner under
information matching rule 3. The most recent approval was given on 1
March 1998 and continues until 1 October 1998.

Discontinuance of programme

Thisinformation matching programmewill, by thetime of publication
of this report, have been discontinued as an authorised information
matching programme because of the amalgamation of NZESand NZISS
into one department, Work and Income New Zealand (WINZ). The
exchange of information between these two component parts of asingle
department will, in this case, be of adifferent character from the present
matching between two separate government agencies. Section 131A of
the Social Security Act will be repealed by the Employment Services
and Income Support (Integrated Administration) Bill before 1 October
1998. | understand that, for the time being, the computer systemsremain
separate so the information will continue to be communicated by the
same procedures. However, the process will not involve separate
departments and will no longer be carried out pursuant to an authorised
information matching provision.

On-line Transfer

This information matching programme was the only one operated
with an on-line transfer approval granted pursuant to information
matching rule 3. The first approval was granted on 25 June 1996, a
renewal wasgranted on 31 March 1998, and afurther renewal to 1 October
1998 wasissued on 1 May 1998.

One of the conditions of the original approval granted was that an
internal audit be conducted of the transfer of information to check
compliancewith the approval. Audit reportsfrom each department were
forwarded to me. The auditors generally concluded that there had been
compliance with the requirements of the on-line transfer approval.
However, the audit reports contained some comments by the auditors
about certain compliance and data security issues. Recommendations
were made by the auditors to address these matters.

Reporting difficulties

In March 1998, NZISS wrote to me indicating that there were
problemswith the Department’s ability to report in terms of section 104
of the Privacy Act. Discussions had been ongoing on such issues for
sometime. NZISS indicated to me that it would be required to spend a
substantial sum to institute acomputer program to capturetheinformation
on which | had asked them to report. As it became clear that the two
departments would merge, and the match would be discontinued, |
concluded that it was undesirable to spend such a sum to correct the
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deficiencies.

Consequently, | received only minimal reportsfrom NZISSinrelation
to thismatching programme. Someissues were canvassed fully, such as
compliance with Rule 6(2) and the on-line transfer audit report. Other
issues such as how many notices of adverse action had been issued for
the entire year and how many challengesthere had been, and some other
matters calculating the scope of the programme, were not reported on
fully. Asaconsequence | cannot indicate that there has been compliance
by NZISS in respect of the main issues under Part X of the Privacy Act
or the information matching rules.

Some of the results forwarded to me in March 1998 included the
results contained in the two tables opposite.

The notices of adverse action issued by NZISS were the subject of
several complaints this year. Section 131C of the Social Security Act
provides that the notice must set out certain matters, including giving
individuals 5 working days’ notice of any changeto their benefit payments
due to failure of the work test. My investigation is continuing.

IRD/NZISS ADDRESS MATCH

Information matching provision Tax Administration Act 1994, s.85
Year authorised 1993

Commencement date November 1994

Match type Location of individuals

Unique Identifiers Tax file number

On-line transfers None

The IRD/NZISS Address Match is designed to provide NZISS with up
to date addresses from IRD for those who owe money to NZISS. These
debtsarisedueto benefit overpaymentshaving been established. Thedebtors
traced through the programme are debtorswho are not currently receiving a
benefit and for whom NZISS has lost contact. The programmeis one part
of NZISS's process of collecting debts established by the other NZISS
information matching programmes, aswell asfrom other NZI SS operations.

Results

A summary of the main results for the last three years is detailed
below (table 24).

The figures for numbers of matches which result in adverse action
being taken are showing adecline. NZISS hashot conducted any studies
to determine exactly why thisis so, but has suggested that a backlog of
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TABLE 24: IRD/NZI SSADDRESS MATCH RESULTS 1996-1998

IRD/NZISS address match 1995/96 1996/97 1997/98
Number of runs 4 6 5
Debtors sent for matching (A) 251,410 337,211 256,324
Average number of debtors per run 62,852 56,202 51,625
Matched by IRD (B) 198,298 295,801 230,174
% of debtors sent (B/A) 78.9% 87.7% 89.8%
Matches found useable (C) 68,150 70,339 45,047
% of debtors sent (C/A) 27.1% 20.9% 17.6%
% of those matched by IRD (C/B) 34.4% 23.8% 19.6%
Letters sent out (D) 29,196 18,392 7,708
% of those matched by IRD (D/B) 14.7% 6.2% 3.3%
% of matches found useable (D/C) 42.8% 26.1% 17.1%
Letters not returned 23,374 15,336 6,482
(presumed delivered) (E)

% of matches found useable (E/C) 34.3% 21.8% 14.4%
% of letters sent out (E/D) 80.1% 83.4% 84.1%
Estimated payments received $1,500,000 | $980,847 | $657,484
Costs reported by NZISS $232,219 | $222,357 *

* No comparable figure for 1997/98.

old debts was cleared in the first few runs of the matching programme.
NZISS also advise that they have instituted more efficient procedures
for staying in contact with debtors from the time the debt is established.
There are consequently fewer debtors with whom NZISS have lost
contact, so there is less need to resort to the Address Match to locate
debtors.

Reporting of recoveries of debt

Reports received from the division of NZISS which collects debts
have generally been reliable and useful for the address match. However,
one problem common to all the NZISS programmes is the difficulty in
tracking debt actually recovered as distinct from debt which has been
established (quantified and notified to the debtor). The solution to this
probleminvolvesanew coding category for coding datamatch-established
debt from the time it is first entered on the database. This is further
noted under the heading of “NZISS reporting”.
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Of theamountsrecovered, NZI SS have reported the amounts of which
they are certain as the “minimum” amounts recovered. The reports for
this match are received after the 60 day time limit in section 101 has
expired. Thusthefiguresunder the headingslabelled A to E intable 24
contain“fina” numbers. However, recovery can take someyears because
some debtors do not commence paying debts for sometime, or continue
to pay at adow ratefor many years. Sotherecoverieswhich arereported
relate only to theamountsrecovered for therunscarried out in that specific
year to the date of the report.

SECTION 11A OF THE SOCIAL SECURITY ACT

Commencement date 1987 (1993, altered to include certain
duties under Part X of the Privacy Act)

Category of match type Detection of illegal behaviour

Unique ldentifiers Not applicable

On-line transfers Not applicable

Section 11A of the Social Security Act 1964 authorisesthe Director-
General of Social Welfareto request information from employers about
their employees or a specified class of employees (including former
employees). The information may include names and addresses and
tax file numbers. Section 11A(3) prevents the Director-General
reguesting information from the same employer within a 12 month
period. The information thus obtained may then be compared with
records of social welfare benefits paid out. Any discrepancies found
are dealt with in terms of section 11A. Sections 11A(6) and (7) bring
the operation of the information matching programme under Part X of
the Privacy Act.

Reports to my office on the operation of this programme were not
available last year in time for inclusion in my annual report, but | am
pleased that | have now received those 1996/97 reports as well as the
reports to June 1998.

The following table contains a summary of the last three years of
operation. Inthistable:

* numbersfor “matches’ refer to the number of employers approached
by NZISS under section 11A.

» section 11 letters seek further information from the employer about a
specific employee: the employer may receive numerous letters, one
for each employee for whom further information is being sought.
Thesection 11 letter isafurther “step” inthe section 11A programme.
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Results
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TABLE 25: OUTCOMES OF SECTION 11A MATCHING OPERATIONS

1995/96 1996/97 1997/98

(completed) | (to 23/02/98) | (to 20/7/98)
Matches approved 28 23 119
Matches completed 28 14 42
Matches not completed 0 9 77
Details of completed matches
Total employees checked 10,184 3,495 7,093
Section 11 letters to employers 1345 813 539
(one letter per individual
employee being investigated)
Notices of adverse action 823 439 325
(issued to employees who
appear to have been working
while receiving a benefit)
Overpayments detected 712 381 333
(number)
Overpayments detected $936,488 $499,324 $323,994
(amount)
Challenges declined 133 a7 29
Challenges sustained 105 9 4
Costs $40,294 $19,028 $36,533

In the reports sent to me, it was noted in the figures that action “was
taken without a notice of adverse action” in asurprisingly large number
of cases. When my staff queried the reason for this, NZI SS advised that
thesefigureswerereported in error. NZISS Head Office staff discovered
during this year that District Office staff who entered the raw data for
thereports did not always appreciate what this category meant and were
coding individuals under this category when it did not apply. | have
been advised that this problem has been corrected.

NZISS also advised that anotice of adverse action must beissued when
adverse actionisproposed unlessthe Head Office staff have been consulted
about whether it isappropriate to dispensewith anctice. Thereisalimited
category of caseswhere dispensing with anotice may be appropriate, such
as cases to which section 103(2) of the Privacy Act applies, whereissuing
anotice of adverse actionwould, for example, “ prejudice any investigation
into the commission of an offence”. NZISS advisethat they have received
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no such requests since adopting this procedure.

On the basis of the information supplied, | am satisfied that this
programme has been conducted in accordance with the requirements of
sections 99 to 102 and the information matching rules of the Privacy Act.

IRD/NZISS COMMUNITY SERVICES CARD MATCH

Information matching provision

Tax Administration Act 1994, s.82

Year authorised

1991

Commencement date

1992

Match type

Identification of those eligible for a
benefit

Unique ldentifiers

Tax file number

On-line transfers

None

The Community Services Card Match is an information matching
programme in which Inland Revenue Department supplies NZISS with
tax credit information, for the purpose of allowing NZISS to identify
those individuals whose income levels are at alevel which makes them
eligible for a Community Services Card.

There is no adverse action taken as a result of this programme. An
individual is offered aCommunity Services Card if they are successfully
matched by the programme.

I have not required any reports from NZISS or IRD for the operation
of this programme.

IRD/NZISS COURTS ADDRESS MATCH

Information matching provision

Social Security Act 1964, s.126A

Year authorised

1996

Commencement date

N/A

Match type Location of persons
Unique ldentifiers None
On-line transfers None

TheNZISSCourtsAddressMatchisaninformation matching programme
inwhich the Department for Courtsisto be supplied with addressinformation
by NZ Income Support Service (NZISS) concerning fines defaulters who
receive Income Support. The purpose of the programmeisto locate those
who owe finesin order to enable recovery of outstanding amounts.



A.ll 94

Devel opments during the year

The Department for Courts sought an amendment to the information
matching provision to allow the disclosure of telephone numbers by
NZISS. The Department submitted an Information Matching Privacy
Impact Assessment to me and | reported to the Minister of Justice on the
proposal. Inmy report, | noted that the telephone numbersheld by NZISS
werelargely inaccurate. However, as planswerein hand to improve the
accuracy of that information, the implementing bill was passed by
Parliament.

| have been advised that anumber of test runs of the new match have
taken place. It isnot clear whether a reported run dated 15 May 1998
wasa“full” runand| am awaiting reportsfrom the Department for Courts.
| have been advised that there may be a need for further test runs before
the programme is made fully operational.

NZISS/IRD CHILD SUPPORT MATCH

Information matching provision Tax Administration Act 1994, s.84
Year authorised 1993 (previous tax enactment)
Commencement date January 1995

Match type Confirmation of continuing eligibility
Unique Identifiers Tax file number

On-line transfers None

TheNZISS/IRD Child Support Match isdesigned to prevent “ double-
dipping” by those receiving payments of child support from the IRD
and Family Support from the NZISS. The two departments compare
records of people receiving such payments from NZISS with those
receiving such payments from IRD. Where a match is made and
confirmed, the IRD payment is ceased. At the end of the tax year
overpayments are cal culated and appropriate adjustments made.

The benefit from the programme arises because payments of child
support by IRD can be stopped upon early detection of those also
receiving such paymentsfrom NZISS. Thissaves|RD making payments
in error which would later have to be recovered.

Rule 1 compliance

Information matching rule 1 provides that agencies involved in
information matching must take* al reasonabl e steps (which may consist of
or include public notification) to ensure that the individuals who will be
affected by the programme are notified of the programme.” In 1998, IRD
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reported to methat they produced abookl et about thismatching programme.
IRD reported that it did not conduct any other publicity campaign.

Results

Results of the NZISS/IRD Child Support Match for the last three

years are as follows.

TABLE 26: NZISS/IRD CHILD SUPPORT MATCH 1996-1998

NZISS/IRD 1995/96 1996/97 1997/98
Child Support Match Runs 6-14 | Runs 15-23 | Runs 24-32
Cases sent by IRD to DSW 658,103 648,438 797,230
for matching (A)

Cases sent by IRD to DSW 73,123 81,055 88,581
average per run

Cases matched by DSW (B) 6,088 6,387 6,297
Cases matched as % of 0.92% 0.98% 0.79%
number of cases (B/A)

Cases of adverse action 4,462 5,097 4,927
taken (C)

Cases of adverse action as 73.3% 79.8% 78.2%
% of cases matched (C/B)

Challenges to notices 28 nil nil
Challenges successful 22 nil nil
Savings (estimated) * $6,244,526 | $9,573,428 |$12,537,265
Costs reported by DSW as $3,592 — —
the source agency

Costs incurred by IRD $300,300 $369,062 $538,017
Total costs $303,892 $369,062 $538,017

* Calculated by determining the amount of the payments stopped multiplied by the
number of weeks left in the financial year (when the payment ought to be stopped/

reviewed because the individual has filed a tax return)

More cases (individual names) were sent to NZISS by IRD for
matching this year than in previous years, by afactor of approximately
150,000. However, the number of cases of “double dipping” found was
no higher numerically than in previous years, so there is adrop evident
in the percentage figure for the comparison of the number of cases of
adverse action to the number of cases submitted for matching.

On the basis of the information supplied, | am satisfied that this
programme has been conducted in accordance with the requirements of
sections 99 to 103 of the Privacy Act and theinformation matching rules.
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NZ IMMIGRATION SERVICE/ELECTORAL ENROLMENT CENTRE MATCH

Information matching provision Electoral Act 1993, s.263A

Year authorised 1995

Commencement date August 1996

Match type « Confirmation of continuing eligibility
« Detection of errors

Unique Ildentifiers None

On-line transfers None

TheElectoral Matchisdesigned toidentify individual swho are enrolled
to votein general elections without the necessary residence qualification.
Informationisprovided by NZ Immigration Service (NZIS) tothe Electoral
Enrolment Centre (EEC) of al overstayers and visitors who are recorded
as being present in New Zealand. From time to time, generally once a
year, EEC obtains from NZIS the lists of overstayers and visitors. This
information is compared with the electoral roll to identify those who are
both enrolled and listed as either visitorsto New Zealand or overstayers.

Details of any names matched are sent to the District Registrar of
Electorsinthedectoratein whichtheindividua isenrolled. Thematched
individuals are sent a notice of adverse action advising that unless proof
to the contrary isproduced (for example, proof of citizenship) the person
may be deleted from the electoral roll. If thereisno reply to the notice,
aprocedure established in section 96 of the Electoral Act isfollowed. If
the individual cannot produce the necessary evidence or does not reply
to the notice, he or she is deleted from the electoral roll. |If the notice
cannot be served, the individual is placed on the “dormant roll” which
indicates that their vote will be taken on election day, but it will not be
counted unless proof of eligibility to vote islater produced.

Results

TABLE 27: NZ IMMIGRATION SERVICE/ELECTORAL ENROLMENT
CENTRE MATCH - NOTICES UNDER SECTION 103 PRIVACY ACT

Section 103 of the Privacy Act 1996 1997
—notices

Letters issued under section 103 315 86
Responses received 63 26
Voluntarily deleted 45 | No figures available
Retained on roll 18 | No figures available
No response received 252 60
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TABLE 28: NOTICESISSUED UNDER SECTION 96 ELECTORAL ACT

Section 96 of the Electoral Act - notices 1996 1997
Letters issued under section 96 Electoral Act 253 60
Letters actually served 192 a7
Responses received 39 9
Voluntarily deleted 27 13®
Retained on roll 12 9®m
No response to Electoral Act letter — deleted from roll 153 25
Letters not served 61@ 13
Number placed on dormant roll 57 13
Deleted from roll for other reasons of ineligibility 3

M The decisions made in respect of these individuals may have been before or after
the issuing of the section 96 notice.
@ Including one response to section 103 letter received after issue of section 96 letter.

TABLE 29: EVIDENCE OF ENTITLEMENT TO BE ON ELECTORAL ROLL

Evidence of entitlement to be on the electoral roll 1996 1997
NZ born 2 1
NZ passport 5 0
NZ citizenship 14 2
Permanent residence status 9 6
Total retained on electoral roll 30 9

TABLE 30: RESULTS OF ELECTORAL MATCH

Results of Electoral Match 1996 1997
Retained on Electoral Roll 30 9
Deleted voluntarily 72 13
Deleted involuntarily 156 51
Placed on dormant roll 57 13
Total 315 86

In 1997 the electoral match identified 86 individuaswho were on both
the Immigration database and the electoral roll. Of thoseindividuals, nine
were able to produce proof of digibility to enrol, which amounts to an
“error rate” of 10.5% of those who wereidentified. In 1996 the error rate
was 30 out of 315 cases, or 9.5%. The high error rateis of concernto me.
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The number of individual swho were removed from theroll numbered
64. As there were 65 electorates in New Zealand in 1997, thisis an
average of less than one per electorate. Two electorates had six names
deleted, three had five names removed, and 36 €l ectorates had no names
removed. A further 13 individuals were placed on the dormant roll,
which means that they must produce proof of eligibility to vote after
they have cast a special vote but before the vote is counted.

| expressed concerns about thismatch in last year’sannual report and
inareport to the Minister of Justice. Theright to voteisfundamental in
a democratic country. While the stated purpose of the programme, to
ensuretheintegrity of the electoral roll, isimportant, | am concerned the
match may itself be some threat to the integrity of the roll because the
information exchanged is not sufficiently reliable, thereby removing
individuals who might otherwise be entitled to be enrolled. The error
rate of 10.5% puts a relatively high proportion of those matched to the
trouble of proving their eligibility to enrol.

Recently NZIS advised the EEC that it would be unable to undertake
the matching run for 1998. NZIS hasindicated that it isnot in aposition
to complete the run, because its new computer programmeis still being
implemented. EEC, which remains convinced of the worth of the
programme notwithstanding the small numbers of discrepancies
established, has reluctantly accepted this.

The cost of this programme in 1996 was $30,000. In 1997 the costs
were reported to me as $7,523.

Inclusion of visitors in the Electoral Match

In my 1995 report to the Minister of Justice, submitted when the
authorising provision was before Parliament, | recommended that
consideration be given to excluding visitors from the programme. |
referred to the possibility that avisitor could be mismatched with aNew
Zedlander of the same name, which could result in trouble for the
legitimate el ector. Using only thelist of overstayers, the numberswould
be smaller and mismatchesfewer. Any visitorsremaining past the period
for which they are entitled to be in New Zealand would be caught at the
next run of the matching programme after their status had changed from
“vigitor” to “overstayer”.

The EEC has not separated the reported figures of those matched
from the visitors list and from the overstayerslist. | therefore have no
information as to whether those matched through the programme were
visitors or overstayers. This is an issue which needs to be examined
next year to see the actual impact of the inclusion of visitors in the
programme.
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IRD/ACC MATCH

Information matching provision Accident Rehabilitation Compensation
and Insurance Act 1992, ss.164 and 165

Year authorised 1991
Commencement date 1997
Match type  Confirmation of continuing eligibility

» Detection of errors
« Detection of illegal behaviour

Unique Ildentifiers Tax file number

On-line transfers None

Last year, | reported that Accident Rehabilitation Compensation and
Insurance Corporation (ACC) would commence an information matching
programme with the IRD. This information matching programme has
been authorised since 1991. The programme was due to commence in
August 1997. At about that time ACC did conduct one test run of the
programme to obtain employment information for the purpose of
detecting individuals fraudulently receiving ACC compensation while
also receiving income. The individuals whose names were submitted
were from a narrow group of ACC compensation recipients, and | was
advised that the run was atest of ACC's systems. Some adverse action
was taken. ACC has advised that the match produced some problems
which require them to make some fundamental changes which will be
reflected in its plans for the next year.
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V. Performance and financial statements

STATEMENT OF OBJECTIVES
STATEMENT OF PERFORMANCE
For the year ended 30 June 1998

Output — operations of the Privacy Commissioner

1998 1997
$ $
Total cost of producing output 2,082,367 1,942,180

OBJECTIVE 1
« To peruse and report upon proposed legislation.

Performance Indicators

» To peruse proposalsfor legisation and, having identified those upon
which useful input can be made with comments on implications for
privacy of theindividual, to make those comments where practicable
todo sointimefor consideration by departments, Ministers or select
committees.

» Commentsareto be made by the Commissioner or asuitably qualified
staff member.

Perfor mance M easures

* Provide comments in respect of proposed legislation within target
times set by the Commissioner.

Actual Achievement

» Submissions, reports or comments were made within the target time
onal legidative proposas on which the office could usefully comment
by the Commissioner or a suitably qualified staff member.

OBJECTIVE 2
« Toissue and, as appropriate, review codes of practice.



101 A.ll

Performance I ndicators

» To consider proposals for codes of practice, provide guidancein the
preparation of draft codes and to conduct sector and public
consultation, carrying out al tasks by suitably qualified staff and
within the time target set by the Commissioner.

» Tocarry out reviews of all temporary codesissued within one year so
asto bring permanent codes into effect (where warranted) as soon as
the temporary code expires.

Performance M easures
* Meet all requests for issue of codes within any set target time.

» Complete issue of permanent codes in time for expiry of temporary
code.

Actual Achievement

» No temporary codes expired during the period.

» No application was submitted under section 47(2) for a code to be
issued by the Commissioner.

» TheJustice Sector Unique ldentifier Code 1998 was natified, released
for public consultation, and issued.

» Duringthefirst half of 1998 two proposed amendmentsto the Health
Information Privacy Code 1994 were released for consultation.
Neither had been issued by the end of the year.

OBJECTIVE 3

» To handle complaints of interference with privacy.

» To consult with the Ombudsman under the Official Information Act
and the Local Government Official Information and MeetingsAct.

Performance I ndicators

» To receive, notify, investigate and resolve al complaints by use of
suitably qualified staff under appropriate supervision as to quality
and timeliness.

 To provide comment to the Ombudsman on reviews of thewithholding
of officia information to protect the privacy of natural persons or
deceased natural persons.
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Perfor mance M easures

Within the resources of the Office, to undertake all phases of
complaints handling with experienced and qualified staff working
under appropriate supervision of timeliness and quality.

To complete the processing of 630 complaints.
Number of consultations.

Actual Achievement

Projected Actual
number of complaints received 1200 1082
number of complaints processed 630 804

All complaints received by the Office were handled by suitably
qualified staff working under supervision and each complaint was
subject to full review by the Privacy Commissioner prior to its
completion.

During theyear 1,082 complaintswere received, jurisdiction assessed
and accepted for investigation. Over the same period 804 complaints
were resolved or action upon them discontinued and the files closed.

The number of complaints received was 10% lower than for the
previous period. Notwithstanding this, the sustained reduction of
resources within the office has continued the growth in the number
of complaints held in the queue.

During the year 77 consultations with the Ombudsmen were
completed.

OBJECTIVE 4

To increase awareness and understanding of the Privacy Act.

Performance Indicators

To provide enquirers with appropriate information given by suitably
qualified staff.

Within the resources of the Office, to present seminars and workshops

to interest groups within the main popul ation centres and elsewhere
as warranted.

To make speeches and other public statements which are of
consistently high quality.
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Perfor mance M easur es

Numbers of enquiries received and answered by telephone, mail and
visits.

Preparation and i ssue of printed material to answer routine or general
enquiries.

Numbers and locations of seminars and workshops presented by
suitably qualified staff.

Speeches and public statements made by appropriate staff.

Actual Achievement

Projected Actual
number of education/public information programmes 1 1
number of enquiries received 9,000 11,141

11,141 enquiries were formally logged. Of these 10,597 telephone
enquiries and 9 visits by enquirers were answered. 535 written
enquirieswerereceived during the year, of which 429 were answered.
Trained staff answered al of these enquiries. In addition there were
a number of unrecorded informal enquiries, visits and reguests for
printed materials which are not formally logged as enquiries.

Guidance was provided to a number of agencies in more specific
terms on the preparation of their own compliance procedures and
documents in the course of responding to enquiries and resolving
complaints; no separate figures were recorded for this activity.

Fact sheets prepared by senior staff covering the Act and the Health
Information Privacy Code 1994 were supplied on request.

Regular issues of Private Word, the Office newd etter were mailed to
a significant proportion of people on the Office mailing lists. The
average print run increased to 5,000 copies.

Three general compilations of material were issued, comprising
papers, submissions and speeches. Specialised compilations on
Complaints Review Tribunal cases and reports on information
matching programmes were also rel eased.

Mental Health Guidance Noteswere produced and widely distributed
with the assistance of the Mental Health Commission.

Work commenced on rebuilding the home page on the Internet to
bring itinlinewith the expectations of usersand to makeit anintegral
part of the education programme of the Office.
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» Twenty-three case notes were published on the Commissioner’s
investigations.

«  Twenty-six seminars and workshops were presented during the year
by qualified and experienced staff of the office.

e A Privacy Issues Forum was held in Auckland and was attended by
158 persons.

* All mediastatements and the majority of public speecheswere made
by the Privacy Commissioner personally.

OBJECTIVE S

» To monitor and report on information matching.
» Toreview statutory authorities for information matching.

Performance Indicators

» Toreceive, peruse and question the agreements and periodic reports
from agencies undertaking information matching.

* Toreview and report as soon as practicable after 1 February 1994 on
the operation of information matching provisions.

Perfor mance M easures

e Inclusion in the Annual Report of a report on the operation of the
information matching programmes during the year.

» Provision of areport to the Minister of Justice on operation of the
information matching provisions soon after February 1994.

Actual Achievement

» A full report on the information matching programmes operated in
the year 1997/98 is contained in this annual report.

* There was afailure to meet the performance measure in relation to
the provision of areport to the Minister of Justice on operation of the
information matching provisions. Work on that review commenced
inthe 1996/97 year and continued during the 1997/98 year but is not
yet complete. Itisintended to stage completion of the required reports
and to have thefirst batch or batches completed before the end of the
1998/99 year.
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PRIVACY COMMISSIONER
STATEMENT OF FINANCIAL POSITION
Asat 30 June 1998

1996/97 1997/98 1997/98
$ $ Budget/$
CURRENT ASSETS
450 450 450
98,082 53,730 16,517
11,596 14,811 11,596
- 20,788 -
5,986 5,658 5,986
116,114 TOTAL CURRENT ASSETS .....ccooveene. 95,437 34,549
NON CURRENT ASSETS
151,621 Fixed Assets (NOtE 2) ......ccvvveevreeeereeeeeeennenns 87,946 141,621
267,735 TOTAL ASSETS ... 183,383 176,170
CURRENT LIABILITIES
138,509 Sundry Creditors (note 1) .......ccocevevereveenene 233,575 138,509
129,226 NET ASSETS ..ot (50,192) 37,661
129,226 EQUITY Lot (50,192) 37,661
B H Sane
Privacy Commissioner 30 October 1998

The accompanying notesand accounting policiesformanintegral part of thesefinancial statements.
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PRIVACY COMMISSIONER
STATEMENT OF FINANCIAL PERFORMANCE
For TheYear Ended 30 June 1998

1996/97 1997/98 1997/98
$ $ Budget/$
INCOME
1,764,444 Operating Grant .........cccveeereeenrensereneenens 1,764,444 1,764,444
83,403 Other INCOME ... 120,118 83,080
33,087 INEErESE ..o 18,387 15,000
1,880,934 TOTAL INCOME ....coveveeeeerec 1,902,949 1,862,524
EXPENSES
26,530 Marketing/Newsletter .........coccvvveverveenennne 56,778 64,000
6,000 AUAIt FEES ..o 6,500 6,000
58,867 Depreciation....... 65,170 35,000
— Rental Expense .......... 171,901 171,000

727,892 Operating expenses .... 657,848 573,529

1,122,891  SHaff EXPENSES..oorvooooreesccccceoeeeeeeeessssssss 1124170 1,129,560
1,942,180  TOTAL EXPENSES ........oooooommemrrrrsssssssns 2,082,367 1,979,089
(61,246)  NET SURPLUS (DEFICIT) ... (179,418)  (116,565)

Theaccompanying notes and accounting policiesformanintegral part of thesefinancial statements.
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PRIVACY COMMISSIONER
STATEMENT OF CASH FLOWS
For the Year Ended 30 June 1998

1996/97
$

Cash Flows from Operating Activities:

1,764,444 Government Grant ...........cceeeeeeeereeervereenenns
81,467 Other INCOME ..ot
33,087 INEEIESE ..ot

1,878,998

Cash was applied to:

670,237 Paymentsto Suppliers......cccccoeeeeveerveeenene
1,134,257 Paymentsto Employees .........ccoccevevreenene.
166,808 Payments of GST .......cccoceevvvenerererceeeenes

1,971,302

(92,304) Net Cash Flows applied to operating activities

Cash Flows from Investing Activities
Cash was applied to:
89,231 Purchase of Fixed ASSELS .......ccoovverrereicnnen

(89,231) Net Cash Flows applied to I nvesting Activities

(181,535) Net Decreasein Cash Held .........c..cco.c......
280,067 Cash Brought Forward .........cccoceceveinennnne

98,532 Closing Cash Carried Forward ...............

Cash Made up of:
450 CashonHand .........ccceeinnnninecceries
20,558 Countrywide Bank ........c.cccoovevreernencninnens
77,524 Countrywide Bank - DepOoSit ........cc.cccveunee

98,532

All

1997/98 1997/98
$ Budget/$
1,764,444 1,764,444
99,718 83,080
18,387 15,000
1,882,549 1,862,524
881,375 789,529
1,103,143 1,129,560
(59,112) —
1,925,406 1,919,089
(42,857) (56,565)
1,495 25,000
(1,495) (25,000)
(44,352) (81,565)
98,532 98,532
54,180 16,967
450 450
31,717 16,517
22,013 —
54,180 16,967

The accompanying notesand accounting policiesformanintegral part of thesefinancial statements.
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RECONCILIATION OF CASH FLOWS FROM OPERATING ACTIVITIES

1996/97 1997/98 1997/98

$ $ Budget/$

(61,246) Excess Expenses over Income ...........ccceeee (179,418) (91,565)
Non-Cash Item

58,867 DEPreciation .........ccoeeeevevevierererceiereeenenenenes 65,170 35,000

Movementsin Working Capital
(87,651) Increase (Decrease) in Creditors................ 95,066 —

(338) Decrease (Increase) in Prepayments ... 328 —

— Increase in Inventory ..... (20,788) —

(1,936) Increase in DEDLONS ......cccvvevveeveneeerieecenes (3,215) —

(92,304) e (42,857) (56,565)
STATEMENT OF MOVEMENTSIN EQUITY

AsAt 30 June 1998

1996/97 1997/98

$ $

190,472 Equity at 1 JUlY 1997 ....cooveeeiieeieeeeeeee e 129,226

(61,246) Excess of Expenses over Income for theyear ................... (179,418)

(61,246) Total recognised Revenue and Expenses for the year ........ (179,418)

129,226 Equity at 30 JUNe 1998 .........covmririiciiniire e (50,192)

Theaccompanying notes and accounting policiesformanintegral part of thesefinancial statements.
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PRIVACY COMMISSIONER
STATEMENT OF ACCOUNTING POLICIES
For the Year Ended 30 June 1998

1. ACCOUNTING POLICIES

1.1 Reporting Entity

The Privacy Commissioner is a crown entity as defined by the
Public Finance Act 1989.

Thesearethefinancial statementsof the Privacy Commissioner pre-
pared pursuant to Sections 41 and 42 of the Public FinanceAct 1989.
1.2 Measurement Base

The general accounting systems recognised as appropriate for the
measurement and reporting of results and financial position on an
historical cost basis have been followed.

2. SPECIFIC ACCOUNTING POLICIES

2.1 Budget Figures

The Budget figures are those adopted by the Privacy Commissioner
at the beginning of the financia year. The budget figures have
been prepared in accordance with generally accepted accounting
practice and are consistent with the accounting policies adopted
by the Commissioner in the preparation of thefinancia statements.

2.2 Revenue

The Privacy Commissioner derives revenue from the provision of
servicesto Parliament, for servicesto third parties and interest on
itsdeposits. Such revenueisrecognised when earned and reported
in the financial period to which it relates.

2.3 Debtors

Debtors are stated at their expected realisable value.

2.4 Leases

Operating lease payments, where the lessor effectively retain
substantialy al the risks and benefits of ownership of the leased
item arecharged asexpensesin the periodsinwhich they areincurred.
2.5 Fixed Assets

Fixed Assets are stated at their cost price less accumulated
depreciation.
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2.6 Depreciation

Fixed Assets are depreciated on astraight-line basisover the useful
life of the asset. The estimated useful lives are:

Furniture and Fittings 5Years
Office Equipment 5Years

2.7 Employee Entitlements

Provision is made in the financial statements for the Privacy
Commissioner’sliability in respect of annual leave. Annual leavehas
been calculated on an actua entitlement basis at current rates of pay.

Thetota remuneration of the Privacy Commissioner was $154,100

2.8 Financial Instruments

The Privacy Commissioner isparty to financia instruments as part
of itsnormal operations. Thesefinancial instrumentsinclude bank
accounts, short-term deposits, debtorsand creditors. All financial
instruments are recognised in the Statement of Financial Position
and all revenue and expenses in relation to financial instruments
are recognised in the Statement of Financial Performance.

2.9 Goodsand Services Tax

Thefinancial statementsare shown exclusive of GST. Theamount
of GST owing to or from the Inland Revenue Department at balance
date, being the difference between output GST and input GST, is
included as either a debtor or creditor (as appropriate).

2.10 Commitments

Future expenses and liabilitiesto beincurred on contractsthat have
been entered into at balance date are disclosed as commitmentsto
the extent that these are equally unperformed obligations.

2.11 Contingent Liabilities

Contingent liabilitiesare disclosed at the point that the contingency
is evident.

2.12 Inventory

Publicationsinventory held for saleis valued at the lower of cost,

determined on afirst in first out basis, or net realisable value.

CHANGESIN ACCOUNTING POLICIES

There have been no changes in Accounting Policies since the date
of the last audited financial statements.
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PRIVACY COMMISSIONER

NOTESTO THE FINANCIAL STATEMENTS

For theYear Ended 30 June 1998

1. SUNDRY CREDITORS

A.ll

1996/97 1997/98
$ $
82,733 Accruals - Wages and Holiday pay ................ 91,800
50,343 Trade Creditors ... 73,393
5,433 GST ettt 68,382
138,509 TOTAL SUNDRY CREDITORS................ 233,575
2. FIXEDASSETS
1996/97 997/98
Cost/$ Accum  Closing Cost/$ Accum  Closing
Depn/$ Bk Val/$ Depn/$ Bk Val/$
Office Equipment 276,318 144,421 131,897 277,813 199,984 77,829
Furniture and Fittings 48,038 28,314 19,724 48,038 37,921 10,117
324,356 172,735 151,621 325851 237,905 87,946
3. OPERATING COMMITMENTS
1996/97 1997/98
$ $
152,069 Lessthan ONe Year ........ccceevevreevnenerieinneens 161,243
89,026 one - two years 123,588
83,914 two - five years 104,760
— greater than fiveyears.......c.ccccvevveevvccenne, —
325,009 389,591
Note: Commitments are based on leave costs prior to rent reviews on 1/7/98. The rent

reviewsindicated an overall increasein commitments of $210,000. Thisincreaseiscurrently

in dispute.

4. CONTINGENT LIABILITIES

1996/97
$

Nil Contingent Liabilities .........ccveevruenene

1997/98

Nil
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5. CAPITAL COMMITMENTS

1996/97 1997/98
$ $

Nil Capital Commitments .......cccoceevrvevennne Nil

6. FINANCIAL INSTRUMENTS

The Privacy Commissioner is party to financial instruments as part of its normal operations.
Thesefinancia instrumentsinclude bank accounts, short term deposits, debtors, and creditors.

6.1 CREDIT RISK

Credit risk is the risk that a third party will default on its obligations to the Privacy
Commissioner, causing the Commissioner toincur aloss. Inthenormal course of itsbusiness
the Commissioner incurs credit risk from debtors and transactions with financial institutions.
The Privacy Commissioner does not generally require security from debtors. The maximum
exposure to credit risk at the 30 June 1998 is: -

1996/97 1997/98
$ $
98,082 Bank Balances ............ccocoeviiniininnn 53,730
11,596 DeEBLOrS......oeiireeece s 14,811

109,678 68,541
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STATEMENT OF RESPONSIBILITY

In terms of Section 42 of the Public Finance Act 1989.

1. I accept responsibility for the preparation of thesefinancial statements
and the judgements used therein, and

2. | have been responsible for establishing and maintaining a system of
internal control designed to provide reasonable assurance as to the
integrity and reliability of financial reporting, and

3. | am of the opinion that these financial statements fairly reflect the

financial position of the Office of the Privacy Commissioner for the
period ended 30 June 1998.

B. H. Slane
Privacy Commissioner
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A\ Audit New Zealand

REPORT OF THE AUDIT OFFICE

TO THE READERS OF THE FINANCIAL STATEMENTS
OF THE PRIVACY COMMISSIONER
FOR THE YEAR ENDED 30 JUNE 1998

We have audited the financial statements on pages 100 to 112. The
financial statements provide information about the past financial and
service performance of the Privacy Commissioner and its financial
position as at 30 June 1998. This information is stated in accordance
with the accounting policies set out on pages 109 to 110.

Responsibilities of the Privacy Commissioner

The Public Finance Act 1989 requires the Privacy Commissioner to
prepare financial statements in accordance with generally accepted
accounting practice which fairly reflect the financial position of the
Privacy Commissioner as at 30 June 1998, the results of its operations
and cash flows and the service performance achievements for the year
ended 30 June 1998.

Auditor’s Responsibilities

Section 43(1) of the Public Finance Act 1989 requires the Audit Office
to audit thefinancial statements presented by the Privacy Commissioner.
It is the responsibility of the Audit Office to express an independent
opinion on the financial statements and report its opinion to you.

The Controller and Auditor-General has appointed B H Halford, of Audit
New Zealand, to undertake the audit.

Basis of Opinion

An audit includes examining, on atest basis, evidence relevant to the

amounts and disclosures in the financial statements. It also includes

assessing:

 thesignificant estimates and judgements made by the Commissioner
in the preparation of the financial statements; and

« whether the accounting policies are appropriate to the Privacy
Commissioner’s circumstances, consistently applied and adequately
disclosed.
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We conducted our audit in accordance with generally accepted auditing
standardsin New Zealand. We planned and performed our audit so asto
obtain all the information and explanations which we considered
necessary in order to provide us with sufficient evidence to give
reasonabl e assurance that thefinancial statements are freefrom material
mi sstatements whether caused by fraud or error. In forming our opinion,
we also evaluated the overall adequacy of the presentation of information
in the financial statements.

Other than in our capacity as auditor acting on behalf of the Controller
and Auditor-General, we have no relationship with or interests in the
Privacy Commissioner.

Unqualified Opinion
We have obtained all theinformation and explanationswe have required.

In our opinion the financial statements of the Privacy Commissioner on
pages 100 to 112:
» comply with generally accepted accounting practice; and
 fairly reflect:
— thefinancial position as at 30 June 1998;
— theresults of its operations and cash flows for the year ended on
that date; and

— the service performance achievements in relation to the
performancetargets and other measures adopted for theyear ended
on that date.

Our audit was compl eted on 30 October 1998 and our ungualified opinion
is expressed as at that date.

B H Halford

Audit New Zealand

On behalf of the Controller and Auditor-General
Auckland, New Zeadland
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