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Registration Amendment Bill
1
SUMMARY

1.1
I am broadly supportive of the approach taken in this Bill and I am pleased that the privacy interests of New Zealanders have received such careful consideration. 

1.2
It is appropriate that the Bill should place some limits on public access to the statutory registers maintained by the Registrar-General. The registers contain personal information about almost every New Zealand citizen, and some of the information is particularly sensitive. They are currently accessed for a wide variety of public and private purposes without the balanced scrutiny that would normally apply to disclosures of information under the Official Information Act 1982 or the Privacy Act 1993.

1.3
Completely open access to statutory registers held by government is rarely appropriate in the modern world. It poses unacceptable risks to individuals and to society. The risks are magnified in cases such as this, where the information is often sensitive and there is scope for a wide range of secondary uses and misuses. I am advised that other countries, including all of the Australian states and territories, 10 of the 13 Canadian provinces and territories and the great majority of the states in the USA have imposed restrictions on access to their birth, death and marriage registers. It is timely that New Zealand should address this issue. 

1.4
This submission suggests a methodology for determining whether public access should be permitted. This methodology ensures that important public interests such as openness, privacy protection, border security, reduction in identity fraud and other identity-related crimes, retention of public trust and the preservation of the integrity of the registers are all given due consideration.  

1.5
My preferred approach is that the purposes of public access, and any appropriate limitations, should be spelt out in the legislation establishing the register. In my view public access should only be permitted for the stated purposes of the register and for any other purposes that Parliament considers, on proper enquiry, to be in the public interest. This approach is applicable to any statutory register.

1.6
I recognise the challenge in finding an appropriate balance between the competing public interests. Where the line should be drawn in the Bill itself is a matter for public and Parliamentary debate. However, in my view, it is no longer acceptable to leave the registers wide open and simply live in hope that the personal information they contain will not be misused. 
2
BACKGROUND

An overview of privacy and statutory registers
2.1
There will always be privacy implications when the state creates databases of personal information about its citizens. However, many government functions are dependent on access to this sort of information. This is why many statutes require individuals to supply information about themselves. Some statutes include offence provisions for failing to do so. The Births, Deaths, Marriages and Relationships Registration Act 1995 (as it is to be known) is one of those statutes.

2.2
When a government uses its power to compel citizens to supply personal information, there are corresponding obligations on the government to be clear about the purposes for which the information is being collected, and to use it only for those purposes. Trust in government can be quickly eroded if citizens discover that information they have provided for one official purpose is used for unrelated purposes, particularly if this involves making the information more widely available than they had anticipated.
A brief history of access to statutory registers
2.3
The 18 public register enactments originally listed in Schedule 2 of the Privacy Act have grown to 42 and will soon be 45. The enactments now cover about 100 different public registers.
2.4
Many of these statutory registers were established during the era of the Official Secrets Act 1951 or even earlier. They were an administratively simple mechanism for making information accessible at a time when official information was usually kept secret. 

2.5
These first registers were often completely open to public search. Little thought had been given to the privacy risks when they were created (the birth and death registers date back to 1848) but in practice the risks were low. The registers were usually held in paper form and were often only available from one central repository. They were not available electronically, let alone on-line. Access often required personal attendance at the registry during working hours. Significant fees were often charged. The combined effect of these inherent controls was to give “practical obscurity” to the registers. The potential for secondary uses of the registers by government or business was very limited.

2.6
Technological developments and social change during the late 1980s and 1990s dramatically altered the position. Computerisation and on-line access to the registers became widespread. The inherent controls on public access disappeared. Practical obscurity was in many cases replaced by ease of access. Personal information became a valuable commodity to be bought, sold, combined, sorted, profiled and mined. 

2.7
The opportunities for secondary use and misuse of personal information held on public registers have multiplied. Individuals have become increasingly aware of the need to protect their personal privacy in the face of intrusive direct marketing and warnings about the risk of identity fraud. Addresses and other contact details are sometimes harvested from public registers and used for marketing and other commercial purposes. It is often difficult for individuals to even find out how secondary users obtained their information.

Balance is lacking
2.8
Most of the registers are, technically, covered by the Official Information Act 1982 (“the OIA”) or the Local Government Official Information and Meetings Act 1987 (“LGOIMA”). Third party access to personal information held on these databases is often sought by way of requests made under the official information statutes. 

2.9
The OIA and LGOIMA strike a careful balance between freedom of information and competing public interests such as national security, maintenance of the law, obligations of confidence, personal safety and privacy. Each decision to disclose information involves a balancing exercise. 
2.10 One of the key considerations when deciding whether to withhold official information is the necessity to protect the privacy of natural persons, including deceased natural persons. The need to protect privacy is reflected in the long title to the OIA, and in the statement of purposes in section 4 of that Act.
2.11
However, the statutes establishing many of the statutory registers simply overrode the normal protections of the OIA and the Privacy Act. Public access to the information is often available as of right. Access is not obtained through a request and disclosure process and there is normally no discretion given to the registrar to withhold the information.  

2.12
The statutory registers are anomalies within the normal disclosure regime. The carefully crafted balancing mechanisms in the OIA do not apply, nor do the normal limitations imposed by the information privacy principles in the Privacy Act. This is no longer acceptable.
The need for change
2.13
Governments across the world have become more aware of their responsibilities as custodians of the information they hold on the registers. They recognise the need to prevent misuse of this personal information in order to preserve public trust and to protect the integrity of the registers they maintain. If citizens lose trust they may refuse to provide information or may provide incomplete or inaccurate information.

2.14
Over the last few years, Governments have also recognised that other public interests apart from privacy are also under threat from open access. Concerns about border security and the risks of identity-related crimes have increased in recent times. 

2.15
The need to reconsider the scope of public access to some of the existing registers and to carefully craft the access provisions in legislation creating new registers has therefore become apparent. 
2.16
In New Zealand, Parliament is grappling with the issue in this Bill and in others. The Law Commission is presently reviewing the law relating to public registers and the Ministry of Justice is also preparing proposals on the topic for amendments to the Privacy Act. 
2.17
The challenge is to preserve the benefits of the public register model, including easy access for those who require it in the public interest, while minimising the risks. 

3
COMMISSIONER’S PREFERRED APPROACH

3.1
In brief, my preferred approach is that every statute setting up or amending a register should state what the purpose of the register is.  The statute should also state the purposes of public access to the register. 

3.2
As discussed earlier in this submission, statutory registers have traditionally not dealt well with privacy interests but this is no longer acceptable. The public interest in privacy protection needs to be fully considered when deciding the purposes of public access. While privacy is not an absolute, and can be outweighed by other legitimate public interests, this needs to be a calculated and carefully debated decision. There may be ways of both protecting reasonable expectations of privacy while still meeting the needs of public access to information. 

3.3
I recommend that departments and Parliament take certain simple steps when establishing or amending statutory registers, to ensure that privacy, as well as other interests, is given proper consideration. 

3.4
These steps can be summarised as follows:

1. identify the purposes of the register

2. identify the purposes of allowing public access to the register. Public access falls into two types;

(a) allowing access because this falls within the purposes of the register itself (primary uses); and

(b) allowing access to those who have a legitimate public interest in access, despite not being anticipated by the purposes of the register (secondary uses).

3. There may be a need for the registrar to retain a residual discretion to release information, to cover unexpected one-off situations (for example public safety concerns, such as recall of dangerously faulty goods).

The legislation that establishes the register should spell out these matters clearly.
3.5
Of course, on any given register, there will often need to be a more sophisticated analysis to determine the strength of privacy interests and other competing public interests, and the appropriate scope of protection. The simple steps above are not meant as a substitute for this level of analysis. 

3.6
This preferred approach is consistent with the requirements of the information privacy principles, namely that an agency collecting personal information should notify the individual of the purpose of collection (IPP3) and should normally only use and disclose the information for that purpose (IPP10 and IPP11).

How to decide who should have access

3.7
The strength of the public interest in allowing public access to personal information on registers will vary considerably depending on the circumstances. For some registers there may be no competing public interests, the privacy impact may be minimal and there may be no reason to limit public access at all. Conversely, for other registers, there may be overwhelming privacy interests and no particular public interest in release.  

3.8
However, registers do not have to be fully open or fully closed. On any given register, some information may pose no privacy risks, but some information may attract a strong privacy interest (for example health information). If there is insufficient public interest in release to outweigh the public interest in protecting the privacy of that information, then that information may be kept back when less sensitive information is released. Risk mitigation strategies such as suppression mechanisms and prohibitions on bulk access are extremely useful. 

3.9
It is worth reiterating that privacy is not the only interest that may indicate that information should not be released. Other public interests are also relevant such as fraud prevention, law enforcement, and the need for government to be seen to use information only for the purposes for which it was obtained. Again, it needs to be considered whether the need to release the information (generally, or to particular classes of people) outweighs those interests.

3.10
Once the competing public interests have been identified and weighed, a decision can then be made about the appropriate purposes of public access and these can be articulated in the legislation, along with the purpose of the register itself.

3.11
In most circumstances, the resulting statutory register should then be listed as a “public register” in Schedule 2 of the Privacy Act. It may also be desirable to make non-compliant searches of the register constitute an interference with privacy, or even to create an offence provision.

3.12
Many of the older statutory registers do not indicate the purpose of the register or the purpose of public access. Some have not been listed in Schedule 2 as “public registers”. If an existing register has been completely open in the past, secondary uses of the registers may have grown up (“function creep”). The birth, death and marriage registers all currently suffer from this complication. It is time to rethink how the registers are set up.
4.
BIRTHS, DEATHS, MARRIAGES, AND RELATIONSHIPS REGISTRATION AMENDMENT BILL

4.1
I am broadly supportive of the bill and of the proposal that public access to the registers should be limited to purposes that meet some clearly identified public interest. It is appropriate that there should be robust debate about where to draw the line, but I am firmly of the view that a line must be drawn. It is no longer acceptable to simply place government registers of personal information in the public arena and ignore the potential for their misuse.

Privacy risks

4.2
The births, deaths, marriages, civil union and name change registers (“the BDM registers”) contain a large amount of personal information. Some of it is sensitive information, particularly

· health information

· family relationship information, including past and present marital status

· ethnicity information

4.3
Information held on the death register will include cause of death (for example syphilis, suicide or cancer), place of death (for example a mental hospital), place of burial (for example a Jewish, Catholic or Muslim cemetery), ethnicity and the full names of all previous spouses and partners 

4.4
Sensitive personal information may also be found on the birth registers (for example where the named father is in another relationship) and marriage registers (for example the existence of an earlier marriage).

4.5
Making this information accessible to all-comers presents obvious risks of misuse by personal enemies, estranged spouses, nosey neighbours and others. It also offers opportunities to fraudsters (for example a mother’s maiden name is often a question asked to unlock forgotten passwords) or identity thieves (for example to assume an older acquaintance’s identity to obtain a hotel association identity card).

Access is already limited

4.6
It is inaccurate to characterise the BDM registers as completely open. Some of the information held by the Registrar-General has always been inaccessible to the public, and some has been accessible only in limited ways.

For example, the following information is not publicly accessible

· original birth certificates of adoptees

· original birth certificates of sexual re-assignees

· information linking protected identities

· “illegitimacy” notations on birth entries (not recorded since 1969)

4.7
Even the certificates issued by the Registrar-General do not contain all of the information on the register (although the additional information can usually be obtained by way of a print-out).

4.8
Bulk access to the BDM registers is not permitted (except for statistical or research purposes). Searches are only possible in respect of a named person.
4.9
The Registrar-General also holds large amounts of personal information outside the registers, particularly the information contained in “source documents”.  Source documents, such as notifications of birth and notices of intended marriage, are not normally accessible to the public.
4.10
The debate has never been about whether to allow public access to all of the personal information held by the Registrar-General. Clearly some information will never be made accessible to the public, even if it is held on the registers. It is a question of balancing the competing interests and deciding where to draw the line.

Review process

4.11
In undertaking a policy review of public access to the BDM indexes and the BDM and Citizenship registers, the Department of Internal Affairs (“DIA”) faced a number of challenges.  It was dealing with a large number of registers and many of them were being used for purposes that were not envisaged at the time they were created.
4.12
It was likely that there would be a strong public interest in retaining public access for a number of these purposes. It was also likely that there would be competing public interests favouring limitations on public access to the registers. These interests might include privacy protection, reduction in identity fraud and identity-related crimes, border security, retention of public trust in government and preservation of the integrity of the registers. 

4.13
As with other public registers, I felt that once the issues were properly analysed and the competing public interests were properly balanced, a robust basis for continuing access, with appropriate limitations, would be determined. The privacy benefits would flow from that analysis, rather than drive it.

4.14
The competing public interests needed to be identified, weighed and reconciled. This was a process best undertaken by the agency that maintained the registers. The competing public interests were wider than just privacy and the agency was in the best position to identify the purposes of access and to undertake the balancing exercise. It then needed to make the case to Parliament for the legislative change. 

Outcome

4.15
I am comfortable with the process that has been followed. The public access provisions in the Bill reflect a purpose-based analysis that is largely in line with the “preferred approach” discussed above. The list of those who are authorised to access the registers is extensive and some may wish to debate whether the line has been drawn correctly. However the methodology is generally in accordance with my preferred approach and the Bill as it stands is privacy protective.
4.16
I am advised that many other countries have imposed similar restrictions on public access to their BDM registers. These include all of the Australian states and territories, 10 of the 13 Canadian provinces and territories, and the great majority of the states in the USA.   However the UK still provides open public access.
4.17
I should note that the four citizenship registers were also assessed as part of the DIA review. Limits were placed on public access to these previously-open citizenship registers by the Citizenship Amendment Regulations 2006.

4.18
This Bill has had a lengthy gestation, having been through 30 versions over 5 years. It attempts to “retrofit” some complex amendments onto a principal statute that was not designed for that purpose. One consequence is the complexity of the proposed public access provisions. 

4.19
Another consequence is the absence of a provision in the Bill stating the purpose of the registers. This is not ideal from a privacy perspective, but may be unavoidable in view of the drafting difficulties. 

Specific comment on section 78E
4.20 I would be concerned if the discretion given to the Registrar-General by section 78E was used to authorise the removal of names of deceased persons from databases where there was a risk of adverse consequences to the individual. The risks of wrongly matching deceased and living individuals is a matter of considerable concern. I am pleased that I will be consulted in respect of each of these agreements.

4.21
I was pleased that the section has been limited to the “cleansing” of private sector databases by use of the death register. I would be very concerned about any proposal to widen this provision to authorise large scale private sector information matching for fraud detection or identity verification, even if it was to be monitored by the Privacy Commissioner. If such a proposal was to be considered it should more appropriately be addressed by the Law Commission as part of its current review of privacy.
I would be pleased to be heard in support of this submission.

Yours sincerely

Marie Shroff

Privacy Commissioner
