=, Privacy Commissioner
G Te Mana Matapono Matatapu
9 April 2015

Kanwaljit Singh Bakshi

Chairperson, Law and Order Committee
Parliament Buildings

Wellington

Dear Mr Bakshi
Organised Crime and Anti-corruption Legislation Bill

Thank you for giving me the opportunity to provide further comment on the Organised Crime and
Anti-corruption Legislation Bill. | have reviewed the Departmental Report. While | am pleased to find
that my recommendation regarding consultation with the Privacy Commissioner has been agreed to,
overall my concerns have been only partially addressed.

To address my concern that the Bill lacks sufficient oversight and accountability safeguards for
international sharing of personal information, in my submission to the Committee | recommended
that safeguards agreed to by Cabinet be included in the legislation. These included:

e consultation with the Privacy Commissioner before entering into new international
information sharing agreements;

e the Privacy Commissioner to have the power to require the Police to undertake reviews of
any such agreements and the arrangements for information disclosure, and report these to
the Privacy Commissioner;

e the Police Commissioner to report annually to the Privacy Commissioner on compliance with
information sharing provisions; and

¢ theinternational information sharing provisions in the Policing Act to be reviewed after 5
years of operation.

I regard such measures as the minimum set of safeguards necessary to ensure consistent oversight
of domestic and international information sharing regimes. | am therefore pleased to note that the
Departmental Report recommends that the first of these (consultation with the Privacy

Commissioner on new international information sharing agreements) be included in the legislation.

However, the Departmental Report recommends that the other safeguards remain as directions
from Cabinet. While it is positive to note that the Departmental Report expresses the Police’s
commitment to comply with the oversight mechanisms agreed to by Cabinet, my view is that leaving
oversight provisions to the discretion of the Executive provides weaker assurance to the public than
including them in legislation. This is more than an administrative distinction. Adding these provisions
to the legislation provides Parliamentary oversight of potentially intrusive practices with significant
potential to affect individual privacy.
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The approach proposed in the Departmental Report would create a situation where safeguards for
international information sharing could be seen as significantly weaker than those for domestic
information sharing. For domestic information sharing programmes, consultation with, reporting to,
and review by the Privacy Commission are required by legislation (Part 9A of the Privacy Act). The
level of legislative oversight for international information sharing should not be less than that for
domestic information sharing. If anything, there is an argument for greater scrutiny of international

information sharing arrangements, given that sending personal information offshore limits the
application of New Zealand’s Privacy Act.

Despite the arguments put forward in the Departmental Report, my view remains that oversight

provisions for international information sharing in the form of consultation with, reporting to, and
review by the Privacy Commissioner should be enshrined in legislation. This would provide greater
transparency and assurance to the public than leaving oversight provisions to the discretion of the

Executive, and bring safeguards for international information sharing in line with those for domestic
information sharing.

My specific concerns and my responses to the arguments put forward in the Departmental Report
are set out in the table below.
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| recommend that the Committee consider including oversight provisions for international
information sharing, including consultation, reporting and review, in the Organised Crime an Anti-
corruption Legislation Bill. This will provide transparency and assurance for the public around an
important area of Police activity, and ensure that similar oversight exists for international
information shafing as for d tic.

John Edwards
Privacy Commissioner



