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Unsolicited Electronic Messages Bill
1.
INTRODUCTION

1.1 I am broadly supportive of the Bill as part of a multi-pronged strategy to reduce the incidence of spam. I also suggest below several areas in which the Bill could be changed to provide stronger protection for consumer privacy.
1.2 The Bill addresses many of the impacts of unsolicited electronic marketing and promotional messages, some of which touch on privacy issues. However the main impacts of spam are economic and consumer related.  There is a cost to business in telecommunications companies carrying vast amounts of unwanted traffic. There are costs to businesses in filtering messages or having staff time wasted. There are computer network security and integrity issues. There are consumer protection issues and scams. There is the offensiveness of unsolicited sexual content.
 
1.3 There is also the privacy dimension of collecting and using information for purposes not agreed to by the individual, and certain harmful aspects of personal information handling (such as misleading conduct in the collection and use of personal information). Although spam is not primarily a privacy issue, these measures will bring privacy benefits, including a possible reduction in identity theft and other forms of identity fraud. 
 

1.4 I endorse the privacy protective features of the Bill, including the prohibition on the supply, acquisition and use of address-harvesting software and harvested address lists in connection with the unlawful sending of marketing or promotional electronic messages.

1.5 It is pleasing to see the “opt in” approach being taken to marketing messages and the requirement that messages must include a functional unsubscribe facility. Transparency will be enhanced by the requirement that messages must include accurate sender information and the requirement for express or implicit consent to promotional messages.  

2.
SUGGESTIONS FOR CHANGE TO THE BILL

2.1
Harvesting addresses from unsubscribe requests

2.1.1
The requirement in Clause 12 that messages must include a functional unsubscribe facility could helpfully include a prohibition on the harvesting of email addresses from the resulting unsubscribe responses. Clause 15 could also include a prohibition on the supply of address lists harvested in New Zealand, to overseas entities.


2.2
Faxes

2.2.1
The Schedule excludes facsimiles from the definition of “electronic message”. This may reduce the effectiveness of the legislation in that context.
2.3
Unsolicited electronic messages from government bodies
2.3.1
Clause 6(b)(vii)(A) of the Bill excludes what could loosely be described as “government spam”. The term “commercial electronic message” excludes information about goods or services offered or supplied by “a government body”, which includes a department or Crown entity. 

2.3.2
This appears to be an overly broad exemption, especially in areas where a government body may be providing goods and services in competition with private sector bodies.   There would seem to be no good reason for excluding a State agency, such as the NZ Lotteries Commission in their marketing of Lotto, from coverage. The explanatory note does not clearly support the case for this broad exemption.  It might potentially be seen 
as providing government bodies with a competitive advantage. 


2.3.3
Government email broadcasts of a public information nature would be unaffected by the narrowing of this exemption, as the prohibition relates only to commercial electronic messages.
2.4
Complaints and remedies

2.4.1
The Bill provides individuals with no directly enforceable remedies, unless they take action in the High Court. Under Clause 24 the only obligation is for service providers to “consider any complaint”. The Bill establishes a regime of civil penalties largely enforced by ISPs and telecommunications carriers. Individuals cannot complain directly to the enforcement agency. In addition, there does not appear to be a remedy if an ISP fails to act on an individual’s complaint.
2.4.2
There may be some question as to whether individuals will find these procedures effective. If not, individuals may look to other options such as the Privacy Act complaints process.

2.4.3
However, spam is by its very nature a high volume activity for which the individualised complaints investigation model provided in the Privacy Act generally is not well suited. In most situations the complainants will also need to prove they have suffered harm to establish an interference with privacy under the Privacy Act. Although collectively the harm caused by spam is significant, in the absence of some element of deceptive conduct the harm to individuals is likely to be minimal.  It is unlikely therefore that the Privacy Act will provide adequate remedies in respect of most spam related complaints.
2.4.4
Nonetheless, there may be one or two instances where the Privacy Act can offer assistance, depending on where and how personal information was collected and how it was used.  This may be, for example, where the respondent is New Zealand based, there is a breach of an information privacy principle and either there is some clear harm to an individual (deceptive practice being an obvious example) or to a class of individuals (such as those affected by address harvesting).

3. RECOMMENDATIONS

3.1 Clause 12 should include a prohibition on the harvesting of email addresses received through the use of an unsubscribe facility. 
3.2 Clause 15 should include a prohibition on the supply, to overseas entities, of address lists harvested in New Zealand.
3.3 The Schedule to the Bill should not exclude facsimiles from the definition of “electronic message”.

3.4 The term “commercial electronic message” in Clause 6(b)(vii)(A) of the Bill should not exclude information about goods or services offered or supplied by “a government body”, although a more limited exemption may be appropriate.
3.5 The Select Committee may wish to consider amending the Bill to provide individuals with an avenue to take, if an ISP fails to act on an individual’s complaint. The Committee may wish to consider whether the government enforcement agency can play a role in this respect. I note that this would be consistent with the policy of having the government enforcement agency as the overseer and backstop.  

