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Ministerial Briefing 

on the Office of the Privacy Commissioner

7 November 2007 

Summary

The Office of the Privacy Commissioner (OPC) is an Independent Crown Entity.  OPC has a budget of $3,411 million (excl GST) which includes an appropriation from the Crown of $3,091 million (excl GST); a staff of 31.5 FTEs; and two offices, in Wellington and Auckland. 
Written complaints received are around 600 per year; 0800 line and other enquiries are about 6,000 per year.

Marie Shroff took up office as Privacy Commissioner in late 2003, succeeding the long serving first Commissioner, Bruce Slane. 

The Privacy Act was passed by unanimous vote of Parliament in 1993.  Principal functions are to:

· advise on and advocate for a balance between individual privacy and data protection on the one hand, and broader social interests and economic efficiency on the other;

· comment on relevant policy and legislation;

· research, educate and communicate on privacy and personal information protection issues;

· deal with complaints from the public about breaches of privacy in both private and public sectors

· oversee authorised government data matching

· issue codes of practice (such as the code regulating the credit reporting industry issued in December 2004).
Protecting personal information is a demanding issue in the rapidly developing technology environment.  Public pressure for the Privacy Commissioner to respond to ever-changing privacy issues (eg video surveillance, finger scanning, DNA databases, covert filming, to name but a few) is constant.  Citizen trust in government and business is critically affected by the standard of information handling.  The OPC is a watchdog agency which, adequately resourced, can provide reassurance to the public and assistance to government and business to carry out their functions efficiently, but with respect for people’s personal privacy.  

Current significant issues

The Office needs to continue excellent progress already made on: responding to increasing information and communications demands; pursuing significant and long awaited amendments to the Privacy Act; faster turnaround of complaints; increasing advice resources to meet demand; and co-operating with the Law Commission’s major 3 year review of privacy issues. 
Context

Privacy is a human right, as well as an increasingly important trust factor for government and business in a rapidly changing technological environment.  

Key issues at the time the Privacy Act was passed in 1993 were to meet OECD Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data to protect our international trade; and to allow the government to match databases (eg benefits and employment) to detect fraud, while monitoring and providing reassurance to the public in general.  

Advances in technology allow new and more powerful ways to gather, manipulate, match and use people’s personal information.  Public concern about privacy rose from 47% in 2001 to 56% in 2006 (UMR survey).  Surveys in both Australia and New Zealand suggest that the public is increasingly concerned about collection and misuse of their personal information and invasion of their privacy by new technology.  These new concerns run alongside longstanding unease about privacy intrusions in areas such as employment, credit reporting, and health.

Internationally privacy issues are increasingly important. Both business and government world wide see citizen and customer trust as critical to their effective operations and maintenance of consumer confidence.  Annual international privacy conferences typically attract around 500 participants, largely from business, government agencies and academia, with privacy commissioners themselves making up a small proportion of attendees.  Issues are wide ranging, including legislative developments, use of tracking devices by business and government, media invasions of privacy, biometrics such as finger and iris scanning, terrorism related issues and a large number of new technology issues.  APEC now has a major workstream on transborder data flows.
In summary, the context is of one of international concern on privacy issues, a maturing privacy jurisdiction in New Zealand, increasing media and public awareness and concern, and a fast changing and challenging legislative and technological environment. OPC’s input to the development of privacy protections internationally is widely recognised.
Policy, legislation and codes

A Privacy Act amendment bill is currently in an advanced stage of preparation.  It is hoped to be ready for introduction to the House shortly.  Important issues that will be resolved by these amendments include: enhancing our international trade and investment opportunities by gaining EU “white-list” status for transborder data flows (eg for locating call centres in New Zealand); measures to streamline the complaints handling process; and implementing a 1998 statutory review of the Privacy Act.  

The Office is empowered both by its Act and the Cabinet Manual to comment on policy and legislative proposals. In addition, government departments constantly request assistance with operational policies, such as information sharing projects for children and families at risk.  These demands are driven as much by the wish to preserve client dignity, privacy and trust, as by compliance requirements of the Privacy Act.  Current resources within the Office to carry out policy and legislative work are limited.
The Ministry of Health has funded a privacy policy position within the Office to deal with health privacy issues.  An MOU between OPC and MoH ensures our independence of operation. 
The Privacy Commissioner can independently issue statutory codes to regulate personal information handling.  Major current codes include the Health Information Privacy Code, the Telecommunications Information Privacy Code, and the well received Credit Reporting Privacy Code.  Amendments to the Health Code have just been issued. 

Technology team

The phenomenal growth in technology and its impact on the individual make this an area where the Office is subject to pressing demands.  The SSC funds one member of this four person team (through an MOU), to work on e-Government.

At the end of October 2006 there were 46 data matching programmes operating (a growth from 36 in mid 2005). 

Communications

Upgrading information materials for complainants, respondents and the general public in order to better assist business, government and public compliance has begun, and is a priority activity. In August 2007 the office held a Privacy Awareness Week (PAW) jointly with other Asia/Pacific privacy offices and this will be an annual event.  Pamphlets on health and business privacy produced for PAW are enclosed.
The Commissioner receives frequent demands from media (several hundred per year) for comment on privacy issues and these are responded to as possible within resources.  Publications of the Office include Private Word (latest copy attached).  The Office carries out a regular programme of training sessions (around 40 per annum) on information privacy issues, largely on a cost recovery basis.  The Commissioner and staff also undertake numerous speaking engagements.  The 0800 line is an important service the Office provides; calls average 6,000 per year.
Investigations
The inflow of complaints to the Privacy Commissioner is around 600-700 per year, but has at times been higher.  Significant gains have been made in lowering a historical backlog, to the point where average “complaint age” is approaching a more appropriate level.  More progress needs to be made, however.

Current work in the investigations team is moving complaints handling away from a “legalistic” approach to one focussed more on mediating complaints.  Special investigations are undertaken from time to time eg Kaitiaki (publication of photos of old people), SWIFT (disclosure of international banking transactions) and medical insurance (intrusive disclosure requirements).
A newly established network of Privacy Officers promoted by OPC should assist agencies to take proactive steps to address privacy problems as they arise.
Administration

OPC has an Auckland and a Wellington office.  A preponderance of activity is now centred on the Wellington office.  Accommodation and equipment have recently been upgraded to an adequate standard.  A document management system has been introduced. 
Budget Bids 2008/09

The Office has presented two budget bids for the 2008/09 budget round. 

1. Capacity Building Communications and Information Management

Effective communications are a key area for increasing awareness and knowledge of the positive benefits of good privacy practices.  Public and business need to be informed and through an effective communications strategy, to have confidence in the handling of personal information.

This needs to be supported by an ability to interpret information and provide guidance to government, business and individuals 

The initiative supports the recruitment of two new positions within the Office of the Privacy Commissioner. Currently professional services are contracted out on a limited basis, which cannot support an effective communications strategy. 

Impact : $203,000 baseline adjustment

2. Business Continuity Health and e-commerce
The Office receives dedicated funding from the Ministry of Health to fund a position in health information management, and the State Services Commission for a position within the office in support of the e-government initiatives across government.  The funding is provided by way of a Memorandum of Understanding with defined outcomes and reporting requirements as agreed between the parties.

Funding has been provided for two years, in each case expiring as at 30 June 2008.  There is no certainty that this funding will continue post that date and by necessity we would then lose that capability which we have developed over the past two years. 

There is significant risk associated with the loss of funding and with that the loss of capability to undertake research and policy development across government in the areas of health information and e-government initiatives.

Impact : $230,000 baseline adjustment

Conclusion

Overall, the Office is on a track of positive development and improvement, which has allowed us to move closer to delivering on our statutory requirements, to promote and protect New Zealanders’ privacy and personal data.
ATTACHMENTS

(a) August 2007 issue of Private Word
(b) Organisational chart of the Office of the Privacy Commissioner
(c) Pamphlets on business and health privacy

