
Criminal Investigations (Bodily Samples) Amendment Bill
__________________________

Submission by the Privacy Commissioner to the Justice and Electoral Committee

__________________________





       6 April 2009



[image: image1.jpg]Privacy Commissioner
Te Mana Matapono Matatapu





Contents
31.
Summary


42.
Criminal Investigation (Bodily Samples) Amendment Bill


53.
Provision of Oversight


64.
Expansion of Applicable Offences


85.
Retention of Samples and Information




1. SUMMARY

1.1. Privacy law strikes a balance between the rights of individuals to have control over their information and society's need to use that information for its own benefit.  
1.2. DNA information plays a vital role in the detection and prosecution of serious crime.  However, as a process, collecting and analysing suspect DNA is intrinsically intrusive on individual privacy.  
1.3. The current regime created by the Criminal Investigations (Bodily Samples) Act 1995 (the Act) effectively balances the crimefighting goals it seeks to achieve with the need to protect individual privacy and ensure that DNA samples and related information are treated with appropriate care.  

1.4. DNA has been compared with a fingerprint, but the analogy is not exact.  While a person’s fingerprint can identify him or her, that person’s DNA is a literal record of them and their family.  Any attempt to increase Police powers to collect DNA samples should recognise this sensitivity.
1.5. I acknowledge that the practice of extracting and retaining a DNA ‘profile’ from a given sample, rather than using the sample itself, addresses this concern to an extent.  However advances in DNA technology will make it increasingly easy to extract information from DNA samples.  Accordingly any official scheme to obtain large numbers of DNA samples needs to be viewed with caution.
1.6. The Criminal Investigations (Bodily Samples) Amendment Bill (the Bill) will significantly expand the number of DNA samples and profiles that will be retained.  There are two key changes – giving the Police the ability to obtain DNA samples after deciding to charge a suspect, and a broadened range of offences that may lead to a sample being obtained.  
1.7. Expansions of Police powers always risk impacting on human rights.  As citizens, we trust our government to manage those risks with care, by carefully assessing the costs and benefits of any proposed expansion.  
1.8. I accept the high value of the existing criminal DNA databank in detecting and preventing crime.  However I am concerned that the changes proposed in the Bill might extend the ambit of the scheme in a way that jeopardises that value, by undermining public trust in the Police and Government.  

1.9. I have three recommendations:

1.10. First, the expansion in Police powers to obtain DNA, without prior external approval,  from people who have not been convicted of any crime raises significant issues.  This expansion should be balanced by appropriate oversight, either in the form of an independent committee or additional audit powers.
1.11. Secondly, Part 2 of the Bill, when or if it comes into force by Order in Council, would bring all imprisonable offences, whether serious or trivial, within the ambit of the DNA collection regime.  This will greatly increase the number of samples collected.  In my view the law enforcement benefit of such a sweeping change would be outweighed by costs to privacy, public trust and the smooth functioning of the programme.  I therefore recommend that Part 2 should be removed from the Bill.
1.12. Finally, I do not support the proposal to retain samples and identifying information from cleared suspects for two years, as opposed to the current twelve month retention period.  The automatic retention of information and genetic material relating to innocent people for this length of time is excessive and disproportionate.  Where extended retention is necessary for a particular investigation, application can be made to the Court for permission as is currently the case.
2. CRIMINAL INVESTIGATION (BODILY SAMPLES) AMENDMENT BILL

2.1. Technology has played a vital role in crimefighting since the development of fingerprinting more than a hundred years ago.  The Bill proposes to expand the existing criminal DNA databank with the goal of making the collection of DNA samples from suspects as commonplace as the collection of fingerprints is now.
2.2. Expansion of criminal DNA testing has led to concern in overseas jurisdictions such as the United Kingdom on the arising human rights implications, similar to those noted in the Attorney-General’s report on the Bill.

2.3. I acknowledge these concerns.  Any expansion of Police powers to obtain DNA for crimefighting purposes should be accompanied by additional external oversight.
2.4. It is imperative that a databank of DNA information about criminals should not become, by a process of function creep, a databank of the general population.  Such a process, were it to occur, would run a serious risk of eroding public trust and confidence in the Police, the Government and the justice system.
3. PROVISION OF OVERSIGHT 
3.1. There are significant privacy sensitivities in compelling individuals to supply bodily samples for forensic DNA analysis. Sensitivities also abound in the maintenance of a national DNA profile databank. However, notwithstanding the intrusion into privacy and onto civil liberties, I acknowledge that there is a good case both for a databank and for the law to authorise the taking of samples in appropriate cases. 

3.2. While I accept the case for expanding the circumstances in which samples are taken and the expansion of the databank (subject to my comments below) I consider there need to be appropriate limits, safeguards and oversight to ensure the protection of privacy and other fundamental values and to maintain trust in the justice system. 
3.3. I recommend the strengthening of oversight in the Bill, either by creating a statutory oversight or consultative committee, following tested international models, or by empowering me to audit compliance with the information safeguards laid out in the Act.  
Oversight by Compliance Audits
3.4. With regard to audits, under 13(1)(b) of the Privacy Act I can already audit the activities of any agency, but only on request from that agency.  As a simple way of strengthening my audit function the Bill could give me the power to require the Police or ESR to carry out audits, either at my request or on a regular basis.
3.5. In passing, I note the Act already requires Police to report to Parliament on various aspects of the databank’s operation.
  I was concerned to see that, in the most recent 2007/2008 report, no information was provided for two of the key requirements: “the number of occasions on which a DNA profile obtained under a Part 2 procedure has been used as evidence against a person in a trial” and “persons in respect of whom a conviction has been entered as a result of the trial”.  Giving me the power to require an audit would help me address this and other issues arising from the operation of the databank.
Oversight by Independent Committee

3.6. Creating an Independent Committee for oversight of the criminal DNA databank is another approach, and one that has been successfully employed in Canada.  It would have the advantage that it could respond to a wider set of issues than a simple audit, such as new legal, scientific, and ethical developments.  

3.7. This Independent Committee could be chaired by a judge and include key statutory watchdogs such as the Privacy Commissioner, the Independent Police Conduct Authority and Human Rights Commission, among others. 
3.8. I would also suggest including appropriate experts in the fields of criminal justice, genetic ethics and science.  To preserve independence those experts could be on the nomination of appropriate professional bodies such as the New Zealand Law Society, Royal Society of New Zealand or the New Zealand Medical Association.  There could also be a representative (or representatives) of the general public.

3.9. The Independent Committee would have a role in relation to the setting of standards, a matter highlighted in the Attorney-General’s report on the Bill as needing an external element, and other oversight and advisory roles.  
3.10. The roles would cover not only the databank itself but also the processes by which DNA samples and information are obtained for the databank. The Committee need not necessarily be permanent but should continue for at least five years to operate beyond the major expansions planned for the databank.  One of its tasks might be to advise on permanent governance arrangements to maintain public confidence.

3.11. The Committee would be useful not only in the current environment, particularly if the list of offences covered by the scheme is expanded in 2011, but also when new issues arise. One such issue would be, for instance, any proposal to exchange profiles with the law enforcement authorities of other countries.

4. EXPANSION OF APPLICABLE OFFENCES
4.1. DNA is recognised as being an invaluable tool for law enforcement. The Act sets up a DNA criminal databank for this purpose.  The proposal in the Bill is to expand the DNA criminal databank by giving Police the power to compel the supply of DNA samples from a greater number of people.  This power would not require conviction in a court of law or a judicial order and would involve a broad range of less serious offending. 
4.2. The proposal raises significant privacy and civil liberties issues.  The justification for it needs to be particularly clear. The benefits need to be proportionate to the costs involved – not merely monetary but in terms of the effect on other cherished values and rights. Careful safeguards are needed both to protect privacy and to maintain  public confidence in our justice system.  
4.3. The Act already provides that DNA samples may be collected in relation to a specified list of ‘relevant offences’.  In other words, where an offence is relatively serious in nature, and where the use of DNA evidence is likely to significantly improve the chances of a successful investigation, DNA evidence may be stored on the criminal DNA databank. 

4.4. The current Act’s approach thereby neatly fits the privacy ideal, as reflected in the Privacy Act’s information privacy principles, that coercive collection should only be employed as necessary for a particular law enforcement purpose.  This also reflects the usual human rights approach of accepting proportionate and justified inroads into rights but not those that are excessive. 
4.5. The list of relevant offences in the Act is already quite long.  The targeted expansion of this list, via clause 29 of the Bill, follows the approach of tying the collection of a DNA sample to a potential for future or past serious offending where DNA might have been collected from the scene of the crime.   This seems appropriate.  
4.6. Collecting DNA samples for all imprisonable offences, by contrast, opens the gates wide, entailing significant costs and risks, both social and fiscal.
4.7. The complete list of imprisonable offences is very long, and includes many offences of a minor nature, such as littering, lighting bonfires and opening mail without permission.
 There is no obvious link between an offence being imprisonable on the one hand and the Police being able to obtain a law enforcement benefit from getting a DNA sample on the other.  There would also, inevitably, be considerable costs to the running and smooth operation of the programme, if it is expanded to the extent anticipated by Part 2 of the Bill. 
4.8. Accordingly, it is my view that Part 2 of the Bill should be removed.
5. RETENTION OF SAMPLES AND INFORMATION

5.1. Clause 20 of the Bill amends section 60 of the Act and extends, from twelve months to two years, the length of time for which samples and identifying information obtained from cleared suspect may be held.  This retention time may be extended by application to a High Court Judge under section 61 of the Act.
5.2. The holding of samples and profiles relating to innocent people on a criminal DNA databank, except when there are compelling law enforcement justifications, concerns me greatly.  The databank of DNA information about criminals, gathered and used for law enforcement purposes, must not become by a gradual process a databank of information about the general population.

5.3. I acknowledge that it will sometimes be necessary to seek an extension to the maximum twelve month retention period for samples relating to ‘cleared suspects’, and it is important to ensure that this can be done in appropriate circumstances.  However the decision about whether to grant the extension should properly be left to the Court in accordance with section 61 of the Act.

5.4. The Police already have a wide latitude in section 61 to apply for extension of the retention period where necessary and that latitude has been expanded in clause 22 of the Bill.  I therefore see no justification for the amendment of section 60 to allow DNA samples and associated information to be automatically retained for two years.  
I would be pleased to be heard in support of this submission.

Yours sincerely

Marie Shroff

Privacy Commissioner
� Report of the Attorney-General under the Bill of Rights Act 1990 on the Criminal Investigations (Bodily Samples) Amendment Bill, House of Representatives, Wellington, 2009 at pp 4-6.  


� Section 76 of the Act.  





� Section 15 of the Litter Act 1979, section 23 of the Forest and Rural Fires Act 1977 and section 23 of the Postal Services Act 1998, respectively.
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