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Introduction

1.1. The Search and Surveillance Bill gives rise to significant privacy issues.  By its nature the Bill covers activities that are intrinsically invasive, such as:
· powers to search people, property, vehicles and things; and 
· the use of developing technologies for surveillance, and for the searching and monitoring of telecommunications devices.
1.2. My role is to consider whether the provisions in the Bill properly balance the wider public interest in protecting New Zealanders' privacy with other public interests such as law enforcement.  
1.3. My submission addresses the main privacy impacts and I urge the committee to consider carefully the invasive nature of the Bill and the ramifications for all New Zealanders.     

2. Surveillance Device Warrants (clauses 42-67) 

2.1. Currently the use of interception devices is tightly prescribed (in specific legislation such as the Crimes Act 1961 and the Misuse of Drugs Amendment Act 1978) and visual surveillance is less tightly controlled.  The Bill proposes replacing these regimes with a single surveillance device warrant to govern all forms of surveillance.  

2.2. Under the Bill, surveillance device warrants will cover audio, visual and tracking surveillance.  This will bring improved certainty and restriction to the area of visual surveillance.  
2.3. It will also increase the situations that interception and tracking devices can be used in.  Instead of being restricted to certain types of serious crime, enforcement officers will be able to apply for surveillance device warrants on the same basis as search warrants.   

2.4. Safeguards included in the Bill, such as:

· only Judges can issue surveillance device warrants,

· the specificity of the warrant application (type of device to be used, description of evidential material believed to be able to be obtained), and 

· robust reporting requirements (both to the issuing Judge and also in the agencies’ annual reports),

serve to make these provisions less alarming from a privacy perspective.  
2.5. However, notification to the individual who has been the subject of a surveillance warrant is not required before a prosecution.  An issuing Judge may order notification only if there has been a problem with the warrant (eg a breach of its conditions).  From a privacy perspective this is problematic as an individual should generally have the right to know what surveillance has been carried out.  I appreciate that in the case of surveillance warrants it is impractical to provide notification in advance of the warrant being carried out.  However, notification after the fact should be a matter of course.  This must be subject to practical considerations such as the status of ongoing investigations and the safety of others.  Notification is common in other jurisdictions such as Germany and the United States.  
2.6. I therefore suggest that the Judge who receives a surveillance device warrant report under clause 55 should make an order that the subject of the warrant should be notified of the surveillance.  This should also apply to reports on the use of surveillance devices without warrants under clause 54, and also to the residual warrant regime in clause 67.  

2.7. Alternatively this could be achieved by a standing obligation on the agency or enforcement officer to notify the subjects of surveillance device warrants that the surveillance has occurred.  

2.8. I envisage this notification could be achieved quite simply through a letter to the subject of surveillance at the conclusion of the relevant investigation.

Recommendation A

Require enforcement officers carrying out surveillance device warrants to notify the individual of the surveillance that has occurred, unless there is a specific justification (ie status of ongoing investigations) not to.  
3. Computer Searches
3.1. I appreciate the need to provide explicitly for computer searches in this Bill.   Computers are an important and rapidly growing repository of personal information and it is vital that computer searches do not become general ‘trawling’ exercises.  The Bill generally treats computer searches as part of the general search and seizure provisions (outlined in Part 4).  While there are practical justifications for this, the ease of automated searches and the large scope of information available electronically make these searches different from paper searches. 

3.2. However, there is still scope to recognise the particularly invasive nature and infinite scope of computer searching by explicitly tying the search parameters to the purpose for the search warrant.  This could be done by requiring a specific statement in the warrant detailing what information is expected to be on the computer or other electronic device (eg financial records or business related transactions).
Recommendation B
Insert into clause 101(4) a requirement that the warrant must outline what information is sought from an electronic device.

3.3. Allowing search warrants to be the basis for remotely accessing computers is, from a privacy perspective, alarming.  This is mitigated to some extent by the specific limits put on this power in clause 101 (k).  The warrant must state whether remote access is authorised, and the provision states that the remote search is limited to things such as Internet data storage facilities that are not located at a physical location that can be searched.  This does not seem to allow remote access to the computer itself.  The current clause requires the warrant to state ‘access information’ for the thing to be searched remotely.  I am unclear on precisely what this envisages.   If it does not already, this clause should require the warrant to be as specific as possible as to what remote sites are able to be accessed, and also the information to be searched on those sites.

  Recommendation C
Amend clause 101(k) to require the warrant to be as specific as possible as to what information can be accessed and from where, eg specifying which remote sites are able to be accessed, and also the information to be searched on those sites.  

4. Production and Monitoring Orders (Clauses 68-77)

4.1. Currently production orders (requiring people to produce information) and monitoring orders (requiring organisations to provide information on transactions) are available under very specific legislation, for specified serious offences.  Under the Bill, one order (called a production order) will cover production and monitoring functions in respect of any offence for which a search warrant may be obtained.  This is a significant change in the law and will dramatically increase the availability of production and monitoring orders.  
4.2. These orders potentially make a vast amount of information available to enforcement officers.  There is obviously the need to ensure this is adequately controlled.  Confidence that one’s telecommunications are secure from intrusion is an essential feature of private life and the ability to communicate freely.  

4.3. While production orders in this part obviously include monitoring functions, the heading of this subpart ‘Production and monitoring orders’ gives rise to confusion as monitoring orders are not mentioned again.  There are significant privacy impacts attached to both production and monitoring activities.  The production of information related to an individual’s telecommunications is a ‘moment in time’ picture of their activities.  Monitoring activities go a step further than this and create a more detailed picture of telecommunications over a period of time.  The ongoing nature of monitoring activities creates an increased privacy impact. 
4.4. I am concerned that the monitoring activities involved in a production order are signalled by the heading but then not mentioned again.  This could be dealt with by including a definition of production orders, explicitly stating the monitoring component.    

Recommendation D
Insert a new definition into clause 68:

“Production order includes monitoring activities as authorised by the order”

4.5. Clause 68 provides a definition for ‘call-related information’ which is very broad, encompassing phone calls, SMS messages, emails, instant messaging and other forms of electronic activity, and their content.    

4.6. Given the wide scope of the definition, we suggest that clause 69(2) be amended to require that an application for a production order must specify what type of telecommunication is to be covered by the order.  This would put a limit on the information available under the order and help to prevent wide scale access to telecommunications.  This is particularly relevant as telecommunications providers are increasingly offering a range of services and holding a range of telecommunications information relating to their clients.  
Recommendation E
Amend clause 69(2) to include a requirement for the application to specify what type of telecommunication is to be covered by the order.  

4.7. The potentially wide ranging scope of these provisions and the multi-party nature of telecommunications mean that the privacy implications may go well beyond that of the individual(s) covered by the production orders.  Those people’s privacy interests would be better protected by drafting a further clause 69(b)(iii) to ensure that privacy interests of others are considered in the conditions of a production order.  This could be based on section 8(1)(d) of the Telecommunications (Interception Capability) Act 2004, and include the text:

‘can be obtained in a manner that protects the privacy of telecommunications that are not authorised to be produced under the order’.

Recommendation F
Insert new clause 69(b)(iii) to ensure privacy implications of others are considered when production orders are issued.  Our suggestion is:
“can be obtained in a manner that protects the privacy of telecommunications that are not authorised to be produced under the order”.
4.8. I am again concerned that there is no provision in this part for notifying the individual concerned that their telecommunications information will be, or has been, accessed.  It should be a standard requirement that, where practical, the individual concerned is notified before the operation of the order and otherwise afterwards.  This would need to be subject to ongoing investigation matters and personal safety but, as with surveillance device warrants, notification should be the starting point. 
Recommendation G
Insert new clause in Part 3 subpart 2 requiring enforcement officers to notify the subject of a production order of the fact a production order will be, or has been, made and what information was produced.  This would need to be subject to any outweighing reasons not to notify (eg ongoing investigation, safety of individuals).
4.9.  Production orders can be issued by an ‘Issuing officer’ who can be a Judge but can also be ‘any other person’ authorised under clause 106.  This is a lowering of an important safeguard, particularly in light of the expansion of availability of the orders.  Traditional expectations are that intrusions will not be made in private communications without rigorous oversight by a Judge.  This is carried into this Bill in the issuing requirements for surveillance device warrants in clause 48.  It seems logical that these relatively new, and potentially technical, production orders should also be issued by a Judge.  
Recommendation H
Amend clause 72 to require a Judge to issue production orders.

4.10. The absence of any reporting requirements for production orders, whether to the issuing officer, or in agency reports also give me cause for concern.  Reporting provides a level of accountability for the agency carrying out these powers, as well as offering a valuable tool to monitor the effectiveness and use of production orders.  I am unsure why this is not a requirement in this area, particularly as the privacy impacts of the monitoring functions of a production order are very comparable to those of a surveillance device warrant (which require reporting to the issuing Judge and also in annual reports under clauses 53 and 163).  The significant privacy impacts of production orders should require that their operation is reported on to the issuing officer and also in annual reports.

Recommendation I
Insert new clause in Part 3 subpart 2 requiring enforcement officers to report to the issuing officer on the production order after it has been carried out.  This could mirror the reporting requirements for surveillance device warrants in clause 53.  
Recommendation J
Amend clause 163 to include production orders in the reporting requirements for the Chief Executive of law enforcement agencies.  
Summary of recommendations  

A. Require enforcement officers carrying out surveillance device warrants to notify the individual of the surveillance that has occurred, unless there is a specific justification (ie status of ongoing investigations) not to.
B. Insert into clause 101(4) a requirement that the warrant must outline what information is sought from an electronic device.

C. Amend clause 101(k) to require the warrant to be as specific as possible as to what information can be accessed and from where, eg specifying which remote sites are able to be accessed, and also the information to be searched on those sites.
D. Insert a new definition into clause 68:

“Production order includes monitoring activities as authorised by the order”

E. Amend clause 69(2) to include a requirement for the application to specify what type of telecommunication is to be covered by the order.  
F. Insert new clause 69(b)(iii) to ensure privacy implications are considered when production orders are issued.  Our suggestion is:

“can be obtained in a manner that protects the privacy of telecommunications that are not authorised to be produced under the order”.

G. Insert new clause in Part 3 subpart 2 requiring enforcement officers to notify the subject of a production order of the fact a production order will be, or has been, made and what information was produced.  This would need to be subject to any outweighing reasons not to notify (eg ongoing investigation, safety of individuals).
H. Amend clause 72 to require a Judge to issue production orders.
I. Insert new clause in Part 3 subpart 2 requiring enforcement officers to report to the issuing officer on the production order after it has been carried out.  This could mirror the reporting requirements for surveillance device warrants in clause 53.  
J. Amend clause 163 to include production orders in the reporting requirements for the Chief Executive of law enforcement agencies.  
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