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1. Introduction

1.1. The Taxation (Tax Administration and Remedial Matters) Bill gives rise to significant privacy issues.  The Bill proposes a new framework for Inland Revenue to share the personal information of all New Zealanders for a potentially limitless range of purposes.
1.2. My role is to consider whether the provisions in the Bill properly balance the benefits of increased government administrative efficiency with other public interests such as protecting the public’s trust in the integrity of the tax system.  

1.3. Any threat to privacy (whether actual or perceived) runs the risk of damaging trust in government and therefore the effectiveness of the system. 

1.4. My submission recommends that clause 59 is removed from the Bill.  I urge the committee to consider whether this new information sharing framework is needed and whether it justifies the invasive nature of the potential information sharing.     
1.5. If the framework remains, I recommend that additional safeguards are added to the Bill to better protect individual privacy.
2. Summary of recommendations 

Recommendation A

I recommend that clause 59 is removed from the Bill and replaced with an information matching provision.  

OR

Recommendation B
I recommend that a new subsection is inserted after new section 81BA(3):

“Before an Order in Council is made a written agreement must be developed between Inland Revenue and the government agency that will receive the information, detailing: 

· the agencies that can receive the personal information from Inland Revenue
· the purpose for sharing the information (including any thresholds to be crossed before the sharing can occur)
· the use that can be made of the information
· what specific information can be transferred
· how the security of the information will be maintained
· details of how the transfer of information will be managed
· how the requirements to allow a person to access and correct their personal information can be met by the agencies
· how the accuracy of the information can be ensured by the agencies 
· controls on any secondary disclosures of the information
· what happens to the information when it is no longer needed (e.g. retention periods)
· how the public will be notified of the information sharing
· how individuals will be notified before any adverse actions are taken as a result of the information sharing
· how the information sharing will be monitored and/or reported on (eg internally or to the Privacy Commissioner).
3. The new framework is unnecessary and risky 

3.1. I support the goals of speed, accuracy and administrative efficiency that Inland Revenue are aiming for in their work but I believe those can be met through existing information sharing mechanisms in the Privacy Act.
3.2. The framework Inland Revenue is seeking to create is unnecessary and is likely to be resource intensive to set up.  The proposed framework will also allow an as yet unknown amount of information to be shared with as yet unidentified agencies.   Because the framework is unnecessary it will be a waste of scarce public resources.
3.3. The existing information matching framework in the Privacy Act would provide a robust and flexible mechanism for the information exchanges that Inland Revenue would like to make.  Information matching is not suitable for all types of information sharing but, from the information I have received from Inland Revenue, it will work well for this particular case.
3.4. Information matching is sometimes misunderstood as overly complicated and technical.  In reality:

· it is quick and accurate – there is no limit to how often information matches can be run, so the information can be completely up to date (thus increasing accuracy of the match).  Some current matches are operating in near real-time  
· it is efficient - it can allow information collected by one agency to be accessed and used by another agency for a clear purpose
· it is flexible - there is no limit to the number of records that can be shared in each information match (the match could involve one person or one million people).  This can give the degree of specificity that seems to be an aim of the proposed framework
· it is a tried and trusted way of sharing information between agencies.
3.5. There appears little point in going to the effort of constructing a different information sharing framework, which would have to incorporate many of the privacy protective features of information matching to be acceptable (such as issuing notices of adverse action). 
3.6. I recommend that the framework is replaced with a specific information matching provision that would bring this activity under the existing framework in the Privacy Act.  I am happy for my staff to work with officials to draft the provision.
4. The new framework needs to contain more explicit controls
4.1. If the framework goes ahead there need to be more explicit controls on how information is shared under it.  At the moment there are few real controls in the legislation.  Inland Revenue are asking the public to have faith in an open-ended framework for sharing their tax information for potentially unlimited purposes.  
4.2. I recognise that there are already some safeguards in the legislation.  The consultation and review provisions and the requirement that the receiving agency have a legal authority to collect the information provide some comfort.  However more is needed.

4.3. I recommend that the legislation contains specific provisions requiring agencies that are using the framework to share information to have written agreements in place. This will ensure that the privacy impacts of this information sharing are managed as appropriately as possible and that agencies will need to specifically consider privacy when planning the sharing.  It will also add a measure of accountability and transparency to the framework. 
4.4. The details that must be included in the agreements should also be specified in the legislation.  I recommend a new provision (outlined in recommendation B) is included in the framework requiring agencies to have a written agreement in place detailing how the sharing will work and what safeguards are in place.  The specific aspects of recommendation B (eg use, disclosure, storage and access requirements) are those that would be addressed by an agency in a privacy impact assessment when considering sharing information.  Including them in the legislation will ensure that agencies do turn their minds to these important privacy matters.  
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