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1. Introduction

1.1. My role is to consider whether the provisions in the Bill properly balance the wider public interest in protecting New Zealanders' privacy with other public interests such as the appropriate protection of New Zealand’s borders. 
1.2. It is important that border agencies can get the information they need to do their jobs.  I do not object to the Joint Border Management System (JBMS) or the interim sharing arrangements in this Bill.  However, the proposal to introduce an open-ended information sharing regime seems at this stage to be highly speculative and fraught with risks.  In my view more work is required before proceeding.
1.3. My submission focuses on clauses 24, 25 and 29 of the Bill.  I recommend that:

· you remove or modify the proposed regulation-based regime for sharing border information amongst agencies

· you add a requirement for the New Zealand Customs Service (NZCS) and Ministry of Agriculture and Forestry (MAF) to continue to have access agreements for information sharing once border data transfers to the JBMS.

1.4. In making these recommendations, my key concerns are that:

· NZCS and MAF only collect the information they need

· information should only be able to be disclosed under this Bill if:

· it is held by NZCS or MAF

· the appropriate controls are in place

· this Bill should not enable other agencies to share other information not held by NZCS or MAF.

2. List of Recommendations

Recommendation A

I recommend that the implementation of the information sharing regime, currently described in new sections 282B, 282C and 286A, should not proceed in its current form.  Instead, specific provisions should be added into the Bill to allow the actual information sharing arrangements the New Zealand Customs Service needs. 


Or
Recommendation B

If recommendation A is not accepted, I recommend that new sections 282B and 282D of the Customs and Excise Act 1996 be amended in the following ways:

· New section 282B(2) be amended to read:

“An accessing agency may, for the purpose of this section, access any border information (held by the Customs or the Ministry for a border protection purpose) if the access is authorised by regulations made under this Act.”

· The definitions of ‘border information’ and ‘holder agency’ in new section new section 282B(3) be deleted.

· The definitions in new section 282D be extended to apply to new sections 282B and 282C.

And in either case:
Recommendation C

I recommend that new section 282H of the Customs and Excise Act 1996 and new section 41E of the Biosecurity Act 1993 be ongoing, and that new sections 282I and 41F are amended so that they only apply to new sections 282E to 282G and 41B to 41D respectively.

3. Information sharing has significant privacy impacts
3.1. Appropriate information sharing between agencies can be necessary for the efficient and effective functioning of New Zealand’s government.  I am mindful of this, as well as my obligation of under section 14(a) the Privacy Act to recognise the right of government and business to achieve their objectives in an efficient way.

3.2. However, information sharing is risky. For example, if information is inaccurate, then the error is spread across multiple databases.  It is then more difficult and resource-intensive to correct the information, as the correction must be made not only to the data held by many agencies, but also to the profiles and assumptions built upon this information.  It is also difficult for the individual concerned to correct the information and to know where it is held.
3.3. Border information contains sensitive personal information.  It includes law enforcement information, information about personal relationships, and assumptions made about individuals as part of profiling exercises. Because of the significant impact on the individual if this information is lost, misused or inaccurately recorded, sharing of this information should be carried out with the maximum care.

4. The proposed information sharing regime needs more work 

Recommendation A

I recommend that the implementation of the information sharing regime, currently described in new sections 282B, 282C and 286A, should not proceed in its current form.  Instead, specific provisions should be added into the Bill to allow the actual information sharing arrangements the New Zealand Customs Service needs. 

4.1. In my view, it is unwise to manage sharing of sensitive personal information using an untested regime as set out under new section 286A.  

4.2. Although the proposed model might be workable, it has not been trialled and there may be undetected loopholes. This exposes the public to an unacceptable risk, because the consequences of any mistakes could be serious and impose undue harm or inconvenience on individuals.  The inclusion of private sector and overseas agencies means that consequences could also be far reaching. 

4.3.  Consultation on specific information sharing arrangements as required in new section 286A(2), and the ability to review the operation of the regime after five years as required in new section 282C, does not remove this risk.  

Comparison with Schedule 5 of the Privacy Act 1993

4.4. I am aware that the explanatory note to this Bill says that the proposed model is based on Schedule 5 of the Privacy Act 1993 (which manages law enforcement information sharing).  This implies that the proposed regulatory model has been adequately analysed and trialled.  I do not believe this is the case.

4.5. Schedule 5 of the Privacy Act was originally amended by Order in Council, but this was for a limited period to allow agencies to adjust to information disclosure restrictions under the new Privacy Act. Amendments to Schedule 5 are now made by primary legislation only.  

Consistency and transparency in government information sharing

4.6. The Law Commission is considering the best way to share information between agencies as part of its Review of the Privacy Act. A final report containing its recommendations is due to be completed before the end of the year.

4.7. I recommend that the final design and implementation of a border information sharing regime be delayed until this work has been completed. This would ensure that the final model incorporates all necessary safeguards, and forms part of a consistent, government-wide approach.  

Actual information sharing needs can be legislated for

4.8. Delaying the implementation of the proposed information sharing regime does not prevent necessary information sharing at the border.  Any specific and urgent information sharing needs which NZCS has can be resolved under primary legislation.  My office is happy to assist NZCS with this.
5. If it goes ahead, the proposed information sharing regime should be limited 

Recommendation B

If recommendation A is not accepted, I recommend that new sections 282B and 282D of the Customs and Excise Act 1996 be amended in the following ways:

· New section 282B(2) be amended to read:

“An accessing agency may, for the purpose of this section, access any border information (held by the Customs or the Ministry for a border protection purpose) if the access is authorised by regulations made under this Act.”

· The definitions of ‘border information’ and ‘holder agency’ in new section new section 282B(3) be deleted

· The definitions in new section 282D be extended to apply to new sections 282B and 282C.
5.1. If the Select Committee wishes to proceed with a new information sharing regime at this time, I strongly recommend that that information sharing should be limited to border information that NZCS and MAF hold for their border protection purposes. 

5.2. This would limit the pool of information that can be shared. As a result, people could have much greater confidence that information was being shared appropriately, in accordance with the purposes of this legislation. 

5.3. In its current form, the information sharing proposal in new section 282B goes far beyond the sharing of NZCS and MAF-held information. The proposal would allow any agency designated in the regulations (including private sector and overseas organisations) to access information held by any other agency designated in the regulations (including private sector and overseas organisations). NZCS would effectively become an information broker between a group of yet-to-be determined agencies. 

5.4. The proposed regime is open-ended, and exceeds what this legislation is set up to do. This is unacceptable given the potentially sensitive nature of the information involved. 

5.5. The proposed changes we have set out in recommendation B do not offer a comprehensive solution that will ensure that the regime operates without risk.  Such amendments can only be identified after greater analysis and testing.  

5.6. However, in the context of this proposal, they represent the very minimum protections necessary to ensure that sensitive personal information is carefully managed at the border.

6. Information access under the JBMS needs to be controlled

Recommendation C

I recommend that new section 282H of the Customs and Excise Act 1996 and new section 41E of the Biosecurity Act 1993 be ongoing, and that new sections 282I and 41F are amended so that they only apply to new sections 282E to 282G and 41B to 41D respectively.

6.1. The purpose of this recommendation is to ensure that each agency uses and handles border information held on the JBMS appropriately. 

6.2. It extends the requirement in the Bill for NZCS and MAF to have access agreements for interim information sharing so that they continue once the data transfers to the JBMS.

6.3. This Bill allows NZCS and MAF to collect and store border information on the JBMS.  It also allows each agency to access border information if it is needed for one of their respective border management functions.  This means that MAF may access information collected by NZCS for a customs function if it is also relevant to a biosecurity function, and vice versa. 

6.4. This will allow efficient processing at the border and efficient use of government information technology resources.

6.5. However, this will also provide a common databank across these two separate agencies, containing a large pool of personal information (including sensitive personal information) that will be readily available to both agencies.

6.6. I think it would be prudent to replicate the access agreement that NZCS and MAF will be using in the interim, to provide similar controls into the future.  Such controls would provide the public with greater confidence that their sensitive information will be appropriately protected. 
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