PAGE  
17

[image: image1.jpg]Privacy Commissioner
Te Mana Matapono Matatapu





Enforcement, Compliance, 

Complaints: 

A Proposal to Reform the Privacy Act

Paper for discussion with the Law Commission

1 May 2009
OFFICE OF THE PRIVACY COMMISSIONER 

	Executive Summary
This paper outlines a proposal for reforming the Privacy Act’s enforcement, compliance and complaints machinery. 

The core feature of the proposal is to confer new enforcement powers on the Privacy Commissioner to operate in conjunction with a continuing dispute resolution and redress role. 

The proposal also suggests vesting the power to determine access reviews in the Commissioner with the Tribunal recast as an appeals body for those cases.  
These changes build upon the strengths of the current dispute resolution arrangements while countering the Act’s identified weaknesses in relation to enforcement and effecting systemic change.  

The proposal continues to ensure broad access to justice while being cost effective to operate. It tackles two especially challenging areas for the current system:  the transition from alternative dispute resolution to litigation and the inherent pressures of a complaints-driven system. 




Proposal to reform Privacy Act’s enforcement, compliance and complaints machinery 

	‘To adopt punishment as a strategy of first choice is unaffordable, unworkable, and counter-productive in undermining the will of those with a commitment to compliance. However, when firms, which are not responsible corporate citizens, exploit the privilege of persuasion, the regulator should switch to the tough punitive response.’
- Ayres and Braithwaite, Responsive Regulation: Transcending the Deregulation Debate, 1992, 26
‘In designing a particular solution for a particular problem, enforcement tools should always be available but should never be assumed the most effective or the most resource efficient, Problem solving, recognising the scarcity of the enforcement resource, will use enforcement surgically, incisively and in the context of coherent control strategies.’
· Sparrow, The Regulatory Craft: Controlling Risks, Solving Problems, and Managing Compliance, 2000, 185

‘The idea is that regulators should engage in tit for tat restorative or persuasive enforcement strategies depending on the response of the regulated entity.  A regulator can start with persuasive or restorative strategies and then move on to more punitive strategies if voluntary compliance fails. If the application of punitive sanctions succeeds in bringing about compliance, then the regulator can revert to a trusting demeanour.  If it does not bring about compliance, then the regulator must invoke harsher sanctions.  The wider the range of strategies (from restorative to punitive) available to the regulator, the more successful tit for tat enforcement is likely to be.’

· C Parker ‘Reinventing Regulation within the Corporation: Compliance Orientated Regulatory Innovation’ (2000) 32 Administration and Society 529, 541 




1. Introduction and objectives 

1.1
The objectives of the Privacy Act can only be achieved if its requirements are observed.  This requires encouragement to voluntary compliance, sanctions for non-compliance and redress for people harmed by breach.  The Act’s complaints mechanisms fall short of what is required especially against the background of the information revolution that has been occurring since 1993.  This revolution poses multiple threats and challenges to privacy and personal control. The Law Commission’s Stage 1 report
 well captures both the technological and regulatory challenges.  

1.2
This proposal anticipates significant change to the Privacy Act’s approach to enforcement, compliance and dispute resolution.  However, it also seeks to maintain the best features of the Act’s current approach.

1.3
While acknowledging strengths in the current system in the area of dispute resolution, the report highlights the absence of effective enforcement mechanisms. New tools are needed.  The Act should be reformed to more effectively promote compliance. 

1.4
This proposal was devised after evaluation of a range of other reform options.
 
Objectives of reform

1.5
It is not sufficient simply to reform the Act’s complaints processes.  All the mechanisms that might be used to enforce the privacy principles, promote compliance and resolve consumer disputes must be considered.  The Act is currently missing enforcement mechanisms. 

1.6
While the complaints process has proven merit in relation to dispute resolution and consumer redress, it is far less effective as a means of enforcing or promoting compliance.  Mechanisms are needed to supplement complaints to ensure compliance and, in particular, to address systemic issues
 affecting the privacy of New Zealanders. 

1.7 At a very broad level, the Office would like to see a reformed system that: 

· continues to enable individual consumer privacy disputes to be efficiently and effectively resolved, including providing redress for harms suffered;

· more effectively promotes compliance and acts as a disincentive to bad behaviour;

· enables the Act to be enforced particularly where there are systemic issues. 

1.8 To be more specific, in the view of the Office of the Privacy Commissioner, a 

successful reform option should: 

· continue to provide cost effective dispute resolution and keep access to restorative justice in privacy cases open to individuals; 

· maintain Alternative Dispute Resolution (ADR) to deal with the bulk of dispute resolution outside the court system;

· more efficiently dispose of small disputes that have no significant public aspects but not at the cost of reasonable access to justice; 

· where possible, deliver speedier outcomes;

· streamline the transition from ADR to formal determination for the small proportion of cases to which this applies;

· promote or require compliance by providing a more complete enforcement pyramid;

· provide better means to ensure systemic change;

· diminish the negative aspects of a complaint-driven system; 

· be more instinctively understood by participants and clearer to operate;

· provide better scope for the Privacy Commissioner to redeploy investigative resource to areas of broader public interest;

· meet international expectations in relation to compliance with privacy standards. 

2.  Outline of the proposal 

What are the key elements of the proposal? 

2.1
The proposal has the following key elements:


Dispute resolution

· Maintaining a system for complaints to the Privacy Commissioner suitably fine tuned through recommendations outlined in Necessary and Desirable
.
· Maintaining a role for the Office of the Privacy Commissioner and Human Rights Review Tribunal but discontinuing a Privacy Act role for the Director of Human Rights Proceedings.

· In relation to access reviews only, transferring the determinative function from Tribunal to Commissioner and recasting the Tribunal as an appeals body.


Compliance

· Empowering the Tribunal to award exemplary damages.

· Rewarding voluntary compliance, and sanctioning non-compliance, through introducing punitive and mandatory enforcement tools.
· Revealing non-compliance through mandatory audit and breach notification;
· In access cases that progress to a determination, more firmly placing the onus upon agencies to comply or take the step of challenging a ruling before the Tribunal; rather than being able just to sit back and wait.


Enforcement

· Vesting the Commissioner with power to issue binding enforcement notices.

· Making non-compliance with an enforcement notice an offence.

2.2
The proposed system is summarised in figure 1:

  Figure 1: Flow Chart

(Existing system shown in green, changes in brown)
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How might that look in operation?

2.3
The proposed new system might look as follows.

Prior to OPC involvement 
2.4
The reforms should impact even before the Commissioner receives a complaint.  The prospect of more serious enforcement of statutory obligations should influence management in agencies towards taking privacy and information security issues more seriously.  Better voluntary compliance may result.  Also when problems arise, or a consumer complainant is received, there may be a greater willingness to act quickly to take the appropriate remedial action. 
2.5
Some individuals who are adversely affected by agency behaviour do not know that they can complain.  Mandatory breach notification  which may facilitate individuals taking action to protect themselves (e.g. cancelling credit cards) as well as seeking redress
.  Individuals will be told of their right to complain.

Intake and discontinuance procedures
2.6
The reforms do not put significant new barriers in the way of people complaining.  There would continue to be no ‘standing’ requirement or filing fee.  However, there would be changes designed to make administration better and more efficient.    

2.7
Handling of complaints at the intake point would continue the current emphasis on seeking informal resolution where possible, quick responses rather than delayed, and investigation only where warranted.  However, there will be a shift of emphasis at an early point to also identify and isolate the systemic and public interest features.  This would be informed by an Office enforcement strategy. 

2.8
Complaints jurisdiction will move from allegations of an ‘interference with privacy’ to simple allegations of a breach of the Act.  Through this change it is anticipated that a broader spectrum of complaints will be possible including some having serious systemic aspects but limited actual harm to the individual complainant before the Commissioner.  Currently, cases where actual harm is not apparent are discouraged from entering the system.  
2.9
The new system is expected to be better understood by complainants with the question of harm raised not as an opening threshold issue but rather when the Office explores how best to pursue or finally dispose of the matter.  The proposal will also allow enforcement in cases where an individual has not yet been harmed. 

2.10
There will be a slightly broadened discretion to refuse to investigate or to discontinue cases for example by excluding ‘stale’ cases.  More importantly, there would be a greater willingness to use the existing powers to end involvement in small cases where effective enforcement is being taken on the systemic issue.  At the moment, there may be unwillingness by both Office and complainant to ‘let go’ of an unpromising complaint given that it is the only leverage available to address an issue.  The enforcement powers will change the dynamic. 

Dispute resolution
2.11
Fifteen years of experience has led to a reasonably refined and successful model of dispute resolution.  The introduction of strong enforcement powers, and exemplary damages, is likely to have a good effect on some recalcitrant respondents and facilitate further settlements. 

2.12
Some cases will involve, as a counterpart to settlement, an assurance against repetition of the complained about behaviour.  With the new enforcement model, the Office may give greater attention to assurances which will become enforceable.  A monitoring regime would check adherence.  Agencies may be more willing to give assurances and adhere to them because the alternative may be to have an enforcement notice issued.

2.13
The Office will be likely to continue to seek to conciliate nearly all cases but will be increasingly reluctant to devote investigative resource to any complaints not raising systemic issues or otherwise raising issues of public interest (e.g. novel issues, especially serious harm).

Determination of access reviews
2.14
Access reviews
 would be formally determined within the Office where they are not informally resolved. A Chinese wall may need to be erected between investigation/conciliation and determination if the merits of ADR are to be maintained.  There are models for doing that.

2.15
A Commissioner determination of an access case may be appealed to the Tribunal but, if not challenged in this way, will become binding and enforceable. 

Determinations and the Tribunal  
2.16
The small minority of cases that need to move from ADR to litigation would progress through this transition more smoothly.  The proposal would absorb the current DHRP functions into the Office.  This would require resources to deepen the Office’s litigation capability.  

2.17
On the basic proposal, civil proceedings before the Tribunal to resolve disputes (other than access reviews) remain much the same.  There would be new appeal jurisdiction in relation to access cases and the enforcement notices.  These appeals would be brought by the respondent rather than, as with existing proceedings, by the DHRP or an aggrieved individual.   Significantly it throws the onus back upon the agency to comply with the obligation to do as the Act requires or else launch appeal proceedings. Under the current system a non-complying agency can simply sit back and wait to see if the Commissioner, DHRP or individual are serious about suing the agency and, if need be, settle at the 11th hour. In the context of access the change in dynamics should work significantly in favour of promoting compliance, especially with uncooperative respondents.
2.18
The reforms to facilitate the taking of representative cases will be useful for major breaches.

2.19
The ability to award punitive damages will complement enforcement powers as a deterrent to repeated poor compliance. 

2.20
The Tribunal’s adversarial processes are not well suited to review of access cases.  The proposal will recast proceedings as an appeal rather than a complete re-hearing.  This should be cheaper and quicker. 

2.21
Litigation before the HRRT will continue with the existing case types (although without de novo access hearings) plus appeals from the Commissioner’s access determinations and enforcement notices.  A greater portion of cases that do proceed would be appeals rather than the resource intensive de novo hearings under the current system.  The change will play to the legal strengths of the Tribunal.

2.22
A small filing fee might usefully be introduced to HRRT proceedings.  The fee should not be so high as to be a barrier to access of justice.  

Source of enforcement cases 
2.23
The main source of enforcement cases is likely to remain individual complaints.  However, Commissioner-initiated inquiries would likely increase in number and significance given that the outcome might include enforcement.  

2.24
The Office would also develop proactive systems to identify non-compliance and not just wait for complaints. An enforcement strategy would be developed given the new range of enforcement tools.  Monitoring of assurances would be strengthened.  Notification under a mandatory breach notification obligation would be a further source to identify non-compliance.  Public interest groups would see more point in drawing matters to the attention of the Office.  This enhancement of Office activities is particularly suited to the environment of the information revolution where issues of real concern may be largely invisible to the general public and therefore fail to generate complaints. 

Range of tools for addressing problems
2.25
The current system places the emphasis upon settling individual disputes.  While this restorative justice will continue to have a high priority, new tools will exist for exposing and addressing systemic issues.  The principal tools will be the enforcement notices but other tools may include, for example: 

· scheduled audits; 

· targeted enforcement audits; 

· requiring agencies to undertake assessments;

· transfer prohibition notices;

· requiring agencies to notify affected individuals.  

2.26
Targeted enforcement audit would be a way of getting a fuller picture of a general systemic issue in cases where investigation of a particular complaint has revealed an aspect of non-compliance.  

Escalating enforcement powers 

2.27
The key new power would be for the Commissioner to issue an enforcement notice.   

Draft enforcement notices might be served on an agency and as a result a negotiated enforceable assurance being agreed even at that late stage
.   However, if a notice is issued it becomes enforceable if not appealed within a set period.

2.28
If appealed, the matter would be considered in the HRRT and disallowed or issued as a Tribunal order
.  

2.29
There would be consequences for failure to comply with a notice or order.  There may be advantage in having escalating sanctions such as civil pecuniary penalties as well as offence provisions (including continuing offences). The enforcement pyramid works best when there is a chance to escalate the sanctions. 

Transparency 
2.30
It is anticipated that there would be appropriate transparency for these enforcement processes.  In the UK the Information Commissioner posts both assurances against repeated breach and enforcement notice on the Commissioner’s website.  Name and shame is a potent compliance weapon that is not yet used in the New Zealand context. An Office enforcement strategy would develop an approach to this which might also include naming respondents in serious dispute resolution cases.

Cooperative compliance 
2.31
The current regime seeks to achieve dispute resolution, compliance and enforcement through a complaints process almost exclusively geared towards dispute resolution. The proposal bolsters the complaints system with an enforcement process. Giving the Commissioner the new choice of powers to escalate matters when soft persuasion is ineffective is in keeping with modern ideas on compliance and enforcement. 
3. Elaboration on some aspects 
In the proposal the Commissioner continues to handle complaints as a means of dispute resolution. How will the proposal change the dispute resolution and complaints system? 
3.1
The current system may be characterised as a ‘hybrid ADR-litigation model’.  To pursue a privacy action, the matter must be commenced as a complaint to the Privacy Commissioner.  The Commissioner has the task of investigating, conciliating and settling complaints.  If necessary the Commissioner refers unsettled meritorious complaints to an independent statutory official to take proceedings before a specialist tribunal.  

3.2
The Commissioner is the gatekeeper to the system and processes and resolves the larger portion of complaints in ombudsman-fashion, resulting in the rendering of an opinion or recommendation rather than a binding determination.  The system goes beyond this ombudsman-like element since matters can, at the decision of the Commissioner or at a complainant’s initiative, be escalated to civil proceedings. 

3.3
A major review of the operation of the Act was undertaken in 1996-98 resulting in a series of recommendations published in Necessary & Desirable (later updated with four supplements). Those recommendations are part of this reform proposal.
  
3.4

The resultant scheme would recognisably look like the current system but with noteworthy improvements.  For instance: 

· there would be new controls around intake and pursuit of cases (e.g. recommendations 104A and 112B, limiting the ability to pursue stale cases) and giving the Commissioner a wider discretion to bar cases or cease to be involved (e.g. recommendations 58A and 66 giving discretions not to act in cases where an individual appears to be abusing the right to access and review);

· the Act is to be clarified and made easier to apply (e.g. recommendations 101, 101F, 103, 104, 109, 113, 144);

· the  individual may  be required to sort the matter out directly with the agency (recommendation 106);

· the enforceable rights under the Act would be clarified and modestly extended (e.g. recommendations 81A, 82, 82A, 95 and 101 A-E);

· the procedures for getting matters before the tribunal would be enhanced and certain new roles conferred on the tribunal to make the system work better (e.g. recommendations 102A,105, 112 and 112A); and
· cooperation with other enforcement bodies would be clarified (e.g. recommendations 107, 107A, 111 and 146), including cross-border enforcement cooperation.  

Why doesn’t complaints’ handling alone ensure compliance? 
3.5
There are several reasons why a system of complaints handling alone cannot achieve the desired compliance and change to non-compliant systemic practices.

3.6
First there is the issue common to any system relying only on complaints: a breach has already occurred when a complaint is made. A Privacy Act compliance system needs to be effective wherever serious risks are identified and not simply rely upon ‘after the event’ redress.  

3.7
Second, there is the fact that complainants typically see only a small outward manifestation of information systems. The greater part is invisible to them. Relying upon complaints and complainants will be an ineffective strategy for larger systemic issues. The Act needs to affect the decision-making and activities of those ‘back office’ people who design and operate the systems, to promote or require compliant behaviour, and provide tools to the regulator to know or find out more than potential complainants can by themselves.
3.8

Third there are aspects of the design of the current statutory complaints machinery which limit the potential effectiveness of complaints in several contexts including: 

· cases where non-compliance is suspected but complaints are not received;

· a breach of a principle is identified but no ‘harm or detriment’ element is yet manifest; 

· complaints are settled but agency practice does not change.
3.9
Finally, the following dynamics of the current system are not conducive to strongly encouraging voluntary compliance:

· agency liability is limited to the harm to the complaint, it may be cheaper to settle a series of complaints than to change a non-compliant system;

· complaints are handled in private and thus non-compliance resulting in a complaint typically does not involve a risk to agency reputation.
3.10
The proposal makes the complaints handling process a more effective tool for promoting compliance and effecting systemic change. However, complaints-handling is most effective for dispute resolution and even with reform will not be entirely effective as a means of enforcement. Accordingly, the proposal ends the over-reliance on complaints resolution as the sole means to ensure compliance and introduces entirely new enforcement tools.
What are the proposed new compliance and enforcement tools? 

3.11
The proposal includes appropriate civil compliance tools that are not dependent solely on complaints processes.  The precise mechanisms may vary but the objective is that the Commissioner would be able to call upon the right tools for the job to address issues of non-compliance with the statute.  Particular focus may be on systemic issues where complaint handling alone may not be effective.  

3.12
The key tool recommended is an enforcement notice. However, it is anticipated that a range of other tools may be useful as well. 

3.13
The core proposal is an enforcement notice procedure whereby the Commissioner could require certain action by an agency to comply with the Act.   The Tribunal would have a role in appeals from these notices.  Failure to comply with a notice (where no appeal had been lodged) or an enforcement order (confirmed or substituted by the tribunal) would carry appropriate consequences probably the commission of an offence but  perhaps including civil remedies, civil penalties and escalating to the criminal law.  

3.14
To supplement this there are various ideas worthy of adoption. Necessary & Desirable recommendations for new compliance tools included:

· mandatory audit powers – recommendation 37B; 

· more effective mechanisms for taking representative complaints–recommendation 102A; 

· transfer prohibition notices – recommendation 35;

· provision to transfer complaints to overseas Privacy Enforcement Authorities – recommendation 107A;

· enforcement of assurances – recommendation 112. 


Some of these could be ‘rolled into’ a generic enforcement notice procedure.

3.15
Another promising option recommended in Australia and the UK is the power to require an agency to complete an internal assessment such as an audit or privacy impact assessment.

3.16
The Tribunal might usefully be empowered to award exemplary damages as it is permitted to grant in Health and Disability Commissioner Act cases.
 Exemplary damages may offer a useful response to ‘repeat offenders’.  Certain agencies, such as government departments with a track record of poor access practice, are met time and again.  Exemplary damages would have a salutary effect and assist in changing agency practice and achieving settlements from otherwise stubborn or dismissive respondents in a way that compensation alone cannot. 

3.17
Necessary and Desirable included recommendations for new criminal offences touching on such issues as identity theft and destroying documents to evade access requests.
 Whether the Privacy Commissioner would be the enforcement authority in relation to those new offence provisions is left as an open question in Necessary and Desirable. A re-orientation of the office from being a dispute resolution body towards also being an enforcer may be consistent with placing that prosecution role with the Office.
3.18
Recasting the Office in this way may enable the Commissioner to be vested with certain enforcement responsibilities that were inappropriate when relying upon individualised complaints alone.  An example would include the enforcement role under the ‘anti-spam’ law, the Unsolicited Electronic Transactions Act 2007.  This would strengthen the Office’s enforcement capability and is consistent with how these enforcement roles are sometimes combined overseas.
    A similar case would arise if a national do-not-call telemarketing law were to be enacted.

Do overseas privacy enforcement authorities have enforcement tools of the type proposed? 
3.19
Many overseas privacy commissioners operate this kind of enforcement notice procedure.
  Indeed of 24 privacy enforcement authorities surveyed by the OECD in 2006, the New Zealand Privacy Commissioner was one of only 7 authorities without power to issue orders, 5 authorities without power to stop processing and 4 without power to enter premises while the legal systems in only 8 omitted the sanction of civil penalties.

Why move the focus from ‘interference with privacy’ to ‘breach of Act’ (i.e. removing harm as basis for jurisdiction)? 

3.20
The Act requires agencies to comply with the privacy principles.  However, the sole enforcement mechanism in the Act, the ability to take a complaint to the Commissioner, relates not to a mere breach of a principle
 but to an allegation of ‘interference with privacy’ (see s.66).  An interference with privacy might be seen for the most part as ‘breach plus’ – in other words, the complaint must allege, a breach of principle plus that the breach harmed the individual in some fashion.
 

3.21
The basic proposal is that the harm feature be removed as an absolute bar to taking action.  Thus one could complain about, say, a disclosure in breach of principle 11.  The harm or detriment to an individual would still feature at appropriate stages of proceedings which are in relation to the question of remedies and as a consideration for the Commissioner when exercising discretions (such as deciding whether to continue an investigation or to refer a case for Tribunal proceedings). 

3.22
This change seeks to make the complaints system easier to operate and understand and to transfer harm to the individual from being a jurisdictional threshold question into a downstream remedies matter.  This change has the potential to deliver a simpler and more effective scheme.  In particular, it may provide enforceability in circumstances where the harm threshold currently leaves the Act unenforced.  The option would also give the Commissioner greater leeway to initiate effective enforcement actions. A greater range of matters could be pursued including those with systemic implications. 

3.23
The current arrangements are a source of confusion.  The harm threshold is intended to act as a simple filter to ensure less deserving case are kept away from the system but this works imperfectly.  It can even work perversely excluding both deserving and undeserving cases, such as those with systemic importance, while letting through small matters involving negligible harm.  It can be complicated and technical to operate.   It also relies upon subjective assessments of harm in the filtering process. Arguably determining harm or detriment is a matter better suited to the adversarial processes of the Tribunal than the Commissioner.
3.24
The proposal proceeds on the basis that other processes may be at least as effective for aligning resources to importance and weeding out trivial cases.  Eliminating the threshold will free the process up to work more effectively.  The proposal would, for instance, allow cases of major security breaches to be taken notwithstanding that downstream harm is not yet manifest.  It would also allow the Tribunal’s declaratory jurisdiction, much neglected to date, to be more effectively operated. 

3.25
The strengths of the proposal include simpler administration and making complaints a more effective tool for addressing systemic issues.  

Why is it proposed to vest in the Privacy Commissioner the power to determine access cases?

3.26
The proposal is that the Commissioner be given new powers to issue binding determinations in relation to access cases.  

3.27
Access cases represent about half of the Commissioner’s complaints workload.  Although the Privacy Act uses the generic title ‘complaints’, those involving a refusal to give access to information might be better thought of as access ‘reviews’ than ‘complaints’.  Although the statutory provisions are the same for all types of complaints, there are in practice differences with access cases.  For instance, the access review is commenced by having the respondent deliver the relevant file of documents to the Commissioner’s office for review.  An investigator examines the documents comparing the decision rendered by the agency with the obligations imposed under the Act.  There is no similar documentary trail for other types of complaints that involve seeking answers to relevant questions and undertaking shuttle conciliation between parties.  

3.28
Access reviews involve study of documentation on agency’s files and detailed recommendations as to information that may properly be refused or released.  Under current law, if the matter is not resolved when the Commissioner issues an opinion the process must restart before the tribunal. Access cases (literally) lend themselves to being resolved ‘on the papers’.   Quick efficient resolution of access cases can bring related benefits.  Sometimes the information sought is important to the individual. 

3.29
There are some problems with the tribunal handling access cases.  While the Commissioner’s office operates a well oiled review officer model, the tribunal operates on an adversarial hearing system.  The tribunal tends to look at the documents in issue only towards the end of the hearing. 

3.30
Thus one advantage of the option is to bring efficiencies to the determination processes.  For cases not amenable to settlement, justice would be quicker and more certain.  Changing the tribunal’s role from a de novo process to an appeal body against the Commissioner’s order will make the tribunal litigation phase more focused.  

3.31
As with enforcement notices the Commissioner’s determination would become enforceable if an appeal is not lodged.  The details of enforcement would need to be worked through to see whether the individual concerned or the Commissioner is to take enforcement action if the agency does not do as ordered and whether the Tribunal or the District Court is the appropriate forum for such enforcement action. 

Why discontinue the privacy role of the Director of Human Rights Proceedings? 

3.32
The current complaints system marks a significant change in processes at the point at which a complaint which has merit, but which has not been able to be settled, is referred by the Privacy Commissioner to the Director of Human Rights Proceedings.  One might see it as marking the change from ADR to enforcement.
   
3.33
In the ADR phase, the Privacy Commissioner is the ‘honest broker’ that seeks to understand the matter at dispute and to bring the parties to a settlement or render an independent and expert opinion on whether the law has been broken.  By contrast, the Director is often informally referred to as an ‘independent prosecutor’.
 The Act establishes a clear separation so that the somewhat neutral role that the Commissioner performs is not undermined by the enforcement-orientated role.  

3.34
However, the split create problems by making the transition from ADR to litigation somewhat convoluted. It may also undermine the coherence of the specialist privacy commissioner model to have a different official handling litigation. The split is not well understood by participants who are new to the system. It appears that it would it be possible to successfully bring the ‘prosecution’ function within the Office and still successfully manage the dual ADR/litigation split. 

3.35
If the litigation role were to be brought within the Office it may be necessary to create a ‘Chinese wall’ between staff involved in investigating or settling cases and those given the task of taking enforcement cases.  It is perfectly possible to create such arrangements as existed, for example, when the Director’s predecessor was also a Human Rights Commissioner.  It is also achieved in the Office of the Health and Disability Commissioner and in a number of overseas Privacy Commissioners’ offices that operate a conciliation and enforcement model. 

3.36
The change would likely make for a speedier and potentially more efficient arrangement than currently exists.  Efficiency is important, noting particularly that litigation is a feature of several aspects of the proposal (e.g. appeals against enforcement notices). 

The current complaints system is comparatively cheap to operate; how will cost effectiveness be maintained under the proposal? 

3.37
Cost effectiveness is maintained, first, by keeping much of what exists and works, second, by improving the current processes,  and, finally, by supplementing existing soft-edged processes with hard-edged enforcement for the cases where the current system doesn’t work so well.

3.38
The proposal maintains the core aspects of the current system. For instance, it is expected that the vast majority of complaints will continue to be handled by ADR and persuasion rather than litigation or enforcement. ADR is cheaper than litigation.
3.39
Many of the changes refine the current system to operate better. For instance, it is expected that the changes to determination of access cases, and the handling of litigation, will be more efficient that current arrangements.

3.40
The enforcement powers are new but they are designed to be flexible and fairly light-handed in operation. Even when the enforcement stage is reached, a cooperative approach by an agency can avoid a matter progressing to an adversarial hearing with its attendant costs. The mere existence of new powers and a willingness to use them may lead to settlement or voluntary compliance in cases that under the current system would involve prolonged investigation or a Tribunal hearing.
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� Law Commission, Privacy: Concepts and Issues, NZLC SP19, 2008. 


� See Office of the Privacy Commissioner, Options for Reform of Privacy Act’s Enforcement, Compliance and Complaints Machinery, April 2009.


� Systemic issues may be taken to mean issues that are about an organisation’s or industry’s practice rather than an isolated incident. 


� Privacy Commissioner, Necessary and Desirable: Privacy Act 1993 Review, 1998. References to Necessary and Desirable are to be taken to include the four update reports. See recommendations 29, 37B, 58A, 66, 82, 82A, 95, 101, 101A-101F, 102A, 103, 104, 104A, 105, 106, 107, 107A, 109, 110, 111, 112, 112A, 112B, 113, 113B, 113C, 114, 115, 116A, 144, 146, 148, 149 , 149A and 150.  


� Breach notification is not an essential feature of the proposal.  It will need to be evaluated on its own merits since it has wider implications.  A proposal for breach notification appears in recommendation 23A. 





� ‘Access reviews’ is intended to refer to complaints of refusal to give access to information.  The concept could be extended to encompass all principle 6 cases (e.g. failure to meet time limits etc.). 


� See UK approach � HYPERLINK "http://www.ico.gov.uk/what_we_cover/data_protection/enforcement.aspx" ��www.ico.gov.uk/what_we_cover/data_protection/enforcement.aspx� 


� The process has similarities to the abatement notice/order processes under the Resource Management Act. 


� See recommendations 29, 37B, 58A, 66, 82, 82A, 95, 101, 101A-101F, 102A, 103, 104, 104A, 105, 106, 107, 107A, 109, 110, 111, 112, 112A, 112B, 113, 113B, 113C, 114, 115, 116A, 144, 146, 148, 149 , 149A and 150.  


� Health and Disability Commissioner Act 1994, ss.52 and 57.


� Recommendations 148, 149, 149A, 151,152.


� For instance, in the UK, the Information Commissioner enforces both the Data Protection Act and the Privacy and Electronic Communications Regulations


� Typical terms for such a notice include ‘enforcement notice’ (Hong Kong, UK, Ireland) and ‘compliance notice’ (Victoria). For a modern example, see Information Privacy Act 2000 (Vic), Part 6.


� OECD Working Party on Information Security and Privacy, Report on the Cross-border Enforcement of Privacy Laws, Annex A, 2006. � HYPERLINK "http://www.oecd.org/dataoecd/17/43/37558845.pdf" ��www.oecd.org/dataoecd/17/43/37558845.pdf� 


� Or a breach of a code or Part 10 or one of the special statutory complaints provisions (e.g. Human Assisted Reproductive Technology Act, s.66).


� This is a simplification of s.66 since the position is somewhat different in relation to access cases or cases under Health Act, s.22F. 


� Although settlements also frequently occur at the DHRP stage and could therefore also be considered ADR.


� Strictly speaking a misnomer since the DHRP is not prosecuting under the criminal law merely taking civil proceedings.





