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Introduction

The Office of the Privacy Commissioner is grateful for the opportunity to provide this submission on the Law Commission’s Stage 3 privacy issues paper.
The Law Commission has posed a large number of questions.  To keep this submission manageable in length our answers to the questions are as concise as we could make them.  Although we are interested in all the issues canvassed we have chosen not to comment on some questions.   If you require any elaboration on the brief answers offered – or you wish to have our views on the omitted questions -  please get in touch and we can arrange to discuss the matter further or make a supplementary submission.  
Part 2: Reform of the civil and criminal law on personal information disclosure 
The tort of invasion of privacy by publicity given to private facts
Q1.  Is there value in a tort of invasion of privacy by publicity given to private facts?  If so, what is that value?
The Office does see value in the tort.  It marks the value that New Zealand places on the human right to respect for privacy.  A right is meaningless without corresponding remedies, such as those provided by the tort.  The impetus behind the Courts’ development of the tort was that they perceived a need to fill a gap in the landscape of privacy protection in New Zealand. Without the tort, that gap in privacy protection would become apparent again.

The tort is also useful because it helps to establish limits of acceptable behaviour when actions impinge on other’s privacy rights. In doing so, it complements other areas of privacy protection in New Zealand and provides a guide to those whose actions have the potential to severely harm the privacy of individuals (e.g. the mass media). 

The tort has a particular value in areas beyond the Privacy Act’s reach or where the Act’s mechanisms are less suitable than those of the tort.  In particular, the news media enjoy a complete exemption from the Privacy Act in relation to their news activities.  This is a context in which the tort has been used. 

The tort is also particularly suitable where an injunction is the most appropriate legal response to a serious privacy risk.  The Privacy Act’s processes do not currently provide for the granting of injunctions to prevent publications of information. Nor would inclusion of such a mechanism in the Privacy Act be a meaningful option in most circumstances, given the extreme urgency under which such issues often have to be considered. The Commissioner’s resourcing and investigative processes do not lend themselves easily to such a change in dynamic.

Q2.  Do you think it would be sensible to abolish the tort without replacing it? If it is to be replaced, what should replace it?
The Office does not support abolishing the tort without replacing it. The tort appears to play a useful role in the scheme of privacy protection in New Zealand. 

If the Law Commission were minded to recommend abolition of the tort, then we suggest it would be useful to look carefully at the circumstances where the tort has been found of value thus far, such as in relation to invasion of privacy by news media and in cases where an injunction is the most appropriate legal remedy. Thought would have to be given, for instance, to whether the news media should be regulated in relation to privacy by, for instance, repealing the news activities exemption. It is possible that this would raise its own difficulties, both of principle and practicality. The Privacy Act machinery might also have to be adjusted to make obtaining injunctions a realistic possibility for plaintiffs in those cases where this is the most appropriate legal response. 

Q3. If there is to be a tort, is it better to codify it in statute, or leave it to evolve by case law?
Clearly there are arguments to be made both ways.  Leaving the matter to evolve by case law does enable the mature wisdom of the judiciary to bear in real life cases over a period of years.  On the other hand, this leaves development of the law to the vagaries of cases being bought before the courts.  This can lead to slow and erratic development and may leave questions unanswered for many years.

Addressing the matter by statute may have some benefits.    The tort’s development will be less swayed by the special considerations of an individual case.  On the other hand, there is the risk that the statute may set thresholds for obtaining relief that are so difficult to achieve that this will mark the end of the tort as a meaningful route for individuals to obtain redress.  The political process is, of course, vulnerable to lobbying by powerful vested interests in a way that the courts are not.  
While the office does not have a strongly held view on the question, on balance, it concludes that placing the tort on a statutory basis offers greater advantages than simply leaving the matter to future development by the courts. 

As an aside, it may be that placing the tort on a statutory basis should not go as far as attempting to ‘codify’ the tort.  It may be sufficient to delineate the scope of the law but leave leeway for further developments by the courts, for instance to determine what “reasonable expectations of privacy” are, or what “legitimate public concern” might be.  Codifying the tort is possibly an unnecessarily difficult and contentious exercise.
Q4. If there is to be a statute, what should it contain? It would be helpful if you answered the specific questions 5-23 below, but you need not confine yourself to those questions.
The Office has chosen not to take a position on every aspect of the drafting of the tort (and thus we make no comment on several of the questions).  Many of the issues are already well understood by the Law Commission, as demonstrated in the issues paper, and there are many legal commentators and other law reform bodies who have offered detailed advice on the best approaches to take.  
However, the Office suggests the following approach to developing reforms;

· rather than try to codify the entire law, aim if possible to guide, direct, and limit it while leaving scope for the courts to continue to develop the detail;  

· ensure that the tort remains focused on privacy as normally understood rather than being stretched into other worthy, but non-privacy, directions (such as in relation to the rights of corporations); 

· avoid setting new thresholds that are so high that serious privacy harms will be left without a meaningful remedy;

· recognise that all human beings have reasonable expectations of privacy and avoid the temptation to artificially exclude some of the difficult areas, such as public figures and their families. 

Q5.  Should the “highly offensive” test remain as a separate element of the tort?

On balance, the Office believes that the ‘highly offensive’ test should be dropped as a separate element of the tort.  To the extent that it may be aimed at limiting the scope of the tort, the test does not seem to add anything essential to the ‘reasonable expectation of privacy’ element.  Maintaining a separate ‘highly offensive’ test introduces some confusion that can unnecessarily raise the bar and make it harder to succeed in an action.  One problem is that the ‘highly offensive’ criterion introduces a test of harm that needs to be met before a person can claim a remedy.  The issue of harm is better considered specifically when deciding what, if any, remedies are appropriate in the circumstances. The term itself does not add anything to that calculation.
Q6. Is “reasonable expectation of privacy” a useful test? Would it be possible in a statute to give more precise definition, or to list considerations to be taken into account in determining whether that expectation exists?
‘Reasonable expectation of privacy’ is a useful test that is applied by the courts in many jurisdictions that have actionable rights to privacy. It has also featured in judicial interpretations of other laws such as the New Zealand Bill of Rights Act.  It is an elastic and evolving concept that is well suited to privacy jurisprudence. 
Q7. In what circumstances can there be a reasonable expectation of privacy in relation to things which happen in a public place? Is it possible to devise a test to clarify this issue?

In the Office’s view there can be a reasonable expectation of privacy in relation to things that happen in a public place.  There is jurisprudence available to assist courts dealing with such issues both in New Zealand, with respect to the Broadcasting Standards Authority, and elsewhere, such as in the European Court of Human Rights.  While in many circumstances the reasonable expectations of privacy in public places will necessarily be diminished, the tort should not use the public place setting as some kind of hard edged exclusion zone. 
Q8. To what extent is the degree of privacy that public figures can reasonably expect less than that of the general population? Does any reduced expectation of privacy on the part of public figures also apply to their families?

The ‘legitimate public concern’ element of the tort copes with the public interest aspect of the role of public figures.  It is important that matters of legitimate public concern can be disclosed.  However, in the Office’s view, there should not be an additional exclusion for public figures since this will unnecessarily diminish the law’s privacy protections beyond what is appropriately excluded through the legitimate public concern test.  Public figures are, after all, human beings who have private lives deserving respect
The Office does not consider that there should be a reduced expectation of privacy on the part of families of public figures merely through a familial relationship.  However, the ‘legitimate public concern’ provision may sometimes apply.
Q9. In what circumstances can there be a reasonable expectation of privacy in relation to something which has already been published?

There should be some scope for the legitimate public concern to diminish over time notwithstanding that information has earlier been published.  Some regimes allow for this such as the Broadcasting Standards Authority and the Criminal Records (Clean Slate) Act. 
Q14. Other than legitimate “public concern”, what defences should there be to a cause of action for publicity given to private facts?

There are some other defences that are currently understood as a general part of the law, but not articulated within the tort (such as consent or Parliamentary privilege).    
Q15. What remedies should be available?

In addition to the essential mainstream remedies (such as injunctions and damages), thought should be given to some mechanisms that are features of information privacy laws but are less familiar to the courts.  In particular, thought might be given to the usefulness of providing for correction statements as a post-publication remedy in appropriate cases. This could also have the benefit of aligning privacy remedies more closely with defamation remedies, for those cases where the distinction between privacy and defamation may not be clear-cut. Prevention of ‘gaming’, or forum shopping, is desirable.
Q17.   Should it be possible to obtain a remedy in this privacy tort (or cause of action) if some or all the statements made about the plaintiff are untrue?
Under information privacy laws, it is quite usual for privacy cases to involve the disclosure of correct or incorrect information about an individual or a mixture of the two.  In the context of the tort, there is of course a dilemma as to whether it is most appropriate for a case to be taken under the tort of invasion of privacy or other available causes of action such as defamation.  Clearly the Law Commission will need to develop a practical solution as to whether one cause of action must be pleaded or the other, or to enable both to be pleaded simultaneously or whatever.  However, from a privacy theory perspective, the fact that information disclosed about an individual is untrue is not a bar to calling that disclosure an ‘invasion of privacy’ as it is all personal information attributed to the individual.  Indeed, accuracy of information is part of normal expectations of privacy. 
Q18.  Should wide publicity be required to ground a cause of action or might publication to a small group be enough in some cases?

There seems to be no reason to limit the cause of action to cases involving wide publicity.  Publication to a small group should suffice. It may be helpful to compare, or even align, the position with the law of defamation which provides the disclosure to a single person may be actionable. 
Q19.  Should it ever be possible to obtain a remedy for invasion of the privacy of a deceased person?
The Office’s view is that it should be possible for an estate to complete an action for invasion of privacy that was commenced by a person prior to death.  However, as a human right that is tied closely to the dignity and effect on an individual, there may be little merit in enabling cases to be commenced after the affected individual has died (although to the extent that a family member’s privacy is affected this might give rise to their own cause for action).  There will of course be ethical and legal duties owed by some professionals, particularly medical practitioners, that should continue to be respected even after the individual’s death but these probably can remain protected by other laws. 

Q20. Should corporations, or other artificial persons, be able to bring an action for invasion of privacy?

The Office’s view is that corporations or other artificial persons should not be able to bring privacy cases.  This is the approach taken in the Privacy Act and is bound up with privacy being a human right.  
Q21.  Is it possible to lay down a statutory test to clarify the special position of children?

Clearly, children should expect protection of their privacy.  Also, children should not lose that protection merely by reason of being a family member of a public figure.  

To the extent that consent may provide a basis for publication, children are dependant upon wise choices of adults exercising parental consent. However, there are cases where the choices of parents clash with the best interests of children.  The Broadcasting Standards Authority has experience of cases where parents have consented to damaging publicity in relation to their children.  The BSA has accordingly identified circumstances where parental consent is insufficient protection for children in the content of broadcasting and requires the best interests of the children to be taken into account before broadcasting. The BSA’s experience may provide some useful guidance that can be applied in the tort field also. 

Q22.  Might it ever be possible for a person to succeed in an action for publicity given to private facts if that person was not identified in that publicity? To whom would the person need to be identified?

The Office’s view is that privacy is most obviously impacted when a person is either identified by, or identifiable from, information that is published. Indeed, it is difficult to argue that “privacy”, as generally understood, has been affected if a person is not identifiable from a publication (although perhaps taken in combination with information available from a source other than the publication).
Criminal offences 
Q24.  Should the existing criminal offences relating to disclosure of personal information be examined to see whether they are all still needed? Are there any existing offences that are no longer needed?

The issues paper makes a good case for examining the existing criminal offence provisions to see whether they are all needed.  While accepting the usefulness of such a review, the Office has not itself identified offences that are no longer needed. 
Q25.  Are any new criminal offences needed?

The existence of civil remedies, whether through the Privacy Act or the tort, does not remove the usefulness of, or need for, criminal sanctions in relation to certain more serious behaviours. Criminal punishment provides a deterrent that the civil law cannot. The criminal law can also punish behaviours that the public finds especially serious whereas the focus of the civil law is focused predominantly upon redress and, in relation to the use of injunctions in a tort case, prevention.  Punitive damages are not currently provided for in the Privacy Act jurisdiction. 
It is not suggested that criminal offences should necessarily exist for every breach of privacy.  However, offence provisions could be particularly useful in the following circumstances: 

· the more serious cases where a significant deterrent is required; 

· circumstances involving what might be termed a ‘public responsibility’, such as cases involving a state authority, a common carrier, a regulated or licensed trade or where a service is provided that consumers have little choice but to use;

· Where certain behaviours ought to be punished regardless of the identification of a precise victim, or an actionable loss, for example, somebody opening letters in the postal system ought to be subject to sanctions regardless of whether one can identify the victims or whether the contents of the particular letters contained mundane or highly sensitive information. 

Amongst the examples given in the issues paper, it does seem anomalous that a business repairing computers could publish information discovered through accessing someone’s computer without authority.  

Q26. Is it worthy of consideration whether the Privacy Act 1993 should contain offences?

The Office supports exploring whether the Privacy Act should contain offence provisions.  A fully concluded view will need to await the more thorough analysis anticipated in the fourth stage of this review.  
At the moment, the approach of the Privacy Act is exclusively civil and is generally dependant upon receipt of complaints.  The focus of the system is also heavily geared towards settlement of complaints.  The existing Privacy Act system is of limited effect in deterring behaviours or providing sufficient sanctions to ensure that even repeated breaches of the Act are remedied.  It is quite possible for a series of breaches to be met by a series of small settlements of individual complaints with no change in fundamental behaviour.  The Act currently lacks effective sanctions or alternative enforcement tools for behaviours that are more serious.  Essentially all complaints are treated equally.  Whether the introduction of new criminal sanctions is the right means to escalate the more serious or repeated cases,  or whether other legal mechanisms have more promise, is a matter to be explored. 
There have been some specific recommendations in the past for creating offence provisions in the Privacy Act.  These include such matters as destroying documents to evade access requests or deceiving agencies to trick them into releasing personal information to the detriment of the individuals concerned.  Consideration should also be given to increasing the modest penalty in section 127 of the Privacy Act for obstructing the Commissioner’s investigations etc.  
Q27. Should inconsistencies in the existing criminal offences and penalties be removed? If so, how?

Office view is that it is not essential to remove all anomalies in relation to existing offence provisions. Nonetheless, the insights gained from this review could lead to improvements.  There may be a case to increase some of the penalties that have, over time, fallen out of step with those in modern statutes.  For example, the $500 penalty for disclosing a private communication obtained under an interception warrant under the Misuse of Drugs Act seems on the light side given the high level of probity the public would expect of officials entrusted with undertaking authorised interceptions. 
Other civil remedies 
Q28. Are any other civil remedies in relation to disclosure of personal information needed? If so, should they be obtainable in the courts, or in some other forum?

The Office considers that it might be worth further exploring the proposal of providing that certain criminal offences (such as covert intimate photography or intercepting private conversations) should also have civil consequences. We do not expect that such provisions would substitute for the existing tort but they might help empower victims.  
Part 3: Surveillance and other intrusions

Q29. How useful are the distinctions between public and private places, mass and targeted surveillance, and overt and covert surveillance, for the purpose of framing laws to control surveillance? Are there any other key distinctions the Commission should consider?
While such distinctions might be useful in framing a law addressing surveillance, care needs to be taken to ensure that such distinctions do not become hard edged exemptions from any privacy protection.  For instance, an acceptance of a heightened expectation of privacy in the domestic sphere should not translate into an exemption from any protections when in public spaces.  Similarly, heightened concern at covert surveillance should not be taken to suggest that there are no privacy concerns about overt surveillance. 

There are several other distinctions that might be made in relation to the nature of certain surveillance, although the Office has no concluded view as to whether any of these distinctions will help in framing laws to control surveillance.

The first distinction may be in relation to the person undertaking surveillance.  Traditionally, most concern was focused upon those agencies undertaking surveillance as part of their business, be it national security, law enforcement or private investigators.  Concern has not abated in relation to those bodies but there is now a greater diversity of surveillance actors.  For example, various public and private organisations control video surveillance networks.  The ready availability of cheap miniature surveillance cameras puts this technology within the grasp of ordinary employers, to use one example.    
Another distinction might be between surveillance that is set up specifically for a purpose, such as crime prevention or public safety, and surveillance undertaken as a by-product of other activities.  An example might be the use of automated number plate recognition, technology installed for electronic toll roads being given over for use by law enforcement or national security interests.
There are also various databases and networks operated by the private sector that are coveted for law enforcement surveillance purposes.  It is not necessarily clear the extent to which this already happens or the directions that may be taken in the future.  However, it is clear that law enforcement bodies make extensive use of telecommunications network information in investigations and would like network operators to configure the networks to meet law enforcement preferences. There are many examples overseas involving, for instance, the use of networks maintained in relation to travellers and banking transactions.  Thus distinctions could be made between organisations that establish and maintain such databases and the organisations that might wish to access those information holdings  for surveillance purposes. 
Distinctions might also be made in relation to user controlled services.  Individuals can use a variety of technologies to enable their movements to be tracked.  Where such services are on an opt-in basis there are few privacy issues so long as the services are transparent, secure and deliver what they promise. However, services that are non-transparent, insecure, and available to other organisations, or require opt out, carry many privacy risks.  A surveillance law might have to distinguish between a user, a service provider and any third party such as law enforcement body.  These are distinctions that did not apply to some traditional means of surveillance. 
Q30. Are there particular surveillance technologies that you are especially concerned about?

There are many reasonable concerns about virtually any existing surveillance technologies and the new applications, users and combinations of technologies. These changes may mean that existing understandings of the impact of technologies may be upset.  For example, individuals may have a general level of comfort with CCTV as they understand it and welcome new public safety schemes.  However, the processing of digital visual images is moving rapidly in new directions that may change the comfort level by the time our cities are more completely covered in camera networks.  For instance, public and private video surveillance networks may be linked up, images may be stored for longer and may be matched and retrieved using face recognition technology.  With search capability greatly enhanced, it may be possible to search visual material as easily as other databases to find, say, ‘man in red jacket’.   In virtually all areas of surveillance technology, the prices have reduced, the devices have become smaller and are more capable of been interconnected. 

Particularly worrying are those technologies that allow people’s location to be ascertained and tracked.  Individuals have been able to be tracked in the past only through expensive, labour intensive and even dangerous processes.  The coming generation of location tracking is cheaper and enables the tracking of dozens of targeted individuals simultaneously or indeed whole populations.  As some commentators have put it, law enforcement may be moving from ‘follow that car!’ to ‘follow all cars!’. 
Q31. What role do you see for privacy-enhancing technologies in addressing the problems of surveillance? Is there a role for the law in promoting or mandating such technologies?
The Office encourages the adoption of privacy enhancing technologies.  There are, for example, technologies that could enable individuals to electronically pay road tolls in real time without their identity being known to tolling authorities in the same way that paying cash traditionally maintained one’s anonymity.  By designing privacy into systems at the outset, individuals may retain some of the society’s traditional privacy ‘default settings’ rather than accepting identification and surveillance as the norm. 

The law could mandate privacy enhancing technologies in certain circumstances or at least require that they be considered for major public systems. 
Q32. Which of the following types of surveillance are you particularly concerned about? What are your main concerns about these types of surveillance? Which of these types of surveillance do you consider particularly beneficial, and why? (Note that surveillance for intelligence and law enforcement purposes is largely outside the scope of this Review, and that workplace, private investigator and media surveillance are discussed in chapter 12.)

The Office has an ongoing interest in all these areas and looks forward to hearing others’ views on the many aspects of this question. 
Q34. Should civil liability for the use of surveillance devices be based on breach of a statutory duty?

The law allows the State to conduct certain intrusive surveillance for good public interest reasons.  Such laws typically set out the circumstances in which intrusive surveillance can be authorised, the scope of the authorised surveillance, limits and conditions on the carrying out of the surveillance and imposes certain other requirements such as safeguarding the results. In the Office’s view, it is insufficient to simply establish a law to authorise and control such surveillance and fail to prescribe consequences for disobeying or failing to comply with the law.   The consequences should be a mix of criminal and civil provisions.  Deliberate wrongdoing should face heavy criminal penalties.  In other cases, the failure to abide by the law may adversely affect the privacy of an individual in a way that Parliament intended should not happen.  Civil liability should be a possibility in such circumstances.  In addition to redressing privacy harm, such provision would form part of the legal framework that encourages compliant behaviour and makes institutions accountable for falling short of what the law requires. 
Q35. Should certain targeted surveillance activities be designated “specified acts” of harassment under the Harassment Act?

The Office supports amendment of the Harassment Act to more clearly bring within its scope surveillance actions where these may cause distress.  This will be a useful reform to give some measure of protection to individuals although it is by no means a full response to the privacy challenges of surveillance.   The Office supports this change because it will provide practical relief for individuals where they know of surveillance that is not being undertaken for a lawful purpose. 
There is no doubt that overt surveillance can cause similar distress to other kinds of harassment.  The neighbour who sets out to annoy by overtly pointing a video camera into the neighbouring property would be such an example.  Covert surveillance, once discovered, can also be stressful, sometimes causing fear, and there should be a legal remedy to stop the repetition when the surveillance is not being carried out for a lawful purpose.   

Consideration will need to be given to the nature of a ‘pattern of behaviour’ as it relates to surveillance.  Non-stop surveillance would have a repetitious feel for the individual.  The video surveillance camera pointed at the backyard is stressful on Monday and then, as the individual enters their yard again on Tuesday, the effect starts over again.  The tracking device attached to a motor vehicle will track one trip in the car and then later in the day track it a second time.   It might be useful for the Act to say that where surveillance is continuous, each day’s surveillance is to be treated as a repeated specified act. 
Q36. Should certain acts of surveillance be considered to constitute harassment on their own, without a requirement for any further specified act directed at the applicant to occur, for the purposes of seeking a restraining order or bringing a criminal charge under the Harassment Act 1997?

The suggestion made in relation to question 35, whereby continuing acts of surveillance are considered to be repeated if continuing for more than one day, may enable continuing surveillance to be seen as a repeated pattern of behaviour.   As an alternative, it might be possible to separate out certain acts of surveillance which should be directly actionable without proof of any repetition.   Perhaps the most obvious candidates would be those actions which would breach a statute, such as the interception of private communications or covert intimate filming.  While those actions are punishable through the criminal law, there might be circumstances where a restraining order would also be useful to an individual.   An example might be where covert intimate recordings were made by a landlord but the landlord-tenant relationship is continuing notwithstanding the alleged criminal offending. 
Q37. Should the use of surveillance devices continue to be dealt with under the criminal law by targeting specific uses of surveillance devices in particular circumstances? Alternatively, should these offences be dealt with more generically? If so, how could this be achieved?

The issues paper usefully highlights the merits of the general and specific approaches to regulating the use of surveillance devices.  Both approaches have their advantages and disadvantages.  The Office does not hold a strong preference for one approach over the other but does observe that if the specific approach is taken that it is essential that Parliament be willing to revisit the issue from time to time so that the controls can continue to provide the protections that New Zealanders would expect as new technologies emerge. 
Q38. Are any reforms to the criminal law relating to visual surveillance required, such as:

· a new visual surveillance device offence;

· reform of the summary offence for offensive behaviour in a public place or a new offence to cover intrusive visual surveillance in public;

· an offence against the use of hidden cameras; or

· expansion of the intimate visual recording offence?

Each of the proposals in this question are worthy of consideration.  Clearly, visual surveillance is a growing issue with cameras becoming smaller and being bundled with other devices routinely carried.  Devising suitable offences may not always not be straightforward and care would need to be taken to avoid overreaching into areas of activity that do not warrant the intervention of the criminal law.  Perhaps most promising amongst the ideas laid out in the issues paper are those relating to the use of hidden cameras. 

Q39. Should any of these matters concerning visual surveillance be dealt with instead by way of civil liability (under a tort or the Privacy Act)?

It is appropriate to have some overlap between the criminal and civil law.  The mere fact that certain behaviours could found a civil cause of action should not of itself be a convincing reason not to create an offence provision.  An offence provision might deter behaviour in a way that the civil law might not.  Some anti-social behaviours deserve a community response through prosecution by a public authority rather than leaving it to a victim to sue. 

Also, there is a useful interrelationship between an offence provision and information privacy principle 4.  Principle 4 provides, amongst other things, that agencies may not collect personal information by unlawful means.  So, for example, information obtained contrary to the existing intimate covert filming offence will, by definition, breach principle 4 and be potentially actionable.  On the other hand, if secret cameras were placed in a kitchen, a breach of principle 4 would require proof that the means of collection was unfair or unreasonably intruded into the personal affairs of an individual. 
Q43. Are any other reforms of the interception offence required?

s highlighted in the issues paper, there would appear to be a good case to put limits on the disclosure of lawfully intercepted communications.  This should be tied to the purpose of lawful interception so that information is made available for the investigation and prosecution etc.  
Q44. Are any other reforms required in relation to communications privacy?
We draw attention to recommendations made by the former Privacy Commissioner in a report in 2000
. That report called for a systematic re-examination of aspects of our interception law in order to enhance transparency, accountability, oversight, control and respect for privacy.  Two major enhancements of interception safeguards were suggested: 

· notification to individuals after the event of the fact that their private communications have been intercepted (which might be called ‘the notification model’);

· requiring full documentation of every authorised interception and conferring audit and oversight functions on a body independent of the agency which undertakes the interceptions (‘the audit model’). 

Notification is the requirement in Germany, United States and elsewhere and would be appropriate for cases that do not result in a prosecution (where targets are already notified as part of the criminal disclosure and evidential processes).  Audit operates in Australia and has been recommended for Hong Kong.  A right to compensation for unlawful interception was also suggested.  Notification, audit and compensation models can work together in harmony.  The former Commissioner particularly favoured the audit model to offer assurance that existing and new legal safeguards are actually complied with.  

The proposal made in the 2000 report, recommended for consideration now, is to: 

· create an interception register and have this audited by a suitable independent body such as the Independent Police Conduct Authority or the Privacy Commissioner;

· empower that independent body to require the Police, in exceptional cases, to notify individuals whose communications have been intercepted of that fact, at a suitable point after the interception or investigation is completed;

· establish a right to compensation for unlawful interceptions. 

Q45. Should a new offence be created to target the covert use of tracking devices to determine people’s locations?

The Office is of the view that there should be an offence covering the covert use of tracking devices.  As the report mentions, the former Privacy Commissioner criticised the absence of an offence provision when the regime authorising the placing of tracking devices was created.  The offence provision would be applicable to individuals covertly spying on others (such as in the case of industrial espionage) or to officials who should have obtained authorisation under the statutory regime but chose not to (or who were turned down when seeking authorisation). 
The possibilities for covert tracking have expanded in the last few years.  In addition to placing tracking devices onto individuals or things associated with individuals (such as vehicles or clothing) there is now the possibility of misuse of other devices that track whereabouts as a service to the individuals concerned (e.g. cellular phones or GPS devices).  It should be made clear in this law that this is not acceptable except in those circumstances authorised by law. 
Q46. Are the computer misuse offences adequate to deal with privacy intrusions from computer hacking and other unauthorised access to computers and digital devices, and the use of spyware and keystroke loggers? Is a specific review of the adequacy of these offences required?

The Office supports a review of those provisions to ensure that they continue to address the key risks posed in the current environment. 
Q48. Should consideration be given to an offence against RFID skimming in New Zealand?

The Office supports creating an offence provision.  Unlike some of the surveillance issues being considered by the Law Commission, this is an area where it may be possible to erect a legal framework before the mass deployment of the technology. 

Q49. Should the application of the Privacy Act to surveillance be clarified? If so, how should this be done?
Whether there is substantial law change dealing with issues of surveillance, or only modest changes, some clarification of the Privacy Act in relation to surveillance would be useful.  The precise nature of the necessary changes would vary depending upon the direction of other reforms.  However, at the least it would be useful to make it clear that the doubts that have been raised about the application of the collection principles have been put to rest and the domestic affairs exemption narrowed to exclude unlawful behaviour from its ambit. 
Q50. Do the privacy principles need any modification in the way they apply to surveillance? If so, how should they be modified?

We look forward to exploring these issues more in the 4th stage of the review. 
Q51. Is a new set of surveillance principles required, either within the Privacy Act framework or under a new Surveillance Act? If so, what should be the content of these principles, and how should they operate?

The usefulness of a new set of principles directed at surveillance is worth exploring and the principles devised in New South Wales are an interesting starting point.  Clearly there are some aspects of surveillance that are not well controlled by the information privacy principles.  On the other hand, some aspects of surveillance are or could be, suitably addressed by the existing privacy principles, perhaps modified through the issue of codes of practice. 
Q52. Should there be limitations on surveillance of public spaces carried out by both public and non-public agencies?

In the Office’s view there should be a control of surveillance in public spaces.  A starting proposition could be that surveillance should normally only be carried out by public authorities for proper purposes and in accountable ways.  No doubt there will be circumstances where it is appropriate that private bodies carry out some surveillance.  An example would be crowd control in relation to a music festival held on public land.  However, any such surveillance should be kept within appropriate bounds and be made accountable in some fashion.  Individuals will accept surveillance undertaken for the public good by accountable public bodies but may rightly feel aggrieved if just anyone can actively monitor their behaviour in public spaces. We have had cases of individuals being upset when one household places a camera pointing into the street that enables neighbours to be  monitored outside their own homes. 
Q53. Should CCTV be regulated under a specific CCTV statute?

If the issues surrounding CCTV were to remain much as they have been for the last 15 years, then there would probably be little need for a CCTV statute.  Rather, any desired improvements in the regulation could be achieved through a code issued under the Privacy Act and through better regulation of persons installing and monitoring CCTV systems under the laws governing security guards. 
However, matters may not remain static.  Depending upon the direction followed there may become a stronger case for a special law.  One possible development may be a move on the part of public authorities to seek to link into and control private CCTV systems.  This has occurred in the UK and elsewhere in response to terrorism concerns.  If there is a desire to move in this direction, a code of practice under the Privacy Act may not be a suitable regulatory instrument to, for example, impose technical standards, create central registers of systems or require direct remote access by law enforcement officials.  
Whichever mode of regulation is adopted, the objective should be to ensure a degree of transparency and accountability, impose controls on use and keep the scope of surveillance within the public’s comfort level and proportionate to the risks involved.  Democratic accountability can become somewhat unclear when private bodies control surveillance of public spaces or where public authorities tap into private networks covering private spaces. 
Q54 If not, should CCTV be regulated in any other way such as:

· the Local Government Act;

· statutory regulations;

· a Code of Practice issued by the Privacy Commissioner;

· voluntary guidelines issued by the Privacy Commissioner; or

· standards developed by Standards New Zealand?

A stand alone statute might have advantages over some of these regulatory options depending upon on what is hoped to be achieved through the regulation.  If the objectives are closely related to existing content of the Privacy Act, then a code of practice under that Act might be enough.  If the key issue is seen as the accountability of local authorities to their residents, then the Local Government Act may have a key role to play.  If there is a desire to direct and interlink private surveillance systems for state purposes, then the Local Government Act or Privacy Act will not be suitable vehicles. 
The Office has long given guidance in relation to operation of CCTV systems using the Police guidelines as a good working model for approaching the issues.  With the increased diversity of players involved, updated guidance materials were seen as useful and the Office is currently developing voluntary guide lines.  
Q55. What are the most important issues that any regulation of CCTV should cover?

There is a vast literature in relation to the effectiveness, installation and operation of camera systems.  The best practice data protection approach is reasonably well documented on such matters as operator control, access control and retention and use of images.  
Data protection principles give only limited guidance in relation to the establishment of schemes.  The principles help to some degree by encouraging surveillance practices to be kept proportionate to the purposes of surveillance, but that does not take us very far particularly if a scheme has very broad objectives and there is limited objective data to base decisions upon.  Useful non-privacy approaches include focusing upon cost effectiveness and community consultation.   

There are a number of innovations in the technology which will affect video surveillance in the future.  A number of these have not yet been developed in New Zealand to any great degree but the position might change very quickly.  Examples include: 

· the combination of sensor technology with traditional CCTV systems, examples including face recognition, automatic number plate recognition, movement and heat sensors, etc;

· video analytics, by which video is analysed for specific data, behaviour, objects or attitude; 

· interlinking of systems, sometimes by public authorities under compulsion of licensing or funding arrangements. 

Traditional data protection approaches can only go so far to address such challenges.  Supplementary approaches should also be encouraged to promote the transparency and accountability of the entities involved and to build in ‘privacy by design’.  There is scope to adopt privacy enhancing technologies in public camera systems.  Software exists to mask individual identities during real time surveillance but allow decryption as required in real time or on review of recordings, where that is warranted.  Using anonymisation techniques, the impact on community privacy could be much lessened compared with traditional CCTV systems. 
Q56. Are any specific regulatory measures needed in relation to RFID technology?

There clearly are some risks associated with widespread deployment of RFID.  To date, most deployments in New Zealand has not raised privacy issues at the individual level as they have been focused upon supply chains.  That could change in the coming years.  Care should be taken in regulation since the benefits of RFID in supply chains arise through global compatibility.    Consideration might usefully be given to the OECD Policy Guidance on Radio Frequency Identification (2008) when devising regulatory responses. 
Q58. Should the Harassment Act 1997 provide for the award of damages?

Amending the Harassment Act to provide for the award of damages would be appropriate.  We note from the issues paper that this is already permitted under similar legislation in the UK.  While there might be some overlap with rights to seek redress under the Privacy Act, the Office supports supplementary measures that would provide appropriately tailored redress for victims of harassment.  Since such victims may have to commence court proceedings to obtain or enforce a civil restraining order, the courts may provide a convenient forum for issues of compensation to be addressed, rather than initiating proceedings through the Privacy Commissioner and Human Rights Review Tribunal. 
Q59. Are any reforms to the law needed to deal with voyeurism not involving the use of recording devices, including reform of the “peeping and peering” offence in the Summary Offences Act 1981?
The issues paper appears to have identified some gaps in the criminal law as it relates to voyeurism.  The Office supports further efforts to explore devising suitable offence provisions to fill these gaps where there are deliberate acts of a serious nature that intrude upon people’s reasonable expectations of privacy. 
If new offence provisions are created, we note that these can work in tandem with information privacy principle 4 which will give an individual a right to complain, and if appropriate seek compensation, if an agency uses unlawful means to collect information.  The Privacy Act should be amended so that the personal and domestic affairs exemption could not be relied upon by a voyeur who is collecting information by such means.  It might also be useful to amend the Privacy Act to make it clear that attempts to collect information could also be actionable.  To take the example in the issues paper of the person who has 
drilled holes in the ceiling or installed a one way mirror, there may be evidence of attempts to collect information but no proof of actual collection to found the complaint. 
Q61. Are any new civil remedies (apart from a possible intrusion tort) needed to deal with intrusion?

Section 40(2)(c) of the  Residential Tenancies Act 1986 provides that it is a tenant’s responsibility not to ‘cause or permit any interference with the reasonable….privacy of any of the landlord’s other tenants or with the reasonable…privacy of any other person residing in the neighbourhood’.  This is an important protection for a landlord’s tenants which can be enforced in the normal way through the Tenancy Tribunal.  However, we wonder whether the Act could be improved to enable ‘any other person residing in the neighbourhood’ to be able to require the landlord to take action when a tenant is interfering with their reasonable privacy?  The neighbour should be empowered to ask the landlord to take steps to ensure the appropriate behaviour of the tenants.  This could perhaps be achieved by amending the Act to impose a clear responsibility on the landlord and to expand the Tenancy Tribunal jurisdiction to determine such cases. 
Q62. Should an express right to sue for breach of statutory duty be created in relation to any statutory provisions relating to intrusion?

The proposal to entitle individuals to sue for breach of statutory duty appears to have some promise and is worth exploring. 
Q63. Should there be an intrusion tort?

The Office view in relation to the intrusion tort is the same as our view in relation to the tort of invasion of privacy by publicity given to private facts (refer to answer to question 1).  We do see value in the tort.  It marks the value that our society places on the human right to respect for privacy and provides remedies to correspond with the right.  The tort can usefully ‘fill a gap’ that may otherwise exist in the law’s protection of privacy. 
Q64. Should the development of an intrusion tort be left to the common law, or should it be introduced by statute?

If the tort of invasion of privacy by publicity given to private facts is to be placed on a statutory footing, the Office would support the intrusion tort being included as well.  As with the other tort, there are arguments for and against leaving the matter to be developed by the courts. While the Office does not have a strongly held view on the question, on balance, it concludes that placing the tort on a statutory basis offers greater advantages than simply leaving the matter to future development by the courts. 
Q66. Would your answers to questions 5-8 and 11 from chapter 7 differ for the intrusion tort from the answers you gave with respect to the disclosure tort?

The Office’s views in relation to the questions posed on the disclosure tort would largely remain applicable to the intrusion tort. 
Q69. Would your answers to questions 14-16, 19-21 and 23 from chapter 7 differ for 
For the most part, the answers offered in relation to the questions on the disclosure tort remain applicable to the intrusion tort.  One small difference might be in relation to the area of remedies.  We earlier suggested that a supplementary remedy based on correction statements might be useful in relation to the disclosure tort. This would have little applicability to the intrusion tort.  On the other hand, a remedy requiring things to be ‘delivered up’ to prevent future harm might be quite relevant to the intrusion tort.  For example, if covert intimate photographs had been taken, a relevant remedy would be to deliver those up to prevent their future publication.
Q70. What do you think should be the relationship between the disclosure and intrusion torts if both were to be put on a statutory basis?

The two torts should not be seen as entirely separate or mutually exclusive.  There will be circumstances where both torts might need to be pleaded in relation to a particular case. 
Q71. Should there be a mechanism for dealing with intrusion at a lower level as an alternative to proceeding through the courts? If so, what form should this take? Should intrusion and disclosure both be dealt with at the same level?
To some extent, a low level mechanism does exist for aspects that might be covered by an intrusion tort.  A case taken to the Privacy Commissioner in relation to information privacy principle 4 which concerns means of collecting personal information that unduly intrudes into the personal affairs of an individual.  This might cover some of the same ground and can be pursued without taking the matter to a court. 
Q72. Should the media be subject to any greater, or lesser, legal restrictions concerning surveillance and other intrusions than other members of the public?

Part of the value of the tort in the New Zealand legal landscape is to ‘fill gaps’ left by incomplete coverage of the Privacy Act. While this exemption exists, the existence of the tort can provide some legal framework for reconciling the needs of a free press in a democratic society and the need to give due protection to other human rights. 
Q73. Does the current framework of content regulation by the BSA and the Press Council provide adequate protection against intrusions by the media? Alternatively, does it go too far in limiting media freedom?

We do not consider that either the Broadcasting Standards Authority or Press Council provisions go too far in limiting media freedom.  The BSA appears to represent a successful model of regulation in a difficult area.  Consideration should be given to increasing the level of compensation that can be awarded by the BSA in privacy cases as the $5,000 limit is clearly insufficient given the substantial effect on privacy that a broadcast may have. 
Q74. To what extent should the media be exempted from laws dealing with surveillance and other intrusions (either current laws, or options for reform discussed in this issues paper)?

The Office would need to consider this on a case by case basis before having a firm view.  However, as a matter of general approach, we would not favour such exemptions from the law.    The legitimate interests served by news media will, of course, be accommodated in the tort through recognition of ‘legitimate public concern’. 
Q75. What form should any exemptions for the media take? Should they be restricted to newsgathering, and if so, how should newsgathering be distinguished from entertainment?

See answer to question 74.
Q76. Are the issues relating to surveillance and other forms of intrusion in employment significantly different from issues in other areas? If so, how?

Individuals spend a significant portion of their lives at work.  During that time they are under the control of employers. There are noteworthy differences from time spent at leisure or at home. 
Q77. Does the current legal framework achieve an appropriate balance between the interests of employers and employees with regard to surveillance and other forms of intrusion? If not, in what areas is reform needed to achieve an appropriate balance?

There is an imbalance of power between employer and employee.  Law and regulation does have a place to regulate these matters and sometimes redress that balance.  However, the law in question is not simply privacy law but also law governing employment relations which already somewhat redresses the balance.  Thus while privacy law may not provide an entirely satisfactory regime for workplace surveillance, the picture may be somewhat rosier for the privacy of employees when the requirements of employment law are taken into account.  Nonetheless, we of the view that there may be merit in further legal provision governing workplace privacy matters.  Issues to consider would include the extent to which this should be in primary legislation, or secondary legislation, and whether it be primarily located within privacy or new surveillance law or as part of the framework of employment law.
Wherever the relevant provisions are located, the key aspects are likely to be transparency, fairness and the avoidance of especially intrusive surveillance unless there is a high level of justification. 

Q80. Should private investigators be subject to any greater legal restrictions than other members of the public in order to protect privacy?

Private investigators carry on a business that has the real possibility of invading individual privacy.  There is value in having a legal framework that establishes how far it is acceptable in the public interest for private investigators to intrude on privacy.  The regulatory arrangements should seek to ensure that those limits are adhered to and that there are sanctions for breach.  Redress for individuals harmed by the proscribed behaviours of private investigators should also be available.  Precisely how that is best achieved is open to debate since there can be many reasonable views about where the limits of acceptable behaviour should be drawn and what are the most effective legal and regulatory means to promote compliance and deter and punish non-compliance.  Almost certainly, any legal regime having the objective of providing reasonable protection of privacy will place restrictions on private investigators.   Members of the public that may be minded to establish a business to carry out investigations would be required under a regulatory regime to become licensed and thus be subject to the same legal restrictions. 
In addition to prohibited activities, there are likely to be activities that should be allowed in certain circumstances notwithstanding the intrusion into privacy.  These should be regulated.  The Police do not have the resources to carry out all the investigations that are necessary.  For example, for pragmatic reasons the Police expect insurers and employers to undertake preliminary investigations into suspected insurance and workplace fraud.  Insurers and employers need the assistance of specialised investigators.  Society as a whole benefits if such investigations can be carried out competently by properly trained and responsible investigators who can be held accountable to behave in an ethical and legal manner.    

Q82. Should additional privacy-related crimes be added to the list of “specified offences” in the Private Investigators and Security Guards Act 1974? Are there any other ways in which the licensing process could be used to protect privacy?

The Office supports specifying appropriate offences as matters that should disqualify an individual from being a licensed private investigator.  In the context of covert surveillance, convictions for, say, unlawfully intercepting private communications or bribing officials to obtain the release of confidential information should be bars to licensing.  However, such convictions are very rare indeed and their inclusion in the licensing process cannot by itself ensure that persons undertaking unlawful surveillance are excluded from being licensed.  Rigorous oversight by the licensing authority and a willingness by the industry to report illegal behaviour are also needed. Covert behaviour may be hard to detect.  Perhaps it would be useful to enact a specific ‘whistleblower protection’ for employees of private investigators and their clients who report unlawful behaviour? 
Q83. Should section 52 of the Private Investigators and Security Guards Act 1974 be retained? If so, should it be modified in any way?

Section 52 of the 1974 Act seeks to regulate covert video and audio recording.  It does this through a prohibition, subject to some exceptions.  The Act seeks to ensure compliance by including offence provisions and by making records inadmissible in court proceedings.  
In the Office view, the practice of covert visual and audio recording still remains a serious concern.  Until credible replacement controls can be devised, section 52 should remain.   However, we are confident that a provision and associated regulatory scheme could be devised that would appropriately allow for covert recording in some circumstances not currently permitted. 

The most promising area for some relaxation of the prohibition is where the private investigator is engaged in investigating a suspected offence and the covert recording is an appropriate means to investigate that offence. The challenges in devising the right regulatory solution includes distinguishing such activity from any other investigation that the private investigator may be asked to undertake which has no public interest justification.  Another challenge would be to clearly set out when and how such surveillance can be authorised and carried out.  

The Office has discussed these matters in detail on previous occasions with officials who have examined options for reform.  We would be willing to explore the matter in more detail with the Law Commission if desired.  The Office does not support going from an absolute prohibition to no controls at all.  It is an area where careful limits should be imposed with suitable mechanisms to ensure that those are complied with. 

Q84. Should surveillance and other privacy-intrusive activities by private investigators be regulated by any of the following: a code of ethics made under the Private Investigators and Security Guards Act 1974; a Code of Practice made under the Privacy Act 1993; or a code of ethics developed and enforced by the industry itself?

In the Office view, Parliament should impose limits in this area as it did in 1974.  It is not an area that should be left entirely to the industry.  Strong controls to control investigators’ intrusive practices and to keep the industry accountable are warranted. Nonetheless, depending upon the approach taken by the primary legislation, there could be a role for supporting codes.  The public may not have confidence in a code that is entirely within the control of the industry itself.  It appears at this stage in the evolution of this industry that a large measure of the setting of ethical rules, and their enforcement, will need to come from external regulation whether through the registration and licensing processes alone or, as suggested in the question, partly through a code of practice issued under the Privacy Act. 
Part 4: Overview 

Q85. Are there any other matters relating to the adequacy of New Zealand law to protect privacy that have not been covered in this issues paper, and that you believe the Commission should consider? (Note that the Privacy Act 1993 is to be the subject of a separate issues paper.)
The Office has offered hundreds of recommendations for improvements to the legal framework for the protection of privacy over the last 16 years.  These are principally contained in the major review of the Privacy Act, the four supplementary reports to that review and in dozens of other reports and submissions.  We commend those for consideration. 

If you have any questions in relation to this submission please direct them in the first instance, to Annabel Fordham 04-474 7598 or Blair Stewart 09-302 8654.
� Report by the Privacy  Commissioner to the Minister of Justice on Supplementary Order Paper No.85 to the Crimes Amendment Bill (6), Crimes against Personal Privacy and Crimes Involving Computers: Intercepting Private Communications and Accessing Computer Systems Without Authorisation,  13 December 2000, particularly Part 4 ‘Unfinished Business’.
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